BlackBerry UEM
BlackBerry UEM # & U* BEMS EtE /71

12.17




2022-11-21Z

12



BHX

53 USSR 5
FHRBEDIBES (LURTD/N— 3 > BlackBerry UEM B3AELY) e 5
ER/ID 2 2D 1)—A®D BlackBerry UEM M5 7w FJ L— FF BIEE o 7
LIFTD/NA— 3 >0 BES12 F1=Id BlackBerry UEM D57 Y T L—RK 3 B35 A e 7
Good Control (RBZ L F7BY) ZHERAL TGS e, 8
BEST 0 BRI DN 0D D B oottt ettt ettt ettt ettt ettt eaenes 8
B IR D B T G B oottt 9

T Al 1N 10
BIQCKBEIY UEM ZEE Y == JLo....oiioieiiieeeeeeee ettt 10
BIACKBEITY UEM ERTE ™ Il oottt 10
BlackBerry UEM /87 4 — 2 REFE Y = Jluuiiioeeeeeeeeeeeee et 11

BlackBerry UEM DA Y R b —JLZ T T Uittt e ceeesseseesneeas 12

TN R B I T — Raeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesssssssssssssssssssssssssssssssssnnnnns 14

BlackBerry UEM DB A FHE Z ERET T Durreeerereerrreeeereeereeeereeseeeesresssseessssennnes 19
BlackBerry UEM DA U R b —ILETZIET Y T LB oo, 19

BlackBerry UEM M5 D7 v TH L— RICET BAE BB ..ot 19

BlackBerry Dynamics T/34 R Z &L BlackBerry UEM D7 Y T L— KR 19

Good Control E1=1% Good Proxy m & BlackBerry UEM IZ7 Y T L— K9 B 19
BlackBerry Enterprise Mobility Server M A 2R R =)l .....ccciiiiieieieteeeee et 20
BlackBerry Connectivity Node 4 R B U ZAM A R B =)luuiiioiiieieiieieeeeeeeteeee e 21
T —4 % BIlackBerry UEM [ZFB1T T B oottt 21
AT A TE BRI .ottt 22
FIT T T A Dl et ettt ettt ettt ettt et et e e et e ettt et et et e teeteett et et et e ereereas 22
BlackBerry SECUIre CONNECT PIUS.........cciiuiiiieiieieieciecte ettt ettt et ss s e besbeeteeseessesebesseeneenis 22
7l WVACED S ERY R B N B /) 1= OO 22

BlackBerry UEM kA 1 > DE AT FTEDETELc..eeeveeiiiieiieenceceeneccecsneenee 23
T—XT9F ¥ :BlackBerry UEM DB BT .....ooieieeeeeeeeeeeeeeeeeee e 24
ST FATE & BIaCKBErTY UEM COTE..........ovoeceeeeeeeeeeeeeeeee et 25
B — LD AT FITED EETE oo eveevreeeeee ettt 25
SR A & BlackBerry CONNECHIVIY NOGE..........ocvoviveiciiiiiiiiieteteteeee ettt 25
Microsoft SQL Server AlwaysOn Z A L TEATAM T — 2 RN —REEET Do 26

AWAYSON (2 B B A A E D BRI e cveveeeeeeeeceee ettt saraeen 27
AIWAYSON DI ..ottt s bbbt s et s ettt snaeae 28



T— 9 —RET—Y VT EFERALTEAART —ZR—RZEEET Do 29
AR R E T U DB oo 30
AVRAP=ILRIBEUT YT I L= RRIDEH i, 31
INT R L T ettt e e e e e ab e e e e as s s e e e s s sraeeeennns 34
IN— R T T EE  BIACKBEITY UEM......o.ooeiieieeeeeeeeeeeeeee ettt ettt es et eneetesene e eneneas 34
INFREED I A ..ot 34

FRERAE DB A ..ottt anas 36
RIRFETTIE A .ottt 39

INT R D T B  BEMS ..ottt ettt ettt ettt nas 41
INFREED T A ... 41

FRERAE DA ..ottt eanas 43
RIRBEITTE A ..ottt 44

R R DD B ettt ettt ettt st s e e s a e b s ae e s aa s ae s aane 46
s B e ettt ettt ettt ettt n e 46

TR 7N)0 1P BB oottt ettt ettt ettt ettt e e e eeenn 47
FEINAILT IS RFERL (WIiFT EHE) s 51
FHIEHD NP T R L RERREH. ...ttt ee e et eee e e e e e 53

T2 kN2 RS - BlackBerry UEM A5 BlackBerry INfrastructure...........c..oeveeveveeveiieeieceeeieeeens 54

T2 kN FiESE - BlackBerry UEM /5 BlackBerry Dynamics NOC.........cooovvevoveeeeeceeeeeeeeeeeee. 57
TR R B Wi R Y F T =T DT 784 R 57
T o A o 3 OO PRI 59
BlackBerry UEM D31 R b —JLHRIZHFRER— R ZBIRT D E s 60
BlackBerry UEM FFHETR— ] ..ottt 60

BlackBerry UEM 4 Y X2 2 AR TR K SRR — R B oo 66

) N 1 el i I WO U 68
Al Ny I 7)Y 5[ USSR 68

D T T DRERE. ..o oottt ettt ettt et ettt e eae e enes 68

2y N T T D R B ..o te e e e ae e e e e —————aaaaaaa— 69
A—H—, TNAR, THNARFHIEH, BEUVSAEURDBERE. ..o, 70
7—\'_9 ’\_ZO)FI:ﬁEL ............................................................................................................................................. 71

I TTTOO 5 =i OO OO OO 71
BAEAE E IR T D IEIReeeererrerrerrerreertireestestestestestessessessessessessessessessesssssesseeseenes 72

| liv



EEES

BlackBerry UEM @D X b—JLDETEIX, CChLRIRL TS,

HiRFEE (LIETD/S\—2 3 > @ BlackBerry UEM &7z L)

BIE®D ') 1) —AD BlackBerry UEM W57 v 75 L— K3 %154
LIBTD/IN—2 3 D BES12 Fz[E UEM W7y T L— KT 51548
Good Control (R2 > K7AY) ZFEALTLWSIEA

BES 10 IRIEN H HIHE

EERBRENVELIGS

HMBEEDIGES (LLETD/N\— 3 >0 BlackBerry UEM A7 LY)

BlackBerry UEM ##1&THERT 25E(E. TOFz v I R MEREREL TS,

—RAIGELRE ¢ BlackBerry K¥a A2k
#H

fL—=24 * BlackBerry hL—=2%

HR— *  BlackBerry #7R— k
M= * AVRAMLHEIE VT Y TTL— RRIOEH

PR NV E © EfME—ER

N—FK9z7 c N—FOT7EH#

FUTLEIR * BlackBerryUEM A > JL S RAMD KFa A2+

Cloud * BlackBerry UEM Cloud @ R A > +

TNAADEE + MDM

#tW1)y—Z~ * BlackBerry Connectivity Node 8 KU T >4 —TF 5« X#&E#i (BlackBerry UEM 527 1 A
D7 X F)

| BA%A | 5


https://docs.blackberry.com/ja
https://ca.blackberry.com/support/blackberrytraining/enterprise
https://global.blackberry.com/en/support
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/configuration
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/configuration

BRT7T)DE
Fal) T RE

BlackBerry Dynamics

BlackBerry Enterprise Mobility Server (BlackBerry Enterprise Mobility Server @ & 2 A
k)

Microsoft Intune

1A—H¥—nT7T5
AN—B&
U BYOD

e R

ek ]

LAS—T18 A
ADIEHEDE
B4 F

fTEATOT 74 LH%H S Android Enterprise
F77)/a>TF+EE (BlackBerry Dynamics)
iOS ftEA A —)LDH (BlackBerry Secure Gateway)

HERT 0774 LA %H S Android Enterprise

HERTO 774 IILH%HS Android Enterprise T2 EED T/ 1 R
i0OS MDM i1

macOS MDM i)

Apple DEP

i0OS EHE—F

Android Enterprise SE2EED T /31 X

HERTO 774 ILH%HS Android Enterprise E£EEDT/31( X

Android T/\ 4/ R EEH
Samsung Knox

BlackBerry Enterprise 54 22X A4 K

FNARADZ A 2V REE

O—AJ)LYA k
TDT7IT47
HURME

JE—FHA b
Jz—I)LA—
IN—

BlackBerry UEM K 4 A > D& a] AMEDEHE

BlackBerry UEM EEEIBA 1 K

| BA%R | 6


https://docs.blackberry.com/en/endpoint-management/blackberry-enterprise-mobility-server/
https://docs.blackberry.com/en/endpoint-management/blackberry-enterprise-mobility-server/
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-enterprise-licensing/BlackBerry-Enterprise-Licensing-Guide-en.pdf
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/administration/monitoring-reporting/wdw1465316003518.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_15/planning-architecture/disaster-recovery.html

DMZ * DMZ IZ BlackBerry UEM #4 YR k—ILF 5

Direct Connect/  + BlackBerry Proxy ##%FA® Direct Connect & 7=I1& Web TR ¥ L DERE
DEC

ERID2DO0DY')—XD BlackBerry UEM )57 v 5 L— K3
51568

WEDYY)—AD 1 DHIEIE 2 DHID ) 1) —AD BlackBerry UEM W 7w F5 L— K3 358 (F. XD
FIv R MEHERLTLESLY,

Htkae © Hibkee

RRFAOEE * VU—R/—FBITIEFRE
EHIREIE

FHE * BlackBerryUEM @A YR b—)LEIET7 vy FHL—FK

FyvFTIL—F *© AVR—LHIBLUT7 Y TTL— FRIOEH
* BlackBerryUEM #7 v 74 L— K9 5 FIE

LIRTD/N\— 3 > @ BES12 E 7= (% BlackBerry UEM hv i 7 v T4
L—F9 556

BES12 W7 v T L—FK3BHh., £LEBEEDN) ) —RD 3 DLLERID Y 1) —X 0 BlackBerry UEM H 5 7+
THL— K928 ROFT IR MEERLTLESL,

#kae © FiEeE

RREFEADEE *+ JI)—R/—bBELITEEFE
L HIREIR

| BAR | 7


https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade/ksa1400184024142
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/configuration/ski1473699481442/yaa1473699582248
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/overview-and-whats-new/
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/release-notes-and-advisories
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade/ksa1443719270638.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/overview-and-whats-new/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/release-notes-and-advisories

FHE * AVAP—LEIBEUVT YT L— FRIOEH

FyvFIL—FK * HR—bEShTWE7Y TS5 L—KRIEE

Good Control (RA >V K7OY) ZEALTLEES

Good Control (R2 > K70 Y) #FEALTWAEAK. TOFz v Y )R MEEZRELTL S, BlackBerry

UEMIZ7y T L—RTEEMNESH, FIEF1—F—BLUT/\1 X% BlackBerry UEM IZ#1TT 2 ELH
EMESINEHIBLET,

— BRI BI RS ¢ BlackBerry KXo A Yk
#

fL—=24 * BlackBerry kL—=2%

HiR— bk *  BlackBerry #7Kk— k

FHE *  Good Control E71=1& Good Proxy A &5 BlackBerry UEM IZ7 v 5 L— K3 %

FvIFJTL—F * HR—FENTVWET YT L—FRE

FE * T—4 % BlackBerry UEM IZ#179 %
BT © HR—rIhTWE7 v TV L— FERE

Y—RY—NR—hoD1—H— TNAR, TIL—T, B8LUVZOMDT—2 DHAT

BES10 IRIENH S5

BES10 I#iE%{# A L TL\T BlackBerry UEM (288173 2158 (3. REMEL T ELY,
HR—rESAhTWE7 Y THL—FIRE
BlackBerry YV 7 b0z 754 7Y A4V IILOBE

A—H—, TNAR, TIL—TE&UHMDT—4% % BlackBerry UEM /A—2 3 > 129 24T L TH
5. BlackBerry UEM /3—< 3 > 12.11, BlackBerry UEM /N—2 3 > 1215 DIBICT—42 2835507 v T4
L— FLT. BlackBerry UEM /A—2 3 2 1217127 v T L— KT H2EAHY T,

| BAtA | 8


https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade/supported-upgrade-environments.html
https://docs.blackberry.com/ja
https://ca.blackberry.com/support/blackberrytraining/enterprise
https://global.blackberry.com/en/support
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade/supported-upgrade-environments.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade/supported-upgrade-environments.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/configuration/ksa1409946290255.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_15/installation-configuration/installation-and-upgrade/supported-upgrade-environments.html
https://ca.blackberry.com/support/business/software-support-life-cycle

[EEERRENDLELGSZS

EEEIRBEEHRTT H15A1&. [BlackBerry UEM [EEEIBH A K] #HRELTLEEL
[t Z \o

| BAss 1 9


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/planning-architecture/disaster-recovery/tmy1511292931561.html

TEY—IL

HERIZ, HOPEEEEEEFRETLETAH, BlackBerry UEM [Z(F BlackBerry UEM DA Y R b—JLE=[ET v
T L—REHETABIZRIDYV—ILBNL OMAESATULET,

BlackBerry UEM #{i*Y —)L

BlackBerry UEM &7V —IL

BlackBerry UEM /R 7 # —<Y U REtEY—IL

BlackBerry UEM #{& Y —)L

BlackBerry UEM & k7w I 7 F) r—2 3 U # X179 HHI1IZ. BlackBerry UEM #{&Y—IILEZHERAL TR T
LEWZHRETHIEMNTEET, BlackBerry UEM %Y —)LI&. BlackBerry UEM ¥V 7 b = ZIZfFE L TLY
F9, Y—ILlEmyAccount M5 Ao O0— K52 ELEHTEET,

BlackBerry UEM #{& Y — LIS R DEBEH R L F T,
TOX Y —N—RTEDRIE
BRINMRL—T 4 VI VRTLEHR
BIMN—KRT A RYAR—=R
tXa )T 1R
SRP
BlackBerry Dynamics NOC ~ 0 ##5;
WAR— K
Thor MER
T—A2 N—ZREE

AE:

BlackBerry UEM #{#& Y —JL (& Microsoft .NET Framework 4.5 ##2 L £ Ao

BlackBerry UEM #{&Y —)LIE., <> FJL7% CONNECT 2ETL T, R— FABALTWA I EEZRERALET,
S T4 v IDBEUEESINEINESNIRIESNFERA, R ERY—ILTIE, F3T709v08
R, SSLIET., FEtv a aRICHMICEHALCAFIREMEDH L EDMD AT LICEHET SHEZRETE
FtH A

BlackBerry UEM 5% %€V — L

#8500 2 —Y - LDOYR— FZFE L TLV5I5EIL. BlackBerry UEM R E Y — /L ZERA L THEZL SRP
ID D EEE LET ., BlackBerry UEM D4 > X k— /L. BlackBerry UEM $REY—ILZ#2EI L T, SRP %
BlackBerry UEM T—A AN—R 24 U R— kL&, 21— —DEMF=(EHITEEITLET . BlackBerry UEM
REY—ILIE. BlackBerryUEM ¥V 7 bz ZIZAHELTWET, Y—ILIE myAccount s H o O0— K352
LELTEET,

BlackBerry UEM X EY —ILZERAT S &, RO EZETTEFT.
LIF® BlackBerry UEM T—2 RX—X FONT 4 Z2BHFF-FEE,
Microsoft SQL Server M 44 &

| EHEY—IL | 10



T—RAR—R4

R— FERSE

T—AR—REBE

Windows 1—H—%

Windows /S X7 — K
FREIND1—HF—#%IZHE T, BlackBerry UEM TIAEE SN B SRPID D EEHELEY,
BlackBerry UEM 7—2 R— X [ZEBIND SRPID 24 Y R— b LET,

BlackBerry UEM R TE Y —ILDEEMIZ DLV TIL, support.blackberry.com/community [Z7 49 £ X L TEEEE 36443
#SHBLTIEEL,

SRPID MERI§ & A4 Vi R— FDEEMIZDULNTIL, support.blackberry.com/community [C7 2+ X L TEEZE 36435
FSBLTLEESL,

BlackBerry UEM /X 7 # —< U RETEY—/L

BlackBerry UEM /X7 # —< > X5t &Y —/LIZ, BlackBerry UEM /874 —< A ETIL & SPECCPU DZEH# %S
#FF, BlackBerry UEM /AT + —Y U RAFEY—ILEZERATH L. T4 ROEELERITLEL BlackBerry
UEM 41 > R4 > R § & U BlackBerry Connectivity Node £ R4 V ZADRIMNEEHIFN TEE T,

SEY—IL|11


https://support.blackberry.com/community/s/article/36443
https://support.blackberry.com/community/s/article/36435
https://docs.blackberry.com/en/endpoint-management/uem-calculator/index

BlackBerry UEM D1 VX k—I)LA T 3 >

FTRTD BlackBerry UEM A ViR—R Y b ZE 1 BEDHY—N—IZA VA =T BT EH, aVR—R2 £
DY —N—IZA VA =L TBHIEDBTEES, £y M7V TT7 TV r—2a v 2ERATEHE. T5347Y
BlackBerry UEM a1 Y R—% U b, BEOVY—IL, BLUTNS RAQEHKIVR—R 2 FEERIZA VR =)L
FTHENTEET, XU TADEA, FEEY—N—IZVRATLYY—XDFHIBENHZEEIE. BlOH—
/N\—|Z BlackBerry UEM 2 Y R—R >V b ZA VR F—ILTEET,

AE:

AOY—/—I[ZEED > —I)LE =& BlackBerry Connectivity Node 4 > X b—JL 3 BRI,

/A—[Z BlackBerry UEM 754 R ) QA VR—R U bEA VR F—)LT 2RENHY FT,
TSATYAUR—RY R EBEI LY — AR LY —N—IZA VR h—LERTNSIBE, GBI Y—
JLIEO—7JL® BlackBerry UEM Core [ZK#RBIIZ/NA Y FENhFET, FOHRE, EEaVY—ILIX, O—AL
BlackBerry UEM Core i v k0> Sz MR Y . BlackBerry UEM Core DfthdD A X2 U R &#EAL &

SELFEHA,

180Y—

aAVR—R bDA VR F—I)LFIE. & & U BlackBerry Connectivity Node DR EFIEICDWNTIX, 1 VR
F—ILELUVT7 YT L— FEEDERESRL TS,

AE:RLCY—N—ICBEBaOVY—ILETNARAEHRAVR—R L FDHEA VA —ILT B EITTEZEE

Ao
AR =LA T a3y T754%) EEaVY—IL | TN RESHED
BlackBerry UiRk—2 bk
UEM O >7Rh—
*o bk
INREOMBBTIE. 1 80 —N—IZ3 D2DavKR— v v v
FURFTRTEA R M=ILLET,
#H#4 T BlackBerry Connectivity Node 4 & & L ALY v v
BEIE. 754 <) BlackBerry UEM O Vi R—R > b
EEBOVY—ILETEDY—N—IZA VX =L
LEY,
1EDOY—/N—IZ, T54 <) BlackBerry UEM O v v
VR—=FR U bETNRA RBERAVKR—R Y DA E
AR R=ILLET, CORETIH, KFELHAB
TEYBWWRTA—TURERT—FEY T4 HE
54, BlackBerry UEM O ViR—3% > hEHRA T3
Y—N—~"DT7 IV 2REEEITEHIENTEET,
H—/\—[Z TS5« <) BlackBerry UEM O > /R—= v

VrDHEA R M—=ILLET, £f-. BlackBerry
UEM D' BEET 5 & 51T HICIE. EEaVY—ILE
AMDY—N—I[CA VR =T DRELNHYFET,

| BlackBerry UEM DA Y X b— LA T 3212



https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_15/installation-configuration/installation-and-upgrade/ksa1400184024142.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_15/installation-configuration/installation-and-upgrade/ksa1400184024142.html

H—N—[ZEEIVY—ILDIHES A —ILLE v
¥, Ff=. BlackBerry UEM m#EET S5 K 5129 51
[&. 754 <) BlackBerry UEM a1 > iR—% > &3l
DY—N—IZA VR =T ERHRENHY FT,

R 511 BlackBerry UEM a1 U iR— R > kA v
A VA F—ILENTVSRREGHEBTIE, &V
BT —TURERT—FEY T4 D=HIC
BlackBerry Connectivity Node D& %14 >~ X b—JL L
9,

RORIZ, 3D2DEFEHAVR—R UV FDFNRFRESA VA —ILENB T TaVR—R U bERLET, &Y
TaAViR—Y FOEMRIZOVWTIEK, 7T—FTIOFYEEDEREZSHB LTS,

BlackBerry UEM Core v

EEa Y-l v

BlackBerry UEM Core v
(Ul DI5EDH)

BlackBerry Gatekeeping v v
Service

BlackBerry Proxy v

BlackBerry Secure v
Connect Plus

BlackBerry Secure v
Gateway

BlackBerry Cloud v
Connector

| BlackBerry UEM DA Y X b—JLA TS 3213


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_15/planning-architecture/architecture/ake1452094272560.html

TINA RAEEBEE—FK

RORIZ, BREOHBEICRIDTNA REEE—FDJVRMERLET., ChoDF T arvndiciE, BAE
DELVEELTERALEYT S EATRELDLHNIE. HEHELDEHYET. choDHEEDEFHEE
FUHREFIEIZOVTIE, EEEENEMZSRL TSN,

[

FOFAR— 384T

TNARAEHEE—F

T7A4T7 94— ILDEERDIT Y
B—T54 AEHRETSI=HD
UEM 4—E X

MDM il

MDM il

MDM ] i

MDM il

MDM il

IVRA—TS54XA=)LDH

A—UBEIUVTTIVRDTINAR
Ef1 VPN

TNA RV A—ILETTIE
Bd (BlackBerry UEM Client)

BlackBerry Dynamics

i0S B54R - DEP

[FLy

i0S A—)LT7TUD
# : BlackBerry Secure
Gateway

(&L
i0S A —)LF7 F1) : BlackBerry
Secure Gateway

EBMAOF F) : BlackBerry
Secure Connect Plus

AIAY-4

VPN 70274 ILDHZ T 7
AT 94+—ILDER

(FLy

BlackBerry Dynamics 7 7
1) : BlackBerry Proxy

[FLy

A —)LM# : BlackBerry Secure
Gateway

A—LBEUVTT

1) : BlackBerry Secure Connect
Plus

Dynamics 7 Z'') : BlackBerry
Proxy

| TINA REEE—F |14



https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/administration.html

TOTA4R—=23v847T

T7A4T7 94— ILDEERDIT Y
B—T54 A ERETS=HD
UEM 4—E X

MDM il

MDM ] i

A—H—DTS5A4 /18 >—

A—HF—DTFA41P—

A—H—DTS5A4/1\—

A—H—DTS54/1\0—

BlackBerry 2FAERAD T/3f R &
£

i0S BZ%8 - Apple Configurator 2

Microsoft Intune

IVRA—TS54XA—=LDH

TER7FUDAEOYT
(BlackBerry UEM Client)

BlackBerry Dynamics

Microsoft Intune

BlackBerry 2FA M &

(FLy

A=LELVTT
1) : BlackBerry Secure Connect
Plus

Dynamics 7 Z1) : BlackBerry
Proxy

[FLy

A—=LEBLUVTT
1) : BlackBerry Secure Connect
Plus

Dynamics 7 Z'') : BlackBerry
Proxy

(&L
i0S A—J)L7 TYD
7+ : BlackBerry Secure
Gateway

AYAY-4
TOTaR—2arvInorA
WEHEITF7ATI+—ILDE
% : VPN EEZHAT 5
VPN ZO274JL

[&Ly
Dynamics 7 Z1) : BlackBerry
Proxy

(&L
Dynamics 7 1) : BlackBerry
Proxy

AYAY-4

Android

AE: ZDEITVIVDTITARN=23034 T, HFERATOIT 7LD EF1 Y T4 &58IET B0
[Z. Samsung T /34 XM Samsung Knox 78 ') - — & BlackBerry Dynamics #H/HR— b L TLVET,

| TN REEBE—F |15




AE: A—HY—DTSAN—FOT4R=23 084 TEFHALT Chrome 0S T/NA RET7 VT4 ik
L. Android 7 ') & & Uf BlackBerry Dynamics 7 7 %A VA b—ILLTCEETEET,

TOTAR—=23v847T

TINARBEEE—F

T7AT 94— ILDEEDIT Y
B—TS54 AEHBEETI=HD
UEM 4 —E X

TERLBEAR-I—Y—DTS
ANY— (HERTO T 74N
# % Android Enterprise)

HERLBEAR-I—Y—DTS
ANY— (EERTOT7A1LH
& % Android Enterprise) (7L =
7 L)

TERMEEDOA (Android
Enterprise E£EED T/\1 X)

ERMEEH DA (Android
Enterprise T2 EED T /31 X)
(TLETL)

TERALBEAR-ZILOY FO—
L (HERTOTI7ALEHD
Android Enterprise £ BED T /\
4 R)

TERELEBEAR-ZLaY bO—
L (EERTO 774D HD
Android Enterprise SE£EE D T/\
A4R) (FLET7L)

Android Enterprise

Android Enterprise

Android Enterprise
FHNL—H—TIT4~—
av
tosyFEE

Android Enterprise

FEOI—HF—TFTI T4 —
a3y
Ta4%yFERR

Android Enterprise

Android Enterprise

AYAY-4
H— K/8—F 41 VPN

(&L
A=ELVT T
1) : BlackBerry Secure Connect
Plus
ARV
H— F/8—7F 41 VPN

(&L

A=LBEUVTT
1) : BlackBerry Secure Connect
Plus

RYAY-4
H— K/8—F 41 VPN

(&L

A—=LBLUVTT
1) : BlackBerry Secure Connect
Plus

Android L T —EBEA A

Android 10 @B = T, Samsung Knox & MDM #illf#l 2349 % Android 7/34 REEEDERAIE Google [C& > T

FHEEICTNTLET,

TOTA4R—=23vi347T

TNAREEE—F

T7A4T7 94— ILDEERDIT Y
B—T54 AERETS=HD
UEM 4—E X

MDM il

TNARav bA—LETT)E
B (BlackBerry UEM Client)

IRV

| TINA AEBEEBE—F |16




TOTA4R—=23v847T

T7A4T7 94— ILDEERDOT Y
B—T54 A ERETS=HD
UEM 4—E X

MDM il

MDM il

TEREBAAR-Z)LaY bA—
%

HERLBEAR-I—YF—0DTS
AN —

TERAmEE DA

A—H—DTS5A4/8—

BlackBerry 2FAERAD T/8f R &

BlackBerry Dynamics

Microsoft Intune

Samsung Knox

Samsung Knox

Samsung Knox

Microsoft Intune

BlackBerry 2FA 0 7

[FLy
A= ELUVTT
1) : BlackBerry Proxy
(&L

A—=LEBLUVTT
1) : BlackBerry Secure Connect
Plus

Dynamics 7 Z!) : BlackBerry
Proxy

(&L
A=LELUVTT
1) : BlackBerry Secure Connect
Plus

&Ly

A—=LBLUVTT
1) : BlackBerry Secure Connect
Plus

(&L

A—LBEEUVTT
1) : BlackBerry Secure Connect
Plus

(FLy

Dynamics 7 7'!) : BlackBerry
Proxy

1AV

| TNA REBE— K |17




mac0S/0S X

MDM il TINA REE LMNVE

VPN 70274 ILHB T 7
A7 94+—ILDEER

Windows
MDM il TINAREHE (RYRY-3
VPN 7O 774D HBT 7
AT+ —ILDEE (Windows
10)
MDM il BlackBerry Dynamics 4R
* Dynamics 7 71) : BlackBerry
Proxy
MDM il ] Microsoft Intune L\ Z (BlackBerry Dynamics &
HAEHLETLEWNEES)
VPN 7O 7 A ULDHD T 7
AT+ —ILDE% (Windows
10)

| TN/ REEBE—F |18



BlackBerry UEM D E A GTEI Z X519 5

BlackBerry UEM [&. BlackBerry DD EMM V1) 2 —2 3 & A VX F—JLLTWVANESMITHE LT, LW <D
MDA ETHBORRICEATEET,

A E:

BlackBerry UEM (&, BES5 & BES10 Dl AZE A VA =)L Lz Ea—2—I2IFA4 VR =)L TEFE
Ao

BlackBerry UEM [&. BlackBerry Cloud Connector #4 X b—)LLfza 2V Ea—F—ITIFA VA =L TEZE
A,

AR L=ILELUVT YT L— FEEDERDIERIZHE > T, BlackBerry UEM 4 Y R b—ILT S &H
N—2 320 BlackBerry UEM [T7 v T L—FLET, 1 VA F—LOET#. ZEBHEDEREZSEL
T. BlackBerryUEM Dt h7 v TE2RETLET,

BlackBerry UEM D 1 X b—JLE=IET7 v TSI L—F

BlackBerry UEM N—2 321217 £y b7y T7 T r—2a U #FER L T, BlackBerryUEM Y 7 bz 7 &
T—RAR—R%&EA R h—)LF BhH. BlackBerry UEM /3—2 3 > 12.15 F7=zI 12.16 % BlackBerry UEM 73—
CIav1RI17I1ZFY T L—KTEET,

BlackBerry UEM N5 D7 v F45 L— RICET 5 EEEIE

LIRID/N— 3 > D BlackBerry UEM 57w FT5 L— R LTWAIGE., Y—N—BF7vTIL—FF 5B
BlackBerry UEM SR EDEHFm- L TS EEHERE L TLE &L,
A% : JET Y T« 773 BlackBerry Connectivity Nodeh D35 & 1. TNHET UV T4 LT 5H. REH SH

BRLET. PFYTITL—FRICTZ I T4 TIELEVE, TNBITK>TEEEINS TS RAFITRTHIBRELF
?—O

BlackBerry Dynamics 7 /34 X % & BlackBerry UEM D7 v 74 L— K

FTINA REIZT7 S T 4 TiE&ht- BlackBerry Dynamics 7 7 U — a v HbBEE 7y TS L— KT
BB, ALY —N—FETCTTIVTr—S a3 o —N—~DEHKIEEIEHEHR—bShES, EZ
(X, BlackBerryWork 7 7 ) 4 —2 3 g7y T L— R 35| EMEA—ILERZELET,

7 v 74 L— K&k BlackBerry Dynamics 7 75— 3 V%749 74 FILTEFEH A, BlackBerry Dynamics
FIVr—2av& T T4 TIT BRI, BEAOTRTOY—N—%F7v T L—FFI2BHELHY ET,

BODY—N—T v T L—FEh 5 24 BREURICREADTRATOY—N"—27vTIL—FLET,

Good Control 3 7= (& Good Proxy /" > BlackBerry UEM [Z 7 v 4 L— K9 5

Good Control /A—< 3 > 4.0 LIB&. F1=1d Good Proxy /8A—< 3 > 4.0 LUf%& % BlackBerry UEM /N\—2 3 > 12.17
27w 75 L— K9 BIZIE. Good Control & & U Good Proxy 4 > X % > X % BlackBerry UEM /A— 3 > 12.8.1
7y IO L—FKL., BEZREBALET., XIZ. BlackBerry UEM 73— 3 > 12.10, BlackBerry UEM /A—2 3 >
12.13. BlackBerry UEM /\—2 3 > 12,15 £121% 12.16. % L T BlackBerry UEM /A—2 3 > 1217 QIEIZT7 v T
TJL—FT2RERHYFT,

EEEA. Good Control LB SN TS BESI2 NN\—2 a3 v THEBRSNATWREEX. B¥IC (BR—kEh
TW37 v 75 L—E/RRIZH - T) BlackBerry UEM /A—2 32 1281 7y 5 L— KL, RIEEZRY

| BlackBerry UEM DE A EI 255519 5 119


https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/configuration.html

LF9J, &I BlackBerry UEM /\—< 3 > 12.10, BlackBerry UEM /3A—2 3 > 12.13, BlackBerry UEM 73—
321215 %F1£12.16, #L T BlackBerry UEM /N\—2 3 0 1217 DIBIZ7Z v T L— FI 2 ENRH Y F
9, BES12 & Good Control DEIAZT7 Y T L—KR$BIZIE. Yy b7y IT7TUr—2avaFERALET,
ZDF 1A TIE, Good Control 7y 745 L— K9 51=8IZ Good Control £ k7w T7 T r— 3%
FRALAVWTLESELY,

AE: HR—FIATWET v TY L— F/XRDFMIZ DL TIL. support.blackberry.com/community
279 2ALT, 58E 38980 %5 L T &Ly, Good Control #EH#IT 2 AEDEEMIZDOULNT
[&. support.blackberry.com/community I[C7 2 X LT, 88F 39172 #5WL T2 &L,

Good Control & & Uf Good Proxy 5D 7 v 74 L— FICET 2 EEHRIE

Good Control E&71=1% Good Proxy A 5 BlackBerry UEM [Z7 Y 5 L— KL TWBIHE. H—NN—n"T7 v T L —
K3 % BlackBerry UEM R EDEHZm- LTS T EZERAL TLEELY,

AE: GoodProxy / —K%7 w74 L— K3 %&. BlackBerry Connectivity Node IZ7 v 74 L—KahFE

9, BlackBerry UEM Tt L L\ BlackBerry Connectivity Node 279 7« FIE L T DHEEZ BRI H2LELH
Y F£9, GoodControl / —KI&, 7543 aviR—%> bEEBOVY—ILHHS (BlackBerry Connectivity
Node [&7%:L\) BlackBerry UEM / — KIZ7 v 9 L—FahExd,

BES12 /A\—2 3 2 125 IZ#iE& &N TULVAEL Good Control / — KW B 7 v 75 L— K3 318481%. b YIzT—
B, A—H—, BEXUVT/ A1 X% BlackBerry UEM [Z#1TT 5 L #REFLTLE &L,

1. Good Control & Good Control /A—2 3> 50127y TS L—FKLEY,
2. Good Control A5 BlackBerry UEM IZT—42 81T LE T,

COFEEERTDHE. Ty TTL—FIZREGN—FI I T7EHNRDRIZINZ 5h, 7y TTL—FEROE
BZIRVDENBOLLET. COFETRE, T2, 12— —, BLUOTNAIRZERENICBE TS LbTE
F9,

EE: CABEROBRREICELBETHANE I N EHMT HICE. Y. HEEEDEMTRITICET S
FHREBTACIESL,

BlackBerry Enterprise Mobility Server D1 > X ~k—JL

BlackBerry UEM ¥£1%1Z BlackBerry Enterprise Mobility Server (BEMS) %4 > X k—JL L T. BlackBerry
Dynamics 7 7 MEBMY—ERFIRET I EMNTEET, BEMSIERDHY—EREHALET. Zhic
[%. BlackBerry Push Notifications. BlackBerry Connect. BlackBerry Presence. & & U BlackBerry Docs A& &F
nEY,

BEMS DIRIEDY A XLEFEE, BEMS ZRIDHY—/N—[2A4 VA =T ZBENHEIHNE S HDHIERIZD
WTIE, TA—FDOz7E#H :BEMS) 28B LTS, BEMSDA VR F—JLIZBETF B1EHRICDOULNT
[%. BlackBerry Enterprise Mobility Server D4 VX h—ILE L VREBHENDEHZSHBLTLESL,

*AE: BlackBerryUEM #7 v 79 L— K 5L E(E,. BEMS £ 7y T L— KT B ENBELRBENHY F
¥, ZERD/N\—2 3 >0 BlackBerry UEM & B #itE A3 5 BEMS D/3—2 3 V2DV TIE,  IBlackBerry UEM
Efitt—ER) 2SR LTLESL,

| BlackBerry UEM DE AGTEI % 5%519 5 | 20


https://support.blackberry.com/community/s/article/38980
https://support.blackberry.com/community/s/article/39172
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/configuration.html
https://docs.blackberry.com/en/endpoint-management/blackberry-enterprise-mobility-server.html
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/

BlackBerry Connectivity Node f X2V AD A4 VX b—)L

BlackBerry Connectivity Node ® 1 DE = [THEHD A VA Z VR EA VA F—ILL T, T/ ADEHME, T/84
ADEFEOHIBIEDOBH., FEBTAUCESEIBEOBENTREXEMTEIENTEET,

% BlackBerry Connectivity Node f > X # > X [Z[X, R® BlackBerry UEM O U R—R > FAEENRTUVVET,

BlackBerry Secure Connect Plus
BlackBerry Gatekeeping Service
BlackBerry Secure Gateway
BlackBerry Proxy

BlackBerry Cloud Connector

% BlackBerry Connectivity Node 1 Y R 2 U RI&, X2 ) T4 RESINLTNA REHREVESLIUEET S
ZEMNTESBlackBerry UEM FAAL VIZTALDAVR—R U bDRIDT I T4 THAVRZ VU AFRBLE
¥ (T 74 /L LTI, BlackBerry Gatekeeping Service 4 > X 2 > X @ BlackBerry Connectivity Node [E&&%H(<
HoTWET) .

BlackBerry Secure Connect Plus $###tF 0O+ —/\—4')JL— F E 1=(Z BlackBerry Dynamics 1% F 0 BlackBerry
Proxy 7 A —%EMT 5T, TUA—TS54 gz EHiETEES,

H—/\—J )L—TIZI&. BlackBerry Connectivity Node @ 4 Y X2 VAN 1 DULEEFEFNTWET, $—/1N—4
IW—TEERT B EEIZ, O R—3 > FA BlackBerry Infrastructure 12389 2 - IZER T dig T — %2 /8
REBELET . A—IEIVA—TSARERTO I 7 AN EY—N—FIL—TICHERFTHIEMNTESE
T, ChoDTOT7AHLEYBTEATVNDEDT/NA R, BlackBerry Infrastructure WL \Fhh D a >
R—%Y FE2ERT B EEI2FH. FDOY—/3—% )L— T D BlackBerry Connectivity Node ~MD it Z#E A L
E3 8

HEIZH LT, —1—4)L—TAHAD % BlackBerry Connectivity Node Z3§E L T, BE—D#EHKE2 14 7
(BlackBerry Secure Connect Plus M. BlackBerry Secure Gateway M. F7=I& BlackBerry Proxy M) %40

BTEFEYT, ChITEY, Y—N—JV—ZDEEREIN, BLEOI—F—FEF I TFITBRELGY—/N\—D

BEROTENTEET,

BlackBerry Proxy ¥ 5 A 4 —(Z[&. BlackBerry Connectivity Node @ 1 DU EDA VA Z UV ANEFNATLE

9, BlackBerry Proxy 7 5 A2 — %M T % & &, ¥ 5 XA Z—IZ&FE NS BlackBerry Proxy 4 —/\—Z457E
L. #MD% 5 XA —% BlackBerry Dynamics D79 T4 X—L 3 VIZERTHMN, 7TUSr— a3 od—n—i%

mICOMHERT I EREELET,

BlackBerry Connectivity Node 4 Y X b—)L LTzt&. ERT IR EHRTILENHY ET,

T —4 % BlackBerry UEM 28179 %

T—% % BlackBerry UEM FA A VIZBITTHIEEDFIBS L UVEEFIEICONTIE, XEBEDEXRZSEL
TLIE&LN,

Good Control » 5 BlackBerry UEM (2T —% ##&19 5(ZI1&. ¥ —X Good Control #—/A\—H/3—2 32 50 T
HY. EDLS514A%ETE BES12 E1=(F BlackBerry UEM E#E& Sh TULTIEA Y £t A, Good Control T—4%
[X. R4 > K7AY Good Control H—/N\—MWSDAHBEHTEET,

T—% (£ BES10 A &5 BlackBerry UEM /83— 3 > 129 I2#4T L TH 5. BlackBerry UEM /A—2 3 >
1211, 1215, 1217 QIEIZT7 v T L— FEEEBITTEET,

| BlackBerry UEM MDE AGHE Z %519 5 | 21


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_15/installation-configuration/configuration.html

= A L EEEID

SR AMEEEERDENEERRBT O ENERTT,

Ea AR L F. &Y —E XD BlackBerry UEM IREBRICH S MDD TRMEZHE DO L #EK L F 9, BlackBerry
UEM D55, SRTREEEN/ENTY., SRR, FRUELGIAILEFLI VADREBEICH LT, NH1E
FZIEN+N (22T NENT =T U RAHEY—ILTEEINZREOY—N—%) #EBKLFET, 5TAK

BEDTARTOH/ — RIZR CHYEBHZIBRTICEEL. / — FEOEENKR/IERICMZ oA TWET, SaANT
., T—ER—ZRY—N—[FTRTOFVS54 a7/ —F& (BEBET) —#ITBEBEShZEzd., ETH0TA
TOaAT7/—FRlE, T—2R—=—XHNLEIZ5ms LNIZHILENHY £ (FHICOVTIE. THh—Fox7

B 2BRLTLESL

BEEGIHEIE. T4 UYA FTEE (R24Y4 MEE) NREELEZBEICT—ILA—N—TE5, RE
MY A MMZHDY—/N—ZEKRLZET, BlackBerry UEM OREZEEIBY—/N—IE, 754 v DFEFICTIHE
NHY., BEEEYA MITF—ER—ANIS—aE—FREISRAF—aE—%2REFETILENHY FET, [E
EERIBYA FADT =LA —N—[E, [FTRTHEMN TT, EAF, T—EAR—XNTz—)LF—/1—L
f=154. BlackBerry UEM Core 4 —/N\—3,[EZEEIBY A FTEEBIL., 75347 UY A FTELETILELAHY F
ER

M DOULVTIE, TBlackBerry UEM FA A D OERIAMOEE ] L UVESEIRBEENDERESHBL TS
LY

O 274l

BlackBerry UEM @ B 7 7 A1 LD Y A X(E, #BOREAD T /NS XD, TNARATOA—HF—TFIT4E
TA4DLARN)L, LU BlackBerry UEM AMERT 50 F 2 J LARILIZK > TEIL L F T, BlackBerry UEM B %
T7ANICE>THESNTWATA RIVBEZEHERL., EEIHILZ2HE8OLET, XU IEZRETDHAH
EDFHMICONTIE, EEEEDERZSRBLTIEZEL,

BlackBerry Secure Connect Plus

BlackBerry UEM K 4 4 > h, 1 B DH—/3—([ZDE BlackBerry Secure Connect Plus ZEBIZ{#H3 % 1000 &
EBADTINA REYR— b3 B5EI1E. Windows Server 7k R k3% 3 > E 2 —4 —I[Z BlackBerry UEM 2012
R2ZLUBEAS VR F—ILT ERENRHY FET,

Y—FRNN—T 4 VIT DI TDEH

BlackBerry UEM & BE#itED $HEH Y — FN—T 4 VI bz 7OFEMICONTIE, TE#RE—ER) #5HLTL
&Ly,

| BlackBerry UEM DE AGHE Z8%519 5 | 22


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/planning-architecture/disaster-recovery
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/administration.html
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix

BlackBerry UEM ~ A 1 > D &SR] A D ETE

BlackBerry UEM [EE#/BHMOB AR ETILEZER L. TN\M R 1—HF—DHITH—ERXDFE & R/MRIC
MAFET, 2TRAMEHRET 5IZIE. BlackBerry UEM DBEH DA VX2 VR EFTNENER DIV E 21 —2—IC
AR R=ILLET, &4 RXHZ U RILBlackBerry UEM T—A2 R—X 2L, 2A—H—F7Hho o bET/NA
REREFMICEERLET,

BlackBerry UEM OS] AEICIERDBEENEENFT T,

Hee B2l

i0S. Android. & & U Windows i0S. Android, & & U Windows DT /34 R (%, {EE D BlackBerry UEM

TINA RIFEE D BlackBerry UEM  Core 4 YRR VRIZHEHK LT, TNNA REE, R P—, BLUKRED

ARG D RIZHERATRE BHEZIETHIENTEET, 1 DLULED BlackBerry UEM Core 1 &
RA UZANEETHIMES, i0S. Android. & & U Windows D773
AlFE, WIFhM 1 DOEELGS VR VRICEKELET. BFIBIETE
BRICRITEINET, BRELT. TS REBY—EXEHET S
EalmEnET,

{£&E D BlackBerry UEM « > R 4 BlackBerry UEM 4 X 2 > X MDEH D > — )L E =& BlackBerry UEM
VANLDEEIVY—ILELY  Core [CHEMNH DGR, EFEDRELA VAIVADEEIVY—LE
BlackBerry UEM Self-Service ~@  BlackBerry UEM Core [Z5| E#E 7V R TEE T,

TR

EEBOVY—ILDZIFAEY HY—FNR—FT4YT o zT7H#FEAL. & BlackBerry UEM 1 > X4 &

DNS 7—JL ATEBEIVY—ILIZEKRTSSDFOEYDNS T—ILERET S
ZENTEFET, aVV—ILICHENHDIGE. T—ILIIHEEL TS
AVY—LICEBENERL TS EEERELET,

Web H—EXAPIRADS o> kA H—FN—F4 VYT Dz 7ZFEAL. & BlackBerry UEM 1 > X2 >

E > DNS 7—JL AT WebH—EXAPIZEHfHTS5UFAEYDNS T—ILE%ET
BIENTEET, 1D2D WebH—EXAPI IZRIEN H B HE XK. T—
IWEFERATHIET, BIELTLVD Web H—E X API [CHEEIZHEHE T
EFET, Web H—EXAPI T7—ILOFERICHENHZEEIE. TV F
OEVUANZXLEFT VI LT,. WebH—ERXAPINE L Efish
TWBZEEHERLET,

BlackBerry Connectivity Node BlackBerry Connectivity Node ® 1 DU EDA VA AV REA VR b—
WLT, TNARERIAVR—F FOBMA VR VX ZHHO K
A UITEMTEES, Flzo ¥—N"—JIL—TEERLT. %2
T4 RESNEHROL-OOMIET—42 /XX %E%E L. BlackBerry
Connectivity Node DAV iR—R > FOERTRAMZRET S LB TEFE
T, FEMIZ DL TIX, TEA A% & BlackBerry Connectivity Node] %%
LTS,

BlackBerry UEM WETTIEEETE T 5 &, REERITH1—HF—~DY—ERFERHFEFPHENET,

| BlackBerry UEM K X A > D&l AMOETHE | 23



7—XT % F+ : BlackBerry UEM O = 7] Fi14%

ROEAIL. 2 DD BlackBerry UEM f VX2 DR ZHDOEA AL FA A VEZRLTWET, EE DD BlackBerry
UEM A YR A VR EA VA R—ILTEFET, COLEYITIE, BEDIAVR—FR Y FHASATABEREICED &
SICEAH AN EHBALET, BlackBerryUEM D7 —F TV F ¥ LUV aR—R Y FOFMIZDOLNTIE, 7—F
TOFYEENDEHEZSEBL TS,

BlackBerry UEM T—42~R—X

BlackBerry UEM BlackBerry UEM
[=—==1] AVARE3VR 1 _—— AVAREVR 2
e — — I
EEa Y-l EEaLY—IL
BlackBerry UEM Core 1" "I BlackBerry UEM Core
BlackBerry Gatekeeping BlackBerry Gatekeeping
Service Service
BlackBerry Secure BlackBerry Secure
Connect Plus HE Connect Plus
BlackBerry N BlackBerry
BlackBerry Secure Affinity BlackBerry Secure Affinity
Gateway Service Manager I Gateway Service Manager
(7OT747) H (RAI13A)
BlackBerry MDS N BlackBerry MDS
Connection Service Connection Service
I o I
BlackBerry Dispatcher | . BlackBerry Dispatcher
S N\ 4
| == _-"l BlackBerry Router
- F=IETCP7OFY
(7 av)
BlackBerry 10 Fi A
I A—TS5A Xk jlk T7AT 24—
....... FTRTDTFINAAD
— > et »-» i — >
FNRAREGE ) | =S [ | TN =
R
[ 2o\ B
=== | BlackBerry 10
BlackBerry JTAVYLR = 7._\\/{4%
Infrastructure ~ RykI—%
aVR—%2 b+ £ EA
BlackBerry UEM 7—4 R— % BlackBerry UEM 4 > X % > X [&. BlackBerry UEM 7—4% R— X [Z#&#i L
73 TA—H—OTFNRARADT—RICTTI2ALET,

| BlackBerry UEM kX o > D& T AMOETE | 24


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_15/planning-architecture/architecture.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_15/planning-architecture/architecture.html

aAVER—32 b+ £RBA

FEO2 Y —J)LL BlackBerry FEDEEIVY—ILEFERALT. FASMDA—HF—ThOo TS
UEM Core AREEBETEET, a2 YV—ILICELES T 50 1= BlackBerry UEM Core (&,
BEARVEEBELET,

BAVY—ILIZEHET ST FOEUDNS J—LEBRTETEHIEMTEE
I, AVY—ILICHELNDHDBE. TILITHEEL T WD a VY —ILICES
LEY,

= 8] FAf4% & BlackBerry UEM Core

2 DE® BlackBerry UEM Core 252 E Y 5 &. BAAMNBBMICKRRSNFT T, KRRGREDOS AT, N+1
A7/ —FREAVRAM—LLET, $RTDTFIT47HBAT7/— LM DBIZHLTA—ALTHLILENSD
YEF. TV F—N—DREFBESHY FE A,

EEOVY—ILOERAEDOEE

BlackBerry UEM B>V — /L SR AMIZHRE T 5012, MBON—F Oz 7AFHSREE F 725 DNS
H—N—ZFRALT. FAMVADEZEEO VY —IICERET ST FRAEY J—ILERETEET, BEED
UY—IILAMERTELGMES. BROBEEBFIEDNS H—N—([FFEAFRELGMOI Y —ILD 1 DIZHERHL
ESCI

SO RAEY Tty b7y TOHEMIZDONLNTIE, EEDON—FOz 7ERSEEET-I1Z DNS H—
N—[CETAHARFTI A FESBLTLCESL,

SOV FAEYT—LERE LI-&IE. EEIYY—ILO %AdminPortalURL% ZE# & & U
%UserSelfServicePortalURL% Z£# ( [E&E] > [—MRERE] > [TIAHILLOEH] ) 2T—ILATEHIT S
EEBBOLET, 25952 & T, BEEaY—IL & BlackBerry UEM Self-Service DY) U2 I2Th 5 DE#HZE
FHTRZA—IAVE—UT, SHYUROEYT—ILEFERTESLSICHYET,

UGN A A EFHIZLIZGE. FOT—ILADL LNz Microsoft Active Directory 7 4172 > K FH®D SPN
ZE#H L. BlackBerry UEM 4 Y X B VR ERA T HFENENDI L E21—4%—T BlackBerry UEM H—E X %
BEBTOILENHY FET,

DNSH—N—MNA VR A VRICELHDIPT7 FLRAZFEIY B TBHIHEEE. 5> FAE Y T—ILO BlackBerry
UEM BEa > Y —J)LA4 VR A VAL BlackBerry UEM R A A Ui CEET, :ILWIP 7 FLARI—H—
DATA VERERBHELLEWVD, 41 VX2 VREMESAET, COLSHHEEFE. 2—F—FW>fzABT
TorL,. BEQTA VT HILENHYET,

= 8] A4 & BlackBerry Connectivity Node

BlackBerry Connectivity Node ® 1 DULEDA VARV R%EA VA M—JLL T, T/ RAEHFaVR—>
FDBMA VR D RERBBD FASL VICEBMTEETS, ThIZF, TU2—T54 JHEFKEADBSCP +5

7 4 w4 & BlackBerry Dynamics 7 /34 X Fi® BlackBerry Dynamics k5 7 ¢4 v O BNEFENFET, & BlackBerry
Connectivity Node [Z1&. 2 BlackBerry UEM 2 Y iR—# > FAEFEN TULVET : BlackBerry Secure Connect

| BlackBerry UEM kX o > D& eI AMOETE | 25



Plus, BlackBerry Gatekeeping Service. BlackBerry Secure Gateway. BlackBerry Proxy. BlackBerry Cloud
Connector,

% BlackBerry Connectivity Node (&, CN5DAVKR—RY bDRIDT VT4 TlEA VRA VR EEFY
TARESN=-T/NA REHENIREL K UVEETE S BlackBerry UEM KA o U IZi2#E L E 9, BlackBerry
Connectivity Node DA Y X b—JLICEAT BERICOVTIE. A VA =B LU T v TIL—FEEDEH %S
BLTLESLY,

Y—N—TIN—TE2ERTEHELTEEY, —/3\—4)L—FIZIL. BlackBerry Connectivity Node @ 1 D
UEDA VAR UANEFENTVET, Y—N—YIL—TEERT 5 & EIZ. a2KR—F > kHSBlackBerry
Infrastructure 2RI 2 1-DICHERT SHIBT—2 R EFEBELET, E&AIE. —N—JIL—T#ERHL
T. BlackBerry Secure Connect Plus @ 7 /%4 X #%#i & BlackBerry Secure Gateway [Z. BlackBerry Infrastructure
ADKREDNREFERATHELIICHERTDCENTEFT, A—ILETVEA—TSAAERIN T 7ML %
Y—N—GIL—TICEERFTEIIENTEFEFT, ChoDTAT7MILDEYETLATVEEDT/INA R

3. BlackBerry Connectivity Node DW\gFnhDavR—F 2 hEFERT D EEFICIE. FOH—N—FIL—TD
BlackBerry Infrastructure ~D i FERA LTI

HEIZIG LT, —/3\—4 )L— FAD % BlackBerry Connectivity Node Z#EE L T. ROE—DEHEL2 A4 T%
AT EFE I : BlackBerry Secure Connect Plus & . BlackBerry Secure Gateway D& . & f=(& BlackBerry
Proxy D&, ChIZ&Y, H—nN—1)Y—XM@ERENn, RLBODI—F—FEa VT FHIRELGY—/I—0
HERLTIENTEFET,

H#—/3—%)L— T2 BlackBerry Connectivity Node DIEH-D 1 VX2 VAN EENTBIGEE, T/31 REET
PFOEDA VRAZVRATHHEATEFET, T/ RERIT. JIL—THOERAFRELG A VX8 D ABTARRS
EhFET, 1 VREVREFERATELRVEES, TAMRIE X2 T RBESAEEHICIALDaVR—3
VIEEERTEFEF A, PEKEDL T DDA VR VR EHERATELRENHY EFS,

Microsoft SQL Server AlwaysOn Z{#fH L TE AT —2~A—X
ZHETET B

BlackBerry UEM @ A >~ X b—JL%3%179 HHi1IZ. BlackBerry UEM T—2 A—X 250 AKICHRET 2N ES M
¥ LET, STAMZRE LT —2 X—XTIE. BlackBerry UEM T—42 X—X TRIEMNFEAE LB SIS
T—AR—RAY—ERET—ADBEMEMIFTEET,
RO D Microsoft SQL Server #aEZHERA L T, BRI AR T —IR—RERETETET,
Microsoft SQL Server 2014 F£7=1& 2016 (Standard Edition) [T AlwaysOn 7 t—J)LA—/N\—9 SR Z—A >
A2 R (FCI)
Microsoft SQL Server 2014 F1=1& 2016 (Enterprise Edition) [[1+ AlwaysOn RIS IL—F
Microsoft SQL Server 2014 [+ T—42R—RX 25— 5

AlwaysOn #REZ AT 55 & 1%, BlackBerry UEM 24 VX b— LS BRIIZEREFIEZE TS HARENH Y F
T, SOV I VITIE. AlwaysOn #FRA L CEAIRAM T —2A—XRE[/ETHFIELNEH A TLET,

T—RAR—ZXDIF—1) & BlackBerry UEM DA YR h—)LIZICWDTHLHRETEET, FIEIZDOWLT
(X, HEEENEHESRBLTIIZEL,

AE TF—ER—XADMIF—) UFIE. Microsoft SQL Server DIFFED/N\—2 3 o TERIEES N B8, Microsoft
(¥ AlwaysOn DERZHEL TLET,

| BlackBerry UEM K X 1 > D& rTAMOETE | 26


https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/configuration.html

AlwaysOn [Z & 55 Rl AL DERTE

BlackBerry UEM [&, 7 = — LA —N—9 SR —A4 VR A2 R (FCl) £EIEAAKIIL—T2FEHAT 5
AlwaysOn #H R—k LTWET, EE5DAXE. ML LIz —N—DHEFEICL > TT—EIR—XD=H
DEARAEY ) 21— 3 EE#I S, Windows Server 7z —ILA—/IN\—H S5 R K124 (WSFC) 45 R4 —
#HEELET, WSFC OFEMICDLNTIL, MSDN 54 5 JIZ7H XL, TWindows Server 7 = — LA —
IN— 2D ZRB 1245 ESQLServer] 8B LTLESLY,

AlwaysOn 7 1 —)LA—N—U S RA—A VRAZ VRAZFERALTA VRAZ VALRNLOEARAMEERET S

WSFC 95 RX53—
~ J—F1 J—K 2 J—k3 )
[ 1 ( 1( )
— T~
Microsoft SQL Server FCI
HE
T—HR—R
SN _—
1 1
HEXN—D
L JAN JAN y
N— S

FCI I% Microsoft SQL Server D44 A2 VAT, WSFC Y S RA—DEHDaAVE1—4— (Fl=lx T/ —
1) ISAVA=LENFET, /—FIEUY—RTIL—TD*2/N\—T, §RT®DH/ — K& BlackBerry UEM
T—RAR—ZANDHET7 IV RAERZHELET., /—FD 120V Y—RTIL—TDFE#E%#EH. BlackBerry
UEM 3 viR—=% > kIZ BlackBerry UEM T—2 R—ZXADNT7 Yt RERZHE5ELET., VY—RTIL—T%HE
5/ —FPFIATELGCESBEE V=K 7P0SDIS—%HE) . D/ —FBRYY—RT)IL—T%
FAELEY. Z0OFER. BlackBerry UEM T—A2 RX—X Y —E XD FEFIER/DRICHIZ 5 ET,

HMIZDOWNTIX, MSDNSA4 TS JIZ7HU AL, TAlwaysOn Zz—)LA—N— IS REA—A 2V ABZ VR
(SQL Server)] ZBRLTL &L,

AlwaysOn ARSI —T&#FERALTT—2R—XALANLOBATRAMERET %

| BlackBerry UEM kX o > O &I AMOEE | 27


http://msdn.microsoft.com/library/
http://msdn.microsoft.com/en-us/library/hh270278.aspx
http://msdn.microsoft.com/en-us/library/hh270278.aspx
http://msdn.microsoft.com/library/
http://msdn.microsoft.com/en-us/library/ms189134.aspx
http://msdn.microsoft.com/en-us/library/ms189134.aspx

WSFC 95 R 42— - A% IL—7

— N
/—F1 J—FK2 /—FK3 /—K4
( N\ [ N\ [ N\ [ N\
Microsoft Microsoft Microsoft Microsoft
SQL Server SQL Server SQL Server SQL Server
7547 twhoF) twho5Y whoHY)
LA LA LA L7)Ah
& J J J J
> g >
N _

AAMSIL—TEERTBICIE. EHO/ —FTWSFCYSR2—%%ELET, &/ — FlX. Microsoft SQL
Server DA VRARA VR EFOWI L2V EL—2—TY, /—F®D12l& F34 <) BlackBerry UEM T—
AR—Z%HRAX kL. BlackBerry UEM O ViR—HR Y MIBRARAR/EEAHT IV L REREFELEFT, 2D
J—RETF7S54<)LFUh) T, WSFCHUSRA—IZIFthD/ — KN 1~82HY. ThEhdbth oS
JTF—=BR=—RE#KRAFLTWET, chbD/—FKIE, TehA &FYLTYHh] TF,

TS5AR)T—ER=RIE, T—2ZEH BN T—ER—RERALET, T—2F. &EEHhUF)T—4

R—ZEBRMZRAPENEST, EHAVETF—ER—AD 1 2AFETELWNEE., DAV FYTF—E2R—
RICHENHDIZEEHY FEA, T—2REIE. FERE (FSoH0 a3 DEBEFZR/MRICHZ -EER

) FREEHH (PSSO 3 00BEDZVERRER) ICRETEET, BlackBerry (XEIHAER ZHEL T
WET, BEI Dz —ILA—nN—IE. TSA<YLTVAEEAUFYLTYAIC, AaZIy FE—FOER%
BERLEY,

B Iz —ILA—N—D=ODA AR I ILN—TEZRELI-RETTSAINT—ER—ZANFATELH{LED

E.vAVFILTVAD 1 2B TSA4YLTIAIZKY, COLTVADEHAUT)T—ER=—ANTS4
YN T—ER=R[ZHYFET, ZTDHEE. BlackBerry UEM T—2 RXR—XH—E 2D IEHR/IRICHIZ ShFE

-g_o

BHMIZDOULNTIE, MSDN 54 75 UJIZ7H AL, TAlwaysOn aJHES IL—TO#EE (SQL Server)] &V
TAlways On eV IL—T BRI A E T A R 22— VAN =DV )a—3 ] 2BRBLTLESL,

AlwaysOn DE 4
BlackBerry UEM IR1E T AlwaysOn #EE T 51=0DICIE. ROBHZHR L TN,

WSFC UV S RA—%#ERLET, T—ER—RY—/\—[ZFHMR—F 1433 2RI HLE2HEDODLET,
EHEIERICOWNTIL, Technet 54 75 VIZ7O9 AL, T2x—)ILA—n"—H0S5RE2—DERI Z58BL
TLIEELY,
AlwaysOn FCl Zf#R¥ 215 R IFRDBEEZETLES,
BIEH Microsoft B - L TWAZ L 2R LET, MSDNSHA TS YIZFHEAL, T7z—)L
F—N—05R8) 5% 4 VR F—ILT BHIZ] ZBBLTLESL,
FCI Z3RELET. MSDN 54 IS5 JIZ7UERL. T#FHLLVSQLServer 7z —)LA—/IN\— OV S5 ZXF2—D
B (Y 7w D)) EBBLTLCESL,

| BlackBerry UEM K X A > D&l AMOETE | 28


http://msdn.microsoft.com/library/
http://msdn.microsoft.com/en-us/library/ff877884.aspx
http://msdn.microsoft.com/en-us/library/hh510230.aspx
http://technet.microsoft.com/library/bb625087.aspx
http://technet.microsoft.com/en-us/library/dn505754.aspx
http://msdn.microsoft.com/library/
http://msdn.microsoft.com/en-us/library/ms189910.aspx
http://msdn.microsoft.com/en-us/library/ms189910.aspx
http://msdn.microsoft.com/library/
http://msdn.microsoft.com/en-us/library/ms179530.aspx
http://msdn.microsoft.com/en-us/library/ms179530.aspx

AlwaysOn AR L —T & ERT 258 IEROBEEETLET,
IREEA Microsoft E iz LTWBA I L&A LET, MSDN 4 TS JIZF7H AL, TAlwaysOn
ARAMTIIL—TORIHRES. FIREE, #ESRIE) 25BLTIESL,
ARAMTIL—THEEEEDEL. TAEIL—TOI R+ —0ERGEDNHEY F 7Y TDE R %5
T LZ%EY, BlackBerry UEM #4 > X k—)L L T BlackBerry UEM T—A2 R—X #EB L=, 7514 <)
LFUREEAZE) LTV HhEEY R TYTLET, MSDN 54 TS5 JIC7HU XL, TAlways On |
AT IL—TOME] 28BLTIZaEL,

T—EARN—RIS5— I FRALTETRAKT—~"—X%
BREYT D

DAY RRY—/N—

E%Eﬂ

TY I —i— I5—H—/—
II-=:==-I| ~ II-===-I| ~
Microsoft SQL Server Microsoft SQL Server

Z1)> 2781 BlackBerry 35— BlackBerry
UEM 7—42~—X UEM T—2R—X
~— — — -

FT—AR—ZXI5—1) U5 %FALT, BlackBerry UEM T—42 R—X CE A AL ZRRT 5 ENTEET,
T—AR—RZIF5—1) &, BlackBerry UEM T—2 RXN—X CRIBENFEE LIZIGEIZT—IR—XY—EXR &
T—R DBEME#ETE % Microsoft SQL Server ##E T3,

A E : Microsoft £, Microsoft SQL Server DIFED/N—L 3 VU TT—ER—RIS—Y VI ZRLETEHIFETH
1=, AlwaysOn #EEZFRAL CTEARAMT — 9 N—RERETHIE#HELTLVET, AlwaysOn #FHT
BI12I%, ZEFIEEEITLTH S BlackBerry UEM 24 VX b— LT 2HENH Y EF, AlwaysOn ZEHT S H
EDFEMIZDOLTIE, TMicrosoft SQL Server AlwaysOn 2R L TE AR T —4A—XZRETHI #SHBL
TL &L, AlwaysOn #REIE, BES5 h 5 BlackBerry UEM 27 74 L— K (BES5 ¥ —% ~N— X % BlackBerry
UEM T—AAR—=XRI[ZF7 v TJL—F) Lz5EIEERTEE LA, AlwaysOn (&, BlackBerry 0S T/ X & &
BY b0 R—F%Y FTIEYR— IR TWEREA,

T—AR—RIS5—VTERETDHBEIE. T 2/NL BlackBerry UEM T—42 RX—X (A VR h—JLBFIC
RSNz T—ER—=X) &N\ O T7vTL. "9 T7vTI7MILEFRLTRDODIAVE2—F—IZZ25—
T—AR—Z2HERLET, TDHEH. 2 DODT—EFR—RADBICIS5—) VJBEREREL., S5—T—4~—
AR LREEZETLTCRALT—2E2RETSHLIITLET,

BE Dz —ILA—N—ZFRTBICIE. D14y bRRAY—N—FEy r Ty TLTTI N T—2R—
REERLET, TIVVNLT—EAR—IANREZEFELLEEE. V14 v bRAY—N—FBEH Tz —ILA—
N—ZBBRLTT—424R—R%E3I5—1)UJLZET, BlackBerry UEM O U R—R Y FET—ER—RX%3I5—1)
VOl TNARY—EREHWTHI LGS nET, A—ILRSA Y FBRET D E, S5—T—42~—
RAETYVOVNRULT—ER=RIZHY, TOT) VI T—ER—R([FZI5—FT—ER—X[ZHYZFET, D
A—LRA Y FIE. S5—Y2TyiarIcRETDHRAEELHY FT,

| BlackBerry UEM K X A > D&l RAMOETE | 29


http://msdn.microsoft.com/library/
http://msdn.microsoft.com/en-us/library/ff878487.aspx
http://msdn.microsoft.com/en-us/library/ff878487.aspx
http://msdn.microsoft.com/library/
http://msdn.microsoft.com/en-us/library/gg509118.aspx
http://msdn.microsoft.com/en-us/library/gg509118.aspx

T—RAR—ZXIS—UTDFHM-DLTIX. technet.microsoft.com/sqglserver 7R L., T—2~R—2X
25— U ERY—/\— - SQL Server 2012] F£fE IF—4R—Z 3 5—1) VS5 ERH—/3— - SQL Server
2014) #BBLTLLESLY,

T—AR—RIS—JVIDEHK

15H =2
Microsoft SQL Server BlackBerry UEM (&, ROWVWTNNEFALI=T—F3R—XI 53— VT EHR—
FLTWWET,

Microsoft SQL Server 2012
Microsoft SQL Server 2014

SQL Server Native Client ~ SQL Server 2012 Native Client &, BlackBerry UEM 4 Y A2 VR %R T 5%
AVE2a—3—[CA VR P=LENTWVWEIRENHY FJ, BlackBerry UEM ¥
7w FT7 F1) 5 — 3 21F SQL Server 2012 Native Client #4 A b—J)LL &

ED

N—=o3vnN T4 2 5—T—4R—X %KX ;9 % Microsoft SQL Server (&, FT1) >/ )LT7—4
N—X#HRR b3 B Microsoft SQL Server LRI L/ANA—2avELUVI T3y
THAHIIENBETT,

T—RAR—ZADIGFR SST—T—ER—RDT7I T4 THAE—NEICO—AILT—E2EE—IZHB
CEEHRALET,

BEE—F B 7z —ILA—N\—%HA-EEICIRELE—RTCT—EIR—XIS5—) 5
FEELET,

4vkRR D4 Y FRRY—N—FBEF Tz —ILA—/N—[TBHETT, V1Y b RRY—
N—IE., TY2IINIG—INN—DOI5—H—N—E¢RDY—NN—THd N
ETY,

HHMIzDOWWTIlE, [F—4~R—X = 5—1) U5 EEHRHY—/\— - SQL Server
20121 FlE IF—4R—R 2 5—1) UHEHRY—/\— — SQL Server 2014] %
SHBLTLESL,

| BlackBerry UEM K X 1 > D&l AMEOETE | 30


http://technet.microsoft.com/en-us/sqlserver
http://msdn.microsoft.com/en-us/library/ms175191(v=sql.110).aspx
http://msdn.microsoft.com/en-us/library/ms175191(v=sql.110).aspx
https://msdn.microsoft.com/en-us/library/ms175191(v=sql.120).aspx
https://msdn.microsoft.com/en-us/library/ms175191(v=sql.120).aspx
http://msdn.microsoft.com/en-us/library/ms175191(v=sql.110).aspx
http://msdn.microsoft.com/en-us/library/ms175191(v=sql.110).aspx
https://msdn.microsoft.com/en-us/library/ms175191(v=sql.120).aspx

AR M=ILREIEELUVTYITYI L— FHEIOER

BlackBerry UEM @4 Y X b—JLEIET v T L— FZ2RBT HR1IC. ROF v VR MEREREL TS
LY,

N—ROzT7EH

BlackBerry UEM /A7 + —< U RETEY—ILZHERE L. AALFET,

INTHA—TVARHEY—ILTIE., AAWLEEICEDODTR/MEREARTEINE T, BNOERE. TRME. &
FIZREORMABRELESIE., BEWVMFEORBEL7 T)ELVA—HF—ERIOD Y MIxtinT 510
2. ShoD=Z—XE#RMTEHEEXEAHLET,

BENAZ—XDN—FI 1 7EHZBLTVS I EEHRALET.

T—AR—ZADBERBESGNE-SNh TS LZHEZELET ., BlackBerry UEM Core —/\—NDT—4
R—RY—N\—[Zx T BBEERE L Sms KB THIDENHY £,

Y—FR—T4 VTV T7DEH

AVEaA—F—DETLTWEARL—TF 1 U J VR T Lh BlackBerry UEM #HHR— kLTS Z & ZHEER
LET,

BlackBerry UEM B Y —ILERA FF 22V Ea—4—I2, Y R—brRED TSI —DHEZ LM
BELET,
T30 —F. ROFEZYHR—FLTVWIBENHY FT,

JavaScript ®HR— ~

Cookie DE#N1E

TLS DY HR— b+
AVY—ILEDEBEEAHEREZHATT H=HIZSSLIBAENA VX F—ILEh TS

HBTITOXR Y —N—2FERATIVLENHDEEE. YR—FEhTWVETOXFI Y a—2avhHdc
EEHRLET,

Windows WR#FITHD_ L ZHER L. BFHICHELHEFHZETLTLESLY,

UT®D=6H12a > Ea—%—T Windows PowerShell 2.0 LI 2EITL TS EZ2HELET,
BlackBerry UEM M 4 > X k—JLB4(Z BlackBerry Secure Connect Plus #t v k7w 79 % RRAS
Exchange ActiveSync #— b ¥X—E >4 (X7 32)

BlackBerry UEM %4 Y X b—JL B H—/N—[ZJRES WA VR F—ILENTWSZ EZ#MHELE

9, support.blackberry.com [C7Y 2R LT, 58FE 52117 #HREL TSN,

HYiR— &N IJREN—Ja VDEMIZONTIE, TE#EE—EXR] 28BLTLESL,

A—JLH—/\—7h' BlackBerry UEM #H7/R— b LTS Z L ZRERLET,

| A VA R=IEIEEUVT7 Y TS L— FEIDEH | 31


https://docs.blackberry.com/en/endpoint-management/uem-calculator/index
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/ksa1403807374532/ksa1403797262417
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/ksa1403807374532/ksa1403797327928
https://support.blackberry.com/community/s/article/52117
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/ksa1403807374532/ksa1403797341594
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1455729721447

Y—FR—T4 VTV T7DEH

Exchange ActiveSync D/A\—2 a UNNR/INEH#ZmHI-L TS L ZHEELET,

RIEREDEM

BlackBerry UEM # R — FARESN TS LR LET,
HBOI7AT 0+ —ILICREBELER—FZ2HAVTWE I LZHRELET, R— KU T 74T+ —ILEH
DEEMMIZDULNTIX, support.blackberry.com/community IC7 22X LT, S2FE 36470 8B L TL &L,

A E : BlackBerry UEM H—E R[&, SSL#T. SSLAT7A—FK, SSL/X7 vy hA VARG 3, Fh=lE
TA—TNTY A UARG O 3 VEYR—FLTWERA, ChODIVRFRA Y FH—EZANTOFOF
X7 7AT7 94— ILTEMIGE TR EEZHRLET,

BlackBerry UEM T—4 R—ZX HIZ, TCP/IP vy bT—4 7O LD F UICHE-> TSI L EHELET,
IP7 RLRAZRR FRIZE#T 2D DNSHR— kA HBZ ExHELET,

2DOULEDNIC ZREITHAVE2—E3—TA VA LFEET7Y TSI L—KRITOwREZEGTT2EE
[&. Windows DH v kJ—4BET. EBRBHADONCHANS U FIEBFET1BICIEEIN TSI E#HEREL
ESX I

Windows R A kAR L—F 4 UGS RTFLNR AL VTIEHEL, T—95IL—TATEESNTLSES.
TS5ARYDNSH T4 I RFHRELI-CEZHERLET, TSATUDNSH T4 v RDEEDFHMIZD
L\ TlX. Microsoft DHiHR— k Web H4 RMZF7Ho XL TLFEELY,

Microsoft SQL Server D/ —H O Y FRENENIZHEH>TWWDE I EZHALET,

£2a2Ea1—%—T, BlackBerryUEM 4—ERX7hH Y MMO—HILEBEERIH DI LR LET,
Microsoft SQL Server 7 A Y kMZlE. TFIAIL FDRF—T & LT dbo NIAETY,

MEINEA VR M—ILITFAILERA—F Yy FDA VR F—ILBLUVAT T LY FYDEED. 91 ILAN
ENOBRNSINh TSI EEHRALET,

SEMIZDULNTIL, support.blackberry.com/community IC7 22X L., 5% 36596 8B L T &Ly,
LIRIIZ L A& — Good Control IREM 7w TS L— KL, Java E—TEZZEEL-5EL. BIFEOEEZAE

LET, 7T L—FRICEREZBEERT 2LELNHY £, FHMICDULVTIL. support.blackberry.com/
community IC7 92X L. 58% 56641 2SR L T 2L,

ZDMDEEEE

RAENEEZLGMBICEHT 2IEZTEZHRALTET., HEDITESTENKET HIHNESINTALIEES
[X. BlackBerry 749 —h LY R— FETHEBLEDHECZELN,

J)—R/—+ZHERLET,

|4 VA R=IEIEEUT7TY TS L— FRIDEH |32


https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1455729721447/ksa1438023959885
https://support.blackberry.com/community/s/article/36470
https://support.blackberry.com/community/s/article/36596
https://support.blackberry.com/community/s/article/56641
https://support.blackberry.com/community/s/article/56641
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/critical-issue-advisories.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/release-notes-and-advisories.html

ZDMDEEEE

[BlackBerry UEM Efatf—&EXR ] &, ENAIN/TRI by T OSOEBRME—EREZHIELET,
T4 R F—ILELUVTYTITL—KHA K] #ELET,
HR—brENTWET7 Y TS L— REBEICODVTOIEREERLED,

BlackBerry UEM % DMZ (24 Y R b—ILT Bi5&(1E. [DMZ |Z BlackBerry UEM 4 A b—)L3 %] %S
LTLEELY,

BEVOREADOY—/N—HICE DT, BYLGTI U2 LEHELET,

BRODY—N—DT7 v TJ L— FRIZIE 45~60 R0 BGEELRHYET, 1 VA r—LEhTWWSa VR—
IR, MDA VR—R U ERITLTA VA M=ILTEDZNES ML ST, EBMOHY—/—[ZIE
15~45 NS BENHBYET, FS TN a—TFT 4 VINBELBEIEY—/I—0O—)L/Ny I I2hh D
B ZIEPT TR LTS,

BEESA L ANHEH L ZHEELET,

support.blackberry.com/community IC7 2 X LT, 42 RIZEAT H5EE 38341 2SR L T2 &L,
KAZA VAR R—bEIN TSI LEHEELET, support.blackberry.com/community IZ7 X L
T. B8E 36537 #5WL T FZ&LY,

KATA U RIE, $FE/N— 3 >0 BlackBerry UEM [ZFIT S, UBEON—D 3 U EXEBRENAHY T
o KATA B VADEHDLGYR— FRYORZRTHLHEE. BEN—Da VEHNYR— IR TOET,

support.blackberry.com/community IC7 922X LT, 7y FJ L—RIZBET H5E 38980 WL T =&
LY,

HBTAI U2 —2y F7 I RDEHIZTAF I H—N—2FAL TV DIGE, TOXIHY—N—0aY
Ea—48—%, R—+&ES. EREBREHEIELTHEEET.

BT Apple VPP 7 hOV FEFERALTWAEEIX., 7Yy TIL—FRIZHLW .vpp b—9 V7741 EE
L. [Z77U] > [(OSApp 5S4t AR] TAppleVPP 7ho Y MERERET PLENHYET,

ZRET7 YT L—FEHELTWAEBER, 7YTIL—REON—2avDT7yvTTL—FRXatob
ESRLTCESL,

ZUTHIEEIE. RE/—FZERELEY, HEMIZDOLTIX. support.blackberry.com/community IZ7 % &
AL T, 8% 46210 #5B L T &Ly, BlackBerry UEM V7 b = 7 DHEIBRAEIZDOWTIX, 41 VA F—
WELUVTYTTL— FEEDEHESBLTESL,

|4 VA F=IEIEEVT7 Y T L— FRIDEH |33


https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/ksa1403797201025
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1417208635967
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade/supported-upgrade-environments.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade/ksa1400184232267/mgr1410541232717.html
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-enterprise-licensing/BlackBerry-Enterprise-Licensing-Guide-en.pdf
https://support.blackberry.com/community/s/article/38341
https://support.blackberry.com/community/s/article/36537
https://support.blackberry.com/community/s/article/38980
https://support.blackberry.com/community/s/article/46210
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade.html
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade.html

IN— DT TEH

BlackBerry UEM D/\— R = 7B, REORERIZL>TELRYFES, FHLY—FKN—TFTsVY T+ 7LD
HE#atEIZBIL T4, BlackBerry UEM [ZIZEH#MNH Y £T,

BlackBerry UEM @ CPU & T 4 RV BEDERZHIANT BITIE. 7IO T4 TIREFHBLTWSTNS RO, T
NAZADRMERT HEBOEE. TNARATOL—HF—TFITAETADULRNILEBREERETILENHY F
9, BlackBerry UEM IRIED/\— kU = 7EHZE5HE T HIZ(E. BlackBerry UEM /N7 —< VARG E Y —ILZfE
ALES.

N— Ky = 7E# . BlackBerry UEM
N— R T7EH : BEMS

N— k) = 7E{4 : BlackBerry UEM

RDt4 32 TlE, BlackBerry UEM D/N\— KR 2 7EHDY R FERLET,

AE: R Iz BlackBerry UEM 4 R b—J)LL TWBIGE., H—N—ICIEERAFLEFHNEFAD/N—F
DIT7VI—ABRBETT,

INRIEDEA

INRIED BlackBerry UEM MEA [, 2000 BUTDT/NA A THERINTUVET, 3T BlackBerry UEM O
UiR—FR U hE, BEF1EDOY—N—LITA VR F=ILENTWVET, f=7Z L. BlackBerry Connectivity Node
& Microsoft SQL Server [FFI R DY —/N—IZ4 VA F—)LFT B EMTEET,

TINA RAJZKS0ED/N— RO 7EH

500 BETOT /N1 RIZIE, 1 BEDHY—/\—I[Z BlackBerry UEM 754 < 1) a >7R—= > k. BlackBerry UEM
&1 > —)L, BlackBerry Connectivity Node. 3 & U Microsoft SQL Server & 7z 1% Microsoft SQL Server
Express #4 VA R—ILLET, ZOHRED KAAS I, ZK500 5D T/NA RIZHBETEET,

AE: COEKTIH. U ETOT7H—EXD -Xmx [EZABRT ILENHIEENRHY I,

HP—13— =

BlackBerry UEM 754 <) aviR—R > * 67Oty HYa7F., E52670 (2.6

k. BlackBerry UEM &0 > —)L. BlackBerry GHz) . E5-2683v4 (2.1 GHz) . F¥IIRE%FH
Connectivity Node. & & U Microsoft SQL Server & * 20GB OFIFAAIREL A E Y

=13 Microsoft SQL Server Express - 64GB DT 4 R4 4B

TINA AFZK 1000 ED/N— K7 7EY

1000 BETHOT/INA ADBE. 1 BDHY—/\—[Z BlackBerry UEM 754 < 1) avik—+ > k. BlackBerry UEM
EE Y —)L, & U BlackBerry Connectivity Node 4 > X k—JL L. BlDH—/3—[Z Microsoft SQL Server
ELAVAR=ILLET, COREDKFAAL VIE. TRK 1000 ED T/ A RIZxETEET, BlackBerry UEM %7k
R b9 BH—s3—IL. Microsoft SQL Server T—42 RX—XH$H 59 —/\—DE < GRIERR 5ms KiE) IZHEM
[CREISNTLWSILENHYFET,

|N—FDx7EH |34
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AE: COBETIE, U EQA7H—ERD - Xmx EZRBEST ILELNHIHEENHYET,

BlackBerry UEM H—/3\—

B2

BlackBerry UEM 754 <) aviR— >
k. BlackBerry UEM BXa >V —JL, LUV
BlackBerry Connectivity Node

6 JAtvHa7. E52670 (2.6
GHz) . E5-2683v4 (2.1GHz) . FIZR%
24 GB OH FARIEEZE A E 1)

64 GB DT « R fEig

F—BAR—ZH—/\— 24

Microsoft SQL Server 2 7OtwvyHYa7. E52670 (2.6
GHz) . E5-2683v4 (2.1 GHz) . £rIZRA%E
6GB OF|ATHER A EY

64 GB DT « R f8ig

TINA RERK 2000 ED/N— Koz 7EH

2000 BETODTNAADNHD RALDFE. 1 BEDHY—/N\—IZF T BlackBerry UEM 2 Vi R—% > b %
AR P=ILTBIENTE, £f-E1BDH—/N\—I[ZBlackBerry UEM 754 < JavR—k v b EEEOY
Y—ILEA A r—=JLL. Bl®OHY—s3—[Z BlackBerry Connectivity Node %4 X b—)LT B EHTEFET,

WADS A TDEAT, Microsoft SQL Server #FIDH—/"—[Z4 VX b—JLLZE T, BlackBerry UEM %7K X k
9 HH—/\—I[L. Microsoft SQL Server T—2 RXR—ZXA W §H S5 H—/\—DiA < GEIERRE 5ms Kim) (CHEMIZE
BESNTLWSIRENHYET,

BlackBerry UEM H—/\— 2%

1 BD0OY—/\—LENDT T BlackBerry UEM O >
R—x b

8 7ot wvyHa7r7, E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . £IZA%H
28 GB OF|AHETgEZ A E

64 GB DT « R ¥ AL

BlackBerry UEM 754 < aviR—x > b, O
> —Jb. & & U BlackBerry Connectivity Node

Al DH—s\—_E 0 BlackBerry UEM O V7 R—=3 > k

47Ot yya7F7. E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . F¥IIRE%E
16 GB OF|FARIBEL A E )

64 GB DT 1 R ¥ $E1i5

BlackBerry UEM 7354 < JaviRk— v b &
BlackBerry UEM ¥ a > Y —)L

BlackBerry Connectivity Node 4 7o+t yHa7., E52670 (2.6
GHz) . E5-2683v4 (2.1GHz) . £IXEA%
12 GB O FIFATIREIL A £ Y

64 GB DT 1 R4 fBE

| N—FDTT7EH |35



T—ARN—RY—/\— =25

Microsoft SQL Server - 470+ yHP a7, E52670 (2.6
GHz) . E5-2683v4 (2.1 GHz) . £IIRA%H

8 GB DF ARG A E Y
64 GB DT « X% f815

PREEDEA

th#R#E D BlackBerry UEM M#E A (L, 2000~25,000 ED T/ A TEEINTWET, 1 BDY—/—[ZF

AR TO BlackBerry UEM 2 v iR—FR > b & A VR b—JLF B T EMTE, F1= BlackBerry Connectivity Node
[CRIDY—NR—ZFAT S &L TEET, Microsoft SQL Server (FRIDH—/A—[Z/4 VR b—LENFE

9, BlackBerry UEM DDA > X 2 > X & BlackBerry Connectivity Node D#EHD A VA A VA& VR k—
LEBIENTEET,

TN REK 5000 ED/N—FO T 7EH

5000 BETDTNAADNHD FALDIFE. 1 BEDHY—/N—[ZF X TO BlackBerry UEM 3 Y R—F > b %
A VA M=IVTBIENTE, F=1E1 DY —/ \—[Z BlackBerry UEM 754 <) aviR—Rr Y FEEEO Y
JY—ILEA VR =L, 1BFIE 2 EDH DY —/3—(Z BlackBerry Connectivity Node 4 > X b—ILT 3
CEBTEFET,

BlackBerry UEM M#E# D A > X 4 > R & BlackBerry Connectivity Node DDA VAR VR EHDIEMNTE
9, BEOA D RAVRICIE, EELI-T—FR—XCPU EAEYDLBETT,

WADS A TDEAT, Microsoft SQL Server #FIDH—/"—[Z4 X b—J)LLZET, BlackBerry UEM %7K X k
9 55—/ —[&. Microsoft SQL Server T—R X—XA W &H 5 H—/\—DiE < GEEFFRE 5Sms Kid) [THEMICE
BESNTWESIRENHYFET,

BlackBerry UEM H—/\— B

1 BD0OY—/\—LEDT T BlackBerry UEM O >

R—R2 b

BlackBerry UEM 754 < aviR—x >k, E#a -+ 10 70+EvyH a7, E52670 (2.6

Y —JL, & KU BlackBerry Connectivity Node GHz) . E5-2683v4 (2.1 GHz) . F=IXRE%H
* 28GB OFIFAAREL A E
64 GB DT 1 A% Ei5

Al DH—s\—_E 0 BlackBerry UEM O V7 R—=3 > k

BlackBerry UEM 754 < 1JaviR— > k& * 470ty H a7, E52670 (2.6
BlackBerry UEM &3>V —)L GHz) . E5-2683v4 (2.1GHz) . £f-IXRA%
16 GB ORI ATRIEEAL A E Y
64 GB DT « R $EtH

|N—FDTT7EH |36



BlackBerry UEM H—/\— =

BlackBerry Connectivity Node * 6 7OtyHYa7F7, E52670 (2.6
GHz) . E5-2683v4 (2.1 GHz) . F=IEA%
12GB OFFARIEEGE A E Y
64 GB DT 1 X4 $Bi

T—HR—ZRH—/\— =25

Microsoft SQL Server - 87Otk yH a7, E52670 (2.6
GHz) . E5-2683v4 (2.1GHz) . F-XE%H
16 GB ORI ATRIEEAL A E Y
64 GB DT 1 R4 $BiE

TN RAEK 25000 5D/N— Ky = 7EH

25000 BETODTINAADBHD KAL VDHEE. 1 BEDOY—/\—[ZFXTD BlackBerry UEM 3 Vi R—+R > b %
AVAM=ILTBIENTE, TIE1EDY—/N\—IZBlackBerry UEM 7S 4 <) avikR—3%y hEBEOY
Y—ILEA VR —=JLL. BIDOY—s3—|Z BlackBerry Connectivity Node 4 Y X b—ILT B EEHTEFET,

WADE A TDHEAT, Microsoft SQL Server ZHDH—/A\—[ZA4 > X b—JLLZE T, BlackBerry UEM #7RX +
¥ BH—/\—I[L. Microsoft SQL Server T—A2 RX—ZXAMNH B Y —/N\—D3E< GEERR 5ms KiF) (CHEMICE
BESINTWLWSRENHYET,

BlackBerry UEM @ 1 DDA Y R A VA TREYHR—FTEET,

MDM DHDT Y T4 XN—> 3 U EFERT 55K 25000 5D Android. Windows 10, F7=I% BlackBerry 10 T
/34 R (BlackBerry Dynamics % L)

BlackBerry Dynamics D#DT VT4 X— 3 V& EHAT H5&K 25000 5D Android, i0S, Windows 10, *
fzI& macOS 7/34 X (MDM % L)

MDM ¢& BlackBerry Dynamics {9 4 & X 20,000 & ® Android 7 /34 X
(BlackBerry Dynamics D fE A #f4>9°) MDM #EH 3 5K 10,000 D i0S 7731 R
HEDHETIE. 1 204 VRAVANYR— P TEDZTNA ZADHEMNFHRENDIGEELHY EFT. BEGA Y
AR ZADEEHIRIT BIZIE, BlackBerry UEM /8 7+ —T VR EY—ILEZHERALTL S,

BlackBerry Connectivity Node D#ZE# 4 > X2 X 1 DT, &K 5000 £® i0S. mac0S. Android. Windows.
F1=(Z BlackBerry 10 T/8f RZHR—+TEET,

fziZL. YO0 —ERNRT+—IVRE— FEEFMIZTT 5 L. BlackBerry Connectivity Node (&4 > X2 > X
ZEIZRK 10,000 BDTINA REYR—FTEFET,

BlackBerry UEM H—/\— =

1 B8DHY—/\—LDFTXTO BlackBerry UEM 1 >
R—x b
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BlackBerry UEM H—/\—

=25

BlackBerry UEM 754 < aviR—x > b, EHEO
> —J)b. & & U BlackBerry Connectivity Node

(A VAR URTEIZ 5000 BDT /N, R)

AlDH—s\—_E 0 BlackBerry UEM O V7 R—=3 > k

BlackBerry UEM 754 < JaviRk— > b &
BlackBerry UEM &0 > Y —)L

(MDM & % 1= 1% BlackBerry Dynamics D& Di5&
T4 R VRTEIZ 25000 EDT/81 A, MDM
# & U BlackBerry Dynamics D& &4 VX4 >
A Z&12 20,000 &® Android 7/34 X, MDM §

& U BlackBerry Dynamics D& (x4 VR 42 R
Z&I1210,000 5 i0S T/81 R, FEHHIZDOLNT

[X. BlackBerry UEM /87— U RFEY— L% &
ALTLEEWL, )

BlackBerry Connectivity Node
(A YRBAVRTEIZ5000 BEDT /A R)

BlackBerry Connectivity Node [Zxt L TOD&HEFZ4E S
VT IWH—ERINT+—< 2 RXE— KO BlackBerry
Proxy

(A VREZVRTEIZ10,000 EDT /84 R)

BlackBerry Connectivity Node [Zxt L TO&HEZE S
VWY —E RINT +—T U RAE— KO BlackBerry
Secure Connect Plus

(A VARBURTEIZ10,000 BDT /A R)
BlackBerry Connectivity Node (23t L TDHE®E S

VO —ER/INT+—< 2 RE— KO BlackBerry
Secure Gateway

(A VRBVRTEIZ10,000 EDTINA R)

10 7Bt vyH a7, E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . £IZRA%H
28 GB O F|AHATAEI T A E V)

64 GB DT « R ¥ AL

8 JatyH¥a7. E52670 (2.6

GHz) . E5-2683v4 (2.1 GHz) . FILE%*
16 GB OF|FARIREZ A E 1)

64 GB DT « X% f815

6 7OtvyH a7, E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . FIXRA%H
12 GB OF|FARIREZ A E 1)

64 GB DT « R ffig

6 7AtvyH a7, E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . F¥=XE%H
12 GB O F| ARIEEZ A E

64 GB DT 1 A% B

470€yH%a7. E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . FIFXRA%H
12 GB OF|FARIREZE A E 1)

64 GB DT « R f8i5

8 JOotvyHa7. E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . £IFXRA%H
12 GB OF|FARIREZ A E 1)

64 GB DT « Rt

Fe B R R — /N

=2

Microsoft SQL Server

12 7a+yH a7, E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . FIFXRA%H
30 GB OFATRIRER A E Y

64 GB DT « R ffig

|N—FD T T7EH |38
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KRG EA

K3R1E 7% BlackBerry UEM DE A (X, 25,000~150,000 EDT/NA A THEEINTWLET, 1 5DH—/\—

29 RTO BlackBerry UEM O Vi R—R Y k& A VR b—JLF % Z EMNTE. FT:z BlackBerry Connectivity
Node IZBIDH—/N—%FHATSHLHTEFET ., Microsoft SQL Server [FRIDH—/—I24 VX b—)LEhFE
9, BlackBerry UEM QD A > X 2 > X & BlackBerry Connectivity Node D#EHD A VA VR &4 VR b—
LWTBIENTEET,

TN REx K 150,000 ED/N— Ko = 7EH

150,000 BETDT/NA ADHD KA A U TIE, §XTD BlackBerry UEM O VU iR—F% > FDBEH DA VR Z VR
EA R M=) EHIEMNTE, EfzBlackBerry UEM 7543 aViR—R Y FEBBO VY —ILOBEFDA
VRBUR H&U BlackBerry Connectivity Node DDA VA Z VR EA VA M—ILTEHIENTEET,

mMADE A4 THOEAT, Microsoft SQL Server #H|DHY—/\—[Z4 > X b—)LLEF, BlackBerry UEM %KX k
9 S H—/\—I&. Microsoft SQL Server T—A R—Xh3$H 5 H—/N\—Dia < (GEEREFRE 5ms Kii) (CYIERIICE
BENTWBRENSHY EFF, BlackBerry UEM H—/3—[F, A —ILH—N—P A vyt —TH—/N\—DiEL [CERE
SNBZBEEFHY FHA.

BlackBerry UEM D 1 DDA YA RA VA TREHYR—FTEET,

MDM DHDT Y T4 N—2 3 U EFERT 55K 25000 5D Android. Windows 10, F7=I& BlackBerry 10 T
/N1 X (BlackBerry Dynamics % L)
BlackBerry Dynamics D#DT VT4 X— 3 V& EAT H&K 25000 5D Android. i0S. Windows 10, F
fzI¥ macOS 7/8 /4 X (MDM % L)
MDM & BlackBerry Dynamics Z {9 4 &K 20,000 & M Android 7/34 X

(BlackBerry Dynamics O fE A %R4>3") MDM Z{EH3 &K 10,000 5D i0S F/31 R

HEDHETIE. 1 204 Y RAVANYR—FTEDZTNA ZADEMNFHRENDIGEGENHY FT. BEGA Y
AR ZADEEHIRIT BIZ1E, BlackBerry UEM /8 7+ —T VAT EY—ILEZHERALTL S,

BlackBerry Connectivity Node @ X% X 1 DT, &XK 5000 £® i0S, macOS. Android. Windows, #7=
[ BlackBerry 10 7/3f R &Y R— L TEET,

L. SO NMNY—ERNTA—T U RE— FEFXIZT 5 L. BlackBerry Connectivity Node [F14 > X2 VX
ZEIZRAKX 10,000 EDTINA REYR—FTEFET,

BlackBerry UEM H—/\— =i

1 BDHY—/\—LD T XTO BlackBerry UEM 1 >
e A

BlackBerry UEM 754 X JaviR—x > b, EEa ZHOTNAREZYHR— T DDITTHHLHD
> —J)b. & & U BlackBerry Connectivity Node BlackBerry UEM DA Y R A VR &4 VA R—J)LLZF
(A VRBURTEIZ5000BEDT /A R) kL
10 7Bt&vyH a7, E52670 (2.6
GHz) . E5-2683v4 (2.1GHz) . £IZRA%H
28 GB OFIFATEER A E 1)
64 GB DT 1 R % 81

Bl H—s3—_LE D BlackBerry UEM O >V /R—H > k

|N—FOTT7EH]39
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BlackBerry UEM H—/\—

=25

BlackBerry UEM 754 < 1JaviR— > b &
BlackBerry UEM ¥ > Y —JL

(MDM & F 1= 1% BlackBerry Dynamics D& Di5&
[FA4 U RA VR T EIZ25000 EDT /31 X, MDM
# & U BlackBerry Dynamics DB& (&1 VX452 >
A Z&1220,000 &D Android T/ X, MDM &

& U BlackBerry Dynamics DiF&EE4 VA2 VR
Z&1210,000 BD i0S T/81( R, EEMICDLNT

[X. BlackBerry UEM /87 + —< V RETEY— L&
RALTLIEZEWL, )

BlackBerry Connectivity Node
(AVRRAVARATEIZE000 8D T/INA R)

BlackBerry Proxy 2%t L TOHEE S 2V F ILH—
EX/87 +—< > XE— KD BlackBerry Connectivity
Node

(A VRAB VAT EIZ10,000 BDT /A R)

BlackBerry Connectivity Node [Zxt L TOD&HEFZE L
UTIWH—ERINT+—< 2 XE— KO BlackBerry
Secure Connect Plus

(A VRBE VAT EIZ10,000 DT INA R)
BlackBerry Connectivity Node [Zxt L TOD&HEZE >

U IWNH—E RINT+—< U RXE— KO BlackBerry
Secure Gateway

(A VAR URTEIZ10,000 BDT /A R)

ZHDTNAREYR— T H5DITHRLEHD
BlackBerry UEM @4 Y X B2 VR & A VX F—J)LLFE
el

8 JOotvHa7. E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . £IXRA%H
16 GB O F|FARIREZ: A E 1)

64 GB DT « R ffig

EHDTNAREYR— T 2DITHREHD
BlackBerry Connectivity Node DA Y R Z2 VR %&A >
Z I"_}b l/ 35_5-0

6 7Oty a7, E52670 (2.6

GHz) . E5-2683v4 (2.1 GHz) . FIIA%E
12 GB ORI ATIEEA A EY

64 GB DT 1 R ¥ $E1

6 7OtvHa7F7., E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . FIFXRA%H
12 GB OF|FARIREZE A E 1)

64 GB DT « R fig

47Ot yya7., E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . F-XEA%H
12 GB ORI FARIEEA A E Y

64 GB DT 1 A% B3

8 JotwvH a7, E52670 (2.6

GHz) . E5-2683v4 (2.1GHz) . £IZA%H
12 GB OF| BAIgEZ A E Y

64 GB DT 1 R ¥ AL

T—AR—RH—/\—

=25

Microsoft SQL Server

*E : Microsoft SQL Server IZIE, B¥EDNDI T« 3
U R— T A7ty a7 ORIZHELH Y
*39, FHL TLY5 Microsoft SQL Server D TF «
varvNampTotyyarEYR—ALTWSC
LEHRLET,

24 7ot wy¥ a7, E52670 (2.6

GHz) . E5-2683v4 (2.1 GHz) . £IIA%E
30GB DFIATIEE/ G A E )

64 GB DT 1 R ¥ $E1i

|N—FDTT7EH 40
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N— K 7EH : BEMS

RDELH 30Tl BEMSON—FKYHYz7EHDOYR FERLET,
A E:

REIIUIZBEMS 4 VX F—ILLTWBIBE, —N\—IZXERFEFHEADN—FIzT)Y—
ANBETY,

EBEIN-05 774 ILEZEHLT. TIALMOOT T E—F=IEBEMS DA VR F—ILEFIZHEE L
7AWV E—ICRETEET, HFMIZIOWTIE, BEMSDA VR F—ILELUVEREBHENERZSHE LT
AN

INEEDOZEA
INBRED BEMS DB AL, 2000 BUTDT/NA A THERIATUNET,

FTINA REEK500 50D BEMS /\— FH Tz 7EH

500 BETOT /N1 ADZEIL. BlackBerry UEM 754 < 1) aviR—+ > b &EE LH—/\—LI[Z BEMS

(BlackBerry Push Notifications & BlackBerry Presence M#) . BlackBerry UEM & > —/L. BlackBerry
Connectivity Node. # & U Microsoft SQL Server & 7= (& Microsoft SQL Server Express 4 X b—JLLET,
COBRED KA UIE, BK500 DT/ RICHIETEES,

AE: COBETIE, U Ea7H—ERD -Xmx EZRBT ILELNHLIBEELNHYET,

A E : BlackBerry Connect 813 (2%, BEMS IZRIDH—/N\—HRWE(ZH S, 2000 & F1=1E 5000 5D T/\
AADN— ROz 7EREZH-ITRLENHY T,

Y—— =2

BEMS (& BlackBerry Push Notifications & & U * 6 7AtEyHaFT, E52670v2 (2.5
BlackBerry Presence) . BlackBerry UEM 754 < GHz) . E5-2683v4 (2.1GHz) . F=IIRA%
1)aviR—=> k. BlackBerry UEM &>y — © 22GB DOFIFTRELEAEY

JL. BlackBerry Connectivity Node, & & U Microsoft . 4GB )5 4 X4 4885

SQL Server E =& Microsoft SQL Server Express

FINA RExK 1000 5D BEMS /\— Ky = 7E{H

1000 BETOT/N1 ADIHE. 1 BEDH—/\—I|Z BlackBerry UEM & BEMS (& BlackBerry Push Notifications
# & U BlackBerry Presence) #. BlD#H—/3—([Z Microsoft SQL Server %4 >~ X k—JL L E Y, BlackBerry UEM
& & U BEMS H—/3—I[&, Microsoft SQL Server T—2 XN—X &KX b T 5 —/N\—DiE < ITYEBEMICEET S
BENHYFET,

AE: COBETIE, U ELaT7H—ERD -Xmx BEZRBTILENHIHEENHYFT,

|N—FD T T7EH |41
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BlackBerry UEM # & U BEMS H—/\—

=2

BlackBerry UEM & & Uf BEMS (& BlackBerry Push
Notifications 3 & U* BlackBerry Presence)

6 7AtvyH a7, E52670v2 (2.5

GHz) . E5-2683v4 (2.1 GHz) . FIIA%E
26 GB OF|ATEE/G A E

64 GB DT 1 R ¥ $E1i

T—RAR—RH—/3—

=2

Microsoft SQL Server

6 7Ot vHa7. E52670v2 (2.5

GHz) . E5-2683v4 (2.1GHz) . FIXRAF
2GB OFIRAFIREE A £ )

64 GB O T 1 R fElg

TINA RExK 2000 5D BEMS /\— K = 7EH

2000 BEXETHOF/INA RADBEE. BEMS ZHBENDY—/IN\—[2/4 VR F—JLLET., BEMS H—s\—I[%. Microsoft

SQL Server T—AR—ZXEHRR b 5H5—N—0DEL IZYBHMIZEET A HENHY FT,

*E : BEMS & BlackBerry Push Notifications # & Uf BEMS & BlackBerry Connect DA% 4 VX b—ILT 515

BlX. ThoD2EDY—/IN\—D 55D 1 &1+ BlackBerry Presence 4 X h—JLLET,

BEMS H—/\—

=25

BEMS & BlackBerry Push Notifications & & U747
< 3 > @ BlackBerry Presence

270+ yY¥a7, E52670v2 (2.5

GHz) . E5-2683v4 (2.1GHz) . F=IFXR%E
6GB DF|FAFRER A £ )

64 GB M7 1 R fElg

BEMS & BlackBerry Connect 8 & UA T a>m
BlackBerry Presence

2 7atyy a7, E52670v2 (2.5
GHz) . E5-2683v4 (2.1 GHz) . FIIA%
6GB DFIFAMREE A E Y

* 64GB DT« R tEE

T—RAR—XH—/\—

2

BEMS & BlackBerry Push Notifications A
@M Microsoft SQL Server

270t yH%a7. E52670v2 (2.5

GHz) . E5-2683v4 (2.1GHz) . FIEXRA%F
4GB OFIFAFIREZ A £ )

64 GB 0T 1 R fElg

BEMS & BlackBerry Connect A0 Microsoft SQL
Server

270ty ya7F7, E52670v2 (2.5
GHz) . E5-2683v4 (2.1 GHz) . FIIA%E
4GB OFFARIEELL AT

* 64GB DT 14 R fEE

|IN—FHT7EH |42




FIREDEA
h4& 0 BEMS DE A (L, 2000~25000 EDT /N A THERENTLVET, BEMS . HBEDH—/IN—[Z(1 >
A =T ERELRHY . HHOBEMS H—N—Z2BATEENTEET,

FINA RExK 5000 50D BEMS /\— Ky = 7E {4

5000 BE THDT/N\A ADBEE. BEMS #HBEDY—/N\—I|24/4 VR =)L LEF, BEMS H—/ \—I[L. Microsoft
SQL Server T—AR—RX&#KRRA T HH—N—DEL [CYEMIZERET 2LENHY ET,

*E : BEMS & BlackBerry Push Notifications # & U BEMS & BlackBerry Connect DA% 4 X b—ILT 335
BlX. ThoD2EDOY—/IN\—DS5B5D 1 &1(+IZ BlackBerry Presence 4 X k—JLLET,

BEMS H—/\— =
BEMS & BlackBerry Push Notifications & & U4 7 - 270%yH a7, E52670v2 (2.5
< 3 > @ BlackBerry Presence GHz) . E52683v4 (2.1 GHz) . E1=XRE%FHF

8 GB DFIATIREL A £ )
128 GB DT « R #8iE

BEMS & BlackBerry Connect 8 &K UA T a>d * 27atwyya7F7, E52670v2 (2.5
BlackBerry Presence GHz) . E5-2683v4 (2.1 GHz) . FIEEA%H

8 GB DFATIREL A £ )
64 GB DT 1 R ¥ tEiHk

F—AR—ZH—/\— =
BEMS & BlackBerry Push Notifications A - 270€vyH a7, E52670v2 (2.5

@M Microsoft SQL Server GHz) . E5-2683v4 (2.1 GHz) . -3 FE%
* 6GB MFATEEL AT
64 GB DT 4« A4 4B

BEMS & BlackBerry Connect FH® Microsoft SQL  270€yHY a7, E52670v2 (2.5
Server GHz) . E5-2683v4 (2.1GHz) . FIXRA%H

6GB DFAEREL A E )
64 GB DT 1 R ¥ fEiH

T /31 REx X 25,000 5D BEMS /\— Ko = 7 EH4

25000 BETHDT/INA ADBE. WBDOY—/N\—IZBEMS ZA4 VA F—JILLZET, ZDOHRTETIL. EHHD BEMS
H—N—DUWETY (ETAREEEIEZTEEDOLF)A%#RL) . BEMSD 1 DDERAS VAZ VAT, #
10,000 EDT/INA REHYHR— FTEFET, Y R— T BT/ AFEOFIZ(F. BEMSDA VU RA U RZEML
EX I

BEMS I\ D+ —<T U RFEY—ILZFERATEE. TNARADBELEAFITNELBEMS 4 VA4V ADR/INSZ
HRTEET,

BEMS M4/ VX b—JLEaNTULVSH—/3—I[. Microsoft SQL Server T—A2 A—RX % 7RR b3 5 H—/\—DiEL
GEIERSRS 5ms RiE) IWEMICEBEINTWVWARELAHY T,
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*E : BEMS & BlackBerry Push Notifications # & Uf BEMS & BlackBerry Connect DA% 4 VX b—ILT 515
BlX. ThoD2EDY—/IN\—DS5B5D 1 &1+ BlackBerry Presence 4 > X h—JLLET,

BEMS H—/\— B
BEMS & BlackBerry Push Notifications & & U747 * 470wy Ha7. E52670v2 (2.5
< 3 T BlackBerry Presence GHz) . E5-2683v4 (2.1 GHz) . £fIERA%H

8 GB DFFATRIGELR A EY
250 GB DT 1 R ¥ tElg

BEMS & BlackBerry Connect 8 & U#+ 7L 3> T * 470t yHYa7F7. E52670v2 (2.5
BlackBerry Presence GHz) . E5-2683v4 (2.1GHz) . FIXE%

8 GB DFIATREL A £ )
64 GB DT 1 R ¥ tEiH

T—BR—ZRH—/\— =25
Microsoft SQL Server & BEMS Fi® BlackBerry Push - 270€yH a7, E52670v2 (2.5

Notifications GHz) . E5-2683v4 (2.1 GHz) . £-I3XR%
* 8GBODFFAAEELAE)
64 GB DT 4« R4 B

Microsoft SQL Server & BEMS Fi® BlackBerry 270y H a7, E52670v2 (2.5

Connect GHz) . E5-2683v4 (2.1GHz) . FIXE%
* 8GBDFIAFREGAEY

64 GB DT 14 R fEiE

KIRRGZEA
KR4 BEMS ME AL, 25000~150,000 5D T/N\f A THERENTLET, BEMSIEX., HEOH—/N\—I[2A
DA M—ILTEBHELAHY., EHOBEMS H—N—FBATEET,

T /34 &K 150,000 5D BEMS /\— K = 7EH

150,000 BETHOTNA ADBE. MEDHY—/N—[ZBEMS #4 VX F—ILLET, COBRETIL. HHD
BEMS 4—N\—HARETY (SARELIEIEFTEEDOSFT ) A %KE<) - BEMSD 1 DOERSAVRAZ VR
T. $910000 EDOTNA REYR—FTEEFT, Y R—FFT 5T/ AZEOFIZ(E. BEMSDA VRAVR%E
EBMLET,

BEMS N7+ —T U RFAEY—IILEZFRATDIE. THNAADEBELAFMICKHELBEMS 4 VA2V ADR/IMNLE
HRTEET,

BEMS i Y R k—JLEa N TULVBH—/3—[. Microsoft SQL Server T—A_XA—X ZHRR hF B35 —/N—DiEL
GEIERRS 5ms k) [CHEMNICEBINTUVWAREAHY FT,

*%E : BEMS & BlackBerry Push Notifications & & U BEMS & BlackBerry Connect i A% A4 VX b—IL 515
BlE. ShoD2EDY—/IN—D 550 1 &1+ BlackBerry Presence %4 Y X —JILLET,
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BEMS & BlackBerry Push Notifications & & U747 67Ot yH a7, E52670v2 (2.5
< 3 > T BlackBerry Presence (10,000 &0 T /31 R GHz) . E5-2683v4 (2.1GHz) . F=IIRE%E
Z&l212) * 8GBDFMATREL AT

* 250GB DT 1 R i

BEMS & BlackBerry Connect 8 & U#+ 7L 3> T * 670t yH a7, E52670v2 (2.5
BlackBerry Presence GHz) . E5-2683v4 (2.1 GHz) . F=IEEH

* 8GB DA AT AT
* 64GB DT 1 R GEHE

Microsoft SQL Server & BEMS FA® BlackBerry Push | ©+ 6 At v+¥ a7, E5-2670v2 (2.5
Notifications GHz) . E5-2683v4 (2.1 GHz) . FIEA%
EWS SyncState @ %4 X (& X 60KB) 2% L
T. 12~24GB OF|FARIREGE A E )

64 GB DT 1 XY f8HE

Microsoft SQL Server & BEMS F® BlackBerry * 67Oty HYa7F., E52670v2 (2.5

Connect GHz) . E5-2683v4 (2.1GHz) . F=IEE%E
8 GB MFIFATRIGEL A E )

64 GB DT 1 A4 fEiH
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R— ~DEH

BlackBerry UEM &4 >R b—)LE=[ET7 v T4 L— K9 5HiIZ. BlackBerry UEM h\7/R— & FIFAT 5 AE %+
DICHEREL TS,

BlackBerry UEM O Y R—# > k¥R 4 %7R— k 2 L T BlackBerry Infrastructure, BlackBerry Dynamics

NOC BLURE) V—R (BBDOA Y E—DY I bz 7HE) LBELET, COEVPIVDREYYT
(&. BlackBerry UEM X7 ™ kN 2 FERICERT 5T 74 FDR— b ERL, EBENER T ILENH D
RERESRICDWTHERBA L E I, DMZ (2 BlackBerry UEM 31 Y A b—ILENTWEHNESMhhbh T, =
NoDHR— MERABBELELDHZ LICTERLZELY,

BlackBerry Enterprise Mobility Server (BEMS) [&. BlackBerry Dynamics {9 % BlackBerry UEM IRFIZ 1 >

A b=ILTE2BENHY EFT, BEMS [ZIX BlackBerry UEM & & U BlackBerry Dynamics NOC & D@EICHER
R—rHYET,

BlackBerry UEM & & U BEMS O R— M EHDFHMIC DLV TIX. support.blackberry.com/kb [C7 2 X L T.
E 36470 ZSRBL T 2L,

anj
cu

B—/N—ERTE

HREINDHERLRLLEBEVWIT 74T O+ —ILERETIE. YR I TLS TCP R— kAS, blackberry.com &
& WU bbsecure.com ¥4 7 KA AL UADHEERBNARBELXGETEDLIICLET,

ERAE TCP/R— Ok KA

= )%
BlackBerry UEM Core. BlackBerry Proxy, 77 443 TCP gdmdc.good.com
1) H—/—
BlackBerry Proxy 443 TCP gdrelay.good.com
BlackBerry Proxy 443 TCP gdentgw.good.com
BlackBerry UEM Core. BlackBerry 443 TCP gdweb.good.com
Proxy. BlackBerry Enterprise Mobility Server
BlackBerry Enterprise Mobility Server 443 TCP login.good.com
BlackBerry Enterprise Mobility Server 443 TCP gwupload.good.com
BlackBerry Enterprise Mobility Server 443 TCP gwmonitor.good.com
BlackBerry Enterprise Mobility Server 443 TCP fcm.googleapis.com
BlackBerry UEM Core 3101 TCP <region>.bbsecure.com
BlackBerry Connectivity Node 3101 TCP <region>.bbsecure.com
BlackBerry Secure Connect Plus 3101 TCP <region>.turnb.bbsecure.com
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ERAE TCPR— ZOka KAAL Y
~ L

BlackBerry Secure Connect Plus % Z 1= Knox 443 TCP api.samsungapps.com
Workspace

A E: <region> (£, 41 VR F—)LBIEIRS M- EULA IZIG LE-BER O — FERLET, -EXIE hT
FEERLIZI5E. <region> [ ca T, HFEDEI— FZERET HICTIE, ISOFHEESBL TS,

g 8a—/\)L IP &

2022 £ 8 A 19 BIZ. BlackBerry I& BlackBerry Proxy & & Uf BlackBerry Secure Connect Plus (24 B—/\)L IP
HEZEMLET, Y—EXDEBXRZEHC=H. 2022 £ 8 A 19 BIZ BlackBerry A5 B —/\)L IP & % E09
BHI. BERICIEEBDO I 7470+ —ILIL—ILZEH L, HLLIPERAZEML TOWEIBENHY F
¥, IPEREEHROFMZ DL TIX, support.blackberry.com [C7H2 AL, S8FE 36470 8B L TS,

FLWIPERIIXDESY TT,
A—n0wy/, hE, 77 h#E (EMEA)

20.31.194.160/29
20.223.121.168/29

7T KEEHE (APAC)

20.24.116.64/29
20.198.205.208/29

hF+EISToT7*A)H (LATAM)

20.116.139.104/29
52.229.69.64/29

KE
20.84.181.104/29
20.96.255.112/29

Hhisg ERAE TCP Jok FAASY IP7FLZR
R—bt an
FTRT BlackBerry UEM 443 TCP gdmdc.good.com 206.124.114.93

Core. BlackBerry
Proxy. 7 1) H—/\—

BlackBerry Proxy 443 TCP  gdrelay.good.com 206.124.114.91

BlackBerry Proxy 443 TCP gdentgw.good.com 206.124.114.89
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sk ERAE TCP Jak RFAAY IP7FLZR
R—bF an
BlackBerry UEM 443 TCP gdweb.good.com 206.124.114.92
Core, BlackBerry
Proxy. BlackBerry
Enterprise Mobility Server
BlackBerry Enterprise 443 TCP login.good.com 206.124.122.112
Mobility Server
BlackBerry Enterprise 443 TCP gwupload.good.com 206.124.122.73
Mobility Server
BlackBerry Enterprise 443 TCP gwmonitor.good.com 206.124.122.73
Mobility Server
77 AREH$H#  BlackBerry Secure 3101 TCP <region>.bbsecure.com 103.246.200.136
8 (APAC) #  Connect Service
DCTSETH
U775 78R
EEHZR<
BlackBerry Connectivity 3101 TCP <region>.bbsecure.com 103.246.200.136
Node
BlackBerry Secure 3101 TCP <region>.turnb.bbsecure.cc 103.246.200.138
Connect Plus 103.246.200.139
103.246.201.138
103.246.201.139
(##) 2022
#£8H19H
20.24.116.64/29
20.198.205.208/2
HF+45 BlackBerry Secure 3101 TCP ca.bbsecure.com 216.9.242.244
Connect Service
BlackBerry Connectivity 3101 TCP ca.bbsecure.com 216.9.242.244

Node
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Hhizg ERAE TCP Jabk FAqY IP7KLZR

R—bF an
BlackBerry Secure 3101 TCP ca.turnb.bbsecure.com 216.9.242.242
Connect Plus 216.9.242.243
74.82.72.242
74.82.72.243
(#i#) 2022
#£8H19H
20.116.139.104/29
52.229.69.64/29
3—nows\, g BlackBerry Secure 3101 TCP <region>.bbsecure.com 93.186.19.240
. 77 hih Connect Service
1 (EMEA)
BlackBerry Connectivity 3101 TCP <region>.bbsecure.com 93.186.19.240
Node
BlackBerry Secure 3101 TCP <region>.turnb.bbsecure.cc 93.186.19.242
Connect Plus 93.186.19.243
93.186.17.242
93.186.17.243
(##) 2022
£8H19H
20.31.194.160/29
20.223.121.168/29
A4 KREFFTY BlackBerry Secure 3101 TCP <region>.bbsecure.com 93.186.19.240
7 Connect Service

BlackBerry Connectivity 3101 TCP <region>.bbsecure.com 93.186.19.240

Node
BlackBerry Secure 3101 TCP <region>.turnb.bbsecure.con93.186.19.242
Connect Plus 93.186.19.243
93.186.17.242
93.186.17.243
(#H#) 2022
#£8H19H
20.24.116.64/29
20.198.205.208/29
S5>F7 A1)A  BlackBerry Secure 3101 TCP <region>.bbsecure.com 216.9.242.244
B&UH Jz Connect Service

Ed
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sk ERAE TCP Jak KAqY IP7RLZR
R—k an
BlackBerry Connectivity 3101 TCP <region>.bbsecure.com 216.9.242.244
Node
BlackBerry Secure 3101 TCP <region>.turnb.bbsecure.cc 216.9.242.242
Connect Plus 216.9.242.243
74.82.72.242
74.82.72.243
(#i#) 2022
#£8ARH19H
20.116.139.104/2
52.229.69.64/29
HH<F7S5E7F BlackBerry Secure 3101 TCP <region>.bbsecure.com 93.186.19.240
Connect Service
BlackBerry Connectivity 3101 TCP <region>.bbsecure.com 93.186.19.240
Node
BlackBerry Secure 3101 TCP <region>.turnb.bbsecure.con®3.186.19.242
Connect Plus 93.186.19.243
93.186.17.242
93.186.17.243
(#F%) 2022
#£8ARH19H
20.31.194.160/29
20.223.121.168/2
7S5 JEEE®E BlackBerry Secure 3101 TCP <region>.bbsecure.com >03.186.19.240
E3 Connect Service
BlackBerry Connectivity 3101 TCP <region>.bbsecure.com 93.186.19.240
Node
BlackBerry Secure 3101 TCP <region>.turnb.bbsecure.cc 93.186.19.242
Connect Plus 93.186.19.243
93.186.17.242
93.186.17.243
(#H#R) 2022
#£8H19H
20.31.194.160/29
20.223.121.168/2
*EH BlackBerry Secure 3101 TCP us.bbsecure.com 216.9.242.240

Connect Service
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Hhizg ERAE TCP Jabk FAqY IP7KLZR

R—k an
BlackBerry Connectivity 3101 TCP us.bbsecure.com 216.9.242.240
Node
BlackBerry Secure 3101 TCP us.turnb.bbsecure.com 74.82.72.202
Connect Plus 74.82.72.203

68.171.242.202
68.171.242.203

(F7#R) 2022
£8A19H

20.84.181.104/2¢9
20.96.255.112/29

ENAILT N R¥ERL (Wi-Fi Z44)

ZDEY L avDR— FEHX, B/ LT /81 XD BlackBerry Infrastructure IZ#E# T 5= DHL DT, =
N5D7 KLRER— FIE, BlackBerry UEM H—/N—a UiR— % Y FTIIBELWVEEAHY ET, =& 2,
—HRBIAE Wi-Fi 2y RO —ORETIE. R— M M43 TL U2 —Fy FADERKIFXFFT SNFETH. APN ~DIEH
F7Av I INnNdEENHYFET,

Ffz. UEMIZE > TEEINDZENMILT NS RICIEBFEDEREULHY ET. TN ABNENSILFRY b
T—OFRIEWiFi 2y hT—RBEATEGEATLTLENESHHhDIH LT, R— FESEFHLZTLEN
HYFET,

A E: <region> (£, 41 VR FP—JLBFISEIRS NI EULA IZIGE L=BEAE O —FERLET, -E2IE hT
FEEIRLI-BZSE. <region>(dcaTY, HEDEI—FZHRET HICIE. ISOREESE LTI,

T /31 X 0S TCP R— K Jokan FAAY

BlackBerry 10 443 HTTPS/TLS ' <region>.bbsecure.com
0S. i0S. Android
0S. i0S. Windows Phone 0S

i0S 5223 TCP gateway.push.apple.com

EMM/Google API 2 443 TCP android.apis.google.com

Google PIay2 TCP/443 TCP. UDP play.google.com. googleusercon
TCP. UDP/5228-5230 analytics.com. gstatic.com. ang

Google 32:E 443 TCP accounts.google.com

Google Cloud Messaging 2 TCP/443,5228-5230, 52 TCP gcm-

http.googleapis.com. gcm-
xmpp.googleapis.com, android.g

tent.com.
roid.com, ¢

oogleapis.c
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T34 R 0S TCP RK— Jaokal KAAL Y

Google Firelgase Cloud TCP/443,5228-5230 TCP fcm.googleapis.com. fcm-

Messaging Xxmpp.googleapis.com

Google SEBAE %% 2 443 TCP pki.google.com. clients[1-9].google.com
BlackBerry 10 0S (/\— 443 TCP <region>.turnd.bbsecure.com

£321032LLK) &
U* Android 0S (Android for
Work/Samsung Knox)

BlackBerry 10 0S ({t=H 80 HTTP appworld.blackberry.com
BlackBerry World)

BlackBerry 100S (/A\—> 3> 80 HTTP icc.blackberry.com/v1/wifi/
10.3.1 LARZ)

BlackBerry Dynamics 7 7'1J 49152 TCP gdmdc.good.com
BlackBerry Dynamics 7 7' 1) 443 TCP gdmdc.good.com
BlackBerry Dynamics 7 7'1) 15000 TCP gdrelay.good.com
BlackBerry Dynamics 7 71 443 TCP gdrelay.good.com
BlackBerry Dynamics 7 71 443 TCP gdweb.good.com
BlackBerry Dynamics 7 71 443 TCP gdentgw.good.com
BlackBerry Analytics 3 443 TCP analytics.blackberry.com

receiver.analytics.blackberry.com

BlackBerry UEM Client 443 HTTPS discoveryservice.blackberry.com
BlackBerry Android iFEAZH— 80 HTTP pki.services.blackberry.com
IN—

CylancePROTECT 443 HTTPS score.cylance.com

BlackBerry Enterprise Identity 443 HTTPS idp.blackberry.com

VB O HTTPS 574 w4 IZiZ T. BlackBerry UEM 3 Y —+ > k[£7R— b 443 T HTTP CONNECT &
HTTP OPTIONS Z U I HENHLIBENHYET, — DT 74 7oA —ILIE. R—k 443 THRE S
HTTPSUSNAND b5 74 w0 2 TAVITEEIICEKESNTWSZO., CO RS T4 v 9 ZHRMIZHEAT 5
ENHBGENHYET, BIRRIC. —FDIT 74 T7I4—ILTIEX, R—F 3101 LD TLS F5 71 v MNIEEHE
ELTELLEBEINT., FZ 70990 TAVIEINET, 7747 94— LFELEFMORY VD=0 T TS
AT ORICHELRHAV R MHERESA TS LZHALET,
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2 Samsung Knox & BlackBerry Secure Connect Plus {3/ L T\ 3B & (k. HTTP 8K U TCP FS5 T4 v
DEELIRTOTNAR NS T4 v h, BlackBerry UEM H—/I\—[ZUF A LY hEhFET, T/

4 Z{AID TCP R— b (&, BlackBerry UEM H—/N\—M SF A SN TWERREAHY FT, HMIZDONT
[&. support.blackberry.com/community [C79 X L. BB8%E 46317 SR L T &L,

SHEDIP 7 RLRAAD T 74 79+ —ILEBCIZIE, analytics.blackberry.com Tl 74.82.73.148 % {3 A
L. receiver.analytics.blackberry.com Tl& 74.82.73.149 R L F 9,

FHFADIP 7 KL REH

BlackBerry (£ B —/\)L IPEEICHLWVIP 7 FLRAZEMT 52 EAHY F£9, BlackBerry Tlk., LT TEREA
TEHEFHEADIPT7 FLRAGEEZERLTVWET, CNALDIP7 FLREHEE 774 74+ —ILIL—ILIZEN
L. FEDEEN S —N—DEHICEE LG NE 52352 & % BlackBerry (TEE#OH L ET,

higg BESLVFEEXRDIP 7 FLR

ERa NS 68.171.242.252
206.124.114.1~206.124.114.254 (206.124.114.0/24)
206.124.122.1~206.124.122.254 (206.124.122.0/24)

FOTAEEME (APAC) Y9 STFSEFEELUF  103.246.200.136/30
S7EREERZERK< 103.246.201.136/30

68.171.240.33/29
68.171.240.33

h+s 216.9.242.240/29
74.82.72.240/29
68.171.242.192/29
68.171.242.216/29
216.9.242.6
68.171.242.6

I—0y/\, BE, 72 hitig (EMEA) 93.186.19.240/29
93.186.17.240/29
93.186.25.33
193.109.81.33

AVREFTTT 93.186.19.240/29
93.186.17.240/29
68.171.240.33/29
68.171.240.33
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higg BESLUVFEEDIP 7 FLR

TAYABEUHY THEE 216.9.242.240/29
74.82.72.240/29
68.171.242.192/29
68.171.242.216/29
68.171.242.208/29
74.82.72.208/29
216.9.242.32
68.171.242.32

dl
i
\l

YOOFTSETET S TEREER 93.186.19.240/29
93.186.17.240/29

131.117.168.128/29
5.100.168.128/29
131.117.168.48
131.117.168.49
5.100.168.48
5.100.168.49

KEDH 68.171.242.200/29
74.82.72.200/29
216.9.242.240/29
68.171.242.216/29
216.9.242.33
68.171.242.33

7™ b\ > RiE#E : BlackBerry UEM H 5 BlackBerry
Infrastructure

BlackBerry UEM (& BlackBerry Infrastructure [C## L TT—2 &2 Z{EL. 2 XV #XE4TLFE T, BlackBerry UEM
F. EEABLUMARA— b 3101 (TCP) #2H T BlackBerry Infrastructure [Z##t L £

HBD T 74 7o+ —ILIE, R— bk 3101 Z4 L 7= <region>.srp.blackberry.com. <region>.bbsecure.com. # &
U <region>.turnb.bbsecure.com ~DEEAB L UNARAEFZEEZHFAT T IDLELHY T,

AE:BODAVEL—F—ITT/INA R$EHE D VR—F >+ (BlackBerry Connectivity Node) &4 > X k—

LT BI5E. 80774 72+ —ILIE. BlackBerry Infrastructure 7 4 5« 713 51=8IZ. BlackBerry
Connectivity Node (<region>.bbsecure.com) Z4+L. R—k 443 FHT, TOAVEL1—F2—H5DEHRE
HAI T AMEMNSH Y FF, BlackBerry Connectivity Node m 5 DD T RTH T b/ > FEESIX. BlackBerry
Infrastructure (<region>.bbsecure.com) #4L T/R— k 3101 Z{#H L £9 . BlackBerry Connectivity Node
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LA VRBURETIT 4TI BEECHEDY—N—FIL—TITEBMT BIZE, DT 7L To4+—IL
M. BlackBerry Infrastructure (<region>.bbsecure.com) Z4 L T. /"— b 443 FH T, Fa7H—nN—&L
TR L bbsecure.com fBii~, FDH—/N\—DoDEREZHAITIHENHY FT,

#H# o TCP O+ L4 —/\—% 4 L T BlackBerry UEM " 5 BlackBerry Infrastructure [CT—2 MNIL—TFT 4 5
ENBESCHLTEFET, TOF LY —N—FNLET—IDEEEZERLIZEEE. 7747+ —ILERE
LTROEGERBLIURAREHREZHTLES,

T4 FDOFHFHR—FELT3102 R—+#EAL. BlackBerry UEM 3> 7/R—% > b % TCP JAF I H—

N—ITEERT S

T4+ EDOFHER—ELT3101 R— FZERAL. BlackBerry0S 7/ R #EHEF 5 R—RU b %
TCP 7AF I H—/N—[EHKT S

TCP 7Ax 4 —/N\—%{EAT 5 & 5 BlackBerry UEM 2% E ¥ 518 &(%, RK— k3101 2L 1=
<region>.srp.blackberry.com. <region>.bbsecure.com. # & U <region>.turnb.bbsecure.com ~MD#E#EH 7 O+
UTHASNTWAI L EHRELET,

BlackBerry
UEM

TCP FO% L4 —/i—
(A7 av)

m

Lo, £

2747

[

=

BlackBerry Router BlackBerry BHY—ER JA4YLX
R -

(FFav) (APNs, GCM, vk

F1=I£ WNS)

J

JA—IL Infrastructure

7R— b 3101 #28 T BlackBerry UEM Core |Z#£#: 3" % BlackBerry Infrastructure TRl SN 57V T4 ET 1

=)

‘E—EI:I

BH

BlackBerry UEM %
PREEY B

AL VRERH
1t %

ERfTECSREE
RI B

BlackBerry 10 7/\
ARETIT47
{ELTEET S

BHY—ERED
BiE

BlackBerry 7+
aT—a49%—E
AEBIET S

FREEY—E RIZHE#KE L T BlackBerry UEM DA Y R b—)LEFFBEEL. O VR—R 2 kA
BlackBerry Infrastructure —E X #FIRATES L SICLET,

FAEVRAVITFRA NIV FrIcERL THRBOY—N\—51€ 2 XE279T14T1t
L. BlackBerry 10, i0OS, Android, & & U Windows 7/8f R Z#H ML L CRIEEESE
MAoEFLISIMSA U REFEALET,

BlackBerry ®FIBAEZE R ENR (CSR) ZERTEDH LI, BEAVITA IV F v
[CEBELET, BLHAHECSREFEAL T, i0S T/31 ROEEICWHER Apple Ty
TaBMY—ER (APN) SIRAEZIES S UEHLET,

2 ® B 89T BlackBerry Infrastructure [Z3Eft L £ 3,
BlackBerry 10 T/N\A R& 7V T4 L LTEET S
BlackBerry 10 7/ R DX EREEHEEMILT S

BlackBerry Infrastructure [C# i L T, Y R— SR TWVWBETNIRE2 AT
(APNs, FCM, F7=IX WNS) DEYV L BHY—ERICT—2EEELFET,

BlackBerry v & a7—42H4—EXICH#HE L. BlackBerry 10 7/31 RDEEH &K UEK
EERTTEDILSITLETS,
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E:5)

B2l

TOT4N—3
V(Y —/N—§E
EBEET S

TINA RIEHREE
S A

TIVr—ay
ERET D

TTVEBALT

i0S T/INA RIZ Ty

195

BREY—EXIZEHKEL, 22— —DT/NA XET7Y T+« 7k L1z & EFIZ BlackBerry
UEM B —N\—EG 2 BBMNICBRE L TERTE & 5I1CLET, COEHEMNESIC
BoTWdE, A— Y —RFTNARET7I T4 T LIZEEIZH—N—Z2FHTEET
DILENHYET,

24 B§f# C & |2 BlackBerry Infrastructure IZ##E L. RRA SN AZT—2 T 7L T
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