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ZRLTVWET,

Option 1 - No proxy server

Internet
|, N
BlackBerry UEM External BlackBerry
firewall Infrastructure

Internet
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+ firewall server ) firewall Infrastructure
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: | : DMZ
[ ] ‘BlackBerry UEM i : T Q
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SBELE{TH T I SOCKS V5 TEHRESIN-EHD TCP O XL H—/\—%KRE L. BlackBerry UEM [Z#fi C= &
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)l/_7__’f ‘/7\ %’G‘a—o

TCP 7R*X o H—/—#% [BlackBerry Secure Connect Plus] 7« —JL FIZ, 7RXIH—/—0D
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5. [Bm] #9JvoILFET,
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H—N—BOTaFIHREIX. 7o NADY FEHKICITERSINEE A, BlackBerry UEM T TCP 7RF L H—
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H—N—lDTOFHRTENIETE
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1. A=Za—/N—T, [B&E] > [1YI7FALS9Fx¥] > [—Nn—@lOTOX>] 20 UvILET,
2. BlackBerry UEM f Y X b—LD—ETHEIZ L DY —N—FLIETRTOY—N—NTOF I H—/—[T#
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b) TOF L H—N—TRELRTEEHETEL. [EE] 29VvHLFET,
31 DFLIFEHOY—N—IZJO—NILBRELELGDLI TOX VERENDVELEEIE. ROBEEZETLT.
Y—N—DTAFVEREEERELET,
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2HDT ALY FIUAEBRSNATVSERIE. ROMEZFRT S EATEET,
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A R EERALCEERELRIAETEET,
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Exchange [Z!) VT SN A=) Ry I A ZELIRIE
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¥ %1R& HRI1IZ : BlackBerry UEM A3 {# F T & % Microsoft Active Directory 7ho Y bEERLET, 7HY
YhE. UTOESEB-ITRLENHY FT,
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n"HYFET,
UGN A ERMCTIIERIE. THOY MIHHNGEREERTET ILELNHY FT.
UEM H—/3—3% Active Directory KA A 2 (2SMLTWSRELHY F£5,
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[FAA 2] 74—JLFIZ, Microsoft Exchange 74+ L X FD—E3T#H % Windows kA A > D&% DNS
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WIN—TRAAL VERETBICIE. [YO—NULITL—TEALDYRR] €9 2a>T, +25 Uy
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A—IRY Y ZADYR— b EBMZTHITIE. [V > Shi- Microsoft Exchange 4 — LRy 2 ADHR—
P FRYFEOUYR LT, [IEW] 29099 LET,
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[LDAP 1 —H—#&E T4 )LF—]1 T4 —IILFIZ, OTA LY P Y—N—Ta2—HF—FTTzH +

ZRETHIDITLELLDAPERI A IILE—EANLET, =& ZIE. IBM Domino Directory DiF&E.
l(obj ect O ass=Person) | #AHLZET,

AE: REBEEISEMDLRI—HY—ThHO 2 &R T BIZIE. (& obj ectcl ass=user)
(1 ogi ndi sabl ed=fal se)) #ZAHLZET,
10. [LDAP 12— —RZRHHE] KOy THFIV IR LT, ROBEOVWIT A EETLET,
R=ZRA Tz MG TRTODA T Y FERETHICIE. [TRTOLRNL] 20Uy o LE
T, chBTIHIL FRETT,
R—ZXDNOLEEHKES 1 LRNLOAF T FERERTHICIE. [1LRL] 25Uy LET,
1. [AFID] 74—I/LFIZ, D LDAP T4 LY ) DELI—HF—%2ERIZEANT I2EHELEADLE
T (FRETH/A—NIVIZ—BLEXFEINTHAZENBETY) , f=&ZIE, IBM Domino LDAP 7 LI T
. domi noUNI D T3,

w2

o

v ©
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12. [£] J4—)LFIZ, E1—Y—DBDODEHEZAALET (fz&ZIX, givenNane) ,
13. [#4#] Z4— L KIS, E2—F—DUOEEZANLET (Fz&AE sn) .
14. [O5 4 VEH] 74—ILRIZ, BIADEHDLI—HF—DOSA VEHEADLES (&ZE, uid) ,
15. [A—JL7 KLR] Z4—ILFIZ, EA—HF—DA—)L7 KLADBHEZAHALET (EZE, mail) .
EEZRELEWMEE., T4 MEAEREINES,
16. [RT%] 74 —ILFIZ, F1—F—DRTEDEEEZAALET (Fz&ZI1L. displayNane) , EFXHRTE
LAWNMEE., T4 MENERENET,
17. [A—LTFTOT7AILDTHIUFR] T4—ILKRIZ, EA—HF—DA—)LTOT7AILDTHHIY 2D
BEEEANLET (EXE mil) .
18. [A—H—TF Y2/ B] T4—ILKIZ. SCEPDA—H—TFY oI ILEEZANLET (F-& 2
(. mail) .
1954 LY PIBBEDTA LY MJIZY VO ENETL—TE2BMTSICIE. [FTaLP RJIZY Vo ER
ON—TEEMT D] FzvIRYIREFVIZLET,
UTOEHREEELET,
[JIL—THREA—R] T4 —ILFIZ, TIL—TEROBETA—XDN & LTHERTIEEANLE
ER
[LDAP JIL—THERIT 4 ILE—] T4 —ILFIZ. EHOTA LY NITIL—TAITPzH b1

RTDDIZWHER IDAPRE T 4 ILA—FANLET, fz& ZIL. IBM Domino Directory DiFA.
(obj ect  ass=domi noGroup) | #AHALET,
[JL—TEEID] J4—ILKRIZ. BTIL—TOEAEFEDDEEEZAALET, CORME. FETY
A—NVIZ—BETHEIZENMRETYT (fz&Z1E. Tenl ZAA) .
[(JIL—TORFTE] 74— FIZ, FTL—TDRTEODEHEFEANLET (Fz&xE Tenl #A
.
[(GN—TAN—=29TORM] 74 —ILRIZ. TIL—TFTAN—=9T
DEMHDOLZEEAALET, BHMEILDN BXIZTILELNHYFET (&2
[&£. CN=j smith, CN=Users., DC=exanpl e, DC=com) ,
[FRMIIWL—TL] 24—ILKIZ. BELETIL—TBUHZ2RIIT2-ODEEDTIL—TL2EANL
F9,

20. [REFE] 209U LET,

21. [FAL®] &0y I LET,

BTLEG: T4LY MIRBARSTDa—LEEBMT HBRF. TRMRT7D1—LEEMT 5] 28R L TS
rZEly,

TALI RIIZUDENETLN—T=BHNZT S

ERZRDDAN : SHDT ALY M) ORENETHTHRNWI EEZHRALET. 2HDOT« LY MUK

AEERF, RPNETISETRETEEEA,

1. AZa—n—7, [KE] > [HE8HE] > [EHOTA LI MI] 09U vILET,

2. METHIRHADTALI MIREI YV ILET,

3. [RAHEE] 2T [TALIMIITYVIEINEIN—TE2EHTE] Fzv IRV IREFVIZLE
ER

4 SHOTALI M) TIL—TORPZRHT HICEK. [(REZRETE] FzvIRyIREFVIZLE
ED
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BIRLEBE, JIL—THRSHOT 4 LY FUDSEIBRESNEZIZ, FEDTIL—T~ADI)UIMN, T4 L
JEVIZY D ENTWVWBITN—TELIVFVR—TFT 4T LY U TL—ThLEIBRENET, T4
LY RIIZU DO ENRTWBTIL—TIZEEMITONTVDRTRTOEHD T« LY M) T IL—THHEIRR S
NE=BE. TALYRMJIZYUDHERTWBR Y IL—FEA—AILGIL—TFIZEBmEIhEd, BIRShTULA
WMEATEHDT ALY M) TIL—THRDOML LA, RBATOEANFryowILENET,

5 [F#A%IR] 74 —I/LK T, SR IO A THATEIERDREAMZANLET,
TI7H+IRETEILS5TY, BT LI2EFOHHINEHAFBEEZBA TVSIGEE. B TOEANETIAEGN
KS5CFTBHIENTEFET, EEIE, JIL—TI2EMNT 21— —, JIL—ThoEkRdd1—5—
R—Tasvienda—HY— AIR—TFToso7Eshda1—HF—2METEHETHESIAET,

6. [TALYFMIITL—TDERFAMLAL] T4—LFRIZ, SHDOTALI M) TIL—TORHAT HHR
FLRNILOEEAALET,

7. MRF] 09I LFES,

BTLED: TALIMIIZI DI ENETL—TEERLES, HHBICOVTE, EEFENENESHLT
(S,

AoR—T AT BT S

FToR—=F 4TIk Y, AZN—HNLFERFITA—NLBEHDOT ALY )T L—TO1—H— A 28—
2w FIZE DT BlackBerry UEM [CEEIMIICOA—Y—F7 hD U FE2EBMTEET, 21— —7Ho > bIEH
Jn¥Ech(Z BlackBerry UEM [SBMIES N ET,

T, AUvR—F o oFEhtza—H—I2, A=A vE—DETIOTAR=D 3 0NRRT—FRFERIE
BlackBerry Dynamics 7 7 D7V £ XX —#BEIMICEET AL S ICEIRTEH L1 TEFET,

FIR—F 4

FToR—T 4 VT BT EEEE. A TR—TFT AV IEBRETHILETEET, 1—H—5H Microsoft
Active Directory TEMIE SNz A VU R—FT ALY MU T IL—TTIRTORET A LY M) TIL—Th 54l
& nf=354E. BlackBerry UEM [£, ROWTIAADAETLI—H—4¢BHTHIR—T 1 VI TEFET,
A—HF—DTNA AN EET—FFLFITATOT—2 ZHIKRT S
BlackBerry UEM i 5 1 —H—7 Ao > h#HIRT 5

FIR—TFT 4 VI REEZFRTDE. TNART—ARFEEFA—HF—T7hHOY FOHIBRZEZSE., T4LY b+
LIV — 3 VDEREDEOHDOFHRLLEVEIRZRRETEET, TI4IMTIEH., 7 I7R—F 1 VT REIC
KUY, ROBHH A LD 2BEERIZA ITR—FT 4 97 avhBEIShET,

AE: A ITR—FT 1 VT HREIL. BlackBerry UEM DBEFED T« LY b)) A—H—IcH@RAINET, TLEa—
TAaAVEIVYILT, Ta4LY FIRBILR—L2ERL. EEREEHRTILEHHHOLET.

GEL

FIR—TFT a0 FFM LRI, ROBPDOEFTRIZ, A ITR—FT 4 VIR A UIZHBDENZEEILY—I
TFHTEMLEA—Y—THh DA oR—F AT TAa LI MIIC) DI ENTWBTIL—TDA U N—[TH>
TWEWITRTODA—HY—IZHF ITR—T 1« VT IL—ILHAERENET,

FOoR—TFT 4T EFEMILEERT, —F—DBNTo LI RJIZYLIERTVWBR Y IL—TIZBRIZEELTWS
SAETH, I—Y—%FH T BlackBerry UEM [ZIBMT B2 EMNTEFE T, 7 ITR—FT 4 U IDBEHIZH > TLY
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%154, BlackBerry UEM [ZEETEM L =2 —HF— (2D TlF, A—HF—HrRHPD & EIZAVR—F 1 V5 H
HINLN—TDAN—=ZH2>TWEWNMEES., RORENRELI-EEICA—F—DTNA RIZAITR—FT 125
I—ILONEREINhET,

FoR—T 4 VT BEUF TR—T 4 T OEMIL L BRE
AZN—HLTL—=TEEVTA—NLITN—TDA NR—THI21—F BN R—T 1 VI TEFE
¥ FAMB—ALTIL—TTR, AoHR—T 1 VT EHR—FENhTLEEA,

EXZRO DRI :

R|UDT ALY N ORENETHTHVWILEZRRELET, fSHOT LY FIEKICMA-ERIE, F

HNETIHETRETETEzEA,

Ja—nNWTIN—TD A N—%F 2 R— K3 BIZIE. Microsoft Active Directory &k ETH O—/\LY

W—TDHR— b EEHTEILENHY FT,

1. Aza—n—7T, [&E] > [NE#HE] > [SHOTALI NI 20V vILET,

2. REITEHIRUDTALIMIBEV YUV ILET,

3. [AERTE] 2T [TALI MIICUDOINIZTN—TEHE T E] Fz v IRV IREAVICLE
el

(AoR—T 4 T EHNTE] Fz v IRV I REAVIZLET,

5. TWNARTITAR=3 AT avaFERALTAUVR—T A UV ERETEIINL—TI LIS, RDOTY
LavERTLEY,
a)+%#0UvILET,

b) £ DT 4 LY FITL—TDE&FTEANLES., AUV LET,

c) JIL—TEBIRLET, [LBM] #0UvILET,

d) RELGHEE. [RRFShETL—TE2YH] #BRLET.

&) [FTRARDTIT4A—=23v] #9230 T, A—F—DEBERINTI T4 R—232018R
J—REZIHWMED., £EET7ITAR—2 30 RT—FE2ZTRLAVHAERBIRLES, BEARS
NIZNRDT—ROA T avaEBRLEZGEIE. 7974 X3 VHRZEREL. 7974 =23y
A—NTUTL—EBIRLET,

6. BlackBerry Dynamics T1—H%—%7# >7/R— K9 5I(Z(&. [BlackBerry Dynamics 7 7!) D# & FERA L Ta1—
Y—%F 2 R—FF5] Fxv IRV I REXVIZLET,

7. BlackBerry Dynamics 7 7V DHDT I T4 R—2a Vv EFRALTAHUR—FT 5T IL—TI2x L TRDIE
EEETLET,

a) +&/UvILETS,

b) £HDT 4 LY MY TL—TOREEANLES, AEI UV ILET,

c) FL—TEBIRLET, [BmM] #5UvILFET,

d) BRELGIFEE. [RRAMShETL—TE#)29] #28RLETS,

e) BMT 51— —CZELICERTETIERF—DOH. 7O ERF—DAMHR., SLUA—LTFUTL—
FEBIRLET,

8. 1 —H—IFIR—FEINEBEICTNART—2ZHIBRT BHICIE. [2—F—DPIRTOFUR—F 1>
TJT4LI M) TL—THBBIREINIEZETNART—2Z28IBTE] FxvIRYIREFVIZLET,
ROATLavOVWTFhhEBRLET,

TERAT—2DHEHIK
FTRTODT/INA RT—45 ZHIB
SUMBOETNA RT—R ZHIR/EAFREORERT—2 DA ZHIBR
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9. A—HY—MIRTOAVR—T 1 VT T IL—ThoHlrEni-& &I BlackBerry UEM 5 A—H—F H™
Y hEEIBRT BICE. [A—Y—DBIRTOFvR—F 42T TaLY M) TL—ThoHllREnfz51—
HY—%BIRT 5] #BRLET, A—F—TFHhoY rBIRTOAVR—F 4 29 Ta LY YT L—Th
SHIBREN-RIZNO TR A VILBNRELI-EZIZ, 22— —F7 H > LA BlackBerry UEM A 5 HllfR &
nEY,

10.2—H—7ho Y hERIEXT /N4 XA T—% H BlackBerry UEM D 5 FEAE T HIBR S AWK S 2T SIS
F. [AI9R—T1 2 JRE] #BIRLET,

FIR—T 4 T RELIL. RORYPT A VLD 2 B5fE% F T —H—5H BlackBerry UEM H S EIlER S AL 7s Ly
CEEEKRLET,

NE{RT4 LY P TL—TORBZRGT BHI2F. [RAAZEGTE] Frv IRV IREFVICLE
j—o

BIRLIZBE, JIL—THEHOT 4 LI FUDBEIREINEEEZIZ, TEDTIL—T~DYIM, v
R—TAVITALI M) TL—TEEETALI MY ERTVE T IL—ThoHIBRENET, &
RENTVWEWNEETRHDOT A LY FITIL—THRONSHENEE, AHATOELANF v oILENFE
TO

12. [RHAFIR] 74 —ILFT, BRI TO LR THATIEEDRAMEANLET., TI74+IWL FDHREES
T9,
BT 2ZEFOHNEHRFHEEZBI TNSIIEEE. AR TOEANETEINENESIZTEIENTESE
I, ERIF, JIL—TI2EMTR1—H—, JIL—Thollkdd1—H— FoR—Fari&hb1—
F—, A I7R—TFT 4T END1—YY—%NMETH_ L THESINET,

1B. [TALIMIITL—TORRRARLARIL] T4—ILRIZ, ESHDTA LY FITIL—TORYPTHRR
FLRILOEEAALET,

14. [RE] 20UV I LET,

DT A LY MNIEKRERET D

EEFIROH DA : RALKR— DT LE1—

1. AZa—N—T, [E&E] > HE#HE] > [SOTALI Y] 20UV I LET,
2. [A#] sic. O&VUYILET,

BTl RELAR—FOERTR

BHILR— DT LE1—

RAALR—rZ2TLE2L—T B L, RBENTONDEICFESATLIEHN, FEINIEHTHLI L E
HETEEY,
1. AZa—n—7, [&E] > HEHESE] > [EHOTA LI MU 79I LET,
[JLEa—-15lT@®%5 vy LET,
[$9<CTLEaA—] 29Uy I LEFET,
LR—bOREAET LI, [RELKR—F JIORFEI )Y LET,
A& SN RELAR—rERRTHICE, FOYTEOUAZa—%9 ) v I LET,

RI#i L AR— FDRT
1. Aza—n—=T, [&E] > [HE#EE] > [SHOTA LI MI] E0) 97 LFES,

a b N
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2. [RELKR—FK] FIT, BRZEIUYHLET,
3. LIBNIZEREN-REALER—rERTTHICIE. FOyTEHY A Za—FHyyH LET,
4 LR— D .csv I7AILEIVRKR—rTBICIE. MEY YUV LET,

BEAR 72— ILZEMNT 5

RAR 7L 2 —)LZEML T, BlackBerry UEM Z DS DT« LY b EHBMICRAT S ENTER
Y. AR T a—)LICE. ROIEENHYES,
MR : ERIAOERORS. BEIIL—L, BLUVEThIARETLHEEELET,
TE1E: AEIREBENEIRRE, ENLNRETDHRZRELFT,
BYUBRLGL : 1TERYDEHOBRZEELET.

(DT« L2 Y] BETIEK., WDOTHFEIT BlackBerry UEM E2# DT 4 LY MY ZRIATEET,

1. AZa—n—7, [&E] > HEHESE] > [EHOTA LI MU 09U vILET,

2. RETBIERHADTALIMITN—TED VI LFET,

3. [AARTPa—] 2TT, +&2VYVILET,

4. RHTHEMOELTESTICIE. [RAE24 7] FAYTHIIUYRXRT, ROVWTIAIDA TS 30 %=E
RLZEYS,

TRTDIN—TeE1—H—: TN TIHILIRETT, COFTLavE&ERTDE, 21—V —IERA
HRIZA vR—T 4 VI BK UV ITR—FT o5 &h, @NLETaLI RIIZY O ShzFIL—TI2Y)
DOEINFET, AUR—T A T FEREAITR—TFT 4T ENTWEWLN, ToLI MJIZY VY SN
GIN—T%#ZEBLI-a—H—¢, BRIZEEAH -2 ——ERAAIIhFET,
FOoR—FT AT TN—T : ZOFTLavEBIRTEE. A—HF—ERPFICHVR—TFT s oI9BLUV
FIR—TFT a2, BULBTALY RO ENETL=TI2) o EhET, BEHICEEN
Holza—HV—[FRPEINFET, TV R—T 1 VI FEREFITR—TFT oSN TUOEWLA, Ta4LY F
JIZy oo Ent=0L—TJ%EBLEa—Y—ERPAIhFELEA,
TALIRIICY O ENE=TIVN—T : ZOF T3 vE8IRT S E, Aa—F—(FRPPRIZHVR—T 1
DIBEUVFITR—TFT oo EnFEAL. TALYRIIZY VO ENETLVL—TIZEEN -2 —H—
ZEIZ) VO EINFET, BERICEEN -2 —Y—FRAIINET,
A—H—FBH: COFTLarvERIRTEE, A —F—(FRAYPPIZAUR—TF 4 oI BL VA TR—FT «
VOENERA, TaLZ M)IZYLvYENETIL—TIZEERAH -1 —F—FRShEREA. Bl
IZEEAH->-A—F—([FRPENET,

5 [#YRL] FOYTHADUIYRFT, ROVWTHALDA T 3 VE#FIRLET,

FFoay FF

b

o

[(FfR] 24— FIC, RPAOERESELTAALET,
b. BHDKEIL—LERELET,
RAZRTIIEEZERLEYS,

0

181[E

R ZEFART DRLZEREELES.
b. AIMAZ XTI HERZERLET,

BYURLGL a. RIMAZRIRT DIZIZHEELEY,
- AERIRT S ERRLET,

o

6. &Ml #7UvILET,
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DT 14 LY M) ADEHROHAIBR

SHDT ALY P)ADEGKZFHEIBRT DE. TORMDT« LY YD BlackBerry UEM [ZEBIIES TN
RTOA—HF—PO—hLA—HF—IZEBRINFET, 1 —F—DNA—hLa1—F—[ZEB]IhD L, BTSHD
TALY M)ADEHKEZBVEMNLTE, TaALY MIIZY VI ENtA—Y—ICEERTETFEA, 12— —
(FEIEHEO—NIL1—HF—& LTHEELETH. UEM TIERHT. A—ILT7 FLR, ZOMOBEE~ADEEL
E. SHOTALY FIDNCOEFHIIEMHTEAL LY ET,

1. A=a—n—7T, [EE] > HE#HE] > [KHOT«ALI2 R J] 209 I LET,

2. BRI HeHDTALIMIDIV RDMEIZHD XTI 20Uy HLET,

3. [HIBR] 20Uy o LFET,
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SMTP H—/N\—[ZEHE L TA—ILEMZEEET S

BlackBerry UEM [Z A —JLi@RIDEE A1 9 52 (X. BlackBerry UEM % SMTP H—/\—I[ZEiiT 2 ENH Y
F9,

BlackBerry UEM [ X —LBHMZFRALTCT7 IV T4 R—2a vOFIEZI——ITEELFT, EBE

[%. BlackBerry UEM % %% L T BlackBerry UEM Self-Service W/XAT— R ETFNA RAVTSA T UVADEE %
EEL, BERICA—ILEEETSHILELTEET,

BIackBerry UEM SMTP H—/\—[Z#&#: L LMB A, BlackBerry UEM [J/NRT— K, 7O T4 R—= 304y
t—, FEEA—IWERETEELA, EEE(LBlackBerry UEM OV 754 7 VR E L £ T/ R[CHEES
ETEFY,

FOTAR=230A 98—, TAARAVTSATUVRADESE, BLUA—LOERIEEDFMIZDOLT
X. EEEEDEHESHBL TS,

SMTP H—/\—[Z#EHE L TA—ILBHNZEET S

1. Az2a—NnN—7T, [EE] > [NE8#E] > [SMTPH—/1—] 0 ) v I LFET,

2. /%9 )v oy LET,

3. [EEFBEDERTEL] 7+1—ILKIZ, BlackBerry UEM * —)LBENTHERI 2 G012 AHLET, &2
(£, donotreply *>BUEM Adni n %2 £ TY,

4. [FEEZBET7 FLR] T4—ILFIZ, A—)LEBXD:E(E T BlackBerry UEM WM MERT 5 A —IL7 RLRAZASL
EX I8

5. [SMTP H—/\—] 74 —JLKIZ, SMTPH—/A—®D FQDN 2AHLEFT, =& Z(E, mail. exanpl e. com
HETYT,

6. [SMTPH—/I—FKR—F] 214 —JLFIZ. SMTPH—N—DHR— rEEZANLET., TIAHILFDFR—FE
S(%25TY,

7. [HHR—FEINTVWRESEDEE] FOYTHAD A Z2—T, A—)LBIMERT 2BESLDFEEZEIR
L%,

8. SMTP H—N—M R FEKRT HIH5E. [1—F—R] T4 —ILFICSMTPH—N\—DRTAVEEANL
¥4, [SRT—FK] Z4—ILRIZSMTP H—nN—DIRRT—FEAALET,

9. MEIZIECLTSMTPCASERAZE# 1 ViR— ML ET,
a) ##D SMTP H—/N—D SSLEBAE T 7 A LEFERALTVWAIAYEa—4—IcaF—LE T,
b) [BR] £4UvsLES,
C) SSLEIAZE 77 ILESBL. [y 7O—FK] #5UvsLEY,

10. [REF] 0V VU LET,

BTLEL : SMTPH—N—~DEHRETA T HGEEIE [TRAMEHR] 20V v I L. TARA—ILZEEL

F9, BlackBerry UEM A%, [EEEZBT7 FLR] J4—ILFICBELEZA—ILT FLRICAYE—U%FFELE

ER
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F—HAR—RI5—1 VT DHRE

T—HAR—RZI5—1) U5 %FERL T, BlackBerry UEM T—2RX—X CEA AR EEERT I ENTEET,
T—RAR—XI5—1) UYL, BlackBerry UEM T—A2 R—X CRIENRE LIZBEICT—IR—IXY—ER L
T—RADEEME#IEFTE 5 Microsoft SQL Server 8 TY, T—IR—XI5—1) VI % FERAT 5 HEDFHM
[ZDWTIE, FTEBEEDEHESRLTLZEL,

A E : Microsoft [£. Microsoft SQL Server DIFEKND/IN— 3V TCTF—AR—RIS— VY EEILTEIFETH
1=, AlwaysOn #EEZFRAL CTEARAMT — 9 N—RERETHIEF#HELTLVET, AlwaysOn #FHT
BI121F, ZEFIEHEEITLTH S BlackBerry UEM 4 VX b— LT ZHENH Y EF, AlwaysOn ZFEHT S H
FEOFMICONTIE, STEEENDERESRBLTIZEL,

F—HAR—RIS—Y T ERET HFIE

T—ER—RE5—) T ERETHICIE. ROBEEZRTLES,

F g Toay

o SHEREEDEHDEMZHE L, BlackBerry UEM KA 4 UWBTIREHZHEELTWSZ &
EHRALET.

e SS—TFT—AR—REERLTIS— YTty arEMAL, Y14 v FRRAY—/N—
=ty b7 yvITLET,

e % BlackBerry UEM f YRR VR ZEZHRE L TCE I —T— 2 R—XIZERLFET,

BREH : T—E3R—RXEIS5—VIJDERE

TR —N—FBRELTH—N—%Z5—)VJ L, UE—bPrOVE2—4—HILDT7IEREH
ALET,

TR —N—2BRELTH—N—%23I5—1 L., #ERZRLIZLET,

TV —N—%2BERTIDIERTEV 1Y FRRY—N—ZEY r 7Y TLET,

Microsoft SQL Server Agent %% L. BlackBerry UEM H—E X #ZE{TL TL % Windows 7Hho > FER L
ERICHRESN-O—HILEBEEREZFE DR AN VA —ThOo U 2FERALET,

RAL D A—HF—=TFThODMMZT) VN Y—N—E S S5—H—N—OMIADERNH DL EHEALE
ED

DNS H—N—HIEEL TS L ZHERALET,

BlackBerry UEM T—2 RX—X A VXA VX %# KRR b 5%V Ea1—42—0 SQL Server 2012 Native Client
T. [BEENRAT] AT a32vE2ATICLET, [LRFENRAT] AT a3vE24TICLEWNEES
I&. https://support.blackberry.com/community 272 AL, 88E 34373 #SHB L T LY,

#B#E D Microsoft SQL Server M/N\—< 3 U MEMAETHREMHIC DUV TIE, technet.microsoft.com/sqlserver [Z
FOEAL, [F—8~A—X 35—1) % (SQLServer2012)] Fi=lx [F—4R—X =5—1J 245 (SQL
Server2014)] ZSBL T &L,
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7 TUEREDHM%E Google 1 VIS A SV F Y #ERAL TEIET SIZ(E. [Google Play R L T7
TVEEEEET D] ZERLET,

4 AytE—UhRREREINZE, [KE] 20U 9 LT, ROT7T)VO—EHELETRTIZERESN-ER %
ZFTANFET,

Google Chrome
BlackBerry Connectivity
BlackBerry Hub + H—E X
BlackBerry Hub
BlackBerry h L >4 —
BlackBerry s&#& 4%t
BlackBerry * &
BlackBerry 2 X &

5. [ET]1%#VUvYLEY,

#£7T L1=5 : Android Enterprise TN/ R& 79 T4 TItTB5FIEEZZETLET. TNARDT I T4 =23
COFEMIIONTIE, EEEEDERD ([TNANART7IVT4R—=23 2] #5RLTLESL,

Google K A A U ~DEHDHIER

Google Cloud F A A & =& G Suite RAA VICHEHRTEZDHDI(E. 1 DD BlackBerry UEM KA 1 DA T, Al
@ BlackBerry UEM K XA A VI(Z#&#i9 DR1IC. BIFEOEGEHIBRT 2RENHY £9,

RDEEAE5ET T HHIIC, Google KA AL U~ADIEHEHIBRLET,

BlackBerry UEM R XA A V4 HEET %
A @ BlackBerry UEM « > X & > X % Google Cloud F7=(& G Suite FA A UIZ#E#HKT S

Google KA A U~DiEHEZEHIBR LA L&, Google Cloud E7=1& G Suite KA A > %# L L\ BlackBerry UEM 1 >
A VRIEBETELHLLHED 2 ELHY T, BlackBerry UEM DIEH: 2 HIBR L =154, Android Enterprise 7 %
TAR=—2A VAL TTTI T4 TLSNEZITRTDTNAADNET VT4 TIShFET,

1. A=Za—nN—7, [B&E] > [NE#HEE] 22V v I LET,
2. [Google KA U] 20Uy o LET,

| Android Enterprise 7/34 X &H7/R— b3 % 71=6 D BlackBerry UEM DEXE | 48


https://support.blackberry.com/community/s/article/37748
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/administration/device-activation/activating_devices.html

3. [ERZzAHIBR] Z20UvILET,
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Google 7 ho > kA L 1= Google F A 1 i DHIR

Android Enterprise 7/34f R #H7/R— k9 % & 52 BlackBerry UEM %% E L =15 & . Google T ZHIBRT 5
ZENTEET,
1. Android Enterprise T/34 DR EIHEA L 1= Google 7 ho > kZ{#EMA L T, https://play.google.com/work
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7. [Google RAA Vil #0 )y LET,
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SEREDEREA VA F—ILEETL T, Windows 10 T/31 R ERBEHY—E XD TLS
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TEFET, CADRESNTLSBZE, 12— —I[L. AzureActive Directory DA —H—LZ /XX T— FZEFERAL
T. TINA A% UEM [2B&8T B2 EMNTEET, AzureActive Directory Z0(d. Windows 10 D #HASRE (<
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7 4 —JL FIZ %ClientlessActivationURL% DEMNRTENET,

1. MDM fFREH URL ZRELET., D URL TlE, ROBEMNFEHAINET,
%Clientl essActivationURL%/azure/termsofuse

f=& Z £, %ClientlessActivationURL% ZE#iAY ht t ps: // enrol . exanpl e. net/
S123456789/ wi n/ ndmIZfFR SN H1HEIX. https://enrol . exanpl e. net/
S123456789/ wi n/ mdni azur e/ t er nsof use ZEALEF,

2. MDMBEEREURL ZRELFET . SO URL TlE, ROBENMERASIET,
%ClientlessActivationURL%/azure/discovery

f=& Z 1. %ClientlessActivationURL% Z#iAY ht t ps: // enrol . exanpl e. net/
S123456789/ wi n/ mimIZfiFRE N HHE(E. https://enrol . exanpl e. net/
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URIZRELZFET,
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FE%EIRO DRI : MDM EHSEH URL, MDM R URL, 8K U7 TY IDURI ZRELET, #FMIZOLT
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2. [EEYT4 (MDMBLUMAM) ] IZBEILET,

3. [7TUHr—avEeml 20Uy LFET,
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10. [R%EFE] 20Uy LFET,

M. [F2TLTROMDM 7 T r—2aVkE] > [FanT4]1 209y I LET,

12. [7 7Y —23VID/URI] 74—J)LKFET, URLZHRELET,
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Microsoft Azure T® Windows Autopilot M % E

Windows Autopilot 7/Xf ADT I T4 RX—2 3 VEYR— M BHIZIE. ROBEEZEFTLET,

FIE s BA
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31—+ —nHY Windows Autopilot ZERA L TEADT/NA RET I T4 TILTESELS12T BITIE. Azure THEY]
Ha1—H—74 )L—TIZ Windows Autopilot BEATO 77 A ILZE|Y L TEIRLELAHY FT,

1. Microsoft Azure E¥E7R—4 JL (https://portal.azure.com) IZH A4 V4V LET,

2. [T/NA4 ZADZEE%] > [Windows M&£%] > [Windows AutoPilot Deployment 7R 7 7 A JL] [CHEAFT,
3. Windows Autopilot EA 7R 7 74 ILEERLET,

4. JOnI7ALDAFEGRAEANLET,

5. Out-of-Box Experience REZ#ER L £ I,

6. JOT7ANLEBEBEI—Y—JIL—TICEIYSBTETS,

7. RE]1 #2099 LET,

Windows Autopilot /31 X % Azure [/ ViR— k3 3

Windows Autopilot T7 Y 74 LT 52 & ZFFAT 5% Windows 10 T/31 R & A UiR— FF BI2IE. ROF
IEZ#=4TLET,

1. Windows 10 7/3f RZEA VIZL T, TS ROMPAZREZED—FLFET,

2. A3 —Fy MEREZFERALTWIFi Ry FO—JICEHKELET,

3. ¥—/R— KT, Ctrl+Shift+F3 ¥—F =X Ctrl+ Fn+ Shift + F3 X —Z2| L F$, T/ ALNBEFHL., &
E—FIZAYET,

&1EE & LT Windows PowerShell #5217 L %3,

5. Save-Scri pt -Nane Get-W ndowsAut oPilotlInfo -Path C \ W ndows\ Tenp #%4TL T. Windows
PowerShell R 1) 7 F WL F T,

6. Install-Script -Nane Get-WndowsAutoPilotinfo #E{TLT. RYVT+rEA VA —=)LLFE
ED

7. Get- W ndowsAut oPi | ot I nfo.psl -QutputFile C \Wndows\ Tenp\ MyConmput er. csv ZE{TL T,
TINA RIEHE csv T7AILICRELET,

o
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8. .csv 7 7 1 L% Microsoft Azure I24 Vi R— b3 312X, ROBHEEZERTLET,
a) Azure R—B LT, [T/AA4 ZADEE] > [Windows DZ$3] > [Windows AutoPilot 7/31 X] [ZF£E)
LET,
b) 4 R—r] #HUYILET,
C) csvIF7AIEEIRLET,
9. [PRTLERFY—IL] FA470J T, ROBIEEZEFTLET,
a) [YRTFLHI)—2F7vTF7Ho32] 74—ILET. [ ATLO O0BE (Out-of-Box Experience) [
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Windows Server 2012 R2

Java JRE 1.8 LA[%
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AE A—HY—pHEBRY FO—JDHABBICWEZEETH, A—YF—DBTNARETITA4N—230TE
5&312FBICIE. AEBOSZDIPT7 FLRICR—F443 TPV ERTEDLSICTIRENHY FET,

2. FE1 THELE#BIP 7 FL X %15 LR34 enterpriseenrollment.<email_domain> M7= 12, DNS Host
ALO—FZEERLET,

3. Apache Tomcat 4 X b—JLLT=T 14 LY k)T, serverxml 774 JLEFEL T 8080 #RDIT. LLTD
BlIZRT &SITaAV 2T EBERALET,

<l--
<Connect or port="8080" protocol ="HITP/ 1. 1"
connecti onTi meout =" 20000"
redirect Port="8443" />
oS

4. serverxml ZREL TR OMN-71-8443 T R T 443 I1ZLEHLET,

5. <Connector port="443" - L 3 U #BREL T, LTOIAL 2T ZHIBRL., UTOHIRT KSICEEREL
9,

<Connect or port="443" protocol ="org. apache. coyote. httpll. Ht pl1Ni oProtocol "
maxThr eads="150" SSLEnabl ed="true" schene="https" secure="true"
client Auth="fal se" ssl Protocol ="TLS" keystoreFil e="C:\Users\<account _nane>
\. keystore" />
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6. LEEDHITHEELETHIFTATA 2 LTVREZIC, UTDHITRT LSI22D2037
VRERITLTAHAEZERLEY, BRODANZRD N5, UTOFIROHFIRT &SI
enterpriseenrol | nent.<emai| _domain>%AALET,

C.\Program Fil es (x86)\Java\jrel. 8.0 _60\bi n>keyt ool -genkey -alias tontat -
keyal g RSA -keysi ze 2048

C:\Program Fil es (x86)\Java\jrel. 8.0 _60\bin> keytool -certreq -alias tontat -
keyalg RSA -file <fil ename>. csr

C. \Program Fil es (x86)\Java\jrel. 8.0_60\bi n>keyt ool -genkey -alias tontat -
keyal g RSA -keysize 2048 Enter keystore password: changeit
What is your first and | ast nane?
[ Unknown] : enterpriseenrol |l nent. exanpl e. com
VWat is the name of your organizational unit?
[ Unknown] : | T Depart nment
VWhat is the name of your organization?
[ Unknown] :  Manufacturing Co.
What is the name of your City or Locality?
[ Unknown] : Waterl oo
VWhat is the name of your State or Province?
[ Unknown]: Ontario
VWhat is the two-letter country code for this unit?
[ Unknown]: CA
I s CN=enterpriseenrol | nent.exanpl e.com OUJBusi ness Unit, O=Exanpl e
Conpany, L=Waterl oo, ST=Ontario, C=CA correct?
[no]: vyes

C.\Program Fil es (x86)\Java\jrel. 8.0 _60\bi n>keytool -certreq -alias tontat
-keyal g RSA -file <enterpriseenrol | ment.exanpl e. conp. csr
Enter key password for <enterpriseenroll nent.exanpl e. conr
(RETURN i f sane as keystore password):
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8. LUTOFIIRIavy FEERLTEAEZSA VXA F—ILLFET,
C:\Program Fil es (x86)\Java\jrel. 8. 0_60\bi n>keytool -inport -trustcacerts -
alias toncat -file <filenane>. p7b

9. Apache Tomcat ZFIELE T,

10.myAccount [C7HU AL T, BFRHEITOFOY—ILESDO—RLET, zip 77/ ILERE
L. W10AutoDiscovery-<version>.exe #E£TL %7,
.exe 774 I)LIEL, 774 JLWOAut oDi scovery-<version> war % C \Bl ackBerry I[ZHHLZET,

11.Apache Tomcat #4 Y X k—JLLTzT 4 LY T, T#JLF—\webapps\ROOT ZF v o LET, BEIC
BFHELTWSIBE, \ROOT 74 LA —ZHIBRLET,

12.WL0Aut oDi scovery- <versi on>. war ML AT%E ROOT. war [CEELFEJI, “h%E. Apache Tomcat DA >
Ab=IT4LY bJIZHDTAHILT—\webapps [CHBEILET,

13.Apache Tomcat ZFE L £,
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Apache Tomcat [ L LY Web 7 1) 8 A L T \ webapp\ ROOT 7A+ILF— ZFERLET,

14.%51#% L LT notepad.exe 2E1TLZEJ ., Apache Tomcat 4 A b—JLL1=T« L% ') T\ webapps
\ ROOT\ VEB- | NF\ cl asses\ confi g\ wdp. properties ZfE%x9,

15. LU TFTOHIZRT & 512, BlackBerry UEM KA A @7 X b ID 24T wdp. whi tel i sted. srpidI[Z:EML
%9, BlackBerry UEM &> —JL T, BlackBerry UEM FA A VDHRRA D #HBTEET, EHOD
BlackBerry UEM F A A UhH D581, TNENADKRA L ID #BELET . ROBEEZRITLET,

a) A=a—N—T [BFE] > [S4tVR] > [SAEVRADBE] 29 ) v LET,
b) [SA4tE RET7IT14TI] ) v LET,
C) [SAEVRDTHTF4R—2avAE] FOyTEAY VYR LT, [(RRAKMID] 29 vs LET,

wdp. whi t el i sted. srpi d=<Host |ID> <Host |ID> <Host |ID>
16.Apache Tomcat ZHEEN L F9,
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BlackBerry UEM (4> 7L 2 R)
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RISIN—=23 21214127y TIL—FLT, TOHRTNA—23 21216127V TIL—FTRRENHY F
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[¥. support.blackberry.com/community 258 L T, B3 49442 = BHAH < FZELY,
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Y —RY—/N—~DHEH,

ATavT ITRYS—, TATF7AIL, BLXUVITIL—TE2BITLET,

BlackBerry Dynamics 7 7' 1) hA&§k S T L5 BlackBerry UEM V —XH—/3— Fiz(&
Good Control Y —XY—/N\—h 5 DBITOHEE. BlackBerry Dynamics T7 V74 N— k
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T—ARDATITE 15 BlackBerry UEM 4 Y R 2 U X (E, /A= 321213 KL
BTHLIVLELNHY FT,

T—ARD#BITILE S Good Control (RA2Y K7RAY) 4 VAAZVAIX,
N—=23 V50 UBTHEIDENHY £,

BlackBerry UEM &4t
T4 LY MIEROERE

#1475 TH S BlackBerry UEM DR DT LY M) ERE., V—RATOHREL
BUAETRELET, =& ZIE. Y—RA Active Directory S AHICERE S
TULT. examplecom RA A VIZHEREINTLSIGE(E. #ITHED BlackBerry
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ERD

BE: BOEY—N—LOEHOTA LY FIDNY—RY—N—LDOEHD T«
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BITEERT HHIIC. V—RT—2 X=X E KL UVBITHED BlackBerry UEM 7—

AR—R (BETDIEE) 27739 LFT, SHOI—F %8179 5158

F. 2—H—D& Ly FEHITLIRITFEITED BlackBerry UEM T—42 X—X

ETI750FB0ENHY ET, Microsoft SQL Server T—ER—R%ETI545

T HHEDFEMIZDOULNTIL, www.technet.microsoft.com [C7H X L. 8%
AT RDOBHEES I VUEEBE] 28B LTI,

BlackBerry UEM Client

BlackBerry Dynamics [Z& &k L TL\5 BlackBerry UEM Client & BlackBerry
Dynamics 7 71) ##4 > 7L = X® BlackBerry UEM Y — X T—4 XN—XA M 5 84T
T BI2IE. =FD BlackBerry UEM Client M7 /31 X2 YA b—)LEA TS0
ENHYFET,

BlackBerry Dynamics 7
TYDRT—R ADHER

#1179 53 X T®D BlackBerry Dynamics 7 7'!J @ BlackBerry Dynamics SDK @
N=2aVEHERLET, ChiZlE, 27—X =T 12 D7 7). BlackBerry
Dynamics 7 7., H—FKNR—F 14 DISV7 T, BLUVRATDHRE2 LT T
NEFENFT,

#2732 R0 BlackBerry UEM YV —R T—A R—ZA M5 B1TT H581E. T
T ? BlackBerry Dynamics 7 71 A% BlackBerry Dynamics SDK @/A\—2 3 > 7.1
LUBRTHIDENHY ET, SDKONA—DavlE, 7TUDYY—R/—KIZE
BIhTWEY,

Good Control (RA >V KF70OY) A VAR VAN LKITT RBEIE. §TH
7 7') H\ BlackBerry Dynamics SDK M/A— 3 > 400 LR THAILEAHY E
T, BITTH7TVICHERAINATINNS SDKD/AN—2 3 U EHERET SI2(X. Good
Control CaAVT+ 79 T4 ET4 LIR—FEEFTLET,

BIINHR— kTN TULVA L BlackBerry Dynamics 7 7V (&, BEEAITEMHM
WBedE, TNAAMGEESINET,
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AY—s\— Lk &E L BlackBerry Dynamics 7 ') DH#EFID ) X FHEY B TS
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REREN., V—RY—N—EBTEY—N—TRLTY., BITRICRAZE
EERTEHLEMNTEET,
Y —RY—/N—I2%H % 1—H— BlackBerry UEM Client % BlackBerry
Dynamics [Tk > TT7 IV T4 R— SN TWBHEE(X. 1—H—D BlackBerry
Dynamics 7B 7 7 4 JL T BlackBerry Dynamics [Z & % BlackBerry UEM Client
DTV TAR—=2 3 UPHFAEINET,
. EE ERATEL TS L, #47#I(C BlackBerry Dynamics 7 71 A%

fah BYICHYES,
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ZAMIZT B Kerberos H—EREFET H SRV La— KEBMT 2BENHYET., ZOSRVLa—FK

[, CNAME La—FTIEA<, ALTI—FFEREEAMA LO—RICEEMIT2RENDY FT, ROEX
[&. example.com EWVWSAFIDA VE—Fy b AL HND Kerberos KA/ a2 bA—Z5—HATY,

_kerberos. _tcp. exanpl e. com 86400 IN SRV 0 5 88 kerberos. exanpl e. com

Zhix. Kerberos B3R % TCP ;R— b 88 TH##49 5 kerberos.example.com & W3 ZHIDY—/N\—%H L F
¥, BEEFO0, E#IE5TT,

I3 353
Active Directory H—E X DR— k 88 [X. §XT® BlackBerry UEM 4 —/IN\—MW 57 R TE50ENH Y
FY,
Kerberos RIBIZIE, ROAVKR—F2 FDREFNTVWIRLELHYET,
Microsoft Active Directory #+—/3— : Windows v 7 —2 IZBEFIFoh TSI RTHOI—H—&O
/tl 9 EumuIE:DctU%nm_d-éT‘f LY bUH— tZ

Kerberos +—ftfitz>»2— (KDC) : Active Directory FA A VAN I—HY—LaVEa—42—ITtvI 3
UF oy b EF—%IRHT B Active Directory H—/N\— EDEEH—E R
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https://support.blackberry.com/community/s/article/49304

FTRTH HTTP —E X (BlackBerry Enterprise Mobility Server 8 K U Z DD —ERXEEL) DY —E
RTY2NILE (SPN) Z2HERKLET, THNAANTIERRTED&SICTEH2—4 v ) Y—RT LIS
SPN 2B ET ORENHYET, Hi:

set spn —S HTTP/ SPHOST. FQDN: PORT domai n\ AppPool User

SPN DERE K UTEAZEDEHMIZ DUV TIL, docs.microsoft.com #5H LT, [Kerberos #E#NDY—EX
TN EDERR] Z5RLTIZEL, SPNIE. 7 7 H—/\—Ff=I& Active Directory H—/S\—DFf
HELNEET IVHELHY T,

BEH L IL L Kerberos IBREDISE -

% Kerberos LJLAIZIEA %< &4 1 DD BlackBerry UEM Core H—/N\—% A VA b—)LT 2RHENHY F
T, LILLR®DY) YV —RFEIEYR— kI TULEL=8, BlackBerry UEM I&1) ¥V —X &8 L Kerberos L /L
LRICHEET IRENHYET,

BHLILLKCD #%ET HI1IC. BE—LIILLKCD AEEL TSI L #HRALET,

TRTDEHE. WARTHEBHMLEIA LR FDOEETHIBLELNHY FT,

E = : BlackBerry UEM Core #—/3\— & Microsoft SQL Server T—42 XN—X DR IZIE., &K 5 3 R OEIER
MZERERLTLSESL, FMICDLTIE, TBlackBerry UEM D/N— FH = 7E# ] 28BLTLEEL,

Kerberos #ll#91+ = HEDKTE

BHLUILLEEDGEEIE, BIZEICE—LUILLEZEZEELTTAMLTAL, DO LILLFERIEZTI+ LR FDE
MICEHET,

A E : BlackBerry Docs AIZ KCD #E&E 3 5i54&(&. [Docs #—E XM Kerberos fl§1f+ = ZF DTl 258
LTS,

A E: keytab 7 7 A JLDFEMIZDULNTIL, support.blackberry.com [C7HO AL, 8FE 42712 %8B L TL &
LY
1. Kerberos H—ER7HhH Y bEH—ER T2 RL%E (SPN) 2wy E VS LET, Active Directory
Y—N—TEBEFEIYFTOV T FEBE, setspn —s GCSve/ UEM Cor e_host _machi ne DOVAI N
\ Ker ber os_servi ce_account EAALET,
RRAMY—N—F, FALY, BEIUHY—ERT7HV Y FOERZRBICHL-EICESBRZIFET,
1

setspn —s GCSvc/ uemndl. exanpl e. com exanpl e. com kcdadmi n

*E : Kerberos H—E X7 H 7> k&, BlackBerry UEM TKCD H—ERZHRET HY—ERTHI U L4
(gc.krb5.principal.name) T34, CODF7HhV > k&, BlackBerry UEM 4 —EX7H DY FERILTHIDE
FHYFEFEAN, RLTENFEVLEEA,
2. Kerberos keytab 7 7 1 JLEVEB L E T, Kerberos 7HhH > bIXRTD—FH#EFTSH L EE. #FH L LY keytab
774 IILESERL T BlackBerry UEM H—/N\—[CaE—F 2 EAHY EFT,

Kerberos keytab 7 7 1 JLZ{ERLT B &. Kerberos 7HD Y FNRAT—F3HEESNEST, SO FTEHE
EEINF=NRT—FIZ&EY, ARV RTEELETZADVY FONRRT—FBREESAES, $TIT/NRT—
FREZ6NTVAHEF. BIRLEART—FEFEALTEZEN, ELGEHN\RT—FZERTLHE. N
AT—FKRty hEhFET, EMY—ER7HO U b E#FERL T keytab 7 7 1 ILEERRT Bi5E. TD/N
AJ— KIZlE BlackBerry UEM H—ERX 7 h Y bD/IRRT— R E&FENE T, keytab 77 M ILEERT BIZ
(T, ROBHEZEZEITLET,

a) KDCH—N—LtTavr RTIar T b VRO 2REET,
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https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/register-a-service-principal-name-for-kerberos-connections?view=sql-server-2017
https://docs.blackberry.com/ja/endpoint-management/blackberry-uem/current/planning-architecture/planning/Hardware-requirements/ksa1400183659264
https://docs.blackberry.com/en/endpoint-management/blackberry-enterprise-mobility-server/current/bems-blackberry-uem-configuration-html/qxa1474486597814/veh1475506829941/nqe1475687433932/kjr1475687302247
https://support.blackberry.com/community/s/article/42712

b) ktpass A7 > FZEALE T, ktpass A< > FOFMICDOLNTIL. docs.microsoft.com #SHL TL 12
S,

kt pass -out outfil enane. keytab -mapuser kerberos_account @GREALM | N ALL_CAPS
-princ kerberos_account @GREALM | N_UPPERCASE/ pt ype KRB5_NT_PRI NCl PAL - pass
ker beros_account password

outfilename CNEFHEAT7AMILDARITY,

kerberos_account & Kerberos 7H > FDZRITY,

REALM_IN_UPPERCASE X Kerberos LILLTY, ARIZIEAXFDH
ZHERTEILENHYET,

-pass kerberos_account_password hix. BRASESNIT: Kerberos 7hoV DB
MD/INR ) — K T9, kerberos_account_password
[CAGEDHHXFENEFNTVLGEEIF. =&
IR CEAET,

1 -

kt pass -out outfil enane. keytab -mapuser kerberos_account @GREALM | N UPPERCASE
-princ kerberos_account @GREALM | N UPPERCASE / pt ype KRB5_NT_ PRI NCl PAL - pass
ker beros_account password

E S

kt pass /out outfilenane. keytab / mapuser kerberos_account @GREALM | N UPPERCASE /
princ kerberos_account @GREALM | N UPPERCASE / pt ype KRB5_ NT_PRI NClI PAL / pass
ker beros_account password

C) THDTF4LY FJIZRESATULAEH L keytab 7 7 1 JL (5l TIZ kedadmin.keytab) % BlackBerry
UEM Y —N—[2OE—LFET, EE: EEZ: RALKCD EBET7HV Y F2FERTEHILSICHRESATL
% BlackBerry UEM Core H—/\—0&# H 515E (L. X TO BlackBerry UEM H—/\—I[Z keytab 7 7 4/
LWEIAE—TEHRENHYET,
keytab 7 7 1 JLIE. c\keytab Z &, H—N\—EDEBDOHHICIE—TEET, COBRITIERTSET S
DT, *ELTHEET,

3. ADA—HF—F TSSO =T ANR—2y TOFIEEFNIZLET, HMIZDONT
[%. docs.microsoft.com [C7 %t X LT TActive Directory D4ET7 hH v b ETIL—T ] 2BBLTLES
LY,

4. BlackBerry UEM #—/\—T, 1—H—&#KIE#H % Kerberos > R T LIZE{E TE % & 512 BlackBerry UEM
Y—ERTHAIV FOERERELEY., ChlE, BEEMTLATOEZY—ERTY U I/ULE (SPN) %5
DT7HIUMERLTY, #HRZRET HICE. ROBEZEITLET,

a) Windows I >V —JLT [A—A)tXa)Ta4HRY =] RAUEREFET,
b) [A—HLKRYP—] T, [A—F—HEROEIYHT] ZFRL. AEO/NRFRLT [(FRL—F12TY
ATLO—ERE LTHEE] 2RV Uy L. [TANRT1] ZERLFET,
¢ [FRNRF4]1 D42 FYT, [A—HY—F@FIIL—T0eml #0J)vo L. ¥—EXTHIV D
ZEiEAALT, [OK] 29Uy H LET,
5. BlackBerry UEM T Kerberos B:ED FO/NT 4 #RELET,
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/ktpass
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-b--privileged-accounts-and-groups-in-active-directory

6.

BETEET, 2F Y.
BILET, ChiE. FO1D2OKDC AT LT

UEM T KCD ZA&®IZT BIZIE.
DHREFITIVELHYFET,

% BlackBerry UEM Core #—/\—® BlackBerry UEM 32 Tl&. KDC (KA > ba—5—) # 1 DI+
FAA2a bA—5—~DKCD EAEDNDITRNTHDI—I/LIE, EIZTEFD 1 DD KCD IZ

58, TRTOKCD a— /LR T B EEEKRLE

[£2%F] > [BlackBerry Dynamics] > [ A—/\)L7A/87 4] T, X

a8 T«

B2l

BAREY7ZR UPN 2/

KCD #&#IZ9 % (gc.krb5.enabled)

ZOTANTAEB/HITHE, 2—HF—DTA
JTRERA VEMAEDE TERESNLER
B7% UPN TIX7% <. Active Directory IZfRTFS
T-BARA97%E UPN #{Ef L T. BlackBerry UEM [Z
AL EEFIMICETESE S ENTEET,

KCD BT BIZIE. COFzvoRv I R%E
Aoz LFET,

UEM T KCD ZE®1=¥ BIZIF,

[%%E] > [BlackBerry Dynamics] > [FO/F 4] (F—nN—%%7%

Jw9) T, ROBEETOLENHYET,

Ja/8T 4

1 Bl

gc.krb5.kdc=<kdc_host_name>

gc.krb5.keytab.file=
<keytab_file_location>

gc.krb5.principal.name=
<kcd_service_account>

gc.krb5.realm=<REALM>

UEM1.EXAMPLE.COM KDC OEL&th4, B
. Active Directory FA 4 >0
v kO—5—0 FQDN [ZxtIG L

F9,

c:/keytab/kcdadmin.keytab keytab 7 7 1 JLDZRET, /NR 4%
IZIF. Ny O RFyaTRE
(. ASyvaxERLTLE
AR

KCD Y—EXTHERAsn LY —
EX7HhV Y O£

kcdadmin@EXAMPLE.COM

EXAMPLE.COM Active Directory L)L LD A,
EETRTAXFIZT HREMN

HYFES,

(#F2av) kibS.conf 77 A ILEERLET, ChiE. CAPATHEELHIBEIZOAMLETT, 0D
T7AIVEERT 2BHENH DIHAE, Active Directory F—LALIZEWEHETL XL,

BHD Kerberos F A4 > CAPATH {S3ERE%R Z ML 9 5 IZ(E krb5.conf 7 7 1 ILHBAWHE T, BlackBerry
UEM ¥ —/3—_E D krb5.conf 7 7 4 JLDBRTIE. H—/3\—TF 0O/8F 1 ge.krb5.config.file TIEET Z2HENH
YEI,

krb5.conf Z 7 1 LD :

[l1ibdefaults] default _real m= NA POD1. COM [real n8] NA. POD1. COM = { kdc =

podl- na- ad. na. podl.com} [ capat hs] NA PODl. COM = { APAC. POD2. COM = POD2. COM
POD2. COM = POD1. COM PCD1. COM = .} POD2. COM = { NA. POD1. COM = PCD1. COM POD1. COM
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.} APAC. POD2. COM = { NA. POD1. COM = POD1. COM POD1. COM = POD2POD2. COM POD2. COM
-}

cS TS a—TarT &M

AT I77A4LEFERALT. PATLEEENMEEFIEHAES K UHRRD-HIZ BlackBerry 749 = H JLHHR—
FMZEETEAMEERHETADICHRIE LET, £f-. BlackBerry 7Ly OR—XATERERERTHLEHLT
=FET,

O %#XRERTBICIE, TNy 88HLET,
Kerberos 5 KU KCDOS 774 IILDITS5—a— K

BlackBerry UEM H—/S—R J iRk S =& (L. Kerberos FBEEA° KCD DMER T S —DEHRBAIZHRIDZ A
K< HYFET, Kerberos TZ—OT DHIZRITRLET,

2019- 06- 26T13: 23: 19. 424- 0500 - CORE {Cont ai ner Mgnt Ser ver Thr ead#1}

none| none [{{external Tenantld, S12345678}}] - ERROR KRB u=
B32F95DF- 4338- 499A- AO6D- 7TEAC36852A21 whi |l e requesti ng KRB Servi ceTi cket
for serviced ass= HITP server= uenil. exanpl e.com port = 443 servi ceNane=
htt pcomrim pl atform ndm dynam cs. ker ber os. Ker ber osException: Failed to
i nper sonat e user Princi pal KCDADM N@QJEML. EXAMPLE. COM

kr bErr Code: 63;

krbErrText: Fail to create credential .

IS— A yt—OTHRVEEL/INTA—4(L, krbErrCode & krbErnrText W2 D TCTF, ChbD/INTA—RI[F, B
HEN-ZEZONSIS—IREDRBAFRBELET,

Kerberos TS5 —A wtE—UDEEH ) X FMZDUWWTIE, docs.microsoft.com IZ7 %9 X LT lKerberos &V
LDAP TS5—AytE—2 ) #8BLTLIEEELY,

Kerberos PKINIT D%

BlackBerry UEM I&. PKI iEBAZ % &/ L 1= BlackBerry Dynamics 11—+ —3525E(Z Kerberos PKINIT Z#H7R— k L
TWET,

BlackBerry Dynamics 7 7'!) T Kerberos PKINIT A ¥ %158, HBTROZEHEH-TRLENHY FT,
BEEGRA Vb

Kerberos #l#1{F TR XL EMICT HILENHY ET,

KDC 7Kk R k& BlackBerry Dynamics it 7R 7 7 A LD [FFaI KA A 2] YR MZEBMT 2RELHY £
ERD

KDC 7R R k&, TCP 7/R— k 88 (Kerberos 774 JL ki R— b)) THETILENHYFET,

BlackBerry Dynamics [&. UDP #4 L7- KDC ZHHR— kL TULFEE A,

KDCI&. DNSIZALa—F (IPv4) F=EZAAMMALO—F (IPv6) ZREELELET,

BlackBerry Dynamics [&. IE L ULVKDC M# 3R IZ. Kerberos 5XE 7 7 M1 JL (Krb5. conf &) #ERALFEE
Ao

KDClE. 75472 MZRIDKDC KRR hESHBEIES I EMTEZET, BlackBerry Dynamics £, SBEh
% KDC 7R R k4% BlackBerry Dynamics ##t TR 7 7 1 ILD [BFRIRA A 2] YR MIEBMENTULSRY.
BEICRVET,

KDC (%, BI® KDC 7k & kA5 BlackBerry Dynamics ~ TGT 2B BHICREGTEE T,
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https://www.blackberry.com/us/en/support/enterprise-apps/support-services
https://www.blackberry.com/us/en/support/enterprise-apps/support-services
http://support.blackberry.com/kb/
https://docs.microsoft.com/en-us/previous-versions/tn-archive/bb463166(v=technet.10)

H—/\—iIERE

Active Directory (EBAEH — E X TH1T S 11= Windows KDC H—/\—3EBAZ (X, LI T D Windows Server /\—
CAVEFHLLDEDTHIBENHYEFT, CHLUNDY—N—N—D 3 VEYR— IR TUWEEA.
Windows Server 2008 R2 # & A124 V2 —F v MERY—/\—
Windows Server 2012 R2 # & AT1EA V23— v MERY —/\—
AH#h7: KDC Y—E RFEBAE M. BlackBerry Dynamics sSEBAZE R F 7 £z T/31 RFHER F7O0NTFhh
[CEMTWVWIRELNHY FT,

D347 MERE

SFRAZENR/INF—RI(F 2048 /134 MZTEIREAHY T,

D547 FEBAZEIZIEZ, AT x4 + IDszOID_NT_PRINCIPAL_NAME 1.3.6.1.4.1.311.2023 DY Tz H
FRIRIZA—H—T1) 2L % (user@domain.com % E) MEENTWLWIRLELHY FT,

A—HF =T IILED KA A (E, Windows KDC H—EXDFEHD AR E—BMLTLWEIRENHY F
ER

SEBAZMHLRF—E A T O/8F 1 [E Microsoft A¥— b h— KOS # > (1.3.6.1.4.1.311.20.2.2) THD i
ErHYET,

SIEAENEAMTHIVENHY FT ., LROY—N—ICEL L THERLTILESL,

BlackBerry UEM 5 5 BlackBerry Dynamics PKI O 7 2 —~D##
o

#H#D PKI V7 + = 7 %4 L T BlackBerry Dynamics 7 7 MIIBAZE# &8 L=LMESIZ, PKIV I bz
7 H BlackBerry UEM & D EE#EHE 29 HR— kL TUVE T, BlackBerry Dynamics PKI 3% 2 —HY CA &3&
fEL T BlackBerryUEM Z PKI 349 2 —I2) V9T BESIZRET I ENTEET,

* % : BlackBerry UEM Cloud ¥R Tl&. BlackBerry UEM %' BlackBerry Cloud Connector #2#H T PKI 3149 2 —
EBIETE B & 512, BlackBerry Connectivity Node 4 Y R b—ILT Z2ENHY £T,

PKI OO 2—I&, Ny TV RYy—/nN—LEDJava TATSLE WebH—EZXRDEY FTHY. BlackBerry
UEM A EEBAEERZEEL. CANLIGEEZIETE S L 512 LET, BlackBerry UEM (&, BlackBerry
Dynamics A—H—iIBAZEE O Fa)LZFEAL T, PKIORIA—¢E@EELEFT, 2OFA FaJLIXHTTPS
ZNLTETIN, JSSONERXDOA vE—UFFELET, BlackBerry Dynamics PKI 319 2 —DERE D FHHI
D2WWTlE, [2—Y—BAZEE IO FILBLUYPKIORI 42— I=a7ILESBLTLESL,

1EE %R SRI1IZ : BlackBerry Dynamics PKI A 2 —%EBRELFE T,

1. AZa—nN—7T, [&E] > [HEHKE] > [FBER] ORIV UV I LET,
2. [BlackBerry Dynamics PKI #fzZ8m] #2 U v LET,

3. [#EfiA] 74— ILFIC. EROLAEIZANLET,

4. [URL] 74 —JLFIZ, PKIORIZ—DURLEZANLET,

5. ROF T avonFhhnEBRLET,

[:L -'j- %&/\Z’j I‘—CuLnIEa—%)] BIaCkBerry UEM 75\/\Z'7 f*’\ Xo)nunﬁjé{ﬁﬁﬁ LT
BlackBerry Dynamics PKI A9 2 —TERiE T 558 (E. COF T3 v EERLET,
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https://docs.blackberry.com/en/endpoint-management/blackberry-dynamics/pki-connector

[V547 > FEBAEZETEREIY %] : BlackBerry UEM A EEBREAR — X DEREE % # A L T BlackBerry
Dynamics PKI 3449 2 —TRIT 2HEIE. CDFTLavEaBRLET,

6. [1—H—BENRRT—FRTRIAT D] ZERLEGHEF. [2—F—£L] J4—ILRE [NRT—
K1 2«4 —JL FIZ. BlackBerry Dynamics PKI AR 9 #—D1—HF—RK E/RT—FH#AHALFET,

7. [UV547 2 MIAETRIT 5] Z:ERLIZEEE. [BE] 221 v o LT, BlackBerry Dynamics PKI
AR R —PEET DAREEZRBIRL, 7y TO—FLEIT, [U547 Y MIBEDOARART—F] 74—
JLRIZ, SEEBAED/SRT—FZAHALZET,

8. [PKIORYA—DEEEHIHAE] £V 32T, PKl ORI 2 —~DIEETE 5EHIZ BlackBerry UEM
NMERT SIHAEFEETEET. ROVWTIhADA T a v ERIRLET,

BlackBerry Control TrustStore ¢ CA iEBAZE
CARIFRE : COA T2 avEBRLIGEIE. [BR] 20U vy L. ##0 CAFBHAEICEH L TER
TEHELENHY FT,
PKI Connector Server (IBAE : COA TS a3 U EBIRLIZEHEIE. [B8] 20 )y L. #lo PKI
Connector Server FEBAZ(C#E L TEIRT AMLENHY £,

9. BmE TR T BHICIK. [TRIMERK] 20Uy I LFET,

10. [R%F] 20U vI LET,
BTLE=D
A—H—ERER IO T 7AILEERLT, PKIVI D7D TINA RICEIBAZEZEELET,
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/pki-certificates/amo1418143666469/user-credential-profile/dxe1477423336606

BlackBerry UEM & Cisco ISE ##f &

Cisco Identity Services Engine (ISE) [&. T/3/ AAMEBDEERARY bT—VICT7 VLR TESIMNE S M EH
HY DEEEFIRET D, Ry PIT—VEEY I rDzT7TY (LERIE, Wi-Fi OFAIF£IEER. VPN Eii%
E) , Cisco ISE EEEIL, HFRISNI=TNA ADANMBRARY RT—VIZT7 IR TESLILEHEICTS
o0, 7O AR —#E LEATEEY,

Cisco ISE § & U BlackBerry UEM DD = ERL TE 5D T. Cisco ISE & BlackBerry UEM ET7 9 7 4 N—
AVENFTNARICETET—R2ZRIGTEFET, CiscolSEETNART—2 &AL, THNAABTY
AR O—CERLTNEINESIDETHIBILET, 6l :

Cisco ISE &, 2 —H—®DF /31 AN BlackBerry UEM ET7 I T4 R—2 30 SN TWEANEI N EHEEL

T, TNARDBTITAR—=2320INTWEWEE, 7VEARYD—I2&Y. T/814 RDOEERA Wi-Fi
FIEVPN 7O ERARAS Y bADEHGEBEIETEET,

Cisco ISE [&, —H—®DF /541 AN BlackBerry UEM [ZHE#L TWEIMESMERERLET., T/A1 A%

L TWEWMEES (ZEAK, TSR —MEPREZLTWAERE) . 7OERARYO—IZKY., T

NAZDEERWiFi £F=IEVPN 7O ERARAS Y hADEHKERILETEET,

Cisco ISE &EIEE (L. CiscoISEEBaA VY —ILHDTNA RIZHATE3F—4%, R, Y—b, Tq4IL2Y)25
TEEY, BEEBEZT, TNARAQOYY, TNAADLDREERT—EDHIBR., £EETNANAANMLDTAR
THOTF—E2DEIREEDTNAREBAR Y EZETTEET,

BlackBerry UEM & Cisco ISE Z#i& 9 412, RDEHEEZEITLET,

FE Toay

B #E#8 DIRIE A BlackBerry UEM & Cisco ISE ##iA8 3 5= DEHZHI- LTSI &
FHRLET,

CisCOISEMTNA RICHAT 5T —2 MBI 5DIZFEATE S, BlackBerry UEM EEE 7
oY hEERLET,

BlackBerry Web Services iEBiZ # Cisco ISE SEFAE X b 7ITEML E T,

BlackBerry UEM # Cisco ISE IZ#&fi L. BREETO I 7 AN ET IO ERKRY O—%{/ELE
ER

E {4 : BlackBerry UEM & Cisco ISE Dff &

1HH =2H

Cisco ISED/N—C 3 > BlackBerry UEM I, CiscoISE/N—2 3 U 12 L DFEEEHR—FLET,

HYiR—kEh 5 0S R%ERR <. BlackBerry UEM D4 R— k353 RTDARL—T 4 VT VR T LA
(TE#fM—ER] z8BLTZEW) .

FRX4 kv FEIT Windows 10
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https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/ksa1403797201025

IHH =

AR — b Cisco ISE (&, BlackBerry Web Services > T/3f RIZBT 5T —2 #WET 5
f=8IZ. T 74 JL kD BlackBerry UEM #%#4%7R— ~ 18084 AL £ 7,

BlackBerry UEM @D 4 R b —)LEFIZ/R— ~ 18084 AMERFAIZ > 1-HE&E. £V
7y T 7TV =3 VIECOBMOEOIZROEDGER— FEERLET,
IELWR— MMEZHEEI 5I1Z(X. BlackBerry UEM Core B4 7 7 A/ JL (CORE) T
(Mciscoisel.*) #REL. COTHFXLDFT CHIZRTINTLSHR—FEF
SERELET,

T7AT 04— 774 724 —ILH BlackBerry UEM & Cisco ISE DRICEET Si5E(X. IR
TLEDHTTPS £y a3 V&EHAIT AL IICTFA T I —ILERELET,

Cisco ISENNERTEAEEBEThO Y FEERRT S

Cisco Identity Services Engine (ISE) (&, T/ RIZET 5T —2 OMFIZHERATE 5. EHD BlackBerry UEM
EBETHIOUREREBELELET, BFEOEBETHHO U M EERT L. HILLWEEETHD Y FEERLE
T, COBEBETAIUME TA4LY M)A—HY—TRELEL, O—AILEBETHI U FTHILENHY F
T, COBBETHIU ML, ROEREEODO—ILEBLELLET,

A—HY =TI T4 TISINEZTNA RERT

TNARADEE

TNAREOYY LTAYE—DERE

TERAT—2 DA EHIK

FTRTDT/INA RT—45 ZHIk
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