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None
WEP

TKIP

AES

WEP +— CHDBRETIE. WiFiry FT—5 D WEP +—%3EELET. WEP F—I[ 10
F=(X 26 HTD 16 EHE (0~9. A~F) . L LLIE5 F-FX13 XFDEH#F
(0~9, A~Z) IZT BRLELAHY ET,
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TINA RIZ VPN 1538 % C MERFE TIE. BlackBerry 10 /341 RIZ VPN {ERERTT AN EIMNEHEEL

®RTD T, CORED [RRARE] ITHRESNATLSES, VPN A7 7 A JLIFEHRD
RENTNARIZRTRTEINET, COHREN [FERT] ITHRESNTLSIEA.
TOT7ANBDHBTNARIZREREEINET, COREN [BHRFHROA] I
BRESNTWEIBE., TOT77AMIILBEEREBERIT 4 —IL KBTS RIZKRFRS
nEY,

ERATESE :

RRAIBE
ERT
BIRIEHRDH
T 74 MEIX [RRAIRE] T,

T—8tFa1)T4LR CORETEH. HERABEEISELGRET —2REZHEAL TV SHHAIC, VPN

¥ TOT77ALARESNSLEERABEHAD A VERELFEFS, CORER.
[EELRET —2REZEHTLH] ITRYS—IL—INBREATNSBEAIC
DHEMTY ., chd' [ERERATRE] ISRESATVSIEE, TOT7 70U
28 (Startup) FAA VICRFESH, HERAEEAOY I SN TOWSIGEEICER
TEFT, Chh [FRAERICEATRE] IERESATVSIEE, TOT7 7L
#24F (Operational) KX A VIZRTFESHh, HERAEENO Y V@EREINE. T
NAZADNBEBSNASETHERAARTT . chd [HERBEESO Y RS H
IBEOAHEATRE] ITRESATWSEHE., JOT77/4)LEAY Y (Lock) K
A VIZRESH, £EREEAD Y VBIRSATSISZEDHA VPN A<
ATEEY,

FERATESE :

HH{E AT A

SBETiRIC(HFARTRE

HEREEAO Y VBRSNS DA ERATEE
T4 MEIX [BIC{ERRIEE] T,

&/INE(E, BlackBerry 100S/8—2 3> 103.1 T9,
BEF o TWNS IO  ZOERE T, BlackBerry 10 T/84 A VPN [T S TLWBEIC, JOox

*JnI7740L DY —N—ICERT A OICERYT AEER T oA TNSTOXSTOT 7ML
ZHRELEY,

per-app VPN DB 1t

i0S, iPad0S. Samsung Knox, & &1 Windows 10 /34 X ® per-app VPN 25%E L T. T/NA R T, EDT
TUNRT—RZEEICVPN 2 EATEIRLENHINEIEETEET, perapp VPN &, BHEDHLEERA LS T1 v
D (FzERIE FZ7AT24—ILADT T)r—2 3 o —N—FT[E Web R—DADT7 I £R) OHH VPN
EZHEATEDELSICTHILT. #MBO VPN DEFOBRZRELFET. AV TLIRRETIE. ZOHEET
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A—H—DTSAN—ELHFR—rL, VPNEBHTEAR S 74 v I ZXELLZW=H, BART 7 O#EHK
EELEOHET,

i0S & W iPad0S T/AA R TlE, 7V FHEF7TIVIN—T&21—HF— 1—F—5)IL—7T, £=ET/ 4
AN —TIZEYETEREEIC, 7TUMAVPN AT 7 A ILICEERITONAET,

Android Enterprise # & U Samsung Knox Workspace T7 ¥ 7 4 XR—< 3 > &z Samsung Knox 7/ X T
(F. ZFYIEVPN AT 74D [VPN EGEOFEREHFAISALTT)] REICEMENFET,

Windows 10 T/8f R Tl&, ZZUIKX VPN TOI774)L®D [7T) A=) R +] REITEMESNAFET,

i0S 7/\1 RIZE|Y) & TS per-app VPN %€ % BlackBerry UEM H%:EZR 9 5 5%

1DOVPN A7 7AINDHET TIEREFT TV ITIL—FIZEY L TR ENTEET, BlackBerry UEM
. ZDOIL—IILEFERLT, ED perapp VPN REZ i0S £ &L U iPad0S T/AA RDT7 FTYIZEIY B THhER
ELET,

7 T UICEEEEM T S5t per-app VPN FREIL. 7T T IIL— T2 & - TREIEMIZEEN 1T 5N = per-app
VPNEBRELYEBEINET,
A—HY—ICEEBEMIT 51z per-app VPN R E(F. 1 —H—JIL— T2 &k > TRIBEMNIZEEM T 5Nz
per-app VPN B2 E & UBEENFET,
WEDT TYICEIY BT oht-per-app VPN BREE. BLT7TVDATL a4 X2 VRICEIYHTS
fuf= per-app VPN BRE L Y BESINFT,
ROEUDBEEZEINDZEEE. TILI7RY FMED) R FTERIZBN 12— —JIL—TRICEEMITLN
= per-app VPN BRENMBEENFET,
T TINERDI—HF—JIL—TICEYETENTLS
RL7 FUR1—HF—JIL—THITRRTEND
FTUNRLAETEYHETOATWS (B—DF7TVELT, FREF7TIVIL—-TELT)
FTIUNTRTOEYETTRILERNTHD (WEFIEA T aY)
fz& Z £, Cisco WebEx Meetings 4 7> a7 1) & LTaA—H—4 /)L—T®D Development H & U
Marketing [(CE|Y H¥TET, 2—HF—DPEAD T IL—TIZET H154E. Development 4 JL— T D per-app VPN
REMNFDILI—H—0D WebEx Meetings 7 TV IZER SN ET,
per-app VPN 7O 7 7 A LDBT/INA RTIN—TIZE|Y LB TENTWBEEEIE. THNARTIV—TIZET 5T/ 4
ADA—H—=FHhoU rIBEYETOA TS per-appVPN TR 77 A LK YBEIINFET,
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FINAZADTOXZFSTaT774ILDEY CTY T

TNAZABNTAF O —N—%FHLTA V2 —y bEEFEERARY FT7—0 LD Web H—ERIZT7 I+
AT BHEEHEETEET, i0S. iPad0S, mac0S, Android. # & U BlackBerry 10 D& T/31 ADFEIF. 7
AXSTOT7 74 IILEERLET, Windows 10 T/34 R Tld, TAFTEEE Wi-Fi £2IEVPN FOT7 714 )L
[ZEBMLET,

BICHRESATOEWLRY, X707 70L&, EXRBEAZERALTLSD, BiEZFERALTLVEVNTO
FioHg—nN—%HgR—rLFET,

FIN R JOX BT
BlackBerry 10 JOXTJOoIJ74LEERLT, BENAERLTWSTOT 7 A4 ILIZEERMIT
T4, Z7AIICIERDEREZEDHDENTEET,
Wi-Fi
VPN

IR —T54 Xk

i0S & & U iPad0S Tax o774 EERLT, HENMERLTWS IO T 7 A ILIZEERM T
9, Z77AINICIERDIEREEHD_ENTEET,
Wi-Fi
VPN

Ftf=, FOXTOTrANIE. 2 —F—TFTho b, 2—HF—TIL—T, Ff:
ETNARTIL—TIZEYHTEHRZELTEET,

AE:A—HY—TFhHHOU b, A—HF—FIL—T, FEETNNARTIL—TIZEY
LToNBTOXFLTAT7AILIE, BEREFART /NS RIZHLTOAS O—/\)L
JOox LY, Wi-Fi £F¥=& VPN 7O 7 74 JLICEAEM T A=TOx JO
T7A4NEYEBEINET, BERFAZRTNA RETRTOHTTPEHETI A—N
L7OX HREEFEALES,

macO0S TOaXSTaT 7/ IILEER LT, Wi-Fi £1z[& VPN 707 7 A JLICBEER TFE
TO

macOS (&, A—H—FhI U b FEREFTNAARIZTOT 7ML EERALET, 7
OF>O774NLIETNARIERSNET,

Android Android Enterprise T/\f X Tl&, 7AF2TO 774 )LZEZER L T Wi-Fi 7A
T 7AIVICEERITET,

Android 8.0 IBEDT/INA AT, PO T4 X— 3 AN MDM #HIfE) £f=(F 21—
HF—DTSAN—DTNAR(F, TOFXFIHRENHDWi-Fi TOT77MI)LEY
7k°_ I“ L—CL\iﬁ/\lo

| TNAZ2ADTAXSTadI7z4 LDty 7y T |77



TINA R TOXxIHRE

Samsung Knox JOoFx o774 EERLT, EAFERALTWA IO 7 A ILICBEEM T
T, ROEHUEIBARINET,

Wi-Fi 707 7 4 JLDIGE. Knox T/3( XA TlE., FHERENEESN-TOX
TATFANDHFNYR—FENES, Wi-Fi TOT 74 LICEER TSN
TWA78Xx27AT7 74Tl ERBIFIENTLM ZBIEEZEAL TL
A0, BIEEFALTWVEVWTOF O —N—AYR—rEINFET,

VPN 8L UV I E—T54 XEHE T O T 74 LDi5E. Android Enterprise 7
9T 4 R— 3 UA TN = Samsung Knox T/34 X $ & U Knox 2.5 LU&
#{E 9 % Samsung Knox Workspace T/3f X Tl&, FEIREIIBE STz
JOoXxo a7 74y R— b ENFET, Android Enterprise 79 T 14 N—
L3 U Thit- Samsung Knox T/ANf RE LU 25 LY HLEDN—C 30D
Knox #{# 9 % Knox Workspace T/3f R Tl&. PAC BEMNIEE S hi-70
FTATFAUNYR—bEINFET,

A IVA—TSARERITOITI7AILEELTOXLTOT7AILEERT
%I1Z1%. BlackBerry Secure Connect Plus ZB%11t T2 EAHY I,

Ft-, FOX T rAINE A —F—TFTHhO b, A—HF—HIL—T, T
FTFNARTIN—FIZENY S TEREELTEET, ROFHENERENET,

Knox Workspace T/34 X & & U Android Enterprise 77 7 4 X—3 3 UHYT
Hhtz Samsung Knox T/31 ADFZE., FOT 7 A ILIEEERBEEHD TS
P—JOX REEZHELET,
Samsung Knox MDM 7/34 XDigE, TAT 7 A JLIETNA ZAD T 55—
TaXTERELET,
A E : Knox 2.5 LIRTZ{# A9 % Knox Workspace 7/34 X & Knox MDM F/34 X
Tl&. PACREIEHR— FEShFEHA,

Windows 10 Wi-Fi 7R 2774 ILEE=IEIVPN 7O 77/ LEERLT, A7 74 ILERETT
AF S H—N—EREEELET. ROEHEILERAINET,
Wi-Fi 70X CRFFREDANYHR—rShET, ZOTOFD
[Z. Windows 10 Mobile T/8f A TOH Y R—rEhEd,
VPN 70X > TlE, PACREREFIEFEREN Y HR—FShFET,

JOx>7Ja774IILDER

HBAPAC 774 LEFERALTITOXVIL—ILEEEZLTWVSEEIL. PACEREZHEIRL T, IBE Lz PAC
T7AIVADTOFIHY—N—BREEZEATEET. TAUNDIEEIE. FHTOREZERLT, 7Oxd
H—N—BEZEEITOI7AIIHEETEET,

1. AZa—N—=T [RYS—=ET0T774040L] 29 UvILET,

2. [ry kD=0 EER] > [FAFXFD] 20UV ILET,

3. +&HV VI LET,

4. JOX2 AT 7AILDARIEFBAEAALET,
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5. FINARBATDRTEU vy LET,
6. XDARTDNWITNHEERTLET,

BRY FIE

PACEREZIETEYT 5 a. [fEf] FOyTHIUYR AT, [PACERE] #7723 UhERSh

TWBHIELEMHRLET,

b. [PACURL] 74 —J/LKT. PAC 77 A IL%EKRR T % Web H—/\—
MDURLZ%Z. PACTF7AINBETEHTANLET (Fz&ZIE. httpy//
www.example.com/PACfile.pac) , BlackBerry UEM E£71zIZZDEED
AVKR—FRY FERAFLTWSY—/N—TIE, PACT7AIILERR k
LEWTLCESLY,

c. [BlackBerry] # JTC., RDEEEETLET,

1. Ik Y. TOXIH—N—IZERET A1 —HF—na1—
H—RBENRRT—REANT B ENEHEMFOATHT,
D2TATFANEHDI—F—(ZHIE L TWBBAFK, [1—
H—£] T4—JLKIZ T%serNane% EAALET, FOoFxd
Y—N—DRERAD AN VREDELTEDHEEIE. <FAA
s\<aA—H—E> BXEFEALET,

2. [2—¥Y—HREFARE] FOyTF&H 1) X T, BlackBerry 10 7
NAADAI—HF—DALEETESIOXVHREFI )V YILES. T
THILREEREIX. [EAHARUYER] TY,

FEREEHET D

2

(%] rOy A4V YR T, [FBHRE] 29V I LET,

b. [RR K] Z4—LFIZ, FAFSH—/N—DFQDN £ IP7 FL
AEABDLET,

c. [[R—F] Z4—FIZ, TAFIH—N—DOKR—+BEBSEZAALFE
T

d #i#z&Y. TOF Y —N—IERT IR A—F—N1—Y—%
ENRT—FHEANTHIENEBHTOATHT, MOTBT7AIL
PEHOI—F—(HIE L TWBIGEEIF. [—Y—8] T1—ILFIC
lYdJser Name% EAALFET., TAXTIH—N—NTERED K AL >
BREVEELETHBEAE. <FAL>\<a1—H—£> BXEzFERALE
T

e. [BlackBerry] # 7T, RDBEFEEETLET,

1. [A—Y—HREAEE] FOy THAH 1) R LT, BlackBerry 10 7
NARADA—HY—HERTELT0XIEEEZVIVILET, T
AL REER. [BRARYEA] TY,

2. 2—H-HTOFH—/N—%FHAET I BlackBerry 10 7/34 X
NOBEETZIEATED7Z7RLADYR ME, ATV 3 VTHEET
EFFET, [BHNYREL] J4—ILKFTIE. 7 LR (FQDN F1(&
IP) ZAAL., £2a0Y () ZEALTYVR MADEZRYY F
¥, FRDN Fz[EIPTIA I FH—FXF (*) #FEATEHIEMNT
EFEF (*.example.com, 192.0.2* 4 &) ,

7. HBADTNARFAL TTELITFIE4 £ 5 ERYBRLET,
8. [Em] #2UvILEY,
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JOXo a7 74 I)LEWi-Fi. VPN, FEIE I3 —TFS5A XEHETOT 7 A ILIZEERNITET,
WHEIZIGELT, 7RI 7A4LESUIMFIFLET, EELES VX VPIE. 7oXo 07L& 21—
H—GIN—TELFTNARATI—TIZEY B TH-BEOHERAINET,
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BlackBerry Secure Connect Plus Z{#ER L =xZ=R Y
Y — AN DIEHT

BlackBerry Secure Connect Plus (&, 7 7 L#BED Ry D —0 LDREICEFa ) T REINIZIP FRIL
#1249 % BlackBerry UEM O > 7/R—% > kT,

Android Enterprise # & Uf BlackBerry 10 7/31 XDFE. I_XNTOLFER7 TV IEFF 1) T4 RE S
PoRILEERLES,

Samsung Knox Workspace T /34 R & & U Android Enterprise 79 7 4 X—< 3 > % {# L 7= Samsung Knox
TNAADIGE., IRXTOLERBEET7 TIVT LRIV EFATSHEH, perapp VPN #FATEH7 T U %
BETDHELEITEET,

i0S & U iPad0S T/N1 ADJZEK., IRXRTHOTTIVTrURIVEFERATSHI &L, per-app VPN Z2EAT
57TV EEETHLEELTEET,

*E : BlackBerry Secure Connect Plus Z{ERTERLMIETIE, T4 -S54 XEHK IO T 7 ILN
T. Android T/ R L CFEITENICT HILELNHY ET,

X2 T4 THREINZIP FORIVIZEST, 2—H—F, BOT77AT7o+r—ILAOKEEARY YV—RIZT
HBERTBEEFIC, BEQTORIILEIVRY—IV FOEELZFEALT. T—4DtX1 T4 2HRET
=F9,

BlackBerry Secure Connect Plus &, H#R— kSN TWWS T/ X (&, BBORY FT—V (KT HDICHRE

BATLavThHBE5A. X1V T RESNLZIP FURILERILET, TS RICWIFi O 7/0LF
fZIEVPN 7O 77/ DBV ETEN, TS RADSHEERAD Wi-Fi ry FT—9 FIXVPNIZFTHO R TE

BBE. TNAREINLDFEEFERALTRY FI—VICEKLET., ChoDF TP a3 2FERATELRNE
B (FEAREFE, 2—F—DPEERAWIFi &y T —2 OEERIZLVELEE) . BlackBerry Secure Connect Plus
ETNARNEF )T A RESNFIP FURILEREILES,

i0S £ & U iPad0S T/34 R T, BlackBerry Secure Connect Plus Fi® per-app VPN #:&E L TL %54, VPN 7
A77AILTHEESNZEBAWIF XY FT—Y FLIEXVPNICERTEARETH-oTH., ZORELNTHA
=7 7'1) I&E (< BlackBerry Secure Connect Plus #/* L CtE¥a ) T RESNF b RILEFRALET,
YR—FEIN TS T /A XL, BlackBerry UEM & 3&1E L. BlackBerry Infrastructure #r L Tt %2 ) 7 1 &
EBINPORLEHILETS, TRENOT AL RITHLTTI 2O FURILHBEILISINET, FURILITIERE
IPv4 70O k3L (TCP & UDP) Z#HR— kL. T/34 X & BlackBerry UEM DRI TEIESNBIP S5 T4 94
(X AES256 #FH LTIV FY—I U RTHESIEINET, FOoRILASEAVTWSRY., Z7FVIERy F7—2
JY—RIZTVERTEFET, FPURIDBTEICHESBE (A—F—IEFHEED Wi-Fi Ry bT—H EERIC
WBIEELTE) [, #EEMRTLET,

BlackBerry Secure Connect Plus & 7/34 RN T—4 DEE A EDFMZOVTIE AV TLIRT7—FT4
FyEEDERFERLE VIV T XTI FvEEDCERESBLTIEZEL,

BlackBerry Secure Connect Plus #E%11Z3 5 FIE

BlackBerry Secure Connect Plus #1955 &%, ROBEEZEITLET,
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FE To a3y

#B#8 BlackBerry UEM K £ o A3, BlackBerry Secure Connect Plus Z A3 51 DE
HEB-LTWDAILEEZHRELET,

BlackBerry UEM Cloud h3# %15 &1&. BlackBerry Connectivity Node 4 > X k—JL 9§ %
M. BlackBerry Connectivity Node Z#&#i/\—2avIc7vTIL—KLET,

TIANWMDI VA —TSARB{TAT 7 AIVELEERLIZAREI LIV —T 54
A#EH T 0T 74 LT, BlackBerry Secure Connect Plus ZF#IZLE T,

# 7+ 3 > T, BlackBerry Connectivity 7 71 D DNS XREZHEELE T,

BlackBerry Dynamics AAE 11275 > TLY% Android Enterprise 7 /34 X & Samsung Knox
Workspace 7/3f DAV TL I RREBICHDIGEE. X2 T TRESAZ LR
ERZREELET,

IVA—TSARXEHETOT7AINELI—F—Tho b, FFa1—F—5IL—TIZE
ULsTEY,

BlackBerry Secure Connect Plus D4 —/\— & T/N 1 ADEH

BlackBerry Secure Connect Plus Z 9 % (Z(3. #HBORENARDEHZH-LTLETAIEEY FEA
BlackBerry UEM KA A > Tl :

HMBDO I 74 T7o+—ILIE, R"— bk 3101 A L1z <)— 3 > turnb.bbsecure.com, LU <!)—T 3
2> bbsecure.com ANDT 7 b Y Y FigEGEHAITIRELNHY FET, TOF Y —N—%FRTHLSIC
BlackBerry UEM #:%E L TW\515E(E, R— K 3101 #BHL T, CASDHY T RAAS VICEKT S L%
COTAFIH—N—DHFALTWEILEHRELET, J7ATI+—ILBETHERATIFAMUELDV
IP7 KLADEMIZDULTIE, http://support.blackberry.com/community IZ7 2 X L. 2% 36470 251
LTLEELY,
{& 4 @ BlackBerry UEM A > X % > R T, BlackBerry Secure Connect Plus OV R—3 > FEETL TS0
ErHYET,
T 7 #JL kTIX. Android Enterprise 7/34 X[ Google Play & &g —E X

(com.android.providers.media, com.android.vending, # & U com.google.android.apps.gcs) ~®D &I
BlackBerry Secure Connect Plus #fRTE W E WS HIBRAH Y FJ ., GooglePlay (FT7AF T H#HHR—FL
TWEH A, Android Enterprise 7/31f R, 4 42— v MEHT Google Play ICE#EHKLET. b
DHIRIE. TIANL DI VI —TSAREHR IO T 7ALEEICERLEZHLOWARZILI V=T34
AEMITOT7AILTHRESNTVET, CNoDFIRIEZTOEFTERATHLZHE8HDLET, ChdHD
HIPR % HIBR 3 5154 . BlackBerry Secure Connect Plus #{# i L 1= Google Play ~DE#E # A1 9 5 1= is
BRI7AT 94— IILEREIZCDLT Google Play H7/Rh— FZRWADLEZRENHY T,
BlackBerry UEM Cloud A\ %15 4& (&, BlackBerry Connectivity Node 4 A k—JLT %h., &mF/\—P 3>
Z7vTTL—FT2RELRHYET,
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AE: A>T L = RIREIC BlackBerry Dynamics 7 7'1) & #&i L = Knox Workspace & =& Android Enterprise
TFTINAABREENTISE AKX, TBlackBerry Dynamics 7 71) Z{EAY % Android T/34 ADt=HIZEFa 1)
TARESN- bUoRIILEREZREILLT S ZSRBLTEEL,

*%E : BlackBerry Secure Gateway 7 /31 R Ti0S #HMICT B1-OITA—ILTAIT7AIILEERT 55
#&. BlackBerry Secure Connect Plus A [7(Z per-app VPN #7952 & £ H 18O L £ 9, BlackBerry Secure

Gateway DFFMIC DL TIL. TBlackBerry Secure Gateway Z{ER L TA—IILT—2 %RE&T 5] #EBLTL
=&,
YR— FRARDT/INA XTI :
FTINL R =2
i0S & & U* iPad0S * T34 XI[E App Store h 5 AF T & 5 BlackBerry UEM Client #fEH L T7 ¥
T4 TITDRELNHYFT

MDM Hlf#l 79 T4 ~N—2 3 v DIEHE

Android Enterprise C ROVWTIDDTITaR—=3084F

HEAMBEEOHA& (Premium)
HEHEBEABR-Z/)La> FE—JL (Premium)
HEARAEBEAR-I—5F—DTFS54/8>— (Premium)

Samsung Knox *  Samsung Knox MDM 5.0 LA
Workspace * Samsung Knox 2.3 LIf%
ROVWTNDDT I T4 R—23 0847

HERAMEEOA (Samsung Knox)
HEREBAR- 70> FO—)L (Samsung Knox)
HEREBAR- 22— —0D TS5 1 /32— (Samsung Knox)

BlackBerry 10 * BlackBerry 10 0S /\—2 3 > 10.3.2 LIR%
ROVWTHADDT I T4 N—23 0347

TE=RALEAR-=#
TERABEDH
TERELEAR - HIRMTE

A>T L = RIZEE TDIEM BlackBerry Secure Connect Plus 2 >
R—=R2 rDA VR =)L

BlackBerry Connectivity Node ® 1 DL EDA VY RARA VU REA VA F—ILL T, TN REHFaAVR—2 +D
BINA VR U REBO KA VITEBMTEET, TAThO BlackBerry Connectivity Node (21, T/34 X
T—ARENEB L, %17 HEK ML TE 5 BlackBerry Secure ConnectPlus D79 7 4 T4 VR A VAN
BEENTUVET,

Y—N—GN—TH#ERTELELTEFET, 4—/\—5IL—TIZIL,. BlackBerry Connectivity Node @
VRBUAMTIDUEEFNRTWET, ==V IL—TH#ERT 5L =2, ariR—+ > kHS BlackBerry
Infrastructure IZHE#i 9 2 1=OIZFEAT AT —2NREZHEELET, EXIE Y—N"—JIL—TH#E/RL
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ADKEDNRREFRATEESITHBRTDIIENTEET, A—ILEIVF—TSAXFEHRIOT7MILE
Y—N—GIL—TICEERFTEIENTEFEFT, ChoDTAT7MILDEYETLATVEEDT/INI R

3. BlackBerry Infrastructure DW\FRAD IV R—F 2 FEFERT D EEICIE. FOH—N—FIL—TD
BlackBerry Connectivity Node ~D g i # AL E T,

FA A VIZHEHD BlackBerry UEM 1 Y X2 Y AMEENDIHGEIE. TAENDA X5 2 AN T BlackBerry
Secure Connect Plus I3 ViR—R Y FAETEN, T—RZREBLET, T—R2EFAAVHADTRTO
BlackBerry Secure Connect Plus 3 U /R—% > FMZAFABMINTLET,

=Ea A% 7 = —)LA—/\—I[&. BlackBerry Secure Connect Plus THIRITEE Y, T/ ANtEFXa ) 71 RE
Sht=broRILZFERALTH Y. IRED BlackBerry Secure Connect Plus 3 U 7R—% > FAFIAARAREIZAE o 1=
55 . BlackBerry Infrastructure (X% M@ BlackBerry UEM A > X 2 > X t 0 BlackBerry Secure Connect Plus
AVKR—RY MITNRARZEYETES, dER/NARICIHNZ, TSR EEF2 T RESAIZ ORI
DERAZERLEY,

BlackBerry Connectivity Node DETEIE K U4 VR b—ILDFEMICDONTIE, FTEEENEREA VR F—ILE L
U7y 77— FEEDERESBLTIEZEL,

4 9 F151E T O BlackBerry Secure Connect Plus 3 > 7R— =R >
fDA VR M=ILFERFTYTIL—F

BlackBerry Connectivity Node #4 X b—IL T BEIZ, £y b7y 77O RERILaVE2—42—IC
BlackBerry Secure Connect Plus 3 >7/R—+ > k34 X b—)L L E T, BlackBerry Connectivity Node % &%
IN—T 3027y TTL— K9 BFIZ. BlackBerry Secure Connect Plus 4 Y X F—IL SN TGS,
7w 74 L— K 7R+ X% BlackBerry Secure Connect Plus 4 > X k—JL L %9, BlackBerry Secure Connect
Plus MLIRTIZA Y R b—ILE T =15&(X. 7O+ X[& BlackBerry Secure Connect Plus Z&#/\— 3 V(<
7vIFTIL—FLET,

BlackBerry Connectivity Node D4 > X k—JLET=&T7 v T45 L— KFIBIZ DUV TIE. BlackBerry UEM Cloudi%
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BlackBerry Secure ConnectPlus D05 7 7 1 JLE KRR

T 74 )L kT < K34 J>:\Program Files\BlackBerry\UEM\Logs\<yyyymmdd> 2% % 2 2D RS 771 )L
[%. BlackBerry Secure Connect Plus ICB9 5T —42 #8LET,

BSCP : BlackBerry Secure Connect Plus ¥ —/N\—a UiR—% > BT 5T —2 #RELET
BSCP-TS : BlackBerry Connectivity 7 71) & DEHFICHERT—2 #0RELET

BlackBerry Connectivity Node € ¥ X2 X %KX b9 5% E1—742 T. BlackBerry Secure Connect Plus ®
a4 2774 J)IE, <K34 7>:\Program Files\BlackBerry\BlackBerry Connectivity Node\Logs\<yyyymmdd> [Zi&
MPNTWET,

B#Y AT 274 4l
)|V
BlackBerry Secure BSCP 2015-01-19T13:17:47.540-0500 - BSCP {TcpClientConnectorNio#2}

Connect Plus A%
BlackBerry Infrastructure
[CERIhTLENE S
NEWERIT S

logging.feature.bscp.servicellogging.component.bscp.pss.bep [{}] -
DEBUG Received Ping from [id: 0x60bce5a3, /10.90.84.22:28231 =>
stratos.bcp.bblabs.rim.net/206.53.155.152:3101], responding with
Pong.2015-01-19T13:18:22.989-0500 - BSCP {ChannelPinger#1}
logging.feature.bscp.servicellogging.component.bscp.pss.bep [{}]

- DEBUG Sending Ping to [id: 0xb4a1677a, /10.90.84.22:28232 =>
stratos.bcp.bblabs.rim.net/206.53.155.152:3101]

BlackBerry Secure BSCP-TS 47:[14:13:21.231312][][3][AsioTurnSocket-1] Connected,

Connect Plus M7 host=68-171-243-141.rdns.blackberry.net

A 7‘0). BIackBerry N 48: [14:13:21.239312][I[3][AsioTurnSocket-1] Creating TURN

COﬂneCthlty 7 70 U 75\ b allocation

S— L ERET BEHN , ,
CETINGC & AR 49: [14:13:21.405121][][3][AsioTurnSocket-1] TURN allocation

P created

TN ANtEFa1)F 4 BSCP-TS 74:[10:39:45.746926][1[3][Tunnel-2FFEC51E] Sent: 2130.6 KB

BEINF-FORILEE (1733), Received: 201.9 KB (1370), Running: 00:07:00.139249
ALTWAZ L%&mET

%

BlackBerry Secure BSCP "configuration_def" : "com.rim.p2e.vpn.server.cipherSuite" } ],

Connect Plus A X % L "TRANSCODER", [ "provider", { "configuration_def" :
FSUROA—45—BE%E "com.rim.p2e.vpn.transcoder.provider" }, "server_library",

FERLTWSZ L MR { "configuration_def" : "com.rim.p2e.vpn.transcoder.server.library" },
+3 "server_config_blob", { "configuration_def" :

"com.rim.p2e.vpn.transcoder.server.configBlob” } ] |

FINAANARA L RS BSCP-TS 37:[13:41:39.800371][l[3][BlackBerry_1.0.0.1-25B212A5] Connected

YAA—F—E@EALT
WO LZWHRT S
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KFTBIENTZEFET., T2 —T5 4 XKL, BlackBerry Secure Connect Plus L TLVELMEE T

3. BlackBerry 10 7/31 X TEIZARIZHE > TWVET, BlackBerry 10 7/34 X (&, v bDT—0 OA[AHEICE
DT, AFAN YV —RIZERT I-ODORIMNBMNLNREBIRLET,
TJaXxoTaTrANEIVA—TI3AXERTOT A IVICEHERTT, TOFIHY—N—BHTT -2 %&
ETEET,

IVA—T54 EHEEAL T, BlackBerry 10 T/3A RAMEBD R Y b —0 L OB TT—2 #5G% T 5 4%
DEFMDOVTEE, TFVTLIRT7—FTIFVICEHTHEN 2SRBLTIESL,

BlackBerry 10 7/3f RN I VA —T 54 AR EBT 5

IVAR—T54 X T O T 74 I)LEFERAL T BlackBerry Secure Connect Plus 2% E 3 21581, CDHE XY
DK YIZ TBlackBerry Secure Connect Plus 28313 %1 28BL T &L,

T 74 )L b TIE, BlackBerry UEM [ET 74 FDI U3 —TS5A XE{EITA T 7ML ETATOI—HF—IZE|Y
BTCET, 7740 bOTATFALERELIZY, HLOWIVA—TS54XE R ITOT7AIILEERLIZYT
TET,

BlackBerry 10 T/8f A Tl&, T2 —T 54 AERMBEICHEMZHE>TVWET, TU2—TS5A X ExITO77
AILEFERLTIEXS T 7 LEEEMRT. TOF Y —N—RBHTT I ZEETEET,

FEFRDODANZ : BEICIELT, 7OF2TOT 7 ILEERLET,

1. AZa—N—T [RYP—=&T0T7A4IL] ZH IO LET,

2. [RybD—0&EHK] > [To3—T>54 &K 2009 LET,

3. +Z&V UV LET,

4 JOJ7AILDEREFRAEANLET, TV —TSAXEHR IO I 7ML ELICBEDLRNBET
ER

5. [BlackBerry] 2 7% 1) vo LEY,

6. JOXIH—N—%2FRHTHEES. 70X TOT7AILERBRLET,

7. [Em] 22V v9 LFET,

BTLEDS : REICHLT, 7AIT7AILES VI LET,
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BlackBerry 2FA =L -, EELQY Y —X~D+

F1) T4 RES NS

BlackBerry 2FA [, Y—TJ 79 % —F8EET. MBOEZELR ) V—XA~ADT7 IV X ={REL F7 . BlackBerry 2FA
F, A—HF—DNYV—RIZTIERALELI ET BV, A—HF—DBAALENRRT—FEtEFXa )T+ RES
nNE=JOUTREENMLTNARATHERALEYS,

BlackBerry UEM &> —/Lh 5. BlackBerry 2FA # BB L EJ, D> Y —/LTIL. BlackBerry 2FA 70
T7A4LVEFRALT, A—Y—ITHLTY—T 79 2 —RBAEHMTEET, BlackBerry 2FA DHRF/A\— 3
&, BRIRICECRER EDBEEMEEEFERT (21, BlackBerry 2FA 7O 7 7 A4 LA —H—([ZE|Y T
SNTWNWEIREAHY FI, SHEMICDULVTIL, BlackBerry 2FAB EDNEHZSHBL TSN,
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BOXRYFT—ORDKRFAAVELEU Web H—ERXTTNA AABFHMICERIESNDESICTLET, i0S13 &
YURBIDN—a Vv EEFTLTWATNA AT, VIS A oo T7adrAnERAShTWVEL,

BlackBerry 10 #ZT L TWA TN R TIE, Yo TIWYA0F 2 TOT7 AL EFEALT, FEAR—IXHRDT
SOYF—=ETTVDL TN Y A oA EHHIZL, SCEP 7O 7 74 JLEHEA L T BlackBerry 10 7/34 R[Z1%
ETAHAEDEETELRASVEBELET, BEEFAHFAAVEEELTHEL &, BlackBerry 10 1 —4H—
(FEEEH FAAVICT I ERTBHLEEIC, REGIAZTEBIRTEL&LSICHYFET, oI oFt0T
A 7AILIE. ROBIADEHEEYR—FLTLET,

Kerberos

NTLM

IBESNIEEEH KA A 2D SCEP FEAE
BlackBerry Dynamics 7 7'1) [ Kerberos 825EHH7R— b L TLVETF, FFMIZDULVTIE, TBlackBerry Dynamics
7 7'1) @ Kerberos MEEFE] #SHBL T ZELY,

BTR 514 : BlackBerry 10 77\ X O Kerberos ZREE % T 5

BlackBerry 10 7/34 X T Kerberos Z#EHA L TW\T., T/81 A TH®E TGT AF AR LB E. 1 —H—mtE
REEAD TS HF—07 TN SHBBORE) V—XIZ7I AT R EEIZOS AL ViEHREROZ IOV T k
FRTINhFEHA,

BED R A 2IZx LT Kerberos SREI R ET A1=0HI1Z. #A#D Kerberos 5RE 7 7 4 )L (krb5.conf) 27 v
O— KT&E% 9, BlackBerry UEM (&, Kerberos M Heimdal RE #HHR—+rLET,

BREIT7ANDARDEREFH LTS L eHELET.

Kerberos 3R EIET 74 JL b TIE, UDP TIE# K TCP #FATAINELAHYET, KDCHRR D TL T4 v Y
Atep/ ZERALET,

HENA VPN ZFERALTWBEEIE. VPN — 9T A TKDCAD S T4 v ZHATHHENHY F

T

UGN YA oA TAT A ILDER

UMY A AT AT 74 ILE BlackBerry 10 T/84 A THR— &N TULVET, BlackBerry Dynamics 7 7
VDT A oA VB ERTET HI2IE.  BlackBerry Dynamics 7 7'1) TO Kerberos %71 #5HB L TK
=&,
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TEXZ RO DA : Kerberos BBEEFRE T SFHE L. ##8D Kerberos 5RE 7 7 1 )L (krb5.conf) ZHREL F

-d—o

i0S T/ R (3t L CEEBAZIZE DK P #FERT 5561, HEBEOHBIRAE IO T 74/ I)ILFEI=IL SCEP 7

O77A4ILEERLET,

+E#5)voLFET,

a s wbh-=

RDBAYERTLFES,

AZa—N—T [RYs—¢&707740L] 259Uy s LET,
[Ry hT—=H 8Kl > (VUYL 0F 2] #OUvoILET,

Ta7 7 IILDARIERBAEAANLET,

BRY

FIR

Kerberos T/84 A M
BlackBerry 10 F2EE %€
%

BlackBerry 10 7/34f XA
SCEP ZEEAZ T®D NTLM 32
SEEIIEBEA ALY
DERTE

T

P-S"F"?’

[BlackBerry] 2 %40 v LET,
[(SB] #71)v o LET, #HEBD Kerberos EET7 71 /L
(krb5.conf) IZ#EL T, EIRLFET,

[BlackBerry] 2 7% ) v LET,

(EEEHARAAMV] ODTFO+Z25) v LFET,

[&H1] Z4—ILKRIZ, BREDEMEANLET,

[RAAD] Ta—ILRIZ, BEEFAT T RAAL D, EIEBEMIC

DT =BT R A VEREREFEATESIBERDKRRAMEANLE
9, H—/\—% %, FQDN., KRR 4. T/ YT R, £FEFIPF7FL R
ELTAALET, DNSEIZIE, TAILEH—F (*) 2EHBIEN
TEET,

SBITHTRAS VERETDICIE. +Z20UvI LT, ZJ4—ILEE
BMLET,

Bl 209 Uv O LET,

WEICIHEL T, FlE2~6 ##YRL T, BOEEEAS AL U %FEMN
LET,

6. [Em] #2UvILEY,

BTLED: REICHLT, 7AIT7AILES VO ITFLETD,

UGN A UAURETO T 7 A ILDER

U IY A A YRR REIL. I0S B KTV iPadOS 13 LIBZEFTLTWATNA R TYHR—EhTWET,
DR LIRDFBREZIEET Dt H, Apple TIRHESINTLVS Kerberos iR EHERAT AL TEET,

EEEIRO DA : SIAEN—RADRBHAEZEAT 2581, LELGHAAZE IO I 7/ ILEERLET.

1. Aza—N—T [RY>—&7072740] 259) v LET,
2. [y bT=YLES] > [T YAUFUHE] 2009 I LET,

3. +&UUvHILET,

4. JOJ7AMILDLERTEHBAEAALET,
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5.

[V TNHYA oA DHEREAT] FAOYTEYU YR T, BRI LILREEEEFERT 5. F7-1F Apple

[C&k > TR SN B Kerberos HiiRHEREEZ AT AN EHRELE T,

2R

FIE

[HRB LHEEREE
Bl ZERL5HH

a.

b.

[HRERFAIF] T4 —IL RIS, SO TNYA oAV EETTHT T OB
FEANLZFT,

YA UF o84 TH [BERER] FE [VFILI ] OELELTHLD
ZHEELFT,

A A 84 TELT [BRER] 2BRLEESE. ROFIEZETL
FY,

1. [$8i] 74— R, BRBEROBEBEEANLET,

2. [FAAY]1 €930 T. +E29 UV LTRASVEBMLET,

3. [&HI] Z4—ILRIZ, ZTVIRMEEN S VT ILYA VA D ERITT
BRAALVEANLET,

4. BZEICIGCTEMNORAS UEEBMNLET,

YA oF 34 TELT [(VEALY R] #ERLIZGEX. ROFIEEE

TLET,

1. [URL] 4> 3>T. +%29 1)y Y LTURLZEMLET,

2. [&H1] 74—V RIZ, 7TVIREEN S VT ILYA VA D ERTT
5ID7ANAE—DURL T L T4 v I REAALET, BEIZIELT
IBAND URL ZEMLET,

[ARBLRAA—FO—F] T4—=ILFRIZ, ZTIIEREEDH R Z LR

10— Ra—F£AHNLET,
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2R

[Kerberos #i & 3A #4k
IEHEEE] ZEIRL 1215
AN

=]

jo [(B4>E>k] 24—JLET, Kerberos A5 A4 >4 > KODTERC

FIE
a. [FA/42] 9230 T, +&V) I LTRASMVEEBMLETS,
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c. IREEIZ#E L 1= [Apple Kerberos SSO #i5k7—4# ] #:&IRLFET., T4/
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fz. TIAILFDEBZEEET S L. EERET TIDOHANL T ILY
AAVEFRRTESLSICTEHIEE, A— -7V EROHEREER
TEHIELEELTEET,
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AINEAA TEERL, BUGETOI7MILEERLET,
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2a1MGSS&] ZHRELFEY,

g [7F7U45—>avn\yRLDp] 9o avT,. +&29)vys LT, F
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N—ITEFEEF vV ICERASIN. £9 Kerberos F5 74 v 123 L TR
TENFEST, Y—N—DEELLGWEE, T/NA AIEDNSHEHEZFERALE
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