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w2
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12. [£] J4—)LFIZ, E1—Y—DBDODEHEZAALET (fz&ZIX, givenNane) ,
13. [#4#] Z4— L KIS, E2—F—DUOEEZANLET (Fz&AE sn) .
14. [O5 4 VEH] 74—ILRIZ, BIADEHDLI—HF—DOSA VEHEADLES (&ZE, uid) ,
15. [A—JL7 KLR] Z4—ILFIZ, EA—HF—DA—)L7 KLADBHEZAHALET (EZE, mail) .
EEZRELEWMEE., T4 MEAEREINES,
16. [RT%] 74 —ILFIZ, F1—F—DRTEDEEEZAALET (Fz&ZI1L. displayNane) , EFXHRTE
LAWNMEE., T4 MENERENET,
17. [A—LTFTOT7AILDTHIUFR] T4—ILKRIZ, EA—HF—DA—)LTOT7AILDTHHIY 2D
BEEEANLET (EXE mil) .
18. [A—H—TF Y2/ B] T4—ILKIZ. SCEPDA—H—TFY oI ILEEZANLET (F-& 2
(. mail) .
1954 LY PIBBEDTA LY MJIZY VO ENETL—TE2BMTSICIE. [FTaLP RJIZY Vo ER
ON—TEEMT D] FzvIRYIREFVIZLET,
UTOEHREEELET,
[JIL—THREA—R] T4 —ILFIZ, TIL—TEROBETA—XDN & LTHERTIEEANLE
ER
[LDAP Y IL—THRFRIT 4 ILE—] T4 —ILFIZ, ESHDOTA LI FITINL—THITPzH +%

BRETLIDICLER IDAPREIAINLEZ—EAALET, =& Z (X, IBM Domino Directory D5
A. (obj ectd ass=domi noG oup) ZAHLZET,

[JWV—TEFID] 74— FRIZ, FTL—TOEBIDDEEEZANLEY. CORKIEF. FETY
A—/NLIZ—BTHICEMNDETT (FEXEFE cn&EAN) &
[JI—TDRERZ] T4—ILKRIZ, BTIL—TORTEZOEEEANLET (FEZE cnZAN)
[TN—TANR=2y TORM] T4 —ILFIZ, FTL—TOANR—2yvTIDOEEEADLET,
CORMIE, FETTE—NILIT—BETHAHZENRETY (lz& &I menber ZAN) .
[FRMIIL—=THR] J4—LFIZ. BELEVIL—TEUHERIET H-ODOBREFEO T IL—TE£ZEZAAL
ij—o

20. (fRF] 20UV OLETS,

21. [FAL®] &Y Uy I LET,

BTLEG: T4LY PIRBRSTD1—ILEEBMT HBRIF. TR#MRAT7D1—LEEMT 5] 28R L TS

=y,

TALIMIICU DI SNETL-—T /TS

ERZRDDAN : SHDT ALY M) ORBNETHTLRWI EZHRALET . 2HDOT« LY MUK

AEEERF, RPNETISETRETEE A,

1. AZa—n—T, [&E] > HEHEE] > [EHOTA LI MI] 20U VI LET,

2. METHIRHADTALI MIREI YV ILET,

3. [RAHEE] 2TT[TALIMIITYVIEINFEIN—TE2EBHTE] Fzv IRV IREFVIZLE
ER

4. SHOTALI M) TL—TORPZRHT HICEE. [(REZRET D] FzvIRvIREFVITLE
EE
BIRLIBE, TIL—THRRHOT 4 LI FUDGHIBRENIZEEIZ, TOTL—TADYIN, T4 L
DRJIZY DI ENTVBTL—TELVAR—T AT T4 LY FITL—ThoHIBRENET., T4
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LY RIICYDENTWBYTIL—TIZTEERITONATNETRTOSHDT 4 LY YT IL—THEIBRS
NEBE. TAaLIMJIZU D ENTWA YT IL—TEA—hILTIL—TIZEfREhFET, BIRSh TG
WEETEHDT ALY FUTIL—THRROALLRWNGE, A TOEANTyoILEhET,

5. [RHAFIR] 74— KT, SRAPTOCLATHATEIEEORRMEANLES,
TI4IEEEFS5TY, AT IERFOHHNRPFHREEZ TVSHEEFE. B ITOELINETIAGL
KINTBIENTEET, EHEIE. JIL—TI2EBMT 21— —, JIL—ThoHIKRT1—H— >
R—Taoishda1—H— FITR—FT 49 ENB1—F—EMEFTHILTHEINET,

6. [TALIMITIL—TDRRRFRARLARIL] T4—ILFIZ, SFHOTA LI I TIL—TORET HHRX
FLRILOBEAALET,

7. [®&RE] #20Vv9LFET,

BTLES: TAaLI RIS SINETL—TH#ERLET, HMICOLTIE, EEBHEOERESELT

CFEEELY,

ToR—T 14T EEMTS

FToR=F 4 UTI2&Y, AZN—HNLNFEERFITOA—NLBEHDOT ALY ) TL—TO1—H— A 28—
2w FIZE DT BlackBerry UEM [CEEIMIICA—Y—F7hD U FZ2EBMTEET, 21— —7Ho > bIEH
Jn¥Ech(Z BlackBerry UEM [SBMIES N ET,

T, AVR—TFT oo EhEa—H—I2, A—LrAvtE—CETITFaR—S30RRT—FREEE
BlackBerry Dynamics 7 7 D7V £ XX —#BEMICEET AL S ICEIRTH L1 TEFET,

FIR=—T42J

FToR—T 4 VT BT EEEE. A ITR—TFTA VI ERETHIELELETEET, 21— DA 2HKR—F
TALI M) TL—=TTETRTOEHRT ALY MU TIL—ThSHIBRENTz154E. BlackBerry UEM &, RD ULV
nhOBFETI—HY—2BBMICH IR—T A0 IFT 52 ENTEET,
A—HF—DTNA AN EET—FFLFITATOT—2 ZHIKRT S
BlackBerry UEM i 5 A —H—F7 Ao > FZHIRT 5
FIOR—T 4 VI REEZFERTDHE 1 DORBY A VLR FEFTTNART—2FEF2—F—Tho 2 FOHI

MEEBESHEH., T4ALZFJLTVS5—2 a3 DBEEDEOHOFHLAVEIRZREETEEY ., REAOERIZH
MHod, FITR—T 4 VI REDEREICIIRIE 2 BENKLETT,

AE: ATR—T 1 VYU EREIE. BlackBerry UEM OBEFEDT 4 LY b 1—H—I2hBHINET, TLE21—
TAAVEI )Y LT, T4V FPIRBLR—FEERL. EERNBFZHRET I LEHEBOLET,

CEY

FIR—TFT 4T FFM LRI, ROBPADOERFTRIZ, A ITR—FT 4 VIR A UICHBDENZEEILY—IL
TFEHTEMLIEA—F—Th DA VR—TFT AT T4 LI FIIZYU DI EINTWBTIL—TD A IN—IZH>
TWEWITRTODA—H—IZHF ITR—T 14 VT IL—ILHERENET,

FUoR—FT 4 VT EZBMILEERT, A—F =BT LY MIICU DI ERTWSYIL—TIZEIZEELTWLS
SAETH, I—H—FFH T BlackBerry UEM [TIBMT B2 2 EMNTEFE T, #ITR—T 4 U IDBEHIZH>TL
%154 . BlackBerry UEM IZFHTEML 2 —H—([2DWTIE, A—F—DRPD EZFITHUR—T 1 VJHE
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HIIWN—TDAN—ZIE>TWEWMEE., RORENRELI-EZICA—F—DTNARIZATR—FT 125
IL—ILhBERENET,

FoR—T 4 0B &UVFITHR—T 4 T DENEERTE
AZN—HLTIL—TEEVTO—NILGTL—TDAN—THDI1I—F—FBEMIA VR—T s o5 TEE
To RALM A=A TIL—TTIE, oR—F 4 2T FHR—rEhTUOEEA,

TEEZIRO DHEIIC :

SHOTALY FDRHIPETHTHEVWI LEZHELET, SHOTA LY FIEKICMALZERIX. B

HNETTHETRETEEE A

JOa—nNILTIN—TD A iN\—%F R— K3 BIZI1E. Microsoft Active Directory ¥R E T/ O—/NILY

L—TDYR—rEERNTI2DELNHY FET,

1. A=Za2—N—7T, [BE] > [MNE#HE] > [EHOTALI ] VUV I LET,

2. RETHIEMHEDTALIMNIBEV )Y I LET,

3. [RAAKTE] #TIT [TALIMJIZUVYENF=TIN—TZ2EHTR] FzvIRYIREFUIZLE
ER

4 [FoHR—TFTAVTEAMTE] FzvIRYIRELVIZLET,

5. TNARTITAR=2a30FA T avEFRALTHUR—T A VI ERETHIINL—TIEIZ. RDTY
VaVvEETLET,
a)+%x5vsLET,

b) £ DT« LY b L—TDEETEADLES, AEY YV LET,

c) YIL—T#BIRLEY, [EmM] 29UvsLET,

d RELBEEF. [RRAFSMETL—TEI2H] Z2BRLET,

e) [FNARDTHT4R—23av] €923 VT, A—F—PEHBERINETIT4R—2 3 05X
J— REZITEMAMN., FHETITAR—2 3R RAT—RE2ZIHROBLHLERIRLET, BEIERS
NIZRNRAD—FDA T aVvEERLEZGEE. 7OTaR—=2 a3 VHEEREL. 7974 =23
A—=LTFUTL—FrEERLET,

6. BlackBerry Dynamics T1—#—%7# >7/R— K9 5I(Z(X. [BlackBerry Dynamics 7 7!) D# & EA L Ta1—
HF—FAR—KT2] FzvIRYIREFVIZLET,

7. BlackBerry Dynamics 7 U DHDT I T4 N—2 3 EFERALTAHUAR—FTBETIL—TFI2x L TRDIE
EEEITLET,
a)+x9UvsLET,

b) £H DT 4 LY M) T L—TDE&FTEANLES., AEHI UV LET,

c) yIL—T#BIRLES, [EmM] 29UvoLFET,

d RERBEEF. [RRAFESNE=TL—TE2)UH] 28RLET,

e) BMT B21—H—EICERT DTV ERF—DH. 7O ERAXT—DEDHR. BEUA—LTFoTL—
FEERLET,

8 1—H—HIFITR—FEINEBEICTNART—2FEIBRTBIZIE. [A—F—DBITRXRTOAXVR—FT 1>
TTF4LO M) GIL—ThSHIBRENE=0TNART—2 %8BI 5] FzvIRYIREFVICLET,
ROAToavOWNWThhEERLET,

HERT—2DHEHIR
FTRTDTINA RT—H ZHIR
SHFABEDETNA R T—2 ZHIBR/EAFEOREERT—2 DH ZHI
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9. A—HY—MIRTOAVR—T 1 VT T IL—ThoHlrEni-& &I BlackBerry UEM 5 A—H—F H™
Y hEEIBRT BICE. [A—Y—DBIRTOFvR—F 42T TaLY M) TL—ThoHllREnfz51—
HY—%BIRT 5] #BRLET, A—F—TFHhoY rBIRTOAVR—F 4 29 Ta LY YT L—Th
SHIBREN-RIZNO TR A VILBNRELI-EZIZ, 22— —F7 H > LA BlackBerry UEM A 5 HllfR &
nEY,

10.2—H—7ho Y hERIEXT /N4 XA T—% H BlackBerry UEM D 5 FEAE T HIBR S AWK S 2T SIS
F. [AI9R—T1 2 JRE] #BIRLET,

FIR—T 4 T RELIL. RORYPT A VLD 2 B5fE% F T —H—5H BlackBerry UEM H S EIlER S AL 7s Ly
CEEEKRLET,

NE{RT4 LY P TL—TORBZRGT BHI2F. [RAAZEGTE] Frv IRV IREFVICLE
j—o

BIRLIZBE, JIL—THEHOT 4 LI FUDBEIREINEEEZIZ, TEDTIL—T~DYIM, v
R—TAVITALI M) TL—TEEETALI MY ERTVE T IL—ThoHIBRENET, &
RENTVWEWNEETRHDOT A LY FITIL—THRONSHENEE, AHATOELANF v oILENFE
TO

12. [RHAFIR] 74 —ILFT, BRI TO LR THATIEEDRAMEANLET., TI74+IWL FDHREES
T9,
BT 2ZEFOHNEHRFHEEZBI TNSIIEEE. AR TOEANETEINENESIZTEIENTESE
I, ERIF, JIL—TI2EMTR1—H—, JIL—Thollkdd1—H— FoR—Fari&hb1—
F—, A I7R—TFT 4T END1—YY—%NMETH_ L THESINET,

1B. [TALIMIITL—TORRRARLARIL] T4—ILRIZ, ESHDTA LY FITIL—TORYPTHRR
FLRILOEEAALET,

14. [RE] 20UV I LET,

DT A LY MNIEKRERET D

EEFIROH DA : RALKR— DT LE1—

1. AZa—N—T, [E&E] > HE#HE] > [SOTALI Y] 20UV I LET,
2. [A#] sic. O&VUYILET,

BTl RELAR—FOERTR

BHILR— DT LE1—

RAALR—rZ2TLE2L—T B L, RBENTONDEICFESATLIEHN, FEINIEHTHLI L E
HETEEY,
1. AZa—n—7, [&E] > HEHESE] > [EHOTA LI MU 79I LET,
[JLEa—-15lT@®%5 vy LET,
[$9<CTLEaA—] 29Uy I LEFET,
LR—bOREAET LI, [RELKR—F JIORFEI )Y LET,
A& SN RELAR—rERRTHICE, FOYTEOUAZa—%9 ) v I LET,

RI#i L AR— FDRT
1. Aza—n—=T, [&E] > [HE#EE] > [SHOTA LI MI] E0) 97 LFES,

a b N
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2. [RELKR—FK] FIT, BRZEIUYHLET,
3. LFlcERESN-EEBLER—FE2RETTBICIE, FAyTEAHY A Za—FHYyH LET,

BHAR o a1—I)LEEMNT S

BI#IR ¥ 1—)L%EBML T, BlackBerry UEM Z#BOEHDT s LY M) CBEMICRHT S EMNTEE
T, AR a—ILIZiE, kRO 3EEILAHY T,

fifm : SREMOHERORE, KEIL—L, BEIUVENARET SIHEZHEELEYS,
TE1E: REIREIBEENIRRE, ENLIRETDHRZRELFT,
BURLAGL :1ERYDOEPHOBERHZHEELEY,

[T« LY FU] BETIE. WDOTHFEITBlackBerry UEM &£ DT LY ) ZRATEZT,
1. A=a—n—7T, [EE] > HE#HE] > [KHOTALI FJ] 2009 I LET,
2. RETIEUDTALIMITNL—TE0 )OI LET,
3. [A#PRT P a—)L] 2TT,. +%#9UvILET,

4. R HEROELTESTICIE. [AEA24T] FOYTHEIUYR T, ROVWTIAODA TS 3 V%=
RLZFET,

[TRTDIN—TE21—H—] : CNETIAILIRETY, cOAFTLavzBRTSE. 2—H—
FRIARICH VR—T 4 VI ELKUVF TR—T oo F&h, BULETaLI MJIZY VO EShEzTL—T
IO ENFET, AoR—T A T FREAITR—TFT oo TWELNS, TaLY RYIZY DD E
hiz9IW—T%FEB Lfza—¥—¢&, BERICEENH -1 —H—EREAIIET,

(Ao R—=TFT 42T TN—T] : ZOATLavEERT D E, A —F—FRBADICHUR—T 1059 E
KUVFITR—T s oFEh, BULBTALY MVIZY DO EINETL—TIZ) oo EnET, BEICER
NHo2=a—H—FRPEINFET, AV R—TFT 4 VI FREFITR—TFT 1 TSN TWERWNDS, ToLY
FUICY VSN N—T4EBLEa—Y—ERPAShFELA,

[TaLObJIZY O ENETL—=T] : ZOFTLarvEERTEE, A—F—(FRAGPIZAVKR—
TAUITBEIVAITR—TFT o oFsnFEAL. TALI RO ENETL—TIZEENH>F-21—
H—3@EIZ oo EhFET, BHRICEEA -2 —F—IZRATASIhFET,

[A—H—EH] : COFTLaviEBIRTSE. A—HF—(FRAPFRICAVR—T 1 VI BLUVF THR—
TAVTENFEFA, TaLYRIIZY D ENETL—TIZEEBRNH > -aA—F—(FRPAShEL A,
BHICEEAH- -1 —F—IZEABAEhET,

5 [#YEL] FOYTHEIVYRIT, ROVWTIIDF T3 vEBRLET,

FFoay Fg

5] a. [[fE] 7«s—JLFIZ, AYOBRESEATAALET,
b. AHOEMIL—LEEELET,
c. AHiZETTIEREERLET,

181H a. EHZERRT AL ERELET,

b. MHAZERITIPEBEERLET,

BYURLGL a. EHZERIRT SRRNZEHEELETT.
b. RHZMLT HEERIRLETS,

6. &Ml #7UvILET,
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SMTP H—/N\—[ZEHE L TA—ILEMZEEET S

BlackBerry UEM [Z A —JLi@RIDEE A1 9 52 (X. BlackBerry UEM % SMTP H—/\—I[ZEiiT 2 ENH Y
F9,

BlackBerry UEM [ X —LBHMZFRALTCT7 IV T4 R—2a vOFIEZI——ITEELFT, EBE

[%. BlackBerry UEM % %% L T BlackBerry UEM Self-Service W/XAT— R ETFNA RAVTSA T UVADEE %
EEL, BERICA—ILEEETSHILELTEET,

BIackBerry UEM SMTP H—/\—[Z#&#: L LMB A, BlackBerry UEM [J/NRT— K, 7O T4 R—= 304y
t—, FEEA—IWERETEELA, EEE(LBlackBerry UEM OV 754 7 VR E L £ T/ R[CHEES
ETEFY,

FOTAR=230A 98—, TAARAVTSATUVRADESE, BLUA—LOERIEEDFMIZDOLT
X. EEEEDEHESHBL TS,

SMTP H—/\—[Z#EHE L TA—ILBHNZEET S

1. Az2a—NnN—7T, [EE] > [NE8#E] > [SMTPH—/1—] 0 ) v I LFET,

2. /%9 )v oy LET,

3. [EEFBEDERTEL] 7+1—ILKIZ, BlackBerry UEM * —)LBENTHERI 2 G012 AHLET, &2
(£, donotreply *>BUEM Adni n %2 £ TY,

4. [FEEZBET7 FLR] T4—ILFIZ, A—)LEBXD:E(E T BlackBerry UEM WM MERT 5 A —IL7 RLRAZASL
EX I8

5. [SMTP H—/\—] 74 —JLKIZ, SMTPH—/A—®D FQDN 2AHLEFT, =& Z(E, mail. exanpl e. com
HETYT,

6. [SMTPH—/I—FKR—F] 214 —JLFIZ. SMTPH—N—DHR— rEEZANLET., TIAHILFDFR—FE
S(%25TY,

7. [HHR—FEINTVWRESEDEE] FOYTHAD A Z2—T, A—)LBIMERT 2BESLDFEEZEIR
L%,

8. SMTP H—N—M R FEKRT HIH5E. [1—F—R] T4 —ILFICSMTPH—N\—DRTAVEEANL
¥4, [SRT—FK] Z4—ILRIZSMTP H—nN—DIRRT—FEAALET,

9. MEIZIECLTSMTPCASERAZE# 1 ViR— ML ET,
a) ##D SMTP H—/N—D SSLEBAE T 7 A LEFERALTVWAIAYEa—4—IcaF—LE T,
b) [BR] £4UvsLES,
C) SSLEIAZE 77 ILESBL. [y 7O—FK] #5UvsLEY,

10. [REF] 0V VU LET,

BTLEL : SMTPH—N—~DEHRETA T HGEEIE [TRAMEHR] 20V v I L. TARA—ILZEEL

F9, BlackBerry UEM A%, [EEEZBT7 FLR] J4—ILFICBELEZA—ILT FLRICAYE—U%FFELE

ER
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F—AR—RI5—1 VT DRE

T—HAR—RZI5—1) U5 %FERL T, BlackBerry UEM T—2RX—X CEA AR EEERT I ENTEET,
T—RAR—XI5—1) UYL, BlackBerry UEM T—A2 R—X CRIENRE LIZBEICT—IR—IXY—ER L
T—RADEEME#IEFTE 5 Microsoft SQL Server 8 TY, T—IR—XI5—1) VI % FERAT 5 HEDFHM
[ZDWTIE, FTEBEEDEHESRLTLZEL,

A E : Microsoft [X. Microsoft SQL Server DiFEND/IN—L 3 VU TCTF—ER—RIS—) U5 %EIETEIFETH
1=, AlwaysOn #EEZFRAL CTEARAMT — 9 N—RERETHIEF#HELTLVET, AlwaysOn #FHT
BI121F, ZEFIEHEEITLTH S BlackBerry UEM 4 VX b— LT ZHENH Y EF, AlwaysOn ZFEHT S H
EOFEMICONTIE, SHTEEENDERESE LTI,

T—3R—RZ5—V T %RETHFIR

T—ER—RE5—) T ERETHICIE. ROBEEZRTLES,

F g Toay

o SHEREEDEHDEMZHE L, BlackBerry UEM KA 4 UWBTIREHZHEELTWSZ &
EHRALET.

e SS—TFT—AR—REERLTIS— YTty arEMAL, Y14 v FRRAY—/N—
=ty b7 yvITLET,

e % BlackBerry UEM f YRR VR ZEZHRE L TCE I —T— 2 R—XIZERLFET,

BIREH : T—AR—XIS—Y Y HHTET S

TR —N—FBRELTH—N—%Z5—)VJ L, UE—bPrOVE2—4—HILDT7IEREH
ALET,

TR Y —NR—FBRELTH—N—%Z5— V5L, ERZRCIZLET,

TV —N—%2BERTIDIERTEV 1Y FRRY—N—ZEY r 7Y TLET,

Microsoft SQL Server Agent %% L. BlackBerry UEM H—E X #ZE{TL TL % Windows 7Hho > FER L
ERICEE SN -O—DILEEERFF OFAM IV —THO FEFERALET,
RALVA—HF—TFHY9U MZTY OO RILY—NR—E S S5S—H—N—DEADERNH D EEHEALE
ED

DNS H—N—HIEEL TS L ZHERALET,

BlackBerry UEM T—2 RX—X A VXA VX %# KRR b 5%V Ea1—42—0 SQL Server 2012 Native Client
T. [BEENRAT] AT a32vE2ATICLET, [LRFENRAT] AT a3vE24TICLEWNEES
I&. https://support.blackberry.com/community 272 AL, 88E 34373 #SHB L T LY,

#B#E D Microsoft SQL Server M/N\—< 3 U MEMAETHREMHIC DUV TIE, technet.microsoft.com/sqlserver [Z
FOEAL, [F—8~A—X 35—1) % (SQLServer2012)] Fi=lx [F—4R—X =5—1J 245 (SQL
Server2014)] ZSBL T &L,

| T—RAR—=RI5—Y T DFKRE |28


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/planning-architecture/planning
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/planning-architecture/planning
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/planning-architecture/planning
https://support.blackberry.com/community/s/article/34373
http://technet.microsoft.com/en-us/sqlserver
http://msdn.microsoft.com/en-us/library/ms189852(v=sql.110).aspx
https://msdn.microsoft.com/en-us/library/ms189852(v=sql.120).aspx
https://msdn.microsoft.com/en-us/library/ms189852(v=sql.120).aspx

ST—T—EAR—ZABTIHILEDAVRE VR EHERAT H15EE. BlackBerry UEM O U iR—3R > MMEA R
B LEHR— FTIEAEL, TIAILMR—FD 1433 DA EFALTIS—T—ER—R([CEHETEET,

Zhik. Microsoft SQL Server 2005 LIEDHIRIZE D EDTT, CORBOFEMIZDOULNTIL, SQL 2005

JDBC RS A N—BXUT—EAR—RZI5—1)2T] ZBBLTLESLN,

25—F—AR—REERLTERET S

EEZWBOBANT: ST—T—EIR—RZEHLTERET IRCT—IR—ADESHEEHIFT HIC

[¥. BlackBerry UEM 4 Y X2 U R &#HRA FFH5T_ATOHI Y E1—42—T BlackBerry UEM 4 —E X #{E1L L F

ERS

1. Microsoft SQL Server Management Studio T, U VI /mNLT—ER—XESHBLET,

2. [EIHETL] JORT4% [FULL] ICEELFEY,

3. T T5 4% —T. -- ALTER DATABASE <BUEM _db> SET TRUSTWORTHYON / T 1) #X£{TL &
¥, <BUEM_db> [, TY VI RNILT—ER—ZADEHITY,

4 TR TF—=BR=ZADNY I 7 TE#ERLET, [(NvIT7vIDEE] A7 av%E [E2] 12
EELET,

5. NwO T VT I7ANETS—HY—N—ICaE—LFET,

6. ST—H—N—T, T—IR—REF\ERLTCIT—T—IR—RZFEFHLET, T—EIR—XEERT HE
. [BIEAZL] AF a3 E&RLET,

7. S5—T—AR=ZADEHIMB., TUINLT—EAR—RDERE—HT I LE#HRALET,

8. Microsoft SQL Server Management Studio ® 7'V VL)LY —/N—T, TY VIRV T—ER—=XEEGI v
L. [E5—] 2RVFERLET, [E5—VT] R=DT, [EFa2UT0ER] #0)voL
TCI[T—ER=—RZF5—YTEFa )T+ OEH] 71+ F—FEZEHLET,

9. TSV NBERIBLET, FHMICOVTIE., [T—E2A—R=5—)2IDty r7v T -SQLHY—
N—2012) FE [T—E2~A—R=25—=Y 2Dty F7v T -SQLH—/1—2014] 28BL TS
Ly,

10.88 7z — LA —N—ZFBMELTBHICE. 55— TEviaviiry bRREBMLET, FHMICD
WTlE, [T—E2R—RZI5—Y¥ D1y FRR -SQLY—/\—2012] Fz(E [T—E2_R—RZ5—1 >
T4 b3RA -SQLHY—/3—2014] #BBLTLEELY,

BTLEG
Tz— LA —N—DEHEET DL ERRBT HICIE. Y—EREFHTIS—T—4—RITTz—
==, TUIRLT—ER—=RIZELET,

BlackBerry UEM 4 Y R 2 VR &Z KRR FF 5K Ea—42—T, BlackBerry UEM Y —EX ZHBiEEB L &

9, BlackBerry UEM - BlackBerry Work Connect Notification Service # 1L L TH S BERIBELAEWLTE S
LY, DY —E R(F BlackBerry UEM - BlackBerry Affinity Manager —E X DEF2EIFFIC, BEMICHE S
nEzI,

BlackBerry UEM & = 5 —T— 42 R—X[Z##5; T b,

BlackBerry UEM % = 5 —T— 2 RX—X 2K T 5

ZDRARYIE, BlackBerry UEM f Y X2 VR ZHRRA P 5 FRTHDIAVEL—F—THRYBRLES, JEa1—
4 —T BlackBerry UEM a1 > 7R—3 > kD& H BlackBerry Router DIBA, A E1—4—TINARY EET
TEHOMLEFHY FEA,

| F—AR—RZIS5— UHFNDEFE |29


http://blogs.msdn.com/b/psssql/archive/2008/12/31/sql-2005-jdbc-driver-and-database-mirroring.aspx
http://blogs.msdn.com/b/psssql/archive/2008/12/31/sql-2005-jdbc-driver-and-database-mirroring.aspx
http://msdn.microsoft.com/en-us/library/ms190941(v=sql.110).aspx
http://msdn.microsoft.com/en-us/library/ms190941(v=sql.110).aspx
https://msdn.microsoft.com/en-us/library/ms190941(v=sql.120).aspx
http://msdn.microsoft.com/en-us/library/ms175191(v=sql.110).aspx
https://msdn.microsoft.com/en-us/library/ms175191(v=sql.120).aspx
https://msdn.microsoft.com/en-us/library/ms175191(v=sql.120).aspx

EEZIRH HHIIC :

ST—TAR—REEHLTEET 5.
= 3_-&_/(_75‘\*%@] L'C L\é - t EEEDIC.\ Lij_o
ZDHERYEETI BHIZIL. BlackBerry UEM BREY—ILZFEAT5H., UTOFIEZFERALTT—2X—
ADTARTAIT7ANEFHTEHFT DI EMNTEET, BlackBerry UEM BREY—ILEHAT 5158
(. support.blackberry.com/community IZ7 2 X LT, 58% KB36443 #&H L T fZ&L\, [BlackBerry
UEM T—8R—Z20 70O/ T 4 DEFH| £V a T, ERICE->TSQL S5 —Y VT &AL, 25—
H#—/\—0 FQDN Zi2# L F T,

1. BlackBerry UEM f Y X2 R %KX b9 52V Ea—42—T. <drive>:\Program Files\BlackBerry\UEM
\common-settings [CFEI L E I,

2. %X FIF 4 42 —T DB.properties =%,

3. [Fx—IA—N—%FRATEHODFT a3 EE] V3>

T. configuration.database.ng.failover.server= O&(CX 5 —H%—/A—D FQDN #A KW LFET
(#51 : configuration. dat abase. ng.fail over.server=nirror_server. domain. net) ,

4. BEICIELT, ROBEOVLIT NN EEITLET,
AR M=IEEIZT) VN T—ER—X(CHAFMFEAN VR ZI VR EEE LIZKET, 25—FT—4
R—ZMTIHIL DA R Z R EERT H15EIL. configuration.database.ng.failover.instance= D%
DEZHIBRLET,
TV T—EAR=—ZINTIHIL DA VR A VR EFRAL, S 5—T—2A—XPLHFTECN R
2 VR %EFEAT S5 EI1E. configuration.database.ng.failover.instance= DR IZARTEA VA2 VR EA
hLFET,

5. {77 L T DB.properties ZEAL £,

BTLED

BlackBerry UEM 4—E X 2 Eit2&) L £ 9", BlackBerry UEM - BlackBerry Work Connect Notification Service %
FLELTHOBEERIBLAVWTCESL, Z0OY—E XL BlackBerry UEM - BlackBerry Affinity Manager H—
EXDOBIEERIC. BEBNICEERINET,

BlackBerry UEM f Y R 2 VR Z KA FF 5K I VE2—F—TIDAR I ERYRLET,
BlackBerry UEM 4 Y A A VR %EHRRA FF 5K AV E1—F—DBY—N—DERELEFALTIS—H—/\—
' ?&%}L—C%é t %EED'L. Li‘g-o

HLWIS—T—RIR—XXZHRTET S

A—JLRA v FHELE LT (BlackBerry UEM O VA R—R Y FDBIFED I S5 —T— A N—X[2T z—)LF—/—
L. BEOSS—T—3R—ANTY N T—ERA=X(2H>1) BITHLWVWI S —T—3IR—X %K

LTHRET 5154I1%. BlackBerry UEM f Y R 32 VA% HRRA 5% E1—4—T BlackBerry UEM % = 5 —
T—ARN—R(Z¥ERT S ERYRLET,

| T—AAR—=RI5—Y T DEKE|30


https://support.blackberry.com/community/s/article/36443

BlackBerry UEM 0 Microsoft Azure ~ M 5%

Microsoft Azure &, 7TV —2 3V EH—ERDBEAL L VEEIZERT S Microsoft 7 5 FavEax—
T4 Y —EXTY, BlackBerry UEM #{#F L T. Microsoft Intune IZ& > TEE &h 3 i0S & & U Android
7T EBAT BHEHE. Ez1& Windows 10 7 7 1) % BlackBerry UEM TEE 3 5154, BlackBerry UEM %
Azure [CERT HRENH Y FET,

BlackBerry UEM (&, 1 DM Azure TF > FDAHDIER ZHR— b LET, BlackBerry UEM % Azure IZ#:#t 9 %
[ZIE. ROBHEEERITLET,

FIE Tovav

o Microsoft Azure 7 h > b DERK.

e Microsoft Active Directory & Microsoft Azure M [&]HH.

€© ruecoris—TscxTUERcsromR

o BlackBerry UEM % £%%E L T. Microsoft Intune & & U Windows Store for Business & Rl
LEI,

Microsoft Azure 7 h o > k DERK

Microsoft Intune & > TREIN TS 7 F1J % i0S £ & U Android 7/34 RIZE AT HH. Windows 10 7 7
1) % BlackBerry UEM TEIE9 5I1Z(X. Microsoft Azure 7 h™ > h%fiE L. Azure T BlackBerry UEM [ZER5E9
PWENHYFET,

#A%E (= Microsoft Azure 7h 2 EARLMESE. COFRIVETRTLTLESLY,

A E : MicrosoftIntune DIELWWS A 2 RETHO Y MERZMEL TSI L #HRET HIC
[&. support.blackberry.com/community 72X L. 5% 50341 £S5 L TSN,

1. https://azure.microsoft.com IC7 VXA L. [BHT7HDIU L] 20Uy LT, BEDERIIKSTTHY
VhEERLET,

THhoUEERTBICIE. JLPy bH—FREREREBETILENHY FET,
2. https://portal.azure.com ® Azure EEBR—ZJLITH A oAV L, YA o7y T LI EEITHER LIz —H—
BLNRRT—FRTRYA U LET,

T L1=5 : Microsoft Active Directory & Microsoft Azure 0 [&#5.

Microsoft Active Directory & Microsoft Azure 0 [5] HA

Windows 10 A—H—MWF >S54 o7 T) &4 VX k=)L LTz Y. Microsoft Intune THREINTWLST7 T
% i0S B & U Android T/3A RITEFETE S & S12F BIZIF. 2 —H—»HY Microsoft Azure Active Directory

| BlackBerry UEM ® Microsoft Azure ~ D15 | 31


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/managing-apps/intune-app-protection-profile/tgc1496259505940.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/managing-apps/adr1370355657809/adr1403620751156/windows-10-apps/Win-Store-sync-op.html
https://support.blackberry.com/community/s/article/50341
https://azure.microsoft.com
https://portal.azure.com

[CEELTVWARELAHY EFT, 21— —h7F > T L = XD Active Directory & Azure Active Directory 0

T. Microsoft Azure Active Directory Connect 2 L CA—H—¢ I —T2RPTI2LELHY £9 . 4
IZDULVTIE. https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect IZ7
PERALTLIEZELY,

EZEZ 155 BRIIZ : Microsoft Azure 7™ > FDYER

1. Azure AD Connect % http://www.microsoft.com/en-us/download/details.aspx?id=47594 M54 > A— KL
F9,

2. Azure ADConnect V7 bz 7 %A VA —JILLET,

3. F > 7L 2 AD Active Directory & Azure Active Directory [Z3#i9 5 & 5. Azure AD Connect #3&E L &
ER

BRTLED: Azure TOI VA —TS54 XL RiRA V FDERK

Azure TOI U3 —TS5SAXIT Y RKik4 > FOERL

Microsoft Azure ~® BlackBerry UEM 7 7 £ X @t 9" 5 IZI1E. Azure HICT VA —TS5A4A XTIV R R4V b &
ERT BIRELNHYET, TU2—TS54XT Y FiRA4 > F#EERL T, BlackBerry UEM AY Microsoft Azure [Z
BEITEET, EHMICDOULTIX, https://docs.microsoft.com/en-us/azure/active-directory/active-directory-app-
registration #ZH L T &L,
BlackBerry UEM % Microsoft Intune & Windows Store for Business MM A IZH#i L TL\S1BE 1L, #ERDEL
LRKRDEEDAREMELNH DO, TNENOBEMICRD I U A —TSA X7 T) r—o a3 v EFERLTLES
LY
EE %3RO BRI
Microsoft Active Directory & Microsoft Azure 0 [a] £
EFAVRMEFERATHHEIE. REEURLAHD L EREL TS ZEL, Y VERAISRIE URL ZE1GT
B FIEIZ DL TIE, TBlackBerry UEM %% % L Microsoft Intune & EH#i9 51 #SBL T LY,
Azure R—%)LIZAT A Y LET,

[Microsoft Azure] > [Azure Active Directory] > [7 ') D&8] ICBEBILET,

[T RRAUF] 2OV YO LET,

[OAuth2.0 =2 VTV RRAUk (V1) 1 BZ3E—L. TFRAMIT7AIVICRHEYFITET,
ZhlX. BlackBerry UEM TWAE7Z: OAuth2.0 h—42 > IV FiRA4 > LT,

[T FRAU ] OUYRMERAC, [FLWER] 229V v I LFET,

[&81] Z4—ILKRIZ, TTUDREEANLET,
FIVr—2avEERTHD, APIICT IV ERTES7Hh O a4 TEBIRLET,

[UFALY FURI] 923> Fay TSR RT, [Web] Z:EIRL., B URLZADLE
9, URL DFRIL, https://<FQDN_of the BlackBerry UEM_server>:<port>/admin/intuneauth T3,

D5AT Y FERBERBIEZFERAT 0. BRI FAL UNEWESIE, http://1ocal host/ %ff
ATEET,

EX VBN EFEAT 5B 41%. BlackBerry UEM M 55R{E URL #A AL FET, FIBIZDWLTIEL,
BlackBerry UEM % £% % L Microsoft Intune L #9351 #SBL T &L,

9. [BR] #VUvIULET,
10.7 7)) 5r—>3 007 FY5r—30IDZEaAE—L, TFARI7AILICBEYRFITFET,

Ll A e

© N o o

| BlackBerry UEM @ Microsoft Azure ~ D5 | 32


https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect
http://www.microsoft.com/en-us/download/details.aspx?id=47594
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-app-registration
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-app-registration
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/managing-apps/intune-app-protection-profile/tgc1496259505940/jwo1497296356621.html
https://portal.azure.com
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/managing-apps/intune-app-protection-profile/tgc1496259505940/jwo1497296356621.html

&, BlackBerry UEM TRERY A4 72 FID TY,
11.Microsoft Intune ZERTH57 TV —L a VEERT S5, [(BEB] /23>0 [APIOT7 U REF
Al #2099 LET., RODERVZETLET,
a) [7UERHFADEM] 29U vI LET,
b) [Microsoft Graph] %EiRL £9,
) [TUF—rENETIERHA] 28RLET,
d) 7oXHFAVRFETFIZRoA—LL, [EESIET7YERHFA] OFT. Microsoft Intune DRD
HRZHRELET,
Microsoft Intune 7 7'') DAY & EE3A#A ( [DeviceManagementApps] >
[DeviceManagementApps.ReadWrite.All] )
FTRTOTINL—TDHEARY ( [F)L—T] > [Group.Read.All] )
TARTOAI—HY—DEARTOT 74 ILOZEARY ( [2—H—] > [User.ReadBasic.All] )
e) [7/ERHFTDEM] #0YvILET,
f) [(AET5] T. [BEEHEOREMNFE] 29UvsLET,
AE: EREZMETBIZIEK., FO—NIILEBEIZE>TWAIRELAHY FT,
9) A*yt—UhERRINEL, [[EW] 259Uy I LT, REDTALI FUDTRTOT7 A2 FOER
#t5LFET,
Windows Store for Business 29 27 TV #ER T 25E(E. TI+ I FDOEREFEATHIENTEE
ER
12. [E¥] 29232 0 [(RAESIVUC—V LY ] 20Uy LET, ROBEEZETLET,
a) [(U9547 Y=Ly k] T, [HLWISAFTUR—9Ly R] 2999 LET,
b) 9547 r— Ly FOFBEEAALET,
C) USATUr—H Ly FOYEERIRLET,
d) [Lem] 22UvsLET,
&) FLWISAT7URI—I Ly bDOEEIE—LET,
Zhik. BlackBerry UEM TWAERZ I A4 7> F—TT,
T 2L CORBRATYT—DEZIE—LANMGEX. COEEZHET LERICENRRTINGE LV
L2 B HLOXF—ZERTIRENHY FT,

#7T L= : BlackBerry UEM % &% L Microsoft Intune & BH#i9 %
F1=1%. BlackBerry UEM % %5 L Windows Store for Business & F#i9 %

| BlackBerry UEM @ Microsoft Azure ~MD31%% | 33


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/managing-apps/intune-app-protection-profile/tgc1496259505940.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/managing-apps/adr1370355657809/adr1403620751156/windows-10-apps/Win-Store-sync-op

BlackBerry Infrastructure #¥H T ) BlackBerry Web
Services NDT7 VR EHMIZT S

HBTHBO I 74704+ —ILONMAIIZHD Web H—ERISA TV FEFERALTWT, 9347V N
BlackBerry Web Services APl (REST £1zI&L#H— SOAP) ~DT7 I L REHELTBEEHE. V53472 k&
BlackBerry Infrastructure $2HT APl [CRZICERTEET. VAT 7 TYTIDT I CREFDTSAH
EDEMICDULNTIE, BlackBerry Web Services RESTAPI ) 77 LY ZAD TIXLHIZ) 0 avESBLTKL
&L,

Web H—ERISA4 72 k&, EBaVY—ILTIDT Y EREZHMIZLI=BEIZDH BlackBerry
Infrastructure Z{# 8 L T BlackBerry Web Services APl [C7 2R TEET, TI4HIUFTIE, COT7HERIE
BEMCHEL>TULERA

1. A=a2—/"\—T [&RE] > [—fk%KTE] > [BlackBerry Web Services 77t X] #01Jv o LET,

2. [Am] #0999 LFET,

3. RE]1 #0UvoILET,

| BlackBerry Infrastructure #2F T @ BlackBerry Web Services ~ADF7 Y X #H%HIZ3 % | 34


https://docs.blackberry.com/en/development-tools/blackberry-web-services-for-blackberry-uem/
https://docs.blackberry.com/en/development-tools/blackberry-web-services-for-blackberry-uem/

APNs iFBRZZ 15 L Ti0S & & U mac0S 7/ 31 X
&G 3

APNs (&, Apple 7 a1 @&HY—E X T, BlackBerry UEM % L T i0S £1=1& mac0S T/31( R & EHEF
BI2(F, APNsSEBAZZEG L TER T HILENDHY F£J . HHOD BlackBerry UEM KA A U ZBRET H5HE. &
KA 4 2 TAPNs SEAENREIZGY FT,

APNs sEBAZ MG E BR(E, ¥RIOT A V94— KTERITITSH, BEaVY—ILD [HE#HE] EH 3
VCERITTHENTEET,

AE: £ APNSEIBAZL 1 EMAEMTT, EEaVY—ILIE, BDERZRTLET., HESTINSHIIZ, A
EOMEGBHICERALE=3DOERL Apple D AL T, APNSFIBAZZEHIT HILELHYET, EEaV Y —
JLT Apple ID 8B TEE 3, HIRYIND 30 BRENZGIAZDEHZEMT DAL SIS, A —ILA AN MEMEE
He5Z&EBTEES, SAZDHEAYNS &, F/31 X[E BlackBerry UEM B s T—42 2 ZEL A A Y E
T, HTLWVAPNSSEBAZ &8k L1-15E. TN\A RA—HY—ETNA REBET7I T4 T LTT—42%2ET
SHELAHYET,

SHMIZDULNTIL. https://developer.apple.com [C7 St &X L. 5% TN2265 ® [lssueswith Sending Push
Notifications] ZZHL T &L,

Google Chrome 75 ¥ —F =I& Safari T oHF—%2ERAL T, EEaVY—JL L Apple Tv ¥ aiEtHER—4
WICT O ERTHILEZHEDLET, CNoDTTUHF—TIE APNs SIBAZEDEXR & EERICRBL Y R— F
NAEIATLET,

APNs SEBAZEZMIGH L UBHT SICIE. ROBHEEZRTLET.

g Fooay
(L) BlackBerry #7DE & 4% CSR G L £ T,

e E4fTE CSR Z{EM L T Apple #4TMD APNs SEBAZEZ#ER L F T,
() APNs EBE X 2R LET,

BlackBerry 1T E 4 {TZ CSR #HU1F9 5

APN SEBAE ZER1S Y S 12(F. 5EI< BlackBerry EITDER{TE CSR EMEF T H2RENHY T,

1. Aza—n—T, [&E] > [48#E] > [Apple Ty @] 20Uy I LET,

2. APNEEBAEMN F A WMES.  [FIE 1/3 - BlackBerry {TDER & CSREAIFAZEEF Y O0—F] £9 ¥ 3
VT, [fBREx4H>0—F] 29 YvILET,
BED APNAIAEZEHT H56F. Ko YIC [FIRAEZEH] 20 v I LFET,

3. RE]1 20Uy I LTERMFECSRIF7AI (scsr) €A VE1—2—ITREFELET,

#T L5 : Apple #4170 APNs SIFAZ#ERT 5.

| APNs REFHZ # HX#§ L T i0S 8 & U macOS 7/31 R EHET % |35


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/monitoring-reporting/event-notifications
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/monitoring-reporting/event-notifications
https://developer.apple.com

Apple F#1TD APNs SFBAZE#E KT 5

EXZ 1R DRI : BlackBerry F#ITMDEATE CSR ZHET 5.
1. A=a—N—T. [&E] > [SE#E] > [Apple Ty a@H] 20Uy LET,
2. [F)E2/3-Apple 170D APNs iIFAE £ER] £ 23> T, [Apple Ty L aftAER—4 L] 251w
2 LET, Apple Ty L aitHER— R ILHARREINET,
A% Apple ID £#ER L T, Apple 7w & aifBAER— L ILIZHS V1V LET,
BRICHE> TERTECSR (scsr) #7 vy JA—FKLET,
AVE1—4—ICAPNsEEAEZ YV O0— FEXUVRELET,

(FT2av) #9)v LT [AE] 9142 F2ERRLET,

[AF] V42T, APNSEEFAZEZERT H51=OIZFEMAL= Apple D ZANLET,
SIBAZE#E#H T BHIZIE. RL AppleID R 2HENHY FT,
8 [AE] D4V RIDMNMUZES ) v LTHALEY,

BT L5 : APNsSFEAZ A Z46%9 5.

APNs SEFAE # &89 5

EEZIRH DRI : Apple FEITD APNs SEAZ ZEKRT 5.

1. AZa—/1\—T, [&RE] > [SE#E] > [Apple Ty a@m] 20Uy I LET,
2. [F)E3/3-APNsIBHEXZR] o> a>T. [BRB]1 #0Uv U LET., BEBL TAPNs SIBHE
(.pem) ZEIRLFET,

3. [&#E] 20Uy ILES,

#£7 L1=5 : BlackBerry UEM & APN H—/N\—[ED#EHZE TR b3 5I21E. [APNIBAZZTX L] 29U vy
LEY,

APNs SEFREZE#H9 5

APNs SEBRZ (X 1 EMAMTY ., BEEEE. ADHENYINDHIIC APNs SIBAEZZ2EHTI2HEAHY T, I
BAZ(E, ;TD APNIIBAZZMEB T 5EOIZFEALE-LDERLC AppleID 2FRALTEHIT 2LEAHY ET,
HRYIND 30 BRENCEBEDEH FBHNTAELEIIC. A—ILAANY FBAEERT A ENTEET,

YE¥ %185 B RTIZ : BlackBerry #{TME£L{T= CSR #H157 5.

1. A=Za—NN—7T, [HKE] > [4E&#HEE] > [Apple Ty a@M] 22w o LET,

2. [(IAZEZEH] VU9 ILFET,

3. [¥FIE 1/3 - BlackBerry #{TDE&{tE CSRIIAZEX 40— FK] 93> T, [(AZEZ4SAH>O0—
K1 290vsLET,

(RE] 29U v LTELFAFZCSRI 7ML (scsr) #aAVEa—42—IBHELET,

[FIE 2/3 - Apple #1TMD APNs sIBAZ#ER] 9 2 3>T. [Apple Ty L aifBAZER—FIL] 20 Uv
9 LET, Apple Ty L aitBAER—FILHBARTINET,

No g s

a

| APNs REFHZ # HX#5 L T i0S 8 & U macOS 7/31 R EHET 5 |36


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/monitoring-reporting/event-notifications

6. 5TD APN SEBAZOEEEICER L1 D ER L Apple ID ZEB L T Apple 7y Y 2 SEBAZER—Z LIZH A >
A4 LET,

7. $ERIZHE> T APNs EEBAE (pem) ZHMBLET. HLLERFECSRET Y IO— T HBENHY F
ED

8. EHMEINI-APNsEIBAZEZ I Ea— 42— ¥ 00— RELURELET,

9. [FIE3/3-APNsEEAEZEEHK] €/ v arT. [BR] 20Uy I LFET. BELTEHF SN APNs i
BHEEZRRLEY,

10. [EE] 20Uy I LET,

#T L71=5 : BlackBerry UEM & APN H—/N\—[ED#EHEE T X T 5(2(E. [APNIIBBEZEZ TR ] &9 w4
LET,

APNs D +S TN a—Ta20
SOt aIE, APNS DRIEEE RS TN a—T 1 V5T HEDICRIEET,

[APNs SEBAZEM CSR E—ELFEEH A, B4 APNs 77 1)L (.pem) ZFIEET HHhFEF LWL
CSR ZX{EL TL =& LV]

BLL]

BlackBerry #{TDHRFNDEL{TE CSR 77 A IL% Apple Ty L aBIR—F LIy TO—FLEN D=5
A. APNSSIBAZ # BT ARICIS— A v t—C2RETEHIENHYET,

fRIRER

BlackBerry #1TMD CSR 7 7 A LEHEHA D A— FLIBE. REICHFH2O0— KLz CSROBMNEHTT,
ED CSRAZHFDELEDM M- TWDBIEAIL. Apple Ty Y aBAER—ZIILIZE->TRICSRE7 v JO—
KLET., EDCSRAZHDEDIHMN > TULAWESIE, BlackBerry /58 L LY CSR £E5 L. Apple 7w
VAAER—AFIIICE-OTCEICSREZ7 Yy 7A—KLET,

ZBLIN-COREFMEBFLESETDHE, VRATLTIS—DAREELELZ] ERTRIND

Bl

ERENIZCSREMIBLELESIET D E. UTOIS—MNRELFET, [VRATFLTIS—MREELEL, Y
BELTLEEL

R R

https://support.blackberry.com/community/s/article/37266 IZ7 272X LT, 5% 37266 ZSH L T ZE LY,

| APNs REFHZ # HX#§ L T i0S 8 & U mac0S 7/3 1 R EHET % |37


https://support.blackberry.com/community/s/article/37266

i0S /=X mac0S T/NA RETF IV T4 XR— 3 U TEHL

EAbNBEEA

i0S £71=1E MacOS TNARET VT4 N—2 3 v TERWMER, APNIEASHE L K BF SN TR ULETRES
AHYET,

R

RDEEZE1DULEETLET,
FEEIVY—IDA=a—/\—T, [FE] > [4E&#E] > [Apple Ty a@H] 20 Uvy LE
¥, APNSEFHZEDRT—E AN [ VR —ILEH] THEHIZLZHRLET, RT—FAMNELLCHENE
&lE. APNEFREDBEEREZHRAFT,
[APNs iFBAZ %5 X ] 2% 1) w4 L. BlackBerry UEM & APNs H—/\—DREIDEHKEZT A FLET,
WHEIZIH LT, BlackBerry F1TDHT L LVER(TE CSR &E#H LU APNs SEFAZEZEIGEL T,

| APNs REFHEZ # HX#§ L T i0S 8 & U macOS T/31 R EH T 5 |38



DEP A IZ BlackBerry UEM % % %€

BlackBerry UEM % Apple ® Device Enrollment Program & RI#i9 4 #iIZ. DEP %{# A T % & 5[ BlackBerry
UEM ZERE T HLENHY £9 . BlackBerry UEM 25X FE$ 4 &. BlackBerry UEM B VY —)LZERA L T,
A DEP RICEBA L IOS TNA ADT I TAR—La Vv EEEBTEET,

Apple Business Manager 7 7172 > k Z{$F L T BlackBerry UEM % DEP & EH#iTZ %3, Apple Business
Manager (& Web A—ZXDR—4A JL T, DEP TiOS T/\A RZEHFHLUVEELY. AppleVpp 7H IV + %
EELI-YTEET, MHBTDEP £/2IX VPP £FEA L TL 554X, Apple Business Manager IZ7 v 745 L—
FTEET,

BlackBerry UEM @ Device Enrollment Program FIZ Apple Z5RE T 5IZI1%. ROBEEETLET,

FE 7o a3y

DEP 7 h ™ v b DERK.

NIy FxF—nEHrn—F.

H—N— k=0 DER.

H—/\— ~k—% > % BlackBerry UEM [Z & k.

=YD B EKETE DB,

DEP 7 h ™2 ~DYERL

AZa—N—T, [F®RE] > [4 &% A1 > [Apple Device Enroliment Program] =% 1) v LEY,
-+ EHIVYILET,

[BAT] Z4—ILFIZ, PHOU LDERTEAALET,

[(FIE 1/4 : AppleDEP 7 ho > +#4ER] T. [AppleDEP 7ho > h#EM] #5Jv o LET,
TJ4—ILEEAAL, TFAVT NI -TTHO U b EERLET,

BTLED: KTUvsF—DFHoa— K,

NIT)yHx—nHRrHoo—FK

EXZWRO BRI : DEP 7H D2 FDYERL.

1. A=Za2—/\—T. [HFE] > [4&#4&]1 > [Apple Device Enroliment Program] #4 ') v LT,
2. +%#5UvHLET,

a bk w0 N=

| DEP FIZ BlackBerry UEM %% | 39



3. [FIR2/4: 1Ty F—%4H0—F] T, (NTUvIF—%8o00—F] 29)vILET,
4. MR7FE] 20U 9ILFES,
BTLRG : Y—1N\— =Y ODERL.

Y—N— k= DER

EEZEIRO BRI : NT Uy I F—DFI0—F.

1. A=a—N—T. [#FE] > [4 &S] > [Apple Device Enroliment Program] %% 1) v ¥ L&Y,

2 +%0UvILET,

3. [FIE3/4: AppleDEP 7H™ > kv ibH—N— h—4 L5 4R] T. [AppleDEP K—4 LER<] %%
Dy LES,

4. DEP7HY Y MY o4 v LET,

5. 7OV T M- T, Y—N— b= FERLET,

#®T L= Y—/\—b—% > % BlackBerry UEM [Z & k.

H—/\— k—% > % BlackBerry UEM [Z & £%

BlackBerry UEM I%. Apple ® Device Enrollment Program & @159 2HI2, SBEEICH—N— =Y U2 FEALE
ER
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Y—N— b=V U & ERFE. RVODBEHEREZTEMT 571 > FIoNBEMIC BlackBerry UEM [CRRENFE
j-o

1. REDRAEANLET,
2. RORBRIDNITNOERITLET,

BIRERTEE Apple DT/INA REZRT DY S5 LTEET DL EI(Z, BlackBerry UEM TEEREREZ T /31 R
[CEEMICEIY B TRESE. [TRTOHFLLVTNASREZCDOBREICHEMIZEIYETSE] Fzvd
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BlackBerry UEM 21>V —)LZ AL T, BERBEEHEDT NS XICTFHTEY HTEHHEEF. [TR
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3. ty b7V THICIE, AT a Vv TTFNARIZRTTBEHMALEYR—FEEEBSZANLET,

4. [TNARHRE] €923 0T, ROFzv IRy I REEIRLET,
R7YVUTEHATE A oDBE, 1—F—ETNAREAVELI—E8—%RT7YLITTEET,
EHE—FEEMTD A DFE. TNAREEEE—FTEMICHRYET, st [EEE—
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TTNARADEY b7y TEF v o vILTEFHA, COXRTEIE. [BEE—FEEDCTSH] &KL
S EDHENTY,

5. [ty FT7YTHIZRFYT] €923 VTR, TRAARADEY b7y FICEHHNEREZEIRLET,

NRAO—F-F2DBE. TNARADNRDA—FEEZEROZ TOVT FIRTINFE A
PMBERY—EX-FoDHE. T/AM ATHBFERY—EXNEDICHY FT,
BR-AoDBE. A—Y—ENVI TV TI7AILDET—IEEBRTTEELA,
Android M 538 - BIR L =18 4. Android T/NA AL T—2 2ERXRT R EFETEEEA,
Apple ID-# > DiFE. 21— —I[L Apple D & iCloud IZH A VA4 U TEFEH A,
FAREH -4+ oDBEE. 1 —F—IZIXiI0S DFERAEFHENRTINFEE A,
Siri - BIRL =B A, Siri [T/ A TEMIZH-TLET,
oM - TD@%A\% BRIEEY R 7y THEIZTNA AN BEIMICEESIEE A,
INAFA ARy -BIRLEBE, 2—F—F2 9 FIDERETEEA,
T -FoDIFE, 21— —(X Apple Pay #RETEE A,
A—L-BRLEGE, I ——FX—LERETEE A,
R—LRE2oDEY b7y T -FUDBE. A—F—IER—LERZODI ) v I ERETEEEA,
EERERE - #IR L2355, DEP OEKRHICE@EFMHEZ LY b7y T334 T avhiXRfy TEahFET,
VI LD T7EH-BRLIZEE., REOYVI PO 7EHEARNT/NA RZRTINEFEA,
iMessage & Face Time - ;ZIR L 12354 . iMessage & Face Time BIEMN T/31 R IZRTINFEE A,
6. [REI VYU LFET,
A=V [IS5—HDREELELIz, Y—NN—D L=V 2T 74 ILEEBILTEELEATLZI BRTSN
f=15&. support.blackberry.com/community IC7 22X LT, 58F 37282 %S L T &Ly,
7. HLWTNAARZIOEEICEFNICEIY B TS] #BRLZGEE. [FW] 22U vy I LFET,
BTLES I0OSTNARETIVTA4R—3 2 LFET, DEPIZERINTWVETNARDT Y T 1 TILDFA
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[(AMEARDB] 9> a>T, [—N—r—O F8H] 20V v I LET,
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TJOUT LT, Y—N—+—O U FERLET,
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PIMY—N— =T 7/ LEERLET,

[(FA<] 20Uy o LFET,
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DEP Z#x D HIIBR

P wN
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#H#5 DY DEP AT 5 i0S T/N\1 RDEBEAZ P HT-15E (L. DEP ~® BlackBerry UEM Efm % HIBR TE E T,
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.DEP7hH Y bDAFTIEV YU LET,

[DEP i ZHIBR] =0y I LET,

[AIBR] 20U v O LET,
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Android Enterprise 7 /34 RI&. Android T/Nf RZEE T 5 LZZ2THMBIC. RibShiztFa )T+ ZiRH
L £, Android Enterprise 7/31 XA DFEMIZDULNTIL, https://support.google.com/work/android/ &8 L T
CFEELY,

Android Enterprise T/34 R 24 7R— k9 % 71=b® BlackBerry UEM D EXTE DM FIBIC DL T
[&. support.blackberry.com/community IC7 2 X L. 5% 37748 ZSHBL T 2L,

Android Enterprise 7/34f R 4 R— 95 & 5 (< BlackBerry UEM #%E T B A%E 2 2HY E£I,
1. Google Cloud K * A > FE1=I% G Suite KA 4 >~ BlackBerry UEM ##f L £ T,

AE: 1 D0 BlackBerry UEM KA A VD& % Google KA A VIZHEHETEET,

2. BlackBerry UEM Y& # Google Play 7 172 > k Z$# D Android Enterprise 7/3f R = EE T 5 2 & &l
LET, COFTLarEFERTH0IC, Google AL VIEHEHY FEA, FHHICDULTIE, https//
support.google.com/googleplay/work/ ZSB L T &Ly,

RDOFEIZ. Android Enterprise T/A\f REBRET B=ODIEIEFLA T avEFEDTLET,

Android Enterprise 7/\  COAZEZBERTHKRE 1—HF—TFThIUr24 HFR—btEhb Google

A REHR—bTBLS 7 Y—ER
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Y HAHE
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‘&1H Google Play 7 7
) > k% $# D Android
Enterprise T/31 X
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BRDARL—TFTA VI VRTLEWeb 7T r—230Y—)LEFERALT. REY—EXWeb 7T r—
DAVEEATEES, COLEYI T, ELRILOFIEICDODVWTHALET, —MBHUEARL—TFT 12T
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& Toay
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A—HF—DHBR Y FT—IDABIZVNBIBETEH, A—F—DBTFTNARET I T4 R—
a3V TEELSITTBICIE. R—F 443 THEMNLDBEZFHEIT LS5 ITHREY—E
ADRA FaAVE21—4—%BELET,

SEREDEREA VA F—ILEETL T, Windows 10 T/31 R ERBEHY—E XD TLS
EHxrtxa) T TRELET,

myAccount [CAS 4 LT, BERHEIOFIY—ILESFHoO0—KLET, CDIT7A
ILEEFTLT war 77 I)LEHMEBL, Java7 TUS—S 3 o —/"—DJIL— MZEAL

E3 8
o BHEY—E X Web 7 714 —< 3 >® wdp.properties 77 A/ JLZEH L T, ##D SRP
DDYRFEEDET,

Windows 10 7O T4 R—2 3 U H51LT 5 =HIZBHEY—
EXZEAT S

RDFIETIX, BEY—EXWeb 7T 5r—L a2 UTOREBEICEBATSAEICDODVTEHRBALET,
EEEIBRHBDRIZ: ROYVIE I THBREBICA VA M—ILEh, EITESNATWSIEEHELET,
Windows Server 2012 R2

Java JRE 1.8 LAF&
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1. BHEHY—FERZRA T EHa0E2—43—DBHBIP7RLRAEHRELED,
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A E:

B2E2TFBHICF. NSO IPT FLRIZKR—

a—H—

AR Y FT—V ONBIZNBHEETH, A—HF—DBTNARETFITAR—23UTE

b443 TT IO ERATEDLIICTIRLENHYFET,

. FIE1 THRELEM IP 7 KL X %#5 L x93 LA enterpriseenroliment.<email_domain> M7= 12, DNS Host
ALI—FZERLET,

. Apache Tomcat #4 X k—JLL1z=T 1 LY LT, serverxml 774 )LZEHFE L T8080 ZRDIF. LLTD
BIZRT LSICa*AV MR TEEALEY,

<I--

<Connect or

port ="8080" protocol

="HTTP/ 1. 1"

connecti onTi meout =" 20000"

redi rect Port="8443"

-->

/>

. server.xml Zi8EL TR OMN-1-8443 2T R T 443 I1ZLEEHLET,

. <Connector port="443" 49 > 3 VERELT. LTFTOaAL 2T ZHIBRL. UTOBIZRT LSICE

EXIS

<Connect or
maxThr eads="
cl i ent Aut h="

\. keystore" />

port="443" protocol

BL

="org. apache. coyote. httpll. Htt p11Ni oPr ot ocol "
150" SSLEnabl ed="true" scheme="https" secure="true"

fal se" sslProtocol ="TLS" keystoreFil e="C:\Users\<account _nanme>

. LREOFITHEELEZTAD  rTETAVLTVSEEIZ, UTOMHISRT &S512220a%
VEFEETLTAHAZEZERLET.,. BR2OANZRDONE-E, UTOFIEOHIZRT L1
enterpriseenrol | nent.<emai|l _domain>%AALET,

fil enane>. csr

changei t
VWhat is your first and | ast nane?
[ Unknown]: enterpriseenroll nent.exanpl e.com
VWhat is the name of your organizational unit?
[ Unknown]: | T Depart ment
What is the name of your organization?
[ Unknown]: Manufacturing Co.
What is the name of your City or Locality?
[ Unknown] : Waterl oo
VWhat is the name of your State or Province?
[ Unknown]: Ontario
What is the two-letter country code for this unit?
[ Unhknown]: CA
I's CN=enterpriseenrol | nent.exanpl e.com OUJBusi ness Unit, O=Exanpl e
Conpany, L=Waterl oo, ST=Ontario, C=CA correct?
[no]: vyes

C. \Program Fil es (x86)\Java\jrel. 8.0_60\bi n>keyt ool

-certreq -alias tontat

-keyal g RSA -file <enterpriseenroll nent.exanpl e. conp. csr

* BIEHEE%% E*o) nlunE%Awiz{Eo

Ent er

key password for <enterpriseenroll nent.exanple.conr

(RETURN i f sane as keystore password):

:uL.nIEFJ(j: p7b 774}b€1§") L/gz—d—o I‘-IE@{EIJ—EIJ: :uL.nIEFJ(j:77/r

JLenterpriseenrol | nent. exanpl e.com p7b Z:ELET,

Eaﬂi%% 1) 7 IX K éi%fég*ﬁﬂmu nIEFJ!-

EETHHEEF. TOTA4R—2 30 TOERDETHIC,

COIAEEEET A -ODEMREEZLI—F-—NTILERFXHY FHA.
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AAZEERY VIR MERBDOBIARITEETIEEE. 7V T4 RX—2ar 0w R&mAT ST,
A—H—[L CAAZEZTNA RICA VR M—LT 2RENHY ET,
8. UTOHIRY av Y FEFERALTAHHEZS VA F—ILLET,
C \Program Fil es (x86)\Java\jrel. 8. 0_60\bi n>keytool -inport -trustcacerts -
alias tontat -file <fil ename>. p7b
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BlackBerry UEM [&. RD PAC 77 A ILT 4 LU T4 TEZHER—FLTULEEA,

BLOCK (DIRECT & L THLIE)
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shExpMatch B#IZi&, T[0-911 . T?21 . T/rd) . &Efz(& Td+] ORBEEDHDIZLIETEEE A,
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@ BlackBerry Dynamics 7 7) 7O X LR FEDKTE

4 'B—/\)L BlackBerry Dynamics 7 1) 7O X L HRE(X. FETHRET S LH. PACT7A/IILEFEAL TEE
T5ZEELTEET, BlackBerry Proxy 7 SR —H L VERDY—N—D I O—NILEEEZLEZTTEHIEN
TEFET, 2L, BROY—N—DEELZLEZTTIEHIDOLANITEELETIELEL, HEIhFEA,

1. ROBEOWIT M EETLET,
BRY FIE
JO—nNLF7 7)) TOoXREE a. [BE] > [12 75X M55 F+] > [BlackBerry Router & 7
BET D Ax>] 200y o LET,
b. [VO—/LEE] 20 UvILET,
95 RA—OF7F)TAXIHE a [RF] > [BlackBerry Dynamics] > [V S R&—] #9vsH
ZHRET D LET,
b. y524—2%01)vY LET,
c. [(JO—NILEEELEZ] 20U VI LET,

Y—N—0OFH7T)TOXIE a [BE] > [ >TFX K59 F+] > [BlackBerry Router & 7
EEHRET D AxL] 200y LET,
b. [JO—NLBEEELEEE] 200V ILET,
AE: H—NR—07O0—N\)LTOFIEEELEETT HIHEE. PAC
T7ANEYR—FEhFER A
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FEHHTTP JOXS2HMITS
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PAC 77A LK, ZTVT—2a v —N—~DERTOHYR—FIhTWET, BADFT T avEiE
ETFBE. FIVr—23 o —N—~DERKIZIZPAC RENMEEX SN EIT, PAC 774 JLIX. BlackBerry
Dynamics SDK 7.0 LI TR I NI=7 T TOAYHR— SN TWET,

3. [FHBHTTP JOXTZ2FMTSH] 2BIRLIGEE. ROFIEEZETLET,
a) RDF T avOVThhERRLET,

7 O0% > %A L T BlackBerry Dynamics NOC 4 —/\— 2D &M T S
TOFVEFERLTIRTOY—N—(#EHKT S
TOX L EFERALTHRESN Y —N—IZOHEHRT S
b) FOX L EHALTHESIN Y —N—ITEKT Z5E. +E2H Uy I LT, BMOY—N—%EELE
ERR
c) [FRLR] T4—JLKIZ. FAXSH—N—DOF KLREAALET,
d [R—F] 24— KRIZ, TOXIH—N—2EHETER— FBEEEANLET,
e) PAC 77 A ILTHESINETOFXFOMNRAEVELTSHA. [REEHEA] 2:8RL. [1—¥—
2] & /SR —F] #EEL. ,Z\%mﬁAliT?"'HJ\MIEI FHRETS [FAS2] ZEEELET,
4. [PAC Z#H#MIZTB] ZFBIRLI-GEEIE. ROFIEFETLET,
a) [PACURL] 74 —JLRIZ. PACT77AILDURLEAALET,
b) FTOFLH—N—NDREAEVELTIBA. [TOFVRHFESR—F] #FRL., [1—F—
2] & XRT—F] ##EEL. BREBBEEIT7 TUNBIEICFERT S [FASV] #HEELET,
TOXIRBITIE. T FA—F—RAERBERIIYR—FIhTLWELA,

5. [RE]I £#0UvILET,

BlackBerry Dynamics 7 7' ') O Kerberos D% 5E

BlackBerry Dynamics 7 71J [X. Kerberos #|#9{F & &4E & Kerberos PKINIT Of 5 #H 7R — k LEF ., Kerberos
Fl#94+ =R (KCD) & Kerberos PKINIT [& Kerberos D AIEDEE T, BlackBerry Dynamics 7 71 Tl &b
Sh—AHEYR—FTEETH, MAEYR—rTEELA,

Kerberos fill#{+ =& (KCD) ZEAT &, A—HF—FRy FIT—IBREBZEANLLGLLTH, XY V-
RIZ7IE2ATEET., KCD T, A—H—DEBRFERESFTLVF—THESLEELVESLELENSIY—ERF
v rEERALET,

FEIFREINTULVSIHEE. BlackBerry Dynamics 7 7'J & BlackBerry UEM [ZERFEZREL. TDOREL LT
BRYY—RADTIERAEERLTHELWVET, KCD XTIV R ENBZ U Y—REHIHLET, BEEEITY
TRAEELERY FT—D )Y —REZHIRTEET, ChETIICIE. FE (BlackBerry UEM) AFEDH—E X
[ L TCHOAMEBETESLTHI U FELTEITEINBESICHKELET,

=& ZIE, KCDMNRESNATEHT . 77 A mypage.mydomaincom HZED Y Y—REEBRKL=HE. 77
JIFA—H—IZERERDANZROFET, KCD #5%E T S &. BlackBerry Dynamics 1 V7SR F SV F vt
REMENEL, 2—H—([F) VYV —ROERBERZANT H&LSITKROLNFEE A,

Kerberosl&. Microsoft Active Directory ®—&8 T3, BlackBerry UEM T Kerberos #ll#{t & REZRET Sl

(2. Kerberos RIEMNE LK #EEL TSI &, BLURNEY V—RDHKFEZEDOETEICEET 2 E LR
LTWB I EEHRLTLIZEL, Kerberos D— & F = IEHI#F TR EICET HERMNIVELZ S, ELA

Microsoft FF a1 AV FESHBLTZEL,
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Kerberos PKINIT 525E(&. BlackBerry Dynamics 7 ') & Windows KDC DRI CIEfEZ EH#EMILFT, 1—H—
SBEEIX. Microsoft Active Directory sEBAZH —E X [Tk > THRITSNI-BAZICHEDEF T, PKINIT 2FEHT S
(21X, Kerberos #l#{t &Z&{E % BlackBerry UEM D7 U RETHAMIZLEWNTLEE Y,

ZDEIIAVDERIEITA K54 2T, Kerberos & & U BlackBerry UEM DI DWW TR ERIGE
[&. BlackBerry 72 = ALY HR— MIBELEDEZELY,

FAA2, LILL, T+ LR

B— L)L L Kerberos IR1E T BlackBerry UEM EifEl&. 1 DD a7 £=IEE LERENDEH D7 TSI E
9. EH L)L L KerberosiRiE TO BlackBerry UEM EffElL. ERIICERE SN-BHOI7 THEBEINET,
LILAIK, A—H—LILLFEREVYV—RALILLOWTNANTHEII VT4 T4DALY L3 VTE, UY—R
LILAIE, A—F—LIILLUSD LILLTY, Kerberos TlE, LILLRIIBIZAXFETANTI2LENADY F
ER

FASDETALY P)H—ERRAAL DT, LHEEIT Active Directory M5 BIGENFET,
LILLE RAAL DV EWNSFEEIL. KCD NTIIEBRMENSHY £,

B — L JL L Kerberos IR1E

1. BlackBerry Dynamics 7 7 [&. WEH—N—F [TV —EX (4—4 v }) [CBEREZZEELFT,

A—4y MZIE, "R B (—/\—%£) FfzIL Kerberos & BlackBerry Dynamics TRESNDT7HD > +
DWVWTIDEIRETEET, EZXIE ISHARY FT—IH—ERELTH—N—LTETINTIS
.34y brFINISERY FT—H ELTEITLTWSY—/N—TF, —A. lISHI—— (lISSrvUser %
E) ELTETINTWBREE, 4—4 v MMEZEDOI—F—4% lISSrvUser 272 Y £,

2. #—4y k&, BlackBerry Dynamics W\ 32—t T I BRAF ¥ LU P TRELET,

3. BlackBerry Dynamics SDK (&, #—4y MZT7 VR T B=HDH—ERXF 47 v FDER % BlackBerry UEM
[SEELET,

4. BlackBerry UEM I&. (N%f BlackBerry Dynamics 70 b3 )LEHLT) 22— —F=E7 T 2L,
2=y b EDY—ERADI—H— (FH) IO TH—ERF7Y FEERLET,

5. Active Directory (O —A IR O—ZHRLET, 2 —HF—D2—45 Y FLED) V—XRIZT I 2RXT H1ER
EEFOTWT, 82—y bEDY) V—ZADEFE (FIF1) ST SIHEE. Active Directory [EZD Y V—ZA®D
HY—EXF4 v k% BlackBerry UEM [ZIR L £ 3,

6. BlackBerry UEM (&, R&ni=H—EXF7 v kh oL E L FHE % BlackBerry Dynamics SDK IZEE L F T,

7. BlackBerry Dynamics 7 ') [£. BlackBerry UEM D5 DI1EHRZFEAL T, 2—5 Y FADRIEEZETLET,

EH L IL L Kerberos IREE, B— T+ LR FERSE

R L)L L KCD IRETIE. BlackBerry Dynamics 7 54 7> bER—4y kH—/A—D DNS FA A UIZE DL
T KCD EXRkZ T 5181 BlackBerry UEM Core ZZEIRLET, 24— v kN KCD 2—4w bTHD LHIE
Sh b &, BlackBerry Dynamics 7 54 7> &2 —%v F&E L DNS KA 4 U NIZ#H % BlackBerry UEM Core
Y—N—DJREREL, BERZLETE-HIZCSOYR IS (BEEIZEDLNT) BlackBerry UEM Core
ESURLIGERIRLET,

ZFDE S5 DNSHA—HLALMEES (2—4 v &R L DNS K A 4 >R BlackBerry UEM Core H—/ 38—V LY
BE) . 25472 MMETRT®D BlackBerry UEM Core H—/A—D Y XA kMBS UF LITEIRLET,
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: 1) —2R (Microsoft Exchange % &) @ FQDN &A%, ')V —RADEFEET 5 Kerberos LILLZEIE
EEI }iﬂk L TULVELMES. BlackBerry UEM (1) V—RZIEE LK B TEHWMEENHY FT, &%
(£, 1JY—ZX®D DNS F—)L£&H cas.domain.com T. Z® DNS T—/)LEZDAERIZH 5 EEDH—/—H
serverl.alternatedomain.domain.com & server2.alternatedomain.domain.com M54 . SDKIZIEL WL ILLRN®D
BlackBerry UEM Core 4 —/\—% R D+ 5 ENTEFEE A,

SDK I&. #—#% v F7RX F®D DNS KA A > %§ X TO BlackBerry UEM Core #—/3—@ DNS KA A > & LT
52 &IZ& Y., Kerberos ERNEET EETCIT, BIMDT v FHELT, TINAALTLEEATISA VT
EITTEET, F—45 Y FERUEDNS KAA UAD Core H—N—D 1 R FMNEDIHE., SDK [FH—/\—D5E
ERYRMERLET., ThUSNDIGEEIE. URNZERSAZURX OAFERSIAET, VRIS UFLLES
h, BEIEL (B1ENTSa4<Y)) -3 &312, E5(CY—bENFET, SDKIFE2 DD ~1) %5E
RL. RELLD Core B—/N—[CKCD BRZFBLET. COERMNKKTSH L. SDKIFEKRZE 2FEBD Core
Y—N—IZEELET,

SEMIZDUNTIL, support.blackberry.com/community [C7 2R L. 8% 49304 #8BL T &L,

Al@D K A A >0 BlackBerry UEM 5 & U BlackBerry Connectivity Node @ DNS

BlackBerry UEM H—/\— & BlackBerry Connectivity Node H—/3\—[, £< DHA. [ L Kerberos KA A [
AR R=LENFETH, BLFASUICA DR =T EREEHY FH A, BlackBerry Connectivity Node %
DMZ F1=Id MgH| 79—V IWL—TITA VA P—ILTEFT, CORELZBIRT HHEIE. RITRT LI, &
BRI —UBREEZVNONRET HIHELNHY ET.

BlackBerry Dynamics [&. @& ® Kerberos (F7=I% Kerberos 25F) & Kerberos #l#3{+=&4E (KCD) DT
BENERY., Ry FT—UREICEELET,

KCD TIl&. BlackBerry UEM Core Y —ERIEZV SA TV 7 TUDRDYIZF 7y b HEITH—/IN\— (FAL Y
arvba—3—) ICEEEF Y FEERLET,

Flf9 T =RELEFEHA LA Kerberos TlE, 9547 b7 TUNFry FRITOEREITL., TOEX

[ BlackBerry Proxy Z@iB L %3, DZ Y. BlackBerry Proxy ' Kerberos KA/ >ay rO—5— (H—
N—) DBFDREETELLIITTEIRENHYET., FAAS U R—LIRTL (DNS) Tl CDEH
ZAMIZT B Kerberos H—EREFET H SRV La— KEBMT 2BENHYET., ZOSRVLa—FK

[, CNAME La—FTIEA<, ALTI—FFEREEAMA LO—RICEEMIT2RENDY FT, ROEX
[&. example.com EWVWSAFIDA VE—Fy b AL HND Kerberos KA/ a2 bA—Z5—HATY,

_kerberos. _tcp. exanpl e.com 86400 IN SRV 0 5 88 kerber os. exanpl e. com

Zhix. Kerberos B3R % TCP ;R— b 88 TH##49 5 kerberos.example.com & W3 ZHIDY—/N\—%H L F
¥, BEEFO0, E#IE5TT,

I3 353
Active Directory H—E X DR— k 88 [X. §XT® BlackBerry UEM 4 —/IN\—MW 57 R TE50ENH Y
FY,
Kerberos RIBIZIE, ROAVKR—F2 FDREFNTVWIRLELHYET,
Microsoft Active Directory #+—/3— : Windows v 7 —2 IZBEFIFoh TSI RTHOI—H—&O
/tl 9 EumuIE:DctU%nm_d-éT‘f LY bUH— tZ

Kerberos +—ftfitz>»2— (KDC) : Active Directory FA A VAN I—HY—LaVEa—42—ITtvI 3
UF oy b EF—%IRHT B Active Directory H—/N\— EDEEH—E R
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FTRTH HTTP —E X (BlackBerry Enterprise Mobility Server 8 K U Z DD —ERXEEL) DY —E
RTY2NILE (SPN) Z2HERKLET, THNAANTIERRTED&SICTEH2—4 v ) Y—RT LIS
SPN 2B ET ORENHYET, Hi:

set spn —S HTTP/ SPHOST. FQDN: PORT domai n\ AppPool User

SPN DERE K UTEAZEDEHMIZ DUV TIL, docs.microsoft.com #5H LT, [Kerberos #E#NDY—EX
TN EDERR] Z5RLTIZEL, SPNIE. 7 7 H—/\—Ff=I& Active Directory H—/S\—DFf
HELNEET IVHELHY T,

BEH L IL L Kerberos IBREDISE -

% Kerberos LJLAIZIEA %< &4 1 DD BlackBerry UEM Core H—/N\—% A VA b—)LT 2RHENHY F
T, LILLR®DY) YV —RFEIEYR— kI TULEL=8, BlackBerry UEM I&1) ¥V —X &8 L Kerberos L /L
LRICHEET IRENHYET,

BHLILLKCD #%ET HI1IC. BE—LIILLKCD AEEL TSI L #HRALET,

TRTDEHE. WARTHEBHMLEIA LR FDOEETHIBLELNHY FT,

E = : BlackBerry UEM Core #—/3\— & Microsoft SQL Server T—42 XN—X DR IZIE., &K 5 3 R OEIER
MZERERLTLSESL, FMICDLTIE, TBlackBerry UEM D/N— FH = 7E# ] 28BLTLEEL,

Kerberos #ll#91+ = HEDKTE

BHLUILLEEDGEEIE, BIZEICE—LUILLEZEZEELTTAMLTAL, DO LILLFERIEZTI+ LR FDE
MICEHET,

A E : BlackBerry Docs AIZ KCD #E&E 3 5i54&(&. [Docs #—E XM Kerberos fl§1f+ = ZF DTl 258
LTS,

A E: keytab 7 7 A JLDFEMIZDULNTIL, support.blackberry.com [C7HO AL, 8FE 42712 %8B L TL &
LY
1. Kerberos H—ER7HhH Y bEH—ER T2 RL%E (SPN) 2wy E VS LET, Active Directory
Y—N—TEBEFEIYFTOV T FEBE, setspn —s GCSve/ UEM Cor e_host _machi ne DOVAI N
\ Ker ber os_servi ce_account EAALET,
RRAMY—N—F, FALY, BEIUHY—ERT7HV Y FOERZRBICHL-EICESBRZIFET,
1

setspn —s GCSvc/ uemndl. exanpl e. com exanpl e. com kcdadmi n

A E : Kerberos H—E X7 H ™ &, BlackBerry UEMT KCD 4 —E R B ET DY —ERXTHI U b4
(gc.krb5.principal.name) T9, D7 H™D > kL. BlackBerry UEM H—ERXT7HhD U b ERLTHIDE
FHYFEAN. RLTIDLFEVFEEA,

2. Kerberos keytab 7 7 1 JLEVEB L E T, Kerberos 7HhH > bIXRTD—FH#EFTSH L EE. #FH L LY keytab
774 IILESERL T BlackBerry UEM H—/N\—[CaE—F 2 EAHY EFT,

Kerberos keytab 7 7 1 JLZ{ERLT B &. Kerberos 7HD Y FNRAT—F3HEESNEST, SO FTEHE
EEINF=NRT—FIZ&EY, ARV RTEELETZADVY FONRRT—FBREESAES, $TIT/NRT—
FREZ6NTVAHEF. BIRLEART—FEFEALTEZEN, ELGEHN\RT—FZERTLHE. N
AT—FKRty hEhFET, EMY—ER7HO U b E#FERL T keytab 7 7 1 ILEERRT Bi5E. TD/N
AJ— KIZlE BlackBerry UEM H—ERX 7 h Y bD/IRRT— R E&FENE T, keytab 77 M ILEERT BIZ
(T, ROBHEZEZEITLET,

a) KDCH—N—LtTavr RTIar T b VRO 2REET,
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b) ktpass A7 > FZEALE T, ktpass A< > FOFMICDOLNTIL. docs.microsoft.com #SHL TL 12
S,

kt pass -out outfil enane. keytab -mapuser kerberos_account @GREALM | N ALL_CAPS
-princ kerberos_account @GREALM | N_UPPERCASE/ pt ype KRB5_NT_PRI NCl PAL - pass
ker beros_account password

outfilename CNEFHEAT7AMILDARITY,

kerberos_account & Kerberos 7H > FDZRITY,

REALM_IN_UPPERCASE X Kerberos LILLTY, ARIZIEAXFDH
ZHERTEILENHYET,

-pass kerberos_account_password hix. BRASESNIT: Kerberos 7hoV DB
MD/INR ) — K T9, kerberos_account_password
[CAGEDHHXFENEFNTVLGEEIF. =&
IR CEAET,

1 -

kt pass -out outfil enane. keytab -mapuser kerberos_account @GREALM | N UPPERCASE
-princ kerberos_account @GREALM | N UPPERCASE / pt ype KRB5_NT_ PRI NCl PAL - pass
ker beros_account password

E S

kt pass /out outfilenane. keytab / mapuser kerberos_account @GREALM | N UPPERCASE /
princ kerberos_account @GREALM | N UPPERCASE / pt ype KRB5_ NT_PRI NClI PAL / pass
ker beros_account password

C) THDTF4LY FJIZRESATULAEH L keytab 7 7 1 JL (5l TIZ kedadmin.keytab) % BlackBerry
UEM H—/N—[2aE—LFEJ, EE: GALKCD EBETHO Y FEFERATHLIICHRESNA TS
BlackBerry UEM Core H—/\—h\E#H 515 &1&. X T BlackBerry UEM H—/\—[Z keytab 7 7 1 JL
ZOE—TARENHYFET,
keytab 7 7 1 JLIE. c\keytab Z &, H—N\—EDEBDOHHICIE—TEET, COBRITIERTSET S
DT, *ELTHEET,

3. ADA—H—F TSI rTIL—TAUN—2 9 TOHEEZEMZLET, HEHIZDONT
[%. docs.microsoft.com [C7 %t X LT TActive Directory D4ET7 hH v b ETIL—T ] 2BBLTLES
LY,

4. BlackBerry UEM #—/\—T, 1—H—&#KIE#H % Kerberos > R T LIZE{E TE % & 512 BlackBerry UEM
Y—ERTHAIV FOERERELEY., ChlE, BEEMTLATOEZY—ERTY U I/ULE (SPN) %5
DT7HAIULERBLTY, ERZHRET SHICIE. ROBEZEITLET,

a) Windows A2V —ILT [A—ALEFXa TR =] RAUEFEFET,

b) [A—HLKRYP—] T, [A—F—HEROEIYHT] ZFRL. AEO/NRFRLT [(FRL—F12TY
ATLO—ERE LTHEE] 2RV Uy L. [TANRT1] ZERLFET,

¢ [FRNRF4]1 D42 FYT, [A—HY—F@FIIL—T0eml #0J)vo L. ¥—EXTHIV D
ZEiFAALT, [OK] 20U vo LET,

5. BlackBerry UEM T Kerberos B:ED FO/NT 4 #RELET,
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6.

% BlackBerry UEM Core #—/3\—® BlackBerry UEM g% E Tl&. KDC (FAA/ > bA—5—) %# 1 DIT
BETEET, 2FY., FASMOV FA—F5—~DKCD BEEDNDTARTHIA—/LIE. EIZTZFND 1 DD KCDIZ
BEBLET, chlE. TEDT1DODKDCAFTIULEHE, $RTOKCD I—ILAKRKT HEEZBRLE
ER

UEM TKCD #8#129 5I121E. [&E] > [BlackBerry Dynamics] > [ O—/\)L7F0O/8F 4] T, X
DREFTIVELNHY ET,

JO/7 4 SRBA

BASRAE97E UPN #{E M ZOTANRT4E=BEMTHE, 21— —DIA
DFRERA VEHAEDETERSINHEER
B7% UPN TIX7% <. Active Directory IZfRTFS
T-BARA97%E UPN #{Ef L T. BlackBerry UEM [Z
AL EEFIMICETESE S ENTEET,

KCD #&#IZ9 % (gc.krb5.enabled) KCD #EMIZT BICIE. COFzvIKRYIRE
TUIZLET,

UEM TKCD #&#123 5I121&, [®E] > [BlackBerry Dynamics] > [FO/F 41 (H—nN—%%%H
Jv9) T. ROBEETOVENIHYFET,

JonsT4 1 BTLL]

gc.krb5.kdc=<kdc_host_name> UEM1.EXAMPLE.COM KDC OE£EH4, &
. Active Directory FA 4 >0
v kO—5—0 FQDN [ZxtIG L
FY9,

gc.krb5.keytab. file= c:/keytab/kcdadmin.keytab keytab 7 7 €4 ILDHF, /XA %

<keytab_file_location> IZIE. NV I RTv2aTIER
. Aoy PazERALTLE
S0y,

gc.krb5.principal.name= kcdadmin@EXAMPLE.COM KCD H—EXTERAIN I H—

<kcd_service_account> EX7HAD2 bDOAT

gc.krb5.realm=<REALM> EXAMPLE.COM Active Directory L JL LD 4TI,
EETRTAXFIZT HREMN
HYFET,

(7> 3>) krbs.conf 77 A ILEERLET, ThiE. CAPATH EENHIGEICOANBETT, D
T7AIVEERT 2BHENH DIHAE, Active Directory F—LALIZEWEHETL XL,
BEH D Kerberos KA A > CAPATH E$ERE& =L 9 5(Z1E krb5.conf 7 7 4 ILHAABHETY ., BlackBerry
UEM ¥ —/3—_E D krb5.conf 7 7 4 JLDBRTIE. H—/3\—TF 0O/8F 1 ge.krb5.config.file TIEET Z2HENH
YEYS,
krb5.conf 7 7 A LD :

[l1ibdefaults] default _real m= NA POD1. COM [real n8] NA. POD1. COM = { kdc

= podl- na-ad. na. podl.com} [ capaths] NA PODl. COM = { APAC. POD2. COM =
POD2. COM POD2. COM = PCD1. COM PCD1. COM = . } PQOD2. COM = { NA. POD1. COM =
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POD1. COM PCD1. COM = . } APAC. PCD2. COM = { NA. PCD1. COM = POD1. COM PCD1. COM =
POD2PCD2. COM PCD2. COM = .}

cS TS a—TarT &M

AT I77A4LEFERALT. PATLEEENMEEFIEHAES K UHRRD-HIZ BlackBerry 749 = H JLHHR—
FMZEETEAMEERHETADICHRIE LET, £f-. BlackBerry 7Ly OR—XATERERERTHLEHLT
=FET,

O %#XRERTBICIE, TNy 88HLET,
Kerberos 5 KU KCDOS 774 IILDITS5—a— K
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T, [B&E] > [BEE] > (O—)L] >B 25 )v o LFES, RELGHEREZERLES. (RE] 29Uv9
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9. [BEE] > [1—Y¥—] #9JvILET,

108 25 ) 9o LET,

MNERLIEA—HF—TFTHY Y FERRLTYZ Y VI LET,
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BlackBerry Web Services SEBAE % Cisco ISE SEBAE X + 7 (2B
LET,
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EXZIRO BRI : CiscoISENERTELEEET IV Y FEERT B

1. 7594 —T https://<server_name>:<BlackBerry Web_Services port>/enterprise/admin/util/ws?wsdl |ZF5 &}
LEF, I T <server_name> [L BlackBerry UEM Core A ViR—+ > kKRR 3502 Ea—4—0 FQDN
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CFEELY,

BlackBerry UEM T7 9 T 1« it S TV LvA BlackBerry UEM [Z#EHL L TULVELVT /N1 X %, Cisco ISE A%
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+* Authentication Policy

BES12Authentication I Wireless_B02.1X Allow Protocols - Default Metwork Access and
Default usze Internal Users
Default Rule (If no Allow Protocols @ Mong anduse . DenyAccess
match)

RAERY O—
¥ Authorization Policy

¥ Exceptions (1)

Local Exceptions

SF Create a New Rule

Global Exceptions

Status  Rule MName Conditions (identity groups and other conditions) Permissions
Blacklisted Blacklist Blackhole Access
Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
MDM_Un_Registered MDM:DeviceRegisterstatus EQUALS MDOM_Quarantine
UnReqisterad

(<]

MDM_Mon_Compliant MDM:DeviceCompliantStatus EQUALS MDOM_Quarantine
NonCompliznt

PERMIT Any PermitAccess

B a8

Default DenyAccess
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