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KRAT—FERBEAX  HHAE/SRT— FILEHBENHIAXTORMEERELET,
FOH

KRT—FERBLAX  HHAE/SRT— FILEHBENH S IXTORMEERELET,
FOH

RRT—RIZBADBN BRI FIIE8HBENBIXTORIMEERELET.
XFH

NRAT— FDRBFUSN BHENRT—FICEOIVEAHIRFLUNOXF (BFPLESHE) O/
DXFDER/IE HERELFI,
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JL—IL £RBA

IRAT— RIZRELRHMTFT HHEGNRRXRIT—FIZEHIVENHIBFORINEIEELET,
DI/

INRT— RICHELEE BHRLENRT—FRIZEDOIDELHIERFLUINDODXFEDR/IBEIEELET,
(O}

ITHRYS—D/IRRT—FIL—)LOFEMZDOWNTIE, [RUP—)IT7LURATLy FY—R] #8Hra—F
LTLEEL,

Android : TERATOT 74 ILD/IRRAT—FK)L—JL
HEATOI7AILDNNRT—FIL—ILIF. RDTITFA4R=23 2084 TDTNARIZH LT, HEHBEED
NAD—FEHZRELET,

HERBEBAR-I—H—D TS5 47— (Android Enterprise)
HEREEAR-Z)La> FA—JL (Android Enterprise)

JL—IL i BA
INAT—FDEH HERAEEONNRT—FORNMNEGHEIEELET, ROVWTHHADA T avwE
BIRTEET,

EE LGV : NRAD—FIEIRHATESHY FHA,

FE :NRRT—FEBRETIVLENHYFTHN, RSVEICEITIEHEHY
FtH A

BE: NNRAT—FIZE 1T XFULDHFEZEDIDLELHY FT,

HF AT —FIZR 1 XFULDEFZEDIHELHY EFT,

BEHF : XRT—FICE, BEFLBEFEE 1 XFULEDIDLENHY FT,
B BERUOXFAIA T CTHENDELERETEET,

BHEHT - NRAT—FIZEIHFEEOLIDELHY FTH. REFH (4444)
05ERES| (1234, 4321, 2468) [IERATEEFEA,

BONAAARYYY -IRRAT—KFTREEFIVTADENALF AR VY
AT/ OCHEREINET,

Android ##& L = BlackBerry 7/34 X Di5& L. BlackBerry 7/ XD 73
A RERERBED/NNRT—FZRG DL OIZH®E) L—ILZERALT. £FA
BHDINRT—RETNARNRRT—RERLGDHIDICT DL SITEFNTESE
ER

NRRAT—FDHRREBE TN ZANENESh, AERABETOT 7 A LHEIBRENHETIS, 2—H—
TE% AEESHERAEEART—FEZANTELRMEHEELET,

OvYFETORXTY A—HY—F7I T4 ET A DHEVEBERINRATRIMMEBLIZSTNS RBL VLS

T4 ET 1 7% LERE AEEEZ0vy O T2 FHRELET, —DIL—)LE Android FO—/N)LD TOy
DETCORRKT7ITAET«4ELEBI L—ILOWAERELBE. T/AM R
EHFERBEEIIELELADEAT—UNbEOv I EhET, 2—F—IF, &
YEWERBZET /A RIZERETEET,
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NRAT—FAEBHARDOS HEABEEART-FZERATEIRAKEEHELTY, HESNHRENE
A LTIk BYSE, HLWMEBERBE/IART-FERETILENHYET, 0ITKREYT
& NRAT—FEHRUINICEY FE A,

INR ) — FEERDOHIR BREDOHFE, EF, ZHF. GHLENRT—FOBMAZHCEH., T4 AN
FrvOTARUNMOHEEREEH/ AR T— FOERHZHEELEFT, 0IZHRTET S
E. UHIONRRT—FREFzvIEShFEREA,

NRRAT—FORNMXFH HF. RF, ZYF. FEEERCLEFARBEAART— FORNXFHEREEL
F¥9,

NAT—RIZBELBARX BHEHEZEABBNART-—FIZEHILENHEIRXFOR/NMNRZREELFT,
FOH

NRAT—RIZBERIX  BEHCHEZEABREBNART—FIIEHILENHLNXFORNMEZREELFT,
FOH

NRRAT—RIZRBHEDR/NN BHCHEZEABBNART—FIZEOILENHIEFORNMKEZREELFT,
XFH

NRAT— FOERPFLS BHCLEERABEART—FCEHIBENHIEFLUNDOXF (HFPOREEH
DXFDER/IME E) DRIMBEBELFET,

NRAT—RIZRELGHTF BEHCAEERABEART—FIIEHILENHIBFORNKEEZREELFT,
DI/

NRAT—RIZRERES BEHGCLEERABEART—FIEHIDLENHIEBFLUNDOXFOR/NELE
D ELEY,

ITHRYS—D/IRT—FIL—ILOFEMZDOVNTIE, [RUP—UIT7L 2 RATLy FY—R] #45va—F
LTLEEL,

Android : Knox MDM /XX J— KJL—JL

Knox MDM D/RRX T — KIL—JLIE, RDTFI T4 R—2 32084 TDTNARIZH LT, THRARADIRRAT—FK
BEHEHRELET,

HERELEAR-27)La> ba—)L (Samsung Knox)
MDM #lfE#l (Knox MDM)
INEDTITAR=23 8L TDTINA XTI, T/NARD/INRT— ERRBAEIZHEY FF,

Android Enterprise D79 T4 R—3 V34 TT, TINARET Y T4 ~—3 3> LT Knox Platform for
Enterprise ZEAT 515 &%, Android ¥ B—/N)L/SRT— FIL—)LZEFEHA L T FZ& LY, Samsung Knox 7 %
TAR—=23 084 TEKnoxMDMITARY —IL—)LiF, FEDY ) —XATRIESNBZFETIT, FMIZDOWL
TI&. https://support.blackberry.com/community [C72 X L. F8FE 54614 #SHBL T E &L,

AE: MDM&I#H 79 T4 R—> 32084 Fl&, Android 10 Z2FERT 5T /\1 ATIXERESIWFEL A, FMIZD
LT IE, https://support.blackberry.com/community [C7 2 A L, 8% 48386 8B L TL &Ly,
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INAT—FDEH
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FOH
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FDHH

INNAT— RIZhEGEHR
BXFEOR/IH

XFIDZERARS

Oy FETORKT Y
T4 ET 173 LER

INRAT— FDERKKIME
TE%

INRAT— FEEDHIR

IR — FEHHBO 4
LTk

1RR T — R ORREH
%

NRRAT—FORNEHEZRELET, ROVTALDF T 3 VEBIRTEE
ER

BF: NRAT—FICETXFULOBFEEDIRLELNHYET,

RBF: NRAT—FICRETXFULORFEZEDILENHYET,

REYF : NRAT—FICR, RFLBFER I XFULEDIRENHYFET,
B BLAXFIA T TREDERERETEFET,

NRAT—FDERNMNXFHERELFET . NRAT—FFAXFLULIZT Z2BENH
YEF,

BHRIGNNRAT—FIZEDIDENH D PXFORNMIEEELES,

BHENNRT—FICEDOIDENHIRXFORNMEEELET.

BRIG/INRAT—FICEHIDEDHIEHENTFT (BMFVLREERE) ORIMHE
BELEYS, COEZT1ICRETSE. BFN T XFULLEIZRYFET, 2L
LDEZRET HE. BFLESHAETNEN 1 XFULRBEIZRYET,

HE, EHF, FEEEHLGRRT—RFTHATI7ILI7RY FEDEFED
RARSZEELET, EXIE. CORSIES5ICHRET HE. EHRTHEF
Fabcde) [FEFaI S FET A, Tlabedef] [FEFRISNFEHFA, 0ICKRET B E.
TILIT 7Ry MEICHIRIZERSNEE A,

A—H—TFI T4 ETADEVWHBENRRKTEDSCHWMEBLI-LTNA R %
Avy (F—H—FOvY) 90 ZFEELET. EHOEMM V21— 3Y
TEEBEINTWATNARATIE, 79T1ET14 DRV & L TRIEEAE
AEhZxErd, RAT—FZFEALTVWS TN RATIE, RRAT—KTTFNAR%
Ay VBRI ILENRHYET, 0ICRETDE. 7V T4 ETAHRNEED
BALTY M TNARICERINEE AN

TNAZAMTA TENDBHNZ, FESNRT—FZANTEHEHEEELE
-d—o

BAEDNRT—FOBMAZHE SO, TNAZABF T VI T HLURD/IART—
FOERRHBERELFTFI. 0ICEREIT D&, URID/INRT—FEFz v shZE
A

TNARNRRAT—FZ2FEATELIRABRMEZHEELF T, EESNFKREAREZR
$HE NRAT—FERHRUNICGEY., HLLWAARD—FERETILENHY
F9, 0ICRET &, NRT—FEERUNIZGEY FHA,

A—H—DBTFNA RINRT—FEANTBEEIC, IRRT—FERRTTEEHINE
SHEEBELET., COIL—ILHEBBIRSNATUWEWNMGS, 2A—Y—&H— F/—
TATTIVERTEREELERETETE A
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JL—IL ol

HEREREEEF TS B TNA ADERREEZL——IERATEEINEIANEHEELET,

TR S—DI/ISAT—RIL—ILOFEMZDOWNTIE, [RUL—)IT7L2UARTLy Fo—K] #4Ho0—F
LTLEEE0N,

Android : Knox Premium - Workspace /XX 7 — FJL—JL

Knox Premium - Workspace /18X T — FL—JLIE, RDT IV T4 R—=23 034 TDTNA R LT, £EH
EHDNRT)— FEHERELET,

TEREBEAR-I—Y—DTF 4/ — (Samsung Knox)

TEREBAR-Z/La> bOo—)L (Samsung Knox)

TERAMEEOHA (Samsung Knox)

INEDTITAR=23 B4 TOTNARTIE, HERBHDNART— FHAREITHEY FT,

T 9T 4= 3244 TH Android Enterprise DT /N1 R &7 9 T 4 X—3< 3 > L T Knox Platform for
Enterprise Z{E A9 %158 (X. Android TERHD/NNRXT—F)L—/ILZFERAL T &L, Samsung Knox 74 7 «
R—2 3484 T & Knox Premium IT R —J)L—)LIE, §H&DJ ) —ATRILEINDIFETT, FMIZONT
IE. https://support.blackberry.com/community IZ7 2 A L. 8% 54614 5B L T 2Ly,

JL—IL ZRBe
INAT—FDEH INRAT—FOBR/NEHHFIRELEFT, ROWVWTIHLDA T 3V E&RTEF
—d—o

HFE AT —FIZE 1 XFULDEFZEDIHELHY FT,
BHLEHTE  KRT—FIZIE, R1E (B : 4444) 0&EH

(5l : 1234, 4321, 2468) HHELVRET, 1 XFULDHFEZEDHHILEN
HYFET,
BEF :NRRT—FRIZR T XFULDEFZEZEHIDHENHYET,
BT XRT—FIZIE. BEFLEBFER 1 XFULEODIDLENHY FT,
B BEROXFAA T THEDEHEZRETEET,

NRAT—FIZRERINX  BRLGNRT—FICEOIVENHDIINXFORNIERELET,
FOH

NRAT—RITBELBRX  BERGNARXT—FIIEOIDBELAHIARAXNFORNAZHEELEFT,
FOH

NRAT—RITREGER BERGNNRT-FIIEOIDLEDOHIBEREXTFT (BFPRSLE) ORIMHKE

X FREDE/NK BELFET., BFLETZE 1 XFULED T, 3SXFULOBERLGEXFNLE
TY,
XFIDZERARS RF, BEF., FEEEMGNRT—FTHATEITZLI 7Y MEDRFD

BAESZEELET, EZIE. CORSZ5ICHRTET SE. ERTIHEF
labcde) IFEFRTEhFET A, Tlabedef] [FEFRIESNFEHFA, O0IZKRET H E.
TILZ 7Ry MEIZHRBIEER I EE A,
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JL—IL
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INRAT— FORINXFEH

Oy FETORKT Y
T4 ET 173 LR

INR T — FDEIRARKHBE
f7[E%%

INRT— FEEDHIR

ISR — REHHRO 4
LTk

HFLWIRAT—KTLEE
SNBEXFEDR/IH
F—H—FKDhRE<A
0 I )

F—H—RFOEEI—
DIV hEHAT S

ISR T — FDRRZEFFA
EXG)

V=275 ER
#l9 5

D E I T A

INRIT— FORIMXFEHEHRTE LFET . Knox Workspace TER S h b ix/IME &
YINSUWMEZANT B E. Knox Workspace DF/IMEMNMEARASINET,

TEREE T —TFTITAETADLVHRARKRKED o WMEB L= b1t
FREEZEOVITENERELET., 0ICRETDHE. 7O/ T ETAHGEW
BEDEA LT MAEERBERISERSAEE A,

HERBEEMNEESNDHINC. BB/ N\RT—FEANTEIRHMEEELE
T, 0ICBRET HE. A—F—HRES /AT — FEANTE ZEEMHMNEHIR
ITBYETS,

BAEDNRT—FOBRMAZEHE SO, TNAZABF T VI T HLURD/IART—
FOERHBERELFTI. 0ICEREIT D&, URID/INRT—FEFz v snZE
A,

NRRAT—FZ2FERATELIRABHZEZEELFTTS, EESI-BHEI/ZBT S L.
NRAT—FIFERUIN LD, FLWART—FZRETIVENHY F
Y. 0ICERET HE. NRAT— FEFERYINIZGY FE A

DHIDINZAT—FELBRLTHLWLWIRT—FTERESINTLWIRENHDIXF
DENHERELFT T, 0ICKRET S &, HRITERSFEA,

TNARD, EEI—CzU MEEDF—H—ROARETA XEEATES L
SICTEIMEINERBELFET, COIL—INBRENTVEGEWNES, F—H—
FOARETAREA TICHBYET,

A—H—N, PI9TFAETFALRLAALT Y FOBRKRERNAZEAL-RIZ, £F
BAEEAO Y VBBREINT-IREZ 2BBHMIETEEL51CTEINESINEFRTE
LET, PTIVTAETAHRLEAALT I FOBEZERELTLWEWNMEESE, 21—
H—ET I+ b TIDIEEERITTEET,

A—H—DTNA RINRT—RFEANTBHEEIC, IRRT—FERRTEEHINE
SHEBELET., COIL—ILHEIRSNTULEWNMES, 2—Y—&H— F/—
TATTVERTEREEZLERETETE A

A—H—AUEERABEEICTIERTHEEITY—T7 I3 —RBAEERT N E
IMERELET, FEAF, COL—LEFERALT, 2—HF—ICHEHE/RR
T—FEERYTARAEERTEET,

A—H—HPMEERABEBICT IR T HLEEIERRBAEFERATELINE SN L
ELFET,

ITHRY)S—D/IRRAT— KIL—ILOEMIZ DL TIEL,

LTLESL,

[RY—1) TP LUART LY Ko— K] 249 00—FK
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Windows D/SX 7 — FEHDHETE

Windows T/8f A T/INAT— R EZHBETEIMNESIHIEEIRTEEFT, N\RTV—FEQRAIZTIHEE. /ISXAT—

FOEBEHRETEET,

JL—Ib

‘E-lullzl

BY

FINA RDINAT— K%
WHBIZT B

B /AR — R &5
EXG)
INAT— FDRINFH

INAT— FDE#S

XFRATORRH

IR T— FOEMEAR

INR T — FDERE

INR T — FDEmKKHBE

iTE%

Ay FETORKT Y
T4 ET 472 LB

TNARNRRT— R ERETDVENHDEIICTEINESINERELES,

INATT—FKI[Z, DEFGA° 3333 ENREFILEHRT IXNFEEDIEMNTE
BESCTENESHERELET,

NRAT—FORNMNXFREBELET . NRAT—FEAXFULIZT IBELND
YES,

NRAT—FDEHSERELET. ROAF T a vEBIRTEET,
RYF : NRAT—FIIXFEHRFEEDIDENHY TS,
HF AT —FIZBEFOAZEDIRLENHYET.

EHFENNRT—FIZEDIVEDOHAIXNFESA TORIMNIZERELET ., ROA

ToaUvnoERLET,

1. F%0BEETS

2. MFEINXFEDTILITI 7Ry hEWEET S

3. HFE, INXFEDTILIF7RY b, KXFEZEHEBEETS

4. HF, INCFOTILIT7RY b, ARXFOTILI7Ry b, BHhXFEnEL
T3

Windows 10 A2 Ea—42—&A2TJL Y FTlE. NMRAT—KXFEOEHIE. 2D

BRETEHLGEL, A—F—F7hIOV FOEHBIZE>TRESAET,

KRT—FEEATEZRAARERELET. 0CBRET D&, /IRT— K
BRGNS Y F A

BEDNRT—FOBMAZHE SO, TNAZABF T VI T HLURD/IART—
FREBELET. 0ICRET SHE. UAID/NNRT—FEFz vy ShFEHA

FINA APGEHEINBHINZ., BB/ ART—REANTETAEHFETLE
I, 0ICERET DL, A—H—DEES=/X\RT—KZAALER#KIZHIHD D
T, TNARITEEShFEA,

ZDIL—JLIE, Windows10 A Ea—4—»2JLy b &, RO —F—
FHYY FEFRTELSTNAARICITERAIAEE A,

A—H =TI TAETADEVHRNEDCOVEBLI-OTNAREQ VI
ENEHRELFET. 0ICRET S E. TN RBFEBTEHOYI EShFEEA,
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JL—IL

B2l

INAT—KRBELTOTA
FLh o DE/REHAS
%

T4 FILEFEHEDRTRIC/INRT—KFKOANZERTEINESIHLFIRELE
T, COIL—ILEERTDE, I—F—IET/NA A T/HRT— RFOHEFHRE 2
AV—ZBETEET., TDIL—JLIE, Windows10 AV E1—42—BLUE2T
Ly MZIEBERIhFEE A

ITARYS—DINRT— K)L—)LOFERIZDLNTIE,

LTLESL,

BlackBerry 10 M /XX ) —

[RYS—1)IT7LUARRT Ly Ko— k] #2890 —FK

FEHDERTE

BlackBerry 10 7/3f XTI, /ARAT— RDIL—ILHMEERBEBDO/NRT— RICEEEZRIFLEY, [TEHBEE
DH | TINARATRHNRT—FBBATHY., RNRAT—FDERERETEET,

TERABEDAART—FE THERAELBEAR-24 1 LUV EERALEAR-FRGE | THAARATREET
EMEINEEIRNTEFEY ., HERBEHD/IART—FEREET HHEE. NAT—FIIH L TRNMROEHZR
ETEFET, REAR, TRNARATHNRRT—RERALTHEINEI M. HERBEEE I VT /NS ADNRT—
FEZRILIZTESM, FEERALICTILEAHINGE, BHEEETEET,

JL—Ib

B2

TEREFED/AART—F
EWARIZT S

INRAT— FORINEH

NRAT—RFDEHEIDR
BE&EH

EX2VTA3ALTD
b

INRA T — RO EREHATHE
s

INRAT— FDERKREE

TEREEDAART—rZ, HFEREEAR-2E 1 8LV HEREBEAR-
FIRTFE | TNARATRALETINEINERELFT., MEEABEEHDOA 1 T
NARATIFINRAT— FHBRETY,

TEREED AR T— FORNXFHEREELES . /AR T—FEF4XFULIS
TEORENHYFET,

HERABEART— FOREBEROBEH S EHEELET, ROVTIAADF T 3
VERRTEFT,

HIPR7 L

XFERFER T XFUL

XF. BF. FBRXFZEE 1 XFUL

AXF, IWXF. BF. FEXFZEE 1 XFUL
AXF, INXF. BFEE1TXFLUL

A—H—TFITAETADLHEVHREAEDCHWMEBL-G, AERABEZDY
V9N EEELEY,

TERABEAEESNDHNIC, BB S/ART—FEANTELRHZEELFE
3. HERLBEAR-SH ] &V HFEREBEAR-FIRMGE 1 TNART
X, EFEREHET NI ATRLCNART—FEERTSE. TS RAMNEESH
i‘d—o

RAEDHERBE AR T— FOBRAZH CT=O. TNAARBF T v 99 % LURH
DINAT—FHERELET . 0ICERET S &, BRIDNRT—FEFz v o s
nEEA
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JL—IL B30

INRAT— FDEKRER TEREE/NRT - FEEATEOIRAXBRAZHEELFT I, 0ITKRET HE. N
AT — FIIERYINIZGEY FE A,

TFTINAREEDINRT— TFTNARADINRAT—RERLEREEHDNNRT—FE HEREBEAR-=1 &
REEKRT S SV THERELEBAANR-FIRFFE | TINARATRALETEINESINEIEELE
a—o

TERBEEETNARAD HSFEREEDIART—FETNARADNRRAT—REHIZT IVENHEIMNE S
NRRAT—RFDEEZEE M. BLICTIBEAHEINESINERELES, T, NRT—FZRELIZY
EX) BEBRRYT DMEREL T —CEZIMNEINEREELFET,

ITHRYS—D/IRRT—FIL—)LOFEMZDOWNTIE, [RUS—)IT7LURATLy Ro—R] #85>a—FK
LTLEEL,

ITRY) O—DERLE EE

TIAHILEDITRY) O—ZFFHTEM. hAALITRYD— (2 HBRAOEL1I—F—JIL—TF
FIETFNARTI—=TIZITRY O—IL—ILERET H=0) ZERTHIENTEEFT, TIAHILFDITRY
V—2FAFENEEIE. FAOLEZRELT, REICHLT, L—IAEEOEX 1) T EHERISHT
ESICEHTEIBLENHY FET,

ITRYS—DER
1. Aza—N—T [RYL—&T0T7740L] 2HYws LET,
[RYS—1 > OTRYS—] 25 Uvs LET,

“trouvsLET,

TR —DAFTEHRBAZAALET,

- HBADOETNAREAALATDRTEI )9 LT, ITRYS—IL—IILOBYLEEFRELET,
IL—=ILDBFDLEIZROREFELC E, ALTEY MHBRFREINET,

6. [BmM] #9JvoILET,

BTLEL  ITRYSD—DS 41T

2
3
4
5

ITAR)>—%aE—
BEDITHRYS—%22E—L T, HBAOIEIELIIL—TRIZARZLITRY >—2FTERERTSH
EMTEFET,

1. AZa—N—T [RY>—=&70T704IL] ZHUvILET,

2. [Rys—=1> OTRYS—=] #0)vILET,

3. aE—FBITRYL—DEFMEIVYILET,
4

'EﬁéaUvauﬁto
CHLWITHY S—DRRIEHAEAT LES,

a
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6. ETNA R TOHENHGR T TEREMAFET.
7. [&m] #2909 LES,

BTLED : ITHRYL—DZ 1T

ITHRYS—D35 201

SoXUTIE. ROUF ) AT, BlackBerry UEM MTF/NA RIZEET B ITHRY O—ZRETHEHIZEASL
E3
A—H—N, BHDITR) O —EEDERDLI—F—TIL—TDAIN—TH5,
TINAZAN, BRBITHRY O—EHIEHDTNARITIL—TDAN—TH %,
1. AZa—N—T [RY>—=&Faa740] 2909 LET,
2. [RYS—=1 > UTRYS—=1%29)vILFET,
.M ELVYILETS,
4. XEZEFEALT ITRYO>—ZETFICBBLTS VX UILET,
5. [RE]1 &V UVILEY,

ITRY) o—DERTE

TR O—ICET IRDEHRERTTCEET,
BTNAREAFICEAED TR O—IL—IL
ITHRYS—MNEYHBTOohTWD (BEESELUVREE) 22— —T7hO DY R MEH
ITHRYS—DENIYETENTLNS (EiE) 21— —JIL—TDIVRLEH

1. AZa—N—T [RUs—&7a774I)] 29Uy LET,

2. [RYI—=1 > UTKRYL—=]1#0UvHoLFET,

3. RERTBITRYL—DEHEEI ) YOI LET,

ITRYO—DZER

1. Aza—N—T [RYL—&7aa740L] 9w LET,
2. [KRYI—=1 > UTKRYL—=]1#0UvHoLFET,

3. FEFTHITRYL—DEHEEI )OI LET,
4

A EryusLET,
5. 8T A REA TOBYES ICEEEMAET,
6. [E7E] £5Uvs LET.

BTLEG: BEICKELT, TRYSD—DS XU TEEELET,

A—HY—FhoU b EEEA—Y—=FIL—ThoD IT R —DHI

ITHRY)S—NA—HF—FhO Y rEF1I—F—FIL—TITEEIY L TOATWREEE, 22— —F1F5
=TS ITHRY S—ZHIBRTEET, ITRY>—R1—HF—F)IL—TFI2&->THEMICEIYSBTLIATNS
BEIE, JIL—Tho ITRYO—%EIBRITEH, FEEIL—Thoa—HF—7hor r2HIBRITHENTSE
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{"tls": {"tls_protocols": ["TLSv1"], "tls_ciphersuites":

[ 49200, 49196, 49192, 49188, 49172, 49162, 163, 159, 107,
106, 57, 56, 136, 135, 49202, 49198, 49194, 49190, 49167,
49157, 157, 61, 53, 132, 141, 49199, 49195, 49191, 49187,
49171, 49161, 162, 158, 103, 64, 51, 50, 154, 153, 69,

68, 49201, 49197, 49193, 49189, 49166, 49156, 156, 60,

47, 150, 65, 140, 49169, 49159, 49164, 49154, 5, 4, 138,
49170, 49160, 22, 19, 49165, 49155, 10, 139, 21, 18, 9,

20, 17, 8, 6, 3], "tls_curves": ["secp256r1", "secp521r1"
"brai npool P512r 1", "brai npool P384r1", "secp384r1"
"brai npool P256r 1", "secp256kl", "sect571r1l", "sect571k1"
"sect 409k1", "sect409r1", "sect283kl", "sect283rl",
"secp224kl", "secp224rl", "secpl92kl", "secpl92r1l"
"secpl6Okl", "secpl60rl", "secpl60r2", "sect239k1l"

"sect 233k1", "sect233r1", "sect193rl", "sect193r2",

"sect 163k1", "sect163rl1", "sect163r2"], "tls_sigal gs":

[ " ECDSA+SHA512", "DSA+SHA512", "RSA+SHA512", "ECDSA
+SHA384", "DSA+SHA384", "RSA+SHA384", "ECDSA+SHA256", "DSA
+SHA256", "RSA+SHA256", "ECDSA+SHA224", " DSA+SHA224",
"RSA+SHA224", "ECDSA+SHAL1", "DSA+SHAL1", "RSA+SHAl1"],
"tls_dh_min_key bits":768, "tls suiteb _node": "SU TEB OFF"},
"vpn": {"vpn_encr": ["aesl128", "aes256", "aesl1l28 icv1l6_gcni
"aes256 _icvle _gcn', "3des", "aesl192"], "vpn_dh": ["dh2"
"“dh5", "dh7", "dh8", "dh9", "dh10", "dhl11l", "dh12"

"dh13", "dh14", "dh15", "dh16", "dh17", "dh18", "dh19"
"dh20", "dh21", "dh22", "dh23", "dh24", "dh25", "dh26"],
"vpn_integ": ["shal", "sha384", "sha512", "aes", "sha256"],
"vpn_prf": ["shal", "sha384", "shab5l12", "aes", "hmac",
"sha256"]}}

| 7734 R & BlackBerry UEM D@{EDERTE | 72



T/ A TORBIFERORT

BlackBerry UEM (&, T /34 R CHBIFR LMD N R F LBAMERTT HELIITHRETEET,

BlackBerry 10, i0S. macOS. Android. & & U Windows 10 T/314 R DiGE. HHEOHR 2 LEMEERL. 7
DTAR= 3 VRICRFTDHIIENTEET, EAE, A—F—DPHEBOEX1 Y T4 EHICENT D28
[CROSVBEDOHLIEHZ, BRICEDHONFET, 21— D79 T4 R— 30 TAEREHTT HITIE. B
EZFANDRENHYET., BELDIEHEZNAN—LEEROBMNEZER TSI L TENLE. BELDLHEEEY
R—rF3HICKBHOBERHDN—2 a3 VEERTEILEETEET,

TNRARTAT7AILEER LT, BBICBETIBERETNARICKRRTHIENTEFET, I0SHBLUV
Android T/5f ADBE. #BEEIERIET /N1 XD BlackBerry UEM Client [CR RS EF, Windows 10 DIFA.
BEBSLA—ILT FLRIETNA ZADHYR— MERICRTRSNET, BlackBerry 10 & Samsung Knox 7 /34
RATlE TNARTAT7AILEFERALT, A—HF—NTNA RZBEE Lz & EITHBOH X2 LBEMERT
TEFY,

BlackBerry 10, Samsung Knox. & UERFMR®D i0S T/AA R TlE, TNARTAT 74 I)LEFEAL T, 21—
H—DERERTT DHRAZLBEREGRZEMT I3 TEFET, EAE. HR— MERLER. NE Web
YA MEHR., FEEBOOTZ2ETEBRZEZIERTEET, BlackBerry 10 § & U Samsung Knox 7/3f X T
(., BHELEERE-RICRTEINET,

HBFERARTSINDIEE

HBERORERE

BlackBerry 10, i0OS. macOS. Android.
H XUV Windows 10 T/NAL RDT I T 4
R—2a VEICHBBMERTT S

Samsung Knox 7/ X DEALENES (24
HBEmERRT S

BlackBerry 10 7 /34 X DB 2 ENBFIZHH S
BHERRT D

i0S & & U Android 7734 X ® BlackBerry
UEM Client, FE7=I& Windows 10 T/341 X
F DY R— MERICHBERERTT S

BlackBerry 10, Samsung Knox. F7zIXE
HARD I0S T/814 ADEEFRDE 1

HEBOBMEERL, TNETIT4R—=2 3070774
LY ETEY,

HBBEMEERL., ThETNA X T T 74)LD [Android
1 2JICBIVAETES., TN\M1 RAOBEHRICKRRT SBHE
EETBITF, TNARTAT7ALEEHTILENHY F
j—o

HBEMEER L. ENET/NNARXTOT74)LD [BlackBerry
1 2TJICEYETES, [T/ ROBRBEICHEMOBIZE
RTRTB] ITRYSD— IL—INBIREN TS EZHEELE
T TNARADBEREFICRTT H2BMEZERTT HIZ(F. TN
ARTAT7AILVEBHTIVLENHY FT,

AEITRYO—IL—ILIE, N—2 321031 LIED
BlackBerry 10 0S #4179 %5 T/N\/ A0 [HEREHER] &
U (EERABLCEAR-RE] 7974 X—=23 0847 12D
HBERINET,

TFTNARTOT7AIDEN 2 TIZRRIT HEREADLE
a—o

TNARTAIT7AILDOEYN LR TT, E7 74 ILEFRL
9,

| 7/ A TOERIBEHRBDRT |73




B 5L 0D 18 R0 D E Ak

B H R A2 LB ZEER L T, BlackBerry 10, i0S. macOS. Android, & & U Windows 10 7/ 1 RDT7 Y

TAR—L 3 VRICRERTEFEY,

F1=. BlackBerry 10 & & Uf Samsung Knox T/83f X Tl&, 2—H =TS RE\EFHL TS EF(, i

DBEMERTSBEDHIELEETEET,

1. AZa—N—7T [EE] 29V vILFES,

2. ERqA T, [&BEE] ZERLET,

3. [#ARo&ER] 20Uy I LFET,

4. BEORBIZHE+EV UV I LET,

5. [&HI] Z4—ILRIZ, HHBOBMOAREANLET,

6. ¥ 7 arT, [MEOBBMMSIE—SIh=TFA L] FOYTEHILY X FTHREDHEBOELZER
LT, ZDOTXRE2HBIATEET,

[TNRARDEE] FAYTHIUUY X T, HBOBMOTI74ILEDOEEBELE L THERAT HEEZERL
ij-o
[(HEDEE] 74— FIZHBOBHDTXFRA FEAALET,
A Tarve, [EMOEEZFEM] #EHES Y v LT, HBOEMELYVSDEETHRBTEE
-g_o
104 DBEMEBBDEETERIBT BEIE. WIThHLDAYE—DDTICHS [TI+IWLEDEE] 7
avEERLT, TIAHILMDERZERELET,
M. [RE]1 22Uv I LFET,
BTLE=G
TIOTAN—2a VEICHBOBENERRT DICE. HBOBMET I T4 A—232T0T74ILICEIY
LTET,
Samsung Knox 7/34 RO BEBFICHEBOBEMERTT HICIE. HBOEHMEZT N1 X TOT7 74 ILIZEY
LTET,

BlackBerry 10 7/\4 R DBEEFICHBOEMERTT BICIE. BHZET/NNA R TOT 74 I)LIZEIY BT,
[T/ ADOBEBRICHBOBINERTT 5] ITRY O—IL—ILEBIRLET,

~

© ®

FINARATOT 74 ILDERK

EE£ %R BRI : BlackBerry 10 # & Uf Samsung Knox T/34 ADIBA., fMABOBHMEZERLET,
1. AZa—N—T [RYy>—=¢&7J0774)L] 29V voLET,

2. [HARAL] > [TIAR] #9UvILET,

Pt rouvsLEe,

4. JOIT7AILDEREFAZANLET, TAARTOT7A LI EICERDARNBETT,
5. RDBARIDVWTIhhEETLET,

| T/ A TOERIBEHRD R | 74


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/device-activation/activation-profile/kla1372082452115.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/device-activation/activation-profile/kla1372082452115.html

BRY FIE

TINA ADOBIEBFFIZ. BlackBerry 10 F1z1& a. [BlackBerry] #7=I% [Android] 2 1)vo L

Samsung Knox T/34 X LIZCRTFRIT B DEM % FY9,

EYHTS b. [#EnEMZIVYETS] FOyITFIUY
ART, TNAREIZRTT HHBOER % :E
RLET,

i0S $ & U Android 7/31 RDIHZEE. BlackBerry a. [ioS] . [Android] . F7=I% [Windows] %

UEM Client 7 TV ICRT ¥ 2 HBIFEREERL F 29I LES,

EE b. #igD&M. FF. BEES. A —ILT7FLX

Windows 10 DIHE&E. T/34 DY KR— MERIZE EAALET.

RYBREFEELEA—ILTRLAEEELET,
6. LEIZIHELT, RDLRVEEFTLET,

BRY FIE

BlackBerry 10 E f=I& Samsung a. [BlackBerry] F7=I% [Android] %2 1)v o LET,

Knox T/3f ADIEEMABEITE b, [(tERABEHOEM] /30T, [BR] 29UvILE
MOBEBREEMT S ER

C. BIRICHEAYT HEBRERRLET,
d. [FA<] 27Uy LET,

BERARDI0S T/ RICEMD a. [i0S] 20Uy I LES,

ERZEMNT 5 b. [FINAXDEEM] 53T, B#E [h—LRY—
V1. [OyYE@E] . £EEEO [EA] ITRTT 2 %EFER
Li—a—o

c. [BR] Z7YUvILT. BRICERYTIE/RZEZERLES,

- KT 29U Y9 LET,

e. [UTHHEBIZEIKEHRET D] 74 —ILFT, BHERTIT S
BE#RLES,

7. [Em] #2)voLET,
BTLEDL

BlackBerry 10 7/ R O BEEFICHEBOBMNEZRRT 5121, [T/1 ROBFEHHRICHBORBRMERT
$BH5]ITHRY)D—IIL—ILEBERLET,
WEIZIHLT, TAT7A4ILES VO FITLET,

| T/ A TOERIBEHRD R | 75


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/profiles-variables-email-templates/profiles/jth1389645152861.html

TNAATHERFHRI—EXZERT S

MBEHRY—ERTOI7AMIILEZHERATIE. TNAADMBZERL, R EOSELFTDHMEFRTT S
EMTEET, Ff=. BlackBerry UEM Self-Service Z AL TT/N\A RZRERTSHILHTEFET, i0SH&UY
Android T/ A CHNEBRRERZEHMDICLI-EE., T AV EATEHMICHEERZRE L. BEERA
BERBEEERTIHIENTEET,

MEFHRY—EXTO T 74 JLIE, i0S. Android. & & U Windows 10 Mobile T/34f X E TREFHRY—ERX %
FHALET., TN ABLUFATELAY—ERIZEDE, MBEHRY—ERIE. TN ADMEBEZRET SH7-
HIZ GPS, HEHEHFE. BEUWIFiRry 7= LDEREFERTHZENHY EFT,

HEFHRY —EXDHRE

R CREBEFRRESBTILEEICTNARIIRTTIREHRUGLEDREE. MEFRKY—EXTOT7ML

THRETEET, i0S B&U Android T/31 R CHRIBHRERBEEZB#IZT 5 &. BlackBerry UEM [ET I+ )L kT

17 ADMERBREREZEHZLET,

1. AZa—N—7T [B&E] > [BEFE] > (LEFHRY—EX] 29Uy I LET,

2. AT LI RREDSERE. (MERBREEOREFHM] 7« —JL FIZ, BlackBerry UEM TT /3 R DALE
EHREREZRET SHMEA. B, FLIXABMTEELET,

3. [RRSNBEEEM] FAYTIAHVIYRX T, [km/h] Fi=E [mph]l 29Uy H LET,

4. [RE]1 #0Vv I LFET,

NEBEERY—EXTOT7 74 IILOERK

MEFRRY—ERTOIT7ANE, 2—HF— 2—HF—TL—T FEETAA RAITL—-TITEYLETEHI &N
TEEd, B Y—ILE=(Z BlackBerry UEM Self-Service A #X £ T i0S & & U Android T/5f A DAL EE
MERTTEDELSICT BRI, A—F—XTRIT7AILERETHLENHY £I ., Windows 10 Mobile 7/
ARE, TAT7AILEBBNICEKELET,

EEZBO DRI : MBEFHRT—ERADERTE

AZa—Nn—=T [RY>—&TOT7A4L] 9V LET,

[R5&] > [MBHEHRY—ER] 29 UvoLFET,

+x%9)v I LET,

HBEHRY—ERTO I 7 ILOARTIEHAZANLET,

T3, TAT7ALNERELBEVWTNAREALATOF v IRV I RELFTIZLET,
RDBARY)E#ETLETS,

o ks~ wbd=

| T4 ATHEFHRY—EXEFERTS176



BRY FIE

i0S T/\f A THBEIEREREZE a. [i0S] #TT. [TNARADUEFERBEFLHEIT S]] Fz vy
MZF B MY ANRAUIZHESDTWNWBIEZHERLET,

A E : BlackBerry UEM (&, T/34 ADHEIFRICKEHZEIE (500
A—RFILUELE) BH-o1BE. AEETHNIE, FEBELTT /NS
ADMNEFRBRZEINELETS,

Android 7/34 R CHLEFEHREE a. [Android] 2 7T, [T/ RDMEFERETLHFT ] Fxvy
ZEMTS Ry ANAUICHE->TNWE I EEHRELET,
b. [FNAXDELEDF vV iER] 74—IL KT, T4 XD
EFEHRIEFEINDIETHD, T/\1 ADOBHEEHOR/IEIREEIE
ELET,
c. [EFHMOEHBEE] 74— KT, TS ADEFHRMNE
FEINIHEEEZHRELET,

AE: FAAAOUBERHSBEH SN BHIC, BES & CHEEOTE
P SN BBERDHY ES,

7. [&m] 2209 LES,
BTYLES: BEICSHLT, JOI7AILESVIFITLET,

TINARERET S

i0S. Android. & & U Windows 10 Mobile 7/Nf R ZBERTEET (T/N1 RAOPRBFLERH#BELLE) . BED
UV —)LHHE E T i0S & & U Android T/3f RDUEBEERERTTEDL ST RIS, —F—IXLEFR
H—EXRTOT7AILERKETHLENHY I, Windows 10 Mobile T/834 R1E, TR T 74 IILZBEHIEK
ELEIT, MEBERBEIL. TOT7 74 IILTEHEBIZLE=EEIZI0S & U Android T/34 R THIATRIRET T,

EEZRODAN: MBEFERY—ERTO T 7 A IILEZERTEIEEIYHTES,

1. A=Za—/N—T, [2—¥—] > [BEINTWLWETNAR] #9UvILET,

2. RRTBEINFNDOTNARADF v IRV I REFVIZLET,

3. @V UvHILFES,

4. MR ETTNARERERT BICIE. ROTAAVEFERALET, i0S £121& Android T/N1 AN RO EE

BOBWEHLEICRELLGWMES, JOT7 7/ LTHEBRBEENSEDICGA TS &, HRITER TG
LERERBRERTLEY,

BRAEME : Q
ERTIREBLMABER: ¢
FAADEI)VITEDNTAAUDLEICA—VILEEDEDE. BEFLEIBED L S GAEFRBR®. i
BERAVOBMBINON (EXIE 1 DRTERIF2DHHE) ERFTTDIENTEET,
5. i0S F£7=(& Android T/\f A THEFHREEZRTT HIZE. ROBEEZEITLET,
a) [(uBEHREEZRT] 299 LFET,
b) At B L UBKINHEREZRIRLES.

| T4 ATHEFHRY—EXEFERT S 177


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_12/administration/profiles-variables-email-templates/profiles/jth1389645152861.html

c) [EE]1 &V UvHILET,

BEHRXRDI0S T/N\1 ADPKRE— FDOEMA

EHRNRDIOS TNAATHERE—RFEZEDICL, BEITDHIIENTEET., TNMREMERLIZEEIC, Pk
E—RFZEMCTHERDUBETAET,
TINAREAYYI L, RERTEIAVE—DERTET D (zEZIE TN RBRDOM oz & EITEREER
ERERTED) o
O—L a3 Y —ERTAT 7ML EFERETIC. TN ROBEDBFHIERTT .
BHEIOAVY—IID, BEE—FDITRTOT/NA AEEHT S,

MEE—FZEAVIZTS

MEE— FIXERAKR I0S T/NA RTHR—rShFET,

1. A=Za—N—T, [2—¥—] > [BEINATWLWETNAR] #VUv I LET,

2. MERE—REFVICTETNAREY UV LET,

3. [TINAR] BTT [MEE—FEFUIZCTBH] #9VvILET,

4. [EREDEFEES] & [Avt—2] J14—ILFIC, BULBHEREAALET,

5. A7 avT [ RS54 FTRY VK] THFRALEEBER] #BRL. RRTEI3TFRAMEAALET,
6. [B:] 0 J)vILET,

MERE— FTODT /NS ADIER
EEERD DRI : MERE—FELTVIZT

1. AZa—nN—T, [2—4—] > [EHESNTWLWETNNAR] &V JvILFET,
2. MERE—RDBFTUICHESTVWETNAREY YV ILET,
3. [TNAR] 2TT [TNRARADEUEDEB] #09) v I LET,

MEE—FZATIZT S

ERZRD DA : MERE-—FEFVIZT D

1. AZa—nN—7, [2—¥—] > [EESNTWLWETNNAR] &V JvILET,
2. MERE—RDBFUICHESTWETNAREV YV ILET,
3. [T1NA4R] ATT [MKRE—FZEFTIZTS] &0V vILET,

| TN ATHEFEHRY —EXEERT S 178



i0S TINARATDT7 IV T4"—23arOvyIDER

I0OS TNAADTITA4R—=avAyIBEEEERT S E. —F—(F. T/NA1 ADHPEROEBHOEIZ, T/
A RAEZRETEET, COMEAEDICHE>TWNNDE, A—H—I(&. [T A iPhone ZFE] OEMILOT/INA
ADEEDE., £FETNAREBT7I T4 TILLTHEEAT HMEIZ. AppleID E/XRT— FEHERTHILEND
UEY,

BlackBerry UEM T7 V7 T4 RX—2 3 Oy I HREZEET LICE. ROFIREEITLET.
TNARFERRRE L TRESNTVIRENHY T,
TINA RIZiCloud 7HI Y FABRESNTWEIRLENHY FT,
TINA AT [YA iPhone Z#FE] F1=I1E [ 4 iPad ZRFE] NEVIZH->TWEIRENHY FT,

T /31 AH¥BlackBerry UEM T7 9 T4 kST &, 79 T4 R—=3 289 7([ETI74I)L FTEHIC
HOoTWET, CNETNAARIEICERICEMITSHIEL. ITHRY D—ZFAL TEFMICSERT LS
TEET, 79T4R—=2300v 9 %F TS L. BlackBerry UEM (0w Y ZERTE S/ (/XX — K%
BT H5DT, 2—H—D AppleID ERXRT—FRGELTTNSA RDBEEEBT I T4 FIEHEREIZHEY FT,

TIOTAN—23 00y Z2H/RZT S

RDFIEZEITLT,. ETNNAADT7ITA4R=23 00y 2@ANCEDZLET, ITRYO—IL—ILEFEA
LT79TF4R—>avovy@RALEEA. BIZEDICHE-TLWET,

AE:TITAR—= 300y BEEEZEMIZT S L. BlackBerry UEM & Apple DREIZ5ELVVEBIEAFKA T S alHE
HENHYET,
EEEIRH DRI :
TNARFERFARELTERESNTLWSIRELHY T,
TINAXIZiCloud 7HD Y FDRBRESNTVWEIRLENRHY FET,
FINA AT [TA iPhone Z#FE] F1-I1% [V 4 iPad ZR8E] NEYIZH>TLWEIRENHY ET,
1. AZa—N—T [2—¥Y—-] 29 UvILZET,
2. A—H—TFhOU rERRLET,
3. RREMRT, A—Y—ThO U rDERIEV UV ILET,
4 TINARDRATED )Y LET,
5. [TNAREEE] D42V FRIT, [TUOITA4R—=L 300w I &EMTE] #UvILET,

BTLRED: TINARDNA/NRNROA—FDYRAMERTTBIZIE, T1 28BLTLESL, 7974 —
3 YIIN(/IRAa— FORT

FIOTAN—23 00y 28 NT D

ROFIBEEZZTLT,. ETFNAADTIT4R—=23 00y Z@EMNEMZLES, ITHRYS—IL—ILEFEA
LTT7I9 T4 R—=>avOyyx@gblLE=Ba, Qv I EENTEEEA.

AE:TITAR—= 300y I #EEEEMICTT S L. BlackBerry UEM & Apple DREIZ5ELVEBIEAFKA T S ATHE
HhHYET,

1. AZa—N\—T [2—¥Y—-] 29 UvILZET,

[IOS TINA A TODT IV T4R—= 30099 DER|79



2 3 4H—ThOVLERELET,

3. REMERT., A —¥—THhHHUV rDAFIEV VY ILET,

4 FNRARDBATED )y I LET,

5. [TNAREEE] DAV RIT[TOTAR=23 0y EENTEH] #BRLET,

TIOT4R—=320099/1N(/NA2— FDRTK

TOTFAR—=320A09NNAIRA—RENANRRT—FPNEREN-BHZRETEEY,
1. AZa—nN—7T, [2—H%—] > [Apple 7V T4 _R—=>aravy] #9UvyyLET,
TNNAREBELET,

BREFERTHYTEITNNAREY YUY LET,

WMEIZRLT, AMVEEOERAIZR2O—I)LLTNHAM/SRa—KE#XRRLET,

P wWN

[IOS T/INA ATHDT7 IV T4RXR—= 30099 DEM| 80



WAZLRAAO—FTAOT7AILEZFEHL=-I0SD
HEEED &

HRABLRLAO—RTO7 74 )L EFERL T, BE7FE®D BlackBerry UEM R O —F =707 7/ L THIEH S h
TUWALVIOS T/ RDMEEEFIETEET,

A E : BEF®D BlackBerry UEM 7R 1) —F T O 7 7 A/ L THENHIEHIA TS E. hRALRA(O—FTF
A77ALNEEEYICHELLZVW EAHY FT, AELGESE. BICBREOR) O —FRETOTI7/LE
FEHRTLIBENHY FT,

Apple Configurator Z{#fA L T Apple ZRE 7R 7 7 A4 JLE{ERK L. BlackBerry UEM h X2 LR/ A— KA T 7
AIIVTBIMTEEY, ARFLRAMO—FTOT 74 L EA—F— 2—HF—JIL—T, BLUVTNART)L—
TICEIYETEIENTEET,

BlackBerry UEM R O —E LU TA T 7 A LIZCEENTULVEWVEIFD iOS #Ee2 BB LET, & X

(£, BES10 DiFA. HBORESREZEE (CE0) W7V RA Y k&, iPhone TESBEEDA—ILTHH Y
FECEODTHIY FOMAIZT Y ERATEE LTz, BlackBerry UEM TlE, 1 DT/ RIZ T DD A—)L
TOI7AINDHEENYLETEHEIENTEFET, TDH. FVRE YV MIESBEDA—ILTHI Y RS
LTI ERTEEFRA, CORBEERRT 51286, TVAZ U LD iPhone M7V RAZ U DA —ILT A
DHMNIFTO9ERTEDELSIZTEA—)ILTOT7ALILIZIMAT, FVRABE 2 D iPhone NCEO DA —ILF
HOVKMITIEARATERESICTDHRALRAO—RTOT7AILELEYHTONDESITHE->TLE
ER

BH O BlackBerryUEM V7 bz 7D Y J—REIZ) ) —RENTF-H LV IOSHAEEEZEBLET, =&
ZIE, BEDIOSICTYTIL—FTE5ETNARTHATREIZESZHLVVMEREEZEET Z20RENH - T
4. BlackBerry UEM Tl&. &[E O BlackBerryUEM Y7 k97D ) —REFTH LUWVEERED ITHRY >—%
FIRATEECA, CORIEEZMRT 5=, RD BlackBerry UEM V7 k97D 1) —RE T DHEEEZ
HMTEINRELRAO—RFTOD7AILEERTZEET,

WRBZBLRAAO—KTAT774ILDER

EEEIRH DRI : JBFD/A—2 3 > D Apple Configurator % Apple W4 O0—RKLTA VYR M—=ILLFE
ER

il

Apple Configurator T Apple &fE 7R 7 7 1 LEER L FE T,

BlackBerry UEM B>V —ILT [RU—&T0T774/4)] 20 U9 I LET,
[(AREL] > [HREALRAO—F] 29 UvI LET,
+%0)v O LET,

TAJ7AIVDBHEIEHGAZANLES,

Apple Configurator TApple EE 7O 77 A ILDXMLA—FKZaEF—LZET, TFRAFAE—FBHLE,
ROA— RV T TAFTRINTVBIEROAFIE—L TS,

U e

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE plist PUBLIC "-//Apple//DTD PLI ST 1.0//EN'
"http://ww. appl e. coni DTDs/ PropertyList-1.0.dtd">
<plist version="1.0">
<di ct >
<key>Payl oadCont ent </ key>
<array>
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<di ct >
<key>Cal DAVAccount Descri pti on</ key>
<string>Cal DAV Account Description</string>
<key>Cal DAVHost Nanme</ key>
<string>cal dav. server. exanpl e</ stri ng>
<key>Cal DAVPor t </ key>
<i nt eger >8443</i nt eger >
<key>Cal DAVPri nci pal URL</ key>

<string>Principal URL for the Cal DAV account</string>

<key>Cal DAVUseSSL</ key>

</true>

<key>Cal DAVUser nane</ key>

<string>User nane</stri ng>

<key>Payl oadDescri pti on</ key>
<string>Configures Cal DAV account.</string>
<key>Payl oadDi spl ayNanme</ key>

<string>Cal DAV (Cal DAV Account Descri ption)</string>

<key>Payl| oadl denti fi er </ key>
<string>. cal davl</stri ng>
<key>Payl oadOr gani zat i on</ key>
<string></string>

<key>Payl oadType</ key>
<string>com appl e. cal dav. account </ stri ng>
<key>Payl oadUUl D</ key>

<stri ng>9ADCF5D6- 397C- 4E14- 848D- FAO4643610A3</ st ri ng>

<key>Payl| oadVer si on</ key>
<i nt eger >1</i nt eger >
</ dict>
</ array>
<key>Payl| oadDescri pti on</ key>
<string>Profile description.</string>
<key>Payl oadDi spl ayNanme</ key>
<string>Profile Nane</string>
<key>Payl oadOr gani zat i on</ key>
<string></string>
<key>Payl oadRenpval Di sal | owed</ key>
<fal se/ >
<key>Payl oadType</ key>
<string>Confi guration</string>
<key>Payl oadUUl D</ key>
<string>7A5F8391- 5A98- 46EA- A3CF- CODG6EDC74632</ st ri ng>
<key>Payl| oadVer si on</ key>
<i nt eger >1</i nt eger >
</dict>
</plist>

7. Apple Configurator M5 A E—LFz XML O—F% [ARFZLRAO—F] T4—ILRIZBEYFITET,

8. [E&Mm] #7UvILET,

| HRRLRAB—RFTA T 74 I)LEER L1 i0S DHEEDEE | 82



Android Enterprise 7/\f XD TIHBHEFH) v FME
EDERTE

TERBEOA TV TAN—23 034 TE2FERALTT Y T4 FieShiz. ##D Android Enterprise 7/34 X
[Cx LT, TIEHEHF Y MRETO I 7MILERETEET. COTAT7AMIILEFERTSHE. TINAR%E
TIHHAREEICUEY FLEET, TN RO YV BRICERATE S —TAV U FEEETEET,
ZD7AT7ALEERTNIE, Google 1—H—AT /NS RICEHERFOLNTWNETHY Y FRIHERZ SN
BEW®. TOTNA R1—HF—EBIC WG G258 TH, TAIRE0 VI BBRTELFRNHYES,

THHEEFRECYEY FENETAIRICHLTIOTAT7AILEERET BB, RO3I DDA T avsE
FERATEEY,

BRRIZTNA RZFEALEI—Y—0D Google 7hH Y FRIHERERII T 2HLENLZ MBS, TIBHAER
Dty MREZEDICTEET,

A—H—[ET /A RIZEER T 5N TS Google 7how FRIEREFEATEEY,

A—HY—DTNA RELY Ty TTEHLEEIZFERT S Google 7hH YV FRFHEREIEETEET,

BlackBerry Tld, TN/ RADA—HF—I VAR IV REZLICIEEL-%T. EEEMNEE L= Google 23
BHROAZFERALT. COTAT7AILVERET LI LEHEHODLET,

TIHEHAERFO) Y MRETO 774 IILDER

EXZIRO BHHIIC : Google 7Hh ™ MRIEEHRZIEET (21X, Google 7HI Y bDI—H—ID #1ERKLT S
WHERHYET, HEMICDOLTIE, lGoogle 7hHD Y FDA—H—ID DEE] 2SHBL TS,

1. A=Za—N—T, [RUS—=&TOT7M4)] > [EEINTWETNAR] > [R¥E] > [Z70 )=V
ty MRETOTI7AIL] VUV ILET,

2. JOO7AILDERIEHRBAEANLET,

3. [ITHBHEFEFDY Yy MREBRTE] Z:ERLET., ROF T a>onFhhEBIRLET,

THHEFAFO) Y MREZEMICT S : TIHHERO) Y MREZEDICTEH L. THNMRZITHTH
FIBREIZYU Y FLE=RIZ, Google A —H—IDDAAZERHDZ IOV T FHARTEINFEEA,

TINA AR TIHBHEERREIC) £y FEShiz&EFIZ, LAETD Google 7 h ™ > FERIIEREEMICLTE
A5 : CNETIAN TS 30T, BETELGVAETI—Y DTS REZTIHEHEREREIC
Jty kL. ™MDU+ty b BEHIIZ Google 7h Y FAFEEL TWIGEEIE. T/8(4 A TG R
EICUEy FENET, 7HAVV M ERIATHILENHY FT, B TERTRD Google 7H >
BEZFEFRALTWSBA, Google 7HHO Y FMEITNA RIZHFEAEET. ITHHEHOU Y MREIXT/NA
ATHEATELRLLBYFET,

TINA ZAETIBHFARREIZ £y T SHE(ZGoogle 7HH Y FDERIBERZEDICLTIEET S :
COATLavERIRTDIGEEIE. [+] > [FE] 20Uy LT, [A—)LT7FLXR] & [Google
ID] 74 —ILRICEREANDLET, Google 7HH > b ID #WHBT HICIE. [Google 7hH Y bDa1—
H—ID DG 28BLTLESN, EETELVAETTN\A RZIHHERREICY Y FLEEE
A, A—H—I&, AALT=Google FHO U rDA—)LT FLRICEAERMITONIzA—ILT FLRE/NRR
T—FEANTHILENHY FT,

AT avEERLT Google 7how FRIIEREANT SHE. T/A RIZHFEET S Google 7H ™
v PERELIERISHEE L A< R Y T,
4. [RE] #20Vv9LFET,

| Android Enterprise 7/\4 XD TIHHTEEF ) v MREDERE | 83



Google 7 hH > FD1—H—ID DEE

BEFD Google 7 W v hEFEAYT S &Y. THEHAROU Y MREBBREROT AV Y FEERT S E
1L TEFET, TORIC. THBEFFO Yy MRETO I 7ML EZRET S L EIFERT 21— — D #W]E
TEOVBENDHYEY,

a 0N =

o

7.

. Google Developers @ People API 44 + (https://developers.google.com/people/api/rest/v1/people/get) [Z
TOEALET,

[resourceName] 7« —JL FIZ Tpeople/me] EAHDLFET,

[personalFields] 7 1+ —JL KIZ, [metadata] & AHLZET,

[EXECUTE] #2'vy o LZET,

[Z7HDY bOFER] BET. THEERBEO LY MRETO I 7 ILOREICFERATE57H 0 FEER
LET,

[Google API Explorer /' Google 7 h Y hADT7 IV ERAZ YV IR MLTWET] BET. [FFA] 74
Yy LET,

[People ID] R—DAFIZHS [ID] Z4—ILFIZ, 21 HIDA—HF—ID ARTEINET, IDIX. FS
12001 NEFEREINTLSIHREDAY T —DTICRTINET,

—

TNAR )y MIRHT 2TGHEARY Y MRED R

TNA RETIHHFAROMPAREIC) £y FTRIZEK. BROFELNHYEST, THNARAD) Y FAEIZEL
T, THHAEH) Y MREORIEHELGY FET, EESLLI) Yy FEEEESNGV) £y FOFMIZDONT
[&. support.blackberry.com/community IC7 2 X LT, KB37660 58 L T &L,

BlackBerry UEM Client 7/34 X DEMIEIE. EEEINd Uty FEEHLGEINFEE A, THITESEDHEIC
TNA RA—HF—DRIEENBWNOHTT, TDE=H, TS ARy FShTEMEATETTSE. T
BHERY Y MREN M) A—SNFET,

EEODY—IDL [FRTOTNART—R%HIBR] TV FEEETHE. BRSNS LY MILGD
BEH., BEINLGEWVWIEY MILZZGEEEHYET., a7 FORERIC [(THEHARY Y MREEZR
Bl AT avERIRTDE, THAARAD) Y FLEEEEIC, TIEHEHY Y MREN M) H—ShFE
A,
TINAREBENSTNARE) Y T B5EE. Uty MIIZA——HNESEEERAT ILELNHY
9, ChIFEEEShEI)ty FEREESh, ITBHEAEEY Y MREZ M) A—ShEHA,
TNARADT—+bO—=F—/)AN)—F=IET/Nv 5 Y—)L (ADB) #FAL T, T/\1 RETIGHRFHD
REICUEY FTEFET, THBHAROREICU Y FERBFI1I—F— D RSB LDT, EFES
nEW) ey FeFBEINET, FOEH, THAL ANty hEhbd e, THEEHY Y MREN MY
A—hhZFET,

TIHEHAEEOY Y MRETO D74 ILZERTET HRIZ. BE
DEIRXIZ GooglePlay 7 h o > F 42 FERIT S5 E6DEEEIE

HBANTERIRD GooglePlay 7HH v rEFERALTWSIGEE. THHEARY Y MRETO I 7ML T

[T\A RETHERFRHREIC Y T HMEIC Google 7hO Y FOBRBEREAMICLTIEET S]] £ 7

| Android Enterprise 7/34 XKD TH B £y MREDEKE | 84


https://developers.google.com/people/api/rest/v1/people/get
https://support.blackberry.com/community/s/article/37660

LA VOBAERFLTCEED, ShiE, FAIR0Y 1y FBRY 2HE0T /34 RI< Google 7 h5
FAFZELGZLOT, THEEFERY £y MREZERTERV I EHNEHTY,

[T\A RETHERRFREICY Y T HEIC Google 7ho Y FOBRBEREAMICLTIEET S]] £ 7
YavEBRRATAGERE. BREIRNERNVCIAHYFES,

TOT7AIIZANTZ 21 DI —HF—IDMNELWZ EEHERLTLEEL, COFENEBTHERT S
Google 7HH Y FE—HBLTULWEWMESIE, TNAARETISHEE Y MREN M) H—Shdé, £
NEBRTEEFA, FMIZDOWTIE, TGoogle 7HDU Y bDA—H—ID MEIF] ZSBLTLIEELN,
BlackBerry (. TGty FMRETO I 7L ZEIY B THEBI—F—DITHR) >—T. [TiHH
T Y FEHAIT D] AT a3 0EATICTEIELEEZEEFOLET. COFTLavEFTICTEHE.
TINA ABREDTISHFAR Y £y b+ T 3 UNEMIZA Y., BlackBerry UEM Client DESIER 2 VA ERA
TEHCKRYET, ThizkY, 21— —(F UEM Client TEEBENAEWNEEA T a v EFES (BIZTN
AADITIHHEFE) £y MEEZ M) H—F 5184E) CENTELLLRYET, COAF T avhFgHIzs
NTWBIEE, I —F—NTNRA XZF v bF5IZI1E. {880 BlackBerry UEM B FIER T HILELH
YEI,

TNAZOTHHFARY £y MREOERICEY d1F#RE. THLFHRY £y MRENTNAZILETHY
H—EnGEICHERT 5FIEZ. BBOI—F—ICIEA TS, #MICOVWTIE., 71 RDI5
HEE )ty MEED#ERR] 238 LT &L, BlackBerry UEM BEE(X, TBHERY Y MRELZHR
BRTED&LICA—H—ITThO U FOFEERET Z2ON. ThEZ1—HF—DAO—hILDHYR— L EH
BIZCTNAZRADAY U EREKRET AT 200 ERIRT 2LENDHY FT,

TINA ADTIGHAER ) £y MREDAERR

TINA ATIBHFARD Y £y MEENEENT S &, BlackBerry UEM TDI VB —TSA X7 O T4 R—> 3>
(FHERE LR A Y FET, FEIREFAHD Android ZFEAL T, RYICTIHEHERFO) Y MREZI VT T D0
ENHYET,

1. FEOEADBE TV T4 N—2 3 0P AT LA (042 v FEEKAS Samsung Knox Mobile Enroliment 7z &)
EHEALTVAEEE. TN ADMFBREERTTTEDLIIT, TAOD LR TLEEDICT HILELH
WES,

2. FNAREEHET HE. RYIOD Android 7H I FEE T, 7/34 RIZBE(T 1+ 5 Google 7 A7 > M EREEE
BEANTDHELOROONES, THEHEFHOY LY MRETOT 7ML T, HED Google 7HV v M &K
ELEEES, 12— —EZ07h 70 MIBEERTOATVNEA—ILT RLRENRT—FEANT HILE
"HYET,

3. A—H¥—AGoogle 7THI Y bDA—LT FLRENRT—REANTHE, COL—F—% T/ R(ZBH
TEMESHZRONET, 1—F—F, TALRATHLLWA—Y—2FERATHIF T a v B RTIVLE
"HYET,

Oy FEFEERAL TLAL Samsung USNAD T34 X« 2—H—I[& Tafw#blackberryl FfzldT Y
2—T 54 X Google 7Hh ™ ~Di#HM%EAA L T BlackBerry UEM Client #4 > X k—)L L. BlackBerry
UEM ISR L TTNA REBT7 VT4 TILTEET,

04 v FEEEL Samsung Knox Mobile Enrollment £ 8 L TLVALY Samsung T/34 R : #HAREE 5%
TL. TRARABEEFALTTNARE Yy FLET, TS ROBEFKIC, TVE—T54XT
B7UT747kkTEET,

a4y F&EEEFET-1F Samsung Knox Mobile Enrollment 2R L TWA T/ R : FEDOHXDBE T Y
TFAR—= 3V RT L (EO% vy FEEEAS Samsung Knox Mobile Enroliment % &) ZEA L TLV515

| Android Enterprise 7/34 XKD TH R v MREDEKE | 85



BlE, FAREEZTT L. TNARABREEZFEALTTNARE) Y FLET, TATT /NS ANEIES
L. RELEBBI79TA4AR—2a VY RATLZERATESLSICRYET,

| Android Enterprise 7/34 XKD TH R £y MREDEKE | 86



Windows 10 7/\ A X [a] [+ @ Windows Information
= o

Protection DX E

ROBIEEITS & EIZ. Windows 10 T/31 X [E1+1Z Windows Information Protection (WIP) #8% % TE£9,

TNARLDBEANRT—2 EHFERT 2278 L. EBERT—2EHEHEETS

A—H—N, RESN-EBR7TIVNBTRBERT -2 Z28£B LY, BENBOANERBLIZYTER

WEIZT S

USB¥—%H EDMD TN RIZHBBEILIZY., HALLYTIIEETH, T—22RETD

1A—HY—DFEZEEL. T 2DORAVEHRSCIE-OOBULT Va3V E2ETTH
THRARADWIP ZBRETHLEEIC, WIP TRET D7 TUEEBELET, RESN-7ITVIF EFAT71L
DEBRPT IV CRATEBEINTOVETHS, RESATVWEWT TVIEEBERI7AIULADT I/ AN TOY I &
NEZENHYFET, EBRATFEHETHLEFICI—HY—ITRODIEEICEDNT, RERRT T DORE
LRILEERTEET . WIPAFRTLE D TWSIEE, T2 HEAEFIIRTEESINES, WIP DFFHICD
L\TIX. Thttps://technet.microsoft.com/itpro/windows/keep-secure/protect-enterprise-data-using-wip] S8
LTLEELY,

BELETIVIE T3 —T534XRAE0DHEEL. EREDIHEELHYET. M7 TVIEEBERT—42<&
BART—2#ERELIUVTIERTEES, ERET TV, EBRT—2OERB LUV TV 2R IHHTE
BETY, T T LERIET T DFMIZDULTIE,  Thttps://docs.microsoft.com/en-us/windows/security/
information-protection/windows-information-protection/enlightened-microsoft-apps-and-wipl &R L T =&
LY,

Windows [E3R{RE O 7 7 4 ILDYERL

Aza—N—T [RY>—=¢ETOT740] 2090 LET,

[{#%3&] > [Windows fER{R&] VU v U LET,

-+ EIVVILET,

. A7 FAIILDARERBAEAALET,

- TATFALRESLICEYGEERELET. ETAT7AILEREDFHEMI DL TIE, Twindows 10
: Windows [ESRREZETO 7741 ILDHREI #SBL TS,

[Em] #0200y o LETS,

a s WN =

o

| Windows 10 7 /34 R [+ ® Windows Information Protection M%7 | 87


https://technet.microsoft.com/itpro/windows/keep-secure/protect-enterprise-data-using-wip
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/enlightened-microsoft-apps-and-wip
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/enlightened-microsoft-apps-and-wip

Windows 10 : Windows [5RFEZ O 7 7 M/ ILDEERTE

Windows 10 : Windows
ERIEETO T 7LD
B

gal:l

BY

Windows 1E#RIREDRE " DHRETIL. Windows [FHREFEZEMNIZTENESH. ELUVREDL AL
EZHRELES, COREN (£ 7] IZRESATVSESE. T2 FESEsh
¥, BEEATATIICHRYET., COREN (ALY ] ITRESATSS
B, TRESEEh, RET2EZHEBLELS ETHRAELEITATARTIC
HESINFET, COREN [LEE] SHRESNTVDEA. T—2FESLES
n, RET—FEHALESETHE, A—HF—(2TOUVTHARTENFT,
Ff-. RET R ZHALES LT HEMERFIRTOTICERESAET., CD
REMN [TAVI] ZRESATVSEE., T—2EESESh. 1 —HFIIRE
TR EHETEFEEA, T RETFZHALES LT HRHERFTATO
ZAISEGT > S ¥ (- 35 08

ERATESE :

* 2

4Lk

rE=

Jowvy
FI4+IMEIZ (7] TF,

IVA—TS54AXREF CZORETIEH. a—HF— DOEHICHBTEAT AEERARY FT—9 FASY

A% BEWEELET, EHORASUIE. 84T () TRYBZENTZET, BY
DEAAIE. WIPEFEHTEZT7TVIZL>TRETZI7AILIZATFITT S
f=®Iz, XFF&ELTHERAEINET,

Bl Z (X, exanpl e. conj exanpl e. net D& S HBKIZHY FT,

T—AREHAE I 7,4 ZORTETEK, T—2EHARAE I 7AMILERELET, EETHTI7M)L
JLU (.der. .cer) &, .der £/=1% .cer 7 7 4 JLIEERF AT ULV PEM T > a— FEEBAZ F =X DER
I a—FRZEIZCTI2RENHY T,

FNARTA—ALISRESN TV T 7 ILERIBT ZICE. T—2EIBLH
ET77AVEFERLES, AIRIE BEAWPICESTRESATVDET—4%
FRAANBEBT BHETT.

T—AEIRIBAZDMERIZ DU TIE. [Microsoft Windows E$R{RED K 21 A
VRl EBRLTLESL,

BlackBerry UEM i 5 7 COFRETIE. TNARDENMESNIZEZITWIPEREZRYEINE S ELE
NARZHIBRTHEEIZ TLET, WPEREMNRYESNDE, A —F—(FRET7AILIZTIVERTE
Windows 1Bk #EREZ LG RYFET,

HIBR9 %

| Windows 10 7 /34 R [A]IF® Windows Information Protection D% | 88


http://docs.microsoft.com/en-us/windows/threat-protection/windows-information-protection/create-and-verify-an-efs-dra-certificate
http://docs.microsoft.com/en-us/windows/threat-protection/windows-information-protection/create-and-verify-an-efs-dra-certificate

Windows 10 : Windows
ERIEETO T 7MILD
B

‘E-lullzl

BY

REI7/M41L, BELUT
VE—=T54XavTy
VEERTEBT7TVIC
Windows 1§R{REA —
N—LAZ#RTT S

HEERRY FTD—ODIP
el £

TERArY 7T P
SEHEICIRET S

I A—T54 XRNET
AF S H—/nN—

IVA—TS54RX95Y
Ry y—2

D93 KFVIY—A AL

\i

R7OFTOx>

IVA—T54X70%
==

IVA—T54X70%
Y —N—IZBET S

—a—FrI))Y—R

CDBETIE., F7AILNTH—NN—LATAAVERTTHINEINEZIEELE
T SSICTFPAILFLIETITUNRAWIPIZESDTRESINTWLWAINE S HETT
FIUTFAaVEEELET,

COERETIH. WIP TRESATWET7ZTUNT—2EHATETEHHERIPT K
LAERERZEHEELEY,

FyLaZEZFERALT. PRLADHEREZEELEY. hovZEALTT FLR
ERYYFES,

CORETIEH, HEARY IV D IPHEOHZ, HERARY FT—00—
ELTETFANGDESHERELFT, CORENEDIZLEH>TLDIEE, #
DHEFRAFY FT—VZBRHL LS ETHREEERTSINFIEEA,

FTIHILETIE, 2OA T aviFAITI,

CHDRETIE, AFRARY FIT—VDBRTICERT S ESICHERTIREIOL
SH—N—FEELET, choDTOFIH—N—lF. TVEA—TFTS5A4XH5
ORYY—RBEIZYURARSNTWVNS RAL VICESRTI2BESICOAEREINE
-g-o

COHRETEH, V39 FTHRRAMEATEY, RETIVENHDIIVE—TS
ARX)Y—=ARAAE) A MERATHEELES. ChoD) Y—ANIES
NET—RIF, TUE—TSART—2ERGEN, RESNFETS,

CORETIE, FAMVRZHRELFT,

COHRETIE, 959 R)Y—RERTYUTENEZTOXFOHEELET, ¥
FUORYY—=ZAAD LT 7490, BESNE-TOF O —N—%NLT, T
UB—TS5A4 X%y FI)—OBATIL—T 1T EhET ((K—F80T),
COBMICERTLSTOXF Y —NnN—lE, [TV —TSAAARTOFIH—
N=] Z4—=ILFICLERETIDLELHYET,

COHRETIEH, AVE2—Fy b TAXFIH—N—DYRXFEEELET,
COHRETIE. V947 R TAXLOEE) R FEZIFANT, HHOT Y
R—T54XT0FEBELBEVESICTEINESHERELET,

CORETIF, AEAFLRFEARY YV —RIZEATED FAS VERELE
ED

| Windows 10 7 /34 R [A]F® Windows Information Protection M%7 | 89




Windows 10 : Windows
ERIEETO T 7MILD
B

‘E-lullzl

BY

IVA—TS54 X%y b+
J—4 RAAL %

TR by T7T)DR
A4 A0—Fa—F

CDHRETIE., CEDEREZERITARAAVZAUIRYY YR FTHRELE
To CNOEDEALDD T DML TNARIZEEShET—2F, T08—T5
ARXRT—RERGEN, REShET., ChoDERIFE, T4 —TS54XF—
BEHETETIRENBEERERBINET,

51 Z £, exanpl e. com exanpl e.net D& 5% RFTT,

Windows 10 T/8 R T7 T DEHFIREHRET 5=DIZ. TR Y TF7T
JDF—EEZEELFT., RET S5 40— FDFERHITH L T, Microsoft T
EEINEF—ZFFATILELNHY ET,

77 #38E T HIZIE. AppLocker policy.xml Z7 A L5 XML aO—KZaE—
LT. SOT74—ILRICBEYRITET, TF¥RAMEOE—TF5HLE. ROO—F
YUOTLTRENTLEIERDAEIE—LTLIEELY,

<Rul eCol | ecti on Type="Appx" Enforcenent Mode="Enabl ed" >
<Fi | ePubl i sher Rul e | d="0c9781aa- bf 9f - 4352-
b4ba- 64c25f 36f 558"
Nanme="\Wor dvbbi | e" Descri pti on="
User Or GroupSi d="S-1-1-0" Action="All ow'>
<Condi ti ons>
<Fi | ePubl i sher Condi ti on
Publ i sher Name="CN=M cr osoft Cor poration, O=M crosoft
Cor porati on, L=Rednond, S=Washi ngton, C=US"
Product Name="M crosoft. O fi ce. Wrd" Bi naryNane="*">
<Bi nar yVer si onRange LowSection="*"
Hi ghSection="*" />
</ Fi | ePubl i sher Condi ti on>
</ Condi ti ons>
</ Fi | ePubl i sher Rul e>
</ Rul eCol | ecti on>

AppLocker MELVADEEMIZDULNTIL, Microsoft AppLocker DXXEESHBL T
G E- AN
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Windows 10 : Windows
IEHREETOT 7LD A

a1=/5—% )L Windows Windows 10 T/8f A TWIP R EJ B1=HIZ. 1 =/83—H)L Windows 75 v
TSy b ITA—LTTY FOA—LT7TVDF—LEZRELET., RETHIR/ O0— FDEFAIZHL
DR A—FKa—FK T. Microsoft TEEZIN=F—%FRATIVLELHY T,

77 #38FE T HIZIE. AppLocker policy.xml Z 7 A L5 XML aA— KZaE—
LT, SOT—ILRIZBEYFITET, TFR b E2IE—FHLE. ROa—F
YUOTLTRENTVWEIERDAFEIE—LTLIEELY,

<Rul eCol | ecti on Type="Exe" Enforcenment Mbde="Enabl ed>
<Fi | ePat hRul e | d="921cc481-6el17-4653- 8f 75- 050b80acca20"
Nanme="(Default Rule)
Al files" Description="" UserO G oupSi d="S-1-1-0"
Action="Al| ow'>
<Condi ti ons>
<Fi | ePat hCondi ti on Path="*" />
</ Condi ti ons>
</ Fi | ePat hRul e>
<Fi | ePubl i sher Rul e | d="ddd0bc90-
dada- 4002- 9e2f - Of c68e1f 6af 0" Nanme="WORDPAD. EXE,
from O=M CROSOFT CORPORATI ON, L=REDMOND, S=WASHI NGTON,
C=US" Description=""
User O G oupSi d="S-1- 1- 0" Acti on="Deny" >
<Condi ti ons>
<Fi | ePubl i sher Condi ti on Publ i sher Nane=" O=M CROSOFT
CORPORATI ON
L=REDMOND, S=WASHI NGTON, C=US" Product Nane="*"
Bi nar yNanme="WORDPAD. EXE" >
<Bi nar yVer si onRange LowSection="*"
Hi ghSection="*" />
</ Fi | ePubl i sher Condi ti on>
</ Condi ti ons>
</ Fi | ePubl i sher Rul e>
<Fi | ePubl i sherRul e | d="c8360d06-f 651-4883-
abdd- 9c3a95a415f f" Name=" NOTEPAD. EXE,
from O=M CROSOFT CORPORATI ON, L=REDMOND, S=WASHI NGTQON,
C=US" Description=""
User Or GroupSi d="S-1-1-0" Action="All ow'>
<Condi ti ons>
<Fi | ePubl i sher Condi ti on Publ i sher Nanme=" 0=M CROSOFT
CORPORATI ON,
L=REDMOND, S=WASHI NGTQN, C=US" Product Nane="*"
Bi nar yNanme=" NOTEPAD. EXE" >
<Bi nar yVer si onRange LowSection="*"
H ghSection="*" />
</ Fi | ePubl i sher Condi ti on>
</ Condi ti ons>
</ Fi | ePubl i sher Rul e>
</ Rul eCol | ecti on>

AppLocker DEWNVADEEMIZDULNTIX. Microsoft AppLocker DX EH#SHEL T
k1AW
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BEMITON TS VPN ZDERETIE, WIPRET 71 OFEARIZ. VPN ITEHKT 5017/ N1 A TE
Joor74I)L AEh3VPN OO 7A/ILEEELET,

COHFEIX., WP THEEHAIh X1 T RESIA-ES] < [VPN 70O
T74ILDERA] ZRIRLEBEIZOHFAEHTI,

TNRAZREEOTORE ORETE. TNARABEEOTZRETINEINERELFET.
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Windows 10 7 /\4 X T0) BitLocker iS5t D EF1]

BitLocker KSA JHS1bIL, ARL—TFT 4 VIV RATFLDT—RREHREET., T/N1 ADPROBHIFICKRIE
BT—RAT7OAOERICRILEET, EBBFIEMOREEZERT 54T 3> (BEIF—. PIN, JL—N
JILUSB K54 T E) #RMITDBFIRATYRTSY R IT+—LEDa—IL (TPM) BT/NA RIZEHSh
TW5FZEIL. Windows 10 7/34 X T BitLocker lE B # R TE. HR#EZRILTEE I, BlackBerry UEM T
. AV TSAT7URTAT7AILEER LT, 12— —H BitLocker ZEMIZL T, BEILABELT/INA R
T BitLocker DERZERFISNENKSICTT B EELHIETEET,

EfA TS aVEHRFE LT, BitLocker TRESNI=ARL—FT A VI PRTLERZRT R FSA4TIZT7I &
ATEEYT, 21— —I[& Active Directory A2V — L LEIEF—ICT VA TEET, ARG >TLDIHE
(&, EEED BitLocker ElE/NRT—FEa2a—7Y—)ILEZFEALTCEETES L SIZ. EE/NRXT— K% Active
Directory KA A U H—ERICN\Y I Ty TTEET,

Windows 10 7734 X T BitLocker BBt Z#HR— F§57=HIZ. RO UEMIT R S—IL—ILEZHZELFEFT,

F A4 kv 7O BitLocker St A =

TNARATDRAL—UH—FOBEEETOY T REHFAT 5

BitLocker T/3f RBESALIZTNA A THREILEZBENICT 5D EHATT S

BERSATEATITT I+ FOBEILARERET S

EHEFICEBMDORIAEERT S

EBEICR/NMPINEZERT S

EHEIOEIEA Yy E—2 & URL

BitLocker 0S K54 JEIEA T+ a >

BitLocker B K54 JEIEA T a >

BET—4% K54 7D BitLocker {(RiEZERT 5

) L—/INTILT—4R K54 TD BitLocker REH*EKT S

BEEF—DBEFO IO T FEHAT S ZEI—F—DBESLEFENTS
BitLocker IT R —JL—ILDEFEMIZDOVTIE, [RUS—UT7LURRTLy Fo— k] #8BLTES
LYo

| Windows 10 7734 X T® BitLocker BE- S DFFH] | 93


https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/current/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip

TINA ADEFED EHE

WELEA V2T B &, BlackBerry UEM [F. TS ADTEEMEBEMEZTA LT 50D F v LU DEEELFE
_g-o X(DT/\’fX‘C DbBIEETJI —d-é &75\(%35_;-0

Samsung Knox 7 /34 X
Android 7/31( X
Windows 10 T/34 X

Samsung Knox 7 /N1 A DRI D EIE

REEEAIZF B &L BlackBerry UEM (&, RDT I T4 R— 3284 TTT Y T« F{LEhfz Samsung Knox
TINAADTEEHEBEEETANT3F Y LUDERELET,

TEREBEAR-Z/La> bOo—)L (Samsung Knox)

TEAMEEHDHA (Samsung Knox)

HEREBEAR-I—HF—D TS5 1/32— (Samsung Knox)

1. AZa—/\—7T [EFE] > [—HEFE] > [FBiE] 22Uy I LFET,

2. Samsung Knox T/ ADBEEE A 123 512X, [KNOX Workspace T/\1 ADEAMLZRIAEF ¥ LoD
EEMTBH] #ERLET,

3. [FrYLUPDHEE] €723V T, T/ AHRELE % BlackBerry UEM ISR T HEA H S MEEZ B F
X THEELET,

4. EFHME] £V 30T, BFPMEEMEELIIERTEELET, RASENEOSATICHEFHEN
BTITDE, TRAZANERLTWVEVWERLGEIA, TOTNAMRIE, 2—F—([CEYETHATWSOY
TSAT7oRTAT7AINVICHBESN-EGEZERINET, £z, —F—DOT/\( ADBEEHFN-H
BI5E. BRNA TICHE-TWBIGE., £ENYTU—DUIN T SIHEEIZ. BlackBerry UEM h %2159 %
REFYLUDICIGETET, BIackBerry UEM MW IEEREH B INZZEBLEELTL SN, aY T34
TFUOREBRBICTNA RZHIBRT LS ICHBBOILTSAT7URR) O—ABESNATNSIES. BT
BIAGET T BHNZT /N ADNEBELEWE, TS REDT—2FEIBRENET,

5. [REI &V UYILET,

BTLES:: TRARADNIIL—FERGINDEEICERTINDREZBET SV TSAT7URTAT7A4IL%E

ERLET, FIBIZOVWTIERESBLTLESWL: TASMZRDAVTS54T7 2R )L— )LD

SafetyNet % {& A L 7= Android 7 /N1 X & & U BlackBerry
Dynamics 7 7'') DFREED EE

Android SafetyNet ubnE’éﬁﬁﬁﬂ'éiﬁAs BlackBerry UEM [&. ##DIRIEAND Android 7734 X & BlackBerry
Dynamics 7 7 DEL M L BEMETRANT 50D F v LU OFFEIELET, SafetyNet (£, D7 T %
ETTSIREDEX) T4 &E?@liéuﬂﬂﬁﬂ'éo)( &I HFET, BlackBerry DEEFEDIL— b E L VERABKRHIC
MnZ T, SafetyNet ZBEIZ#HFERATEEJ, SafetyNet DEFFMIZDULVTIL, Google DIEHRESHML TS LY,
ROBE L, SafetyNet ZBEEZHHR—FLTULET,

BlackBerry UEM
Android F BlackBerry UEM Client
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Android F BlackBerry Dynamics 7 1)

SafetyNet FREEDEREICEAT 5 EEEIA

Google SafetyNet ZBEF.B A 7S 3 ~I%. Android /34 X 3 & U BlackBerry Dynamics 7 7Y D3> 75
ATUVRTAITFZAILERETHY. T/AN RFE=IET7 T A SafetyNet ZREEICAEHKICHE =B RICEET S
TOLavERETEEY, COFTLavERETHICE. [RU)P—&TRT7a] > [30T54
72R] > [Android] # JIZBEHLET,

[Google SafetyNet FRsFkE] AV TSA 7V RIL—ILEBHICLTWEWMES, BIC7I T4 TkEhT
WBT7FVICIFaVTSATURT I avhEhlshEzEL A,

SafetyNet ZHEMIZT L. 7O T4 R—2 3 VHDRIANETINES, RU—ZFALTT7I T4 R—
LaVvHOREEFTELEFTEEEA,

BlackBerry UEM Client (. SafetyNet ZBiEZ AT HDITWHAETIEHY FE A,

BlackBerry UEM Client I&. SafetyNet F2ZERIZE%%E T & % BlackBerry Dynamics 7 7 M 1) X MZIERFTEh
FH A, BlackBerry UEM (&, $BEEF v L > ¥ % BlackBerry UEM Client [C#EEL. ZChBIGEEZZELZE
el

BlackBerry UEM (&, BBSEF v Lo O %, BREBDNHRE LIFNZE N BlackBerry Dynamics 7 71 IZ#EE L
E3 8

BlackBerry UEM (&, EWLMVA—2 30D 7 T #5888 LEH A, 7=& Z I, BlackBerry Work (25t L TEREEF v

Lo #EMZT RBEE. D T/34 X £ BlackBerry Work D/ 8—2 3 UNRRIH/N—2 3V THB
LEHRTIVENHYET, RFN—2aVTHWMEE. FILWT IV T4 R—2aVFRRLET, BRE
DT T147kENFz2—F—DHWWN—=23 007 T ’Eﬁﬁﬁ LTuwTH, oo F5470Rx70m
774 LT [Google SafetyNet ZREIRM] AT a3 VBT HET., ZFIVERLETNAA RIZHLTE
FERBITIaVEERTINFERE A,

BlackBerry UEM Tl&., 797 T4 X—2 a3 VRIS L UEAMAGFREEICMZ T, HLLVRESTAPI ZFEAL T
BY., INITES>TEEEFARFILY—N—D—9 TJO—ZERTEFET, 2L 7TVIEFEDE
F1UTARESNZVE—FTFATLIZTIVCRTIDLENHDIBE. TUVEAZHAT BRI, 7TV
H—/\—5h BlackBerry UEM &&{E L T7 7Y E£1zIET/\4 R £ T SafetyNet BRI & 58 % L F9
A—H—DT/NA R, BIEARLEHBEICZ LD, BREA ZICSATULSD, Ny TU—UINTH S5

&. BlackBerry UEM M 5 #EE SN T=FRBEEF ¥ L U DITIGE TE L. BlackBerry UEM (&, ZD T /314 X
ZRENTHIERLGLET, EIISHANTVETNA REBETDLSICHBOILTS4T7URKR)
S—PBREEINTVRES., BPHREART T EIHIFDTNA ZANEE L ITNIE, FOT/INAANTA
YLRRY FI—=V B LIEEITEDT NI R LD T2 M EIBRENET,

[7 ) DEFEM] 74 —JL FICHEZERE LS. REL-ZTOBBARNICEELEVWT TUITxL
TOHFRTIAVHRITENET, EAE [FTIVOHTHM] OfEZ 7 BREICKEL., 21— —N
BlackBerry Work 2 B L TL %M, BlackBerry Tasks % 7 BUNIZ{ER LGN - 1154, BlackBerry
Tasks [T LTDAT I L 3 UBNEITINFET,

#FLWLW7 1 % BlackBerry UEM [ZEEMIL. ZDT7 TUDRT I T4 R—2 3 VDRI KRBK LIZHE. il
DNDAVTSATUATAT 74 )LD [Google SafetyNet FRFFLK] £U L3V TEDA T I VvERELT
WAMNZBERELS. ZOT7TVET I T4 TIeShERA, 7TVIE BRICT7I T4 TSR TWSEE.
AVTSATURTATFAILTHERELZL—ILORMRELYET,

o1 —Y—E, |&RF/A—2 3 00D Google Play y—ERXEA VA F—)LLTWEBRELAHY FT,
TNAZADRBEEIZRBRLTE, [BEMERT/NAR] R—=U0 [0SEEF] JIZIFRBOERTREHY FHA,
Android 7 /X4 X Fi® BlackBerry Dynamics 7 7'1) DRAFEIZ DWW TIE, FAHEEEEDEHNEZSBL T ZS
LY,
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SafetyNET LD REICET H2EEEEH-7IUD/N—V 3>

#A#E D Android T/34 RIZH L T SafetyNet ZREEZBHICT HHEIIC. T/ RA—F—"T/\4 X LD UEM
Client #/83—2 3V 129MR1 LIBIZ7 Y T L—RLTWA I EZHREL T ZEW, 7y IJL—FLT
WEWGE, TNARETHEFHBaVTSATUORTI v avhgslanEzd,

#A#8t D BlackBerry UEM 4 X 2 U X% L TEREEZ BN L. BlackBerry UEM Client /A—2 3> 1210 &4
VR R=LLTWABHE. Android TINA RDT7 I T4 R—=2 3 0BICTNA ADELE L EEEIER SN
£, BlackBerry UEM CIient /i’—‘) AV129MRI AL VR F—ILENTWBIGZEIE. FIT4R—2 3 ik
ST /31 AL ARJLD SafetyNet ZBEENEITEINET . COHREZFXITT SHHF1IC. Android A BlackBerry UEM

Client /8—<° 3 > 12.9 MR1 LIEAME#E D Android T/Af RIZA VR F—ILENTWBA I EH#HERBLTLES
LY,

BlackBerry UEM M /\—  SafetyNet Z2FIAETSNE4 4 I 045

a3y
12.9 MR1 TINAADT I T4 N—2 30
12.10, 12.11, 12.12 * BlackBerry UEM Client B’/ X h—JLENTWBIGEEIET/NA ADT Y

TaN—Lavik

BlackBerry UEM Client 281 X b—)LENTWBBEIETNI ADT Y
Ta4N—Lavw

BlackBerry Dynamics 7 7 D79 74 R—> 3 b

BlackBerry Dynamics 7 7V D7 TU T I T4 N—2 3 ik

RESTAPI #{#HLTAHYTY VKT

BlackBerry UEM Client 587 2 7 1« L SN T BIHEIET /N4 ROBED
i3

BlackBerry UEM 12.9 MR1 ##A#DIRFIZA > X b—JL L. SafetyNet ZBFEEF#H %I L1=15&. BlackBerry
UEM 1210127 v FHL— K95 L ZE, Do TSA 722707 74T [Google SafetyNet 525
K] AT a3 UEBRLT, M8 Android T/34 XA SafetyNet SREEEHI 70 2 a3 VORRIZE S ALK
SITTEIRENHYET,

SafetyNet % {# FH L 7= Android 77\ X & & U BlackBerry Dynamics 7 7'') D FREEER E

1.
2.

)‘—ZL_/\_—C[ E] > [ HZ:&I‘E] > [DLI:IIE] 00wy Li?’

Android T/31 RDFBEEEA (2T BI(21E, [SafetyNet ZFERA L = EHMBZREEF ¥y Lo OEEMICT
5] #ERLET,

. Google M Compatibility Test Suite Z4 (23 %5E(X. [CTSTO 774 ILD—BEAMIZT 5] E#IRL

9., CTSDFHMIZDULVTIE, Google DIFHESHBLTLEELY,
[FrLUPDHEE] €923 2T, T/ AMNREIGE % BlackBerry UEM I2IRTHENH ZEEEXZBHF
IIREBTCTHEELES., FY LU CHEXSRTET HENDEESHE :
BlackBerry UEM T /8 ADEEM L LM ET A T HHERIRETEETNS, 7TIVDTH T4 R—
V 3 JEP! 'innunﬁb\z‘ﬁﬁ‘ 7:i~ L) asj—

BlackBerry UEM Client #& A L TL)%15%4. BlackBerry UEM A\ SafetyNet 3B BEIMICTRA 3577
JD12&LTEMENET,

BlackBerry UEM Client [&. BlackBerry UEM [Zxt L T. fh® BlackBerry Dynamics 7 71 & I$ R4 5818
FrRIIEFEALES., RUS—OEHFRERETHHICF. COFvrILEEITL. Ff: BlackBerry
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UEM ~DIEHZEAB SN TWILENH Y £9, BlackBerry UEM [, BlackBerry UEM Client & 707 4
T4 JITEEL, TTURRTINTULWEWNEEITBEIT L ENTEFET, Fr LU DHES 3 B
IZEREJ % &. BlackBerry UEM [& BlackBerry UEM Client & 3 B & IC@BIELTRIEF v 7 EETL
F£9, == L. BlackBerry Dynamics 7 7' 2 < > Fl&, 7 71 A’ BlackBerry UEM IZ#&#i 9 5 £ CTHR#E
SN, RFORAITY FOANRESINFET, TOH. 7TUAR 24 BRERINTOEWNEEE.
A—H—HIEETSHEBHAF LA T1ELZTETINET,

5. [MFPHM] €Y a T, MPYPREHRAKELIEIARTEELET, RARELNBLNTITHFHMH
BTTDE, TNARAPERLTVEVWERGEIN, ZOTNARIE, a—HF—ICEIVET ATWLSOY
TI3AFToRTAT7ANVICHRESN-EHEERAINET, £, 2—F—0OT/\/ X(&, BIETTEEEHE
2L, BIREAZIZEATWSH, Ny T—PhTHSEA. BlackBerry UEM M S EE SN =REF v
LU PICIGETER S, BlackBerry UEM MZFDT/INA R ZFEHEMTHDHERGLET, EMHhSHNT
WEBTNAREHETDHESICHBOALTSATUORR) O—MEESNTVDEE. BEFHMIKETT
BANCZEDTNAZINEELGEITNIE, TDTNAZABNTA VLAY D=V ICEKLIZEEZICZEDOTN
A REDT—2HEIBRENET,

6. [77VDHFHM] £/ 3> T, BPHMEZHHERE IR TEELET. BFHEIKRT TS
&. BlackBerry Dynamics 7 7 1&. A—H—ICEUETOHNTWVWSAVTSA TR TAT7AILICEEES
NrEEEEERSNET. BFHEIET7T TY S LISERASINET . BlackBerry UEM Client D& % 7734 X2
BALEEE, BPHRBITEMRSINET, T, BlackBerry UEM Client & BlackBerry Dynamics 7 71 M) R
FCRTREINFHA, BIAFYLOOOXMKE LD T TD) R M BlackBerry Dynamics 7 7'1) 8N %
BAE. ROL—ILHBEARINET,

ZOVRLDTTIVDHZRBIEF v LY OEEE
COYRMDTTI)DH, ZT)VDOBFHBF = v OFEEZIT2
CDYURRDTTIVDHMN, FTIVDTIT4R—23 VFICERIAORRELD
*E : SafetyNet E FIZBH% S 111z BlackBerry Dynamics 7 T DA R FZRREINFET, FHMIZOL
TlE. FARZEEEOEHNEZSRL TS,

7. BEAFYLUODORRELDZT T EEBMT BICE, [+]1 209U vILFET,

8. ROBEDVWITIMNERITLET,
BRICUR MZE O TWASTTUREI UV ILET,
TTVRBERRELTIY VI LET,

9. GER] £0UvILET,

10. [RE] 20Uy I LET,

Windows 10 T/\1 X DRIDEHE

BEIEA > I29 % &, BlackBerry UEM (X, Windows 10 7/3f RDFELME L BEHETRANT 50D F v LV
CHEZEELET, T/34 X[ Microsoft Health Attestation Service S BIEL. 0o TSA 7oA77
AITHELEREIZEDWT, OV TSAT7UREERELET,

1. A=a—/N\—7T [&FE] > [—#&EZE] > [BiE] 22V vy o LET,

2. Windows 10 T/ ADBEEZ A (23 BI1ZI&. [Windows 10 T/A1 ADEHMAGREEF v L oS HMIC
I5] zERLFET,

3. [FrYLUPDHEE] €923V T, T/ AHRELE % BlackBerry UEM ISR T EAH S MEEZ B F
ISEHREBTEELET,
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4. [EFHE] £H a3 >T. BITHPRHEZEBABELIARTEELEFT, RILENEONTITHFHREN
BTTDE, THRAANERLTWVEVWERG I, ZOTNARIE, 2—F—(CEYETH ATWSOY
TI3AT7VRTAT7AINICHEESN-EGZERINET, Ffz. 2—F—DOT/\A ADBEEEHENH
5mE. BRNA ZICHE-STWAEE. FEN\yTU—»NUNTULSIHEIZ, BlackBerry UEM AYEET 5
REAEF v LU DICIGETES. BlackBerry UEM WIEEME AL EINDH I EHBERELTLZE WL, a2 T34
TUOREBRBEICTNARZEIRT DL CHBOa L TSAT7URR) O—REESATVDIGE. BT
BANET T BHNT/NA ADBEELEWE, TS REDT—2FEHIBRINET,

5. [RE]1 209U LEY,
TINARADFERR—DICE, AT AT URERERTTDCENTEET,

BTLELD: TRNAADNIL—FERBINBDESFICETINIEREZRET SV TSAT7UoRTAT 7ML %E
R LET, FIBIZDOVWTEHRESBELTLLESD: AL RADAVT 547 VR IL—ILD &
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