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1 Requirements

Requirements

Audience

The intended audience for this guide is devel opers of web-based applications to connect to the Workspaces
services.

Required Knowledge
The developers should be familiar with the HTTP protocol and JSON formats for HTTP messages.
Prerequisites

In order to use the Workspaces Java SDK you must have an organization account in the Workspaces cloud service
or have an on-premises Workspaces server (deployed as avirtua appliance).

An organization administrator account will be set up by BlackBerry.
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2 Introduction 2

Introduction

This guide explains how devel opers can use the Workspaces Java SDK to develop applications allowing end users to work
with files protected by Workspaces.

Workspaces allows users to securely share files with others. File owners maintain full control of each file that they share,
including permissions to view, print, copy and download afile. For example, file owners can change access permissions, set
afile expiration date, or revoke accessto afile at any time even after afileis shared with devices beyond your organization's
control.

Workspaces consists of two cor e services

1. Workspaces: into which files can be uploaded to be securely shared with others
2. Send: by which files are securely shared with others

API Version
This document refers to Workspaces API version 3.0.
Workspaces model

The Workspaces platform is a web-based service that may be hosted on Workspaces cloud-based servers or locally
on virtual appliances at an organization (on-premises).
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3 User Types

User Types

Workspaces has the following types of users:

Organization Administrator

An administrator that has accessto all workspaces in the organization's account, with the ability to create, remove,
and modify users (including other administrators), workspaces, groups and al other entities associated with the
organization's account. The first Organization Administrator is defined by BlackBerry when the account isfirst
created. The Organization Administrator cannot view documents within the account. There is more than one type of
organization administrator. For more information about the different types of organization administrators, see the
Workspaces web application.

Workspace Administrator

An administrator for aworkspace or group of workspaces within an organization that can view all filesin these
workspaces, add groups and users, and upload files.

Contributor
A user with the ability to manage content in aworkspace (for example, view, upload and delete files).

Visitor
Someone who is not a user of the service that can view files that they receive from aWorkspaces user. The file can
be viewed in protected format only. A visitor cannot upload files to aworkspace or update files in aworkspace.
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4 Resources

Resources

The Workspaces API is divided into the following categories, each relating to a distinct part of the service:

Files - The following resources are used to manage the Workspaces Send feature for an organization (a service for ad-hoc
sending and receiving of document securely).

Upload & download

Upload files to the Workspaces server where the files can be shared
from and download files received from other Workspaces users

Send

Send files by email to recipients

Enumerate

List the files sent via Workspaces

Manage permissions

Set or change access permissions for files sent via Workspaces

Search

Search for files by text or metadata

Track

View audit and tracking information for activities on files sent and
received via Workspaces

Organization administration - The following resources are used to manage the workspaces, Workspaces Inbox, and Sent
Items in an Organi zation account.

Users Create, update, and remove the organization's users
Roles Assign roles to users (e.g. workspace Administrator, Contributor)
Aliases Set email aliases which enable a user to view, in a single session, all

files received under different email addresses

Distribution lists

Setup and manage distribution lists of users. Distribution Lists are
named sets of users defined globally at the organization level.
They can be used as an alias for sending files or be referred to by
workspace groups.

Tags

Define metadata tags that can be assigned to files in workspaces

Watermarks

Define the watermark template that can be applied to files
downloaded from workspaces

Global Policies

Set global access and usage policies

Wor kspace management - The following resources can be used to manage a single workspace. For example, asingle
workspace might be used by a group that is collaborating on a common set of files.

Groups & Users

Set up groups and users of a workspace

Folders Set up folders in a workspace
Enumerate List the files, folders and groups in a workspace
Alerts Configure alerts for new or changes to files that users should be

aware of

Upload, download

Upload or download files to a workspace

Permissions

Set access permissions for files in a workspace

©2021, BlackBerry -

ALL RIGHTS RESERVED.




5 Using the API 5

Using the API

The Workspaces Java APl provides classes for the previously-noted resources which include Authentication, Documents,
Rooms, Users, and Organizations, in addition to others. These resource classes provide static methods that allow accessto
their functionality.

In general, most of the methods require that an authentication token(secure session id, or SSID) be passed in, along with the
appropriate parameter(s)- often a JSON object that represents the data the resource method needs. Successful requests will
generaly return a JSON aobject or InputStream(e.g. when downloading documents) to indicate that the requested action has
been successfully performed. A common JSON object returned is the BulkOperationResultJson that provides details on the
success of each operation or any problem(s) encountered.

Here's a simple example that illustrates those ideas. It uses an instance of ApiSession classto start a service account

session for agiven user. ApiSession method takes as an input the serverUrl and subDomain(e.g xxx.Watchdox.com

where xxx is the subdomain which can also be null). StartSessionWithServiceAccount method of Apisession requiresthe
user's email address for which the service account has been created, the issuer(an ID created when the service account

is created), the token expiration in minutes, the PrivateK ey from the keystore, and a string representing the encryption
algorithm(e.g "SHA256withRSA").It will return a"Success' LoginResult if the session starts successfully. The ApiSession
then sends arequest , to one of the getters to the resources, to get an instance of aresource. In the following code sample, the
listRoomsV 30 of workspaces object gets back an iterable JSON object representing alist of Workspacel nfoJson(with each
item inside representing a workspace).

API Sessi on api Sessi on = new APl Session(serverUl, null);
Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

Logi nResult | ogi nResult = api Sessi on. start Sessi onWt hSer vi ceAccount (user nane,
servi ceAccount,
expi resl nM nut es,
pKey,
" SHA256wi t hRSA") ;

It enmLi st Json<Wbr kspacel nf oJson> itenLi stJson = workspaces. | i st RoonsV30( addExt er nal Dat a,
adm nMode,
i ncl udeSyncDat a,
i ncl udeWsPol i cyDat a,
wor kspaceTypes) ;

Many domain-specific errors will result in a WatchdoxSDK Exception being returned to the caller. It has a getErrorText()
method to get information about the error. More-generalized Java errors like I1legal StateException are also possible.

Examples for using the Rooms resource and other resources can be found in the Examples section.
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6 Authentication using Service Accounts

Authentication using Service
Accounts

Service accounts provide an alternative means of authenticating requests sent to the Workspaces server. Using a service
account removes the need to have a user's password in order to authenticate a user. When using a Service Account you
can configure Workspaces to allow groups of users based on their email domain(s) and/or specific users access to their
Workspaces accounts.

6.1 Steps for creating a Service Account

1. Create or obtain a SSL certificate. There are anumber of ways to do thisincluding using tools like OpenSSL or Java's Keytool
application to create a Self-Signed certificate, or you can purchase a commercial certificate from any number of certificate providers.

2. Extract the Public key from the certificate. You'll need this to paste the Public key into the Workspaces Admin console.
3. Configure the Service Account in Workspaces.
Whilelogged in to the Workspaces Admin Console as an administrator:
a Navigate to Service Accounts under Authentication on the left-hand side, and click the + icon.
b. Under System accounts:

i. Inthe Public key field, copy and paste the contents of the Public key. Depending on how the certificate was generated and
the public key displayed, the key may be bracketed by a set of tags such as ----- BEGIN PUBLIC KEY----- and ----- END
PUBLIC KEY-----. Do not include these tags when copying the pubilc key.

ii. In the System acountsfield, enter alist of user email addresses that will be allowed to authenticate using this service
account. Separate each address with a space. If you only want to authenticate groups of users using their email domain this
field may be left blank.

iii.In the Domain system accountsfield, enter alist of email domains that will be allowed to authenticate using this service
account. Separate each domain with a space. If you only want specific users to be able to authenticate this field may be left
blank.

iv.In the Algorthm dropdown, select the algorithm that was used to create the certificate.
v. Click Apply to save the Service Account configuraiton.
4. In your application code:
a Create avalid, signed Workspaces Authentication token by using the private key from the certificate.
b. Use the generated token in an Authorization header in your request to the Workspaces server.

6.2 Authenticating using
startSessionWithServiceAccount

Once the Service Account has been created in the Workspaces Admin Console clients can connect using the certificate. The
startSessionWithServiceAccount method on APISession provides the means to start a session using the Service Account.

This method will construct an authentication token and validate that the specified user has access to use the service account to
make requests to the server. If they do then LoginResult will return with "Success'. For further details see Example 1.

API Sessi on api Sessi on = new APl Sessi on(serverUrl, null);

Logi nResul t | ogi nResult = api Sessi on. st art Sessi onW t hSer vi ceAccount (user nane,
servi ceAccount,
expi resl nM nut es,
pKey,
" SHA256wi t hRSA") ;
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6 Authentication using Service Accounts 7

6.3 Using OpenSSL to create a certificate

Run the opensdl applicaiton to create a certificate and private key file. In the example below <PRIVATEKEY > represents
the name of the file where the private key will be stored. <CERTIFI CATE> represents the name of the file where the
certificate will be stored.

When you run the openssl command you will be prompted for several pieces of information used in creating the certificate.

‘openssl req -newkey rsa: 2048 -nodes -keyout <PRI VATEKEY> -x509 -out <CERTI FI CATE> ‘

Run openssl again to display the public key.

‘openssl rsa -in <PRI VATEKEY> - pubout ‘

The output will look something like the example shown below. The public key is the text shown between the ----- BEGIN
PUBLIC KEY----- and ----- END PUBLIC KEY----- tags.

----- BEG N PUBLI C KEY- - - - -

M | Bl j ANBgkghki GOWOBAQEFAAOCAQBAM | BCgKCAQEAOX43UnF1exJM/8Jkt JGa
XI YONAR] / wO5t vYuG Y42pTwH8Tt p8eYl wAX3bT5awdC/ D7qLz20EW M8QH+0gF
L7KUONBHzyWBI qgj JKywegbs FukKXHxI MzZr GkcaAm i QVxesZyxt WPl HvvX2i 67
kAygyZ2VCqgj | D7KZXl uLV55XY/ vH440hgPu18D3mbwX8p TWyf aOeUQUzv4k| VWit a
yDi Qud+ec+sr 47zNNzBUCYoAR99+2b/ anmkdr On8/ QlcCu6zWBz| QGy XK5f hl 5t A
18AC32r KBkV/ hLhl M6D7n3Jj Q73hwi Ucqct 85gl 4Nf 9YowUGC3h1lej uhKf 4VYah/
KQ DAQAB

----- END PUBLI C KEY-----

6.4 Using Keytool to create a certificate

Run the Java keytool application to create a certificate and insert it into a Java KeyStore. <ALIAS> in the example below
represents the name or alias that will later be used to retrieve the certifcate from the keystore. <K EY STORE FILE NAME>
represents the name of the KeyStore file where the certificate will be stored.

Y ou will be prompted for several pieces of information that will be used to create the certificate. Y ou will aso be prompted
for a password to secure the keystore. Make a note of this password as you will need it in the next step.

keyt ool -genkey -alias <ALI AS> -keyal g RSA -keystore <KEYSTORE FI LE NAVE> - keysi ze 2048

Run the keytool application again piping the result through OpenSSL to display the public key information. In the example
below the command would be on asingleline. It is wrapped across lines here for readability.

keytool -list -rfc -keystore <KEYSTORE FI LE NAME> -alias <ALIAS> \
-storepass <KEYSTORE PASSWORD> | openssl x509 -inform pem - pubkey -noout

The resulting output will look something like the example shown below. The public key is the text shown between the -----
BEGIN PUBLIC KEY----- and ----- END PUBLIC KEY----- tags.

————— BEG N PUBLI C KEY- - - - -

M | Bl j ANBgkghki GOWOBAQEFAAOCABAM | BCgKCAQEAY +ZwWUOXSI Ang50M6qGZC
yCt OPf JVY9I yEr 4] aRGXIMPTohegS2gonDkHI9+y CYDt J/ 8hz3LZ4PPedh@9pddG
kBp5uUJPETITQv10vCt ov4shMos 8BwWQNATurmn9Hecgu3edl TIWSKi r SYAos| TRg4P
/ QLnHCaGv +vARRZ4wwuJyl t hSM H+ORALKYLHu11X38i LNK1zdM3nOxgN7l dgOsH
Y/ Ub/ | TFDO@BsCWY PHGGkONY] | alCbkJOoUi 5xPr Fvph6J15nTYOdZcua41ROEt
A9PGEE9r GNul At GV1kknoXXj ej f 356R7LP/ i | sSWE660z0Ji KkhWIA3I r r GDOkpNa
vw DAQAB

————— END PUBLI C KEY- - - - -

See "Example 1: Connect and authenticate a user” for an example of obtaining an authentication token via a service account
once the above steps are completed.
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7 Authentication using OAuth 8

Authentication using OAuth

Workspaces OAuth lets users allow other applications to interact with their Workspaces account without providing that other
application their Workspaces authentication credentials, and for only atime-limited basis. For example, a sales management
application can integrate Workspaces functionality to allow the controlled sharing of documents via Workspaces, within

the sales management app, without requiring users to provide their Workspaces usernames and passwords to the sales
management app.

7.1 Registering a client with a Workspaces server

Someone wishing to use Workspaces OAuth must register with Workspaces and obtain a client 1D and client secret that will
be passed to Workspaces in order to obtain a Workspaces authentication token.

7.2 Authenticating using startSessionWithOAuth

The startSessionWithOAuth method in APISession provides an easy way to authenticate users using OAuth. After creating
an instance of APISession and making acall to the startSessionWithOAuth method, a window will appear to accept the
authentication credentials for the user. Thiswindow will remain visible until the user successfully authenticates with the
Workspaces server or the user closes the window. Because of this the startSessionWithOAuth method is a blocking call.
Once the user has provides their credentials correctly or closes the window the LoginResult value is returned from the
method. If the user provided a correct set of credentials the startSessionWithOAuth method returns a* Success' LoginResult.

APl Sessi on api Sessi on = new APl Session(serverUl, null);

Logi nResult | ogi nResult = api Sessi on. st art Sessi onW t hOAut h(emi |,
refreshToken,
showUi | f Ref reshFail s);

7.3 Manually authenticating using OAuth

The basic flow is(WDX_URL means the base URL of the Workspaces server being used):

1. Make an unauthenticated call to WDX_URL/api/3.0/authentication/parameters to get the authentication URI's. In the returned values,
authorizationUri isthe URI for the temporary token in #2 below; accessTokenUri isthe URI for obtaining the full token in #4 below.

2. Direct the user to the Workspaces authenticationUri (e.g. viaaredirect in your own web app), passing the proper params(see below).
One of these paramsis the redirect URI in your app to which the user should be sent after authenticating with Workspaces. It will look
something like this (wrapped across lines here, but one single line when used):

<WDX_URL>/ <AUTHORI ZATI ON_URI >?r esponse_t ype=codeé&cl i ent _i d=<CLI ENT_I| D>&l ocal e=en_US
& edi rect _uri =<REDI RECT_URI >

3. When that redirect URI is serviced in your web app, atemporary code isincluded on the URL that will be used to obtain avalid auth
token. It will look something like this:

‘<RED| RECT_URI >/ ?code=219e5a32- d74f - 473a- 91a4- f d74f 95e091c&l ocal e=en- us

4. Make acall to the Workspaces accessTokenUri to obtain avalid auth token, refresh token, and an expiration value for the auth token.
That auth token can be used to authenticate subsequent API calls to the Workspaces server (wrapped across lines here, but one single
line when used).

<WDX_URL>/ <ACCESS_TOKEN_URI >?cl i ent _i d=<CLI ENT_I D>&r edi r ect _uri =<REDI RECT_URI >&
client_secret=<CLI ENT_SECRET>&gr ant _t ype=aut hori zati on_code&code=<AUTH_CODE>

5. That call will return JSON that contains an access token, expiration, and refresh token. The access token can be used in the
authorization header of subsequent calls.

©2021, BlackBerry « ALL RIGHTS RESERVED.



8 Authentication using an existing token 9

Authentication using an existing
token

In some situations a developer may want to create a separation of concerns whereby one module might be responsible for
obtaining authentication tokens from the Workspaces server while other components use those tokens to communicate
with the Workspaces server. The Workspaces SDK provides a means to do this using the |oadExistingSession method on
APISession.

In the modul e that provides the authentication tokens there would be some code, similar to the snippet below, which obtains a
valid authentication token for the Workspaces server.

pubic String Obtai nTokenFronSepar at eMbdul e(String usernane, KeyStore keystore)

{
String authToken = String. Enpty;

String serviceAccount Nane = "com wat chdox. syst em xXxxx. yyyy";
int expiresinMnutes = 5;

/'l Get certificate of public key

Certificate cert = (Certificate) keystore.getCertificate(alias);
/'l Get public key

Publ i cKey publicKey = cert.getPublicKey();

pKey = new KeyPair (publicKey, (PrivateKey) key).getPrivate();

APl Sessi on api Sessi on = new APl Session(serverUrl, null);;

Logi nResult | ogi nResult = api Sessi on. start Sessi onWt hSer vi ceAccount (user nane,
servi ceAccount,
expi resl nM nut es,
pKey,
" SHA256wi t hRSA") ;

if (loginResult == Logi nResul t. SUCCESS) {
aut hToken = api Sessi on. Get Token();
}

return aut hToken;

}

Having obtained an authentiation token from the other module, it would then passed to the | oadExistingSession method of an
APISession instance.

String aut hToken = Obt ai nTokenFr onSepar at eMbdul e() ;
if (!string.!lsNull O Enmpty(authToken))

APl Sessi on api Session = new APl Sessi on(serverUrl, null);
Logi nResult | ogi nResult = api Sessi on. | oadExi sti ngSessi on(aut hToken) ;

}
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9 Using System Properties 10

Using System Properties

9.1 SDK properties

The BlackBerry Workspaces Java SDK uses several properties for system-level configuration. By default the SDK will look
for a properties file named wor kspaces-sdk.pr operties along the classpath. The properties recognized by SDK are as follows.

sdk.apiAddress

Theroot URL for the Workspaces APl server. The API address should form afully qualified URL with the
protocol, host name and the "/api" path. For example: "https.//myworkspacedomain.server.com/api”. Note: The API
server address can also be set using the APIRunner.setApiHost() or APIRunner.setApiAddress() methods.

API Runner . set Api Host (" mywor kspacedomai n. server. cont');
or
API Runner . set Api Address ("https://nyworkspacedonmai n. server. confapi ") ;

Default value: null
sdk.log.enable

Controls whether logging information is generated by the SDK. When enabled the SDK will log information about
reguests it sends out to the API server and the responses it receives back. Note: Logging can also be enabled or
disabled using the APIRunner.enablelogging() method.

API Runner . enabl eLogging (true, null);
or
API Runner . enabl eLoggi ng (true, "/l og/workspacesSDKQut put.txt");

Default value: false
sdk.log.outputL ocation

Sets the location where the SDK will write log information when logging is enabled. Note: The log output location
can also be set using the APIRunner.enablelogging() method.

APl Runner . enabl eLoggi ng (true, "/l og/wor kspacesSDKQut put.txt");

Default value: /logs/workspacesSDK Output.txt
sdk.logdj .external.configur ation

Controls how the logging configuration is set. When this property is specified as true the standard log4j.properties
filewill be used to initialize the logging configuration. When the property is not set, or set to false the SDK usesits
own internal logging configuration.

Default value: false

9.2 Application properties

The SDK will read al of the properties found in the properties file and make them available as system properties. This makes
it possible to include properties for an application making use of Workspaces SDK within SDK's propertiesfile. To access
any of the properties set in the SDK propertiesfile call the System.getProperty() method.

Syst em get Property("one. of. my. app. properties");
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9 Using System Properties 11

9.3 Using a different properties file

It's also possible to use a different properties file than the default wor kspaces-sdk.properties. To do this you must specify
the desired properties file on the Java command line via the wor kspaces.sdk.properties property.

In specifying the propertiesfile, the filename should be prefixed by an identifier that indicates where the SDK should look
for thefile. A prefix of classpath: indicates that the SDK should look in the classpath for thefile. A prefix of file: indicates
that the SDK should look in the file system for the file. When using file:, afully qualified filename or an relative path can be
used.

java cl assnane - Dwor kspaces. sdk. properti es=file: c:\nyApp\config\nyProperties.properties
or
java cl assnanme - Dwor kspaces. sdk. properti es=cl asspat h: myProperties. properties
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10 Examples

Examples

This section describes examples of common application scenarios, to illustrate how to use the API.

Note also that the term room is interchangeable with Workspace.
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11 Example 1: Connect and authenticate a user 13

Example 1. Connect and
authenticate a user

This example provides how to connect and authenticate to the server. Basically there are two methods supported:

i. Authenticating using a Service Account: uses a certificate to sign the authentication credentials and is best used with
server to server applications.

ii. Authenticating using OAuth: is best used for client to server applications that allows a user to authenticate without
exposing their credentials to the client application.

In the following sections, its depicted in details how to authenticate a user to the Workspaces' services.

11.1 Authenticating using a Service Account

To Start a session using service account, you must first know the username or email address of the user the request will be
made on the behalf of, the issuer id for the Service account, and determine for how long the signed token will be valid. You
will also need the PrivateKey from the keystore, and a string representing the encryption algorithm(e.g "SHA 1withRSA").

It assumes that you have already copied the public key to the Workspaces server(see the section on "Using Service
Accounts' for more information on that). How an application determines or aquires a user's email address would be up to the
application. The issuer isthe identifier assigned when the service account was created in the Workspaces Admin console.
Thisissuer would be in the format com.watchdox.system.xxxx.yyyy where xxxx and yyyy are some set of numbers and letters-
for example, com.watchdox.system.fadd.3015. The expiration time represents the number of minutes for which the token
should be valid.

With thisinformation in hand and creating an instance of APISession, asimple call to a startSessionWithServiceAccount
method in ApiSession will return the loginResult. The server returns a " Success' LoginResult if the session starts
successfully:

APl Sessi on api Sessi on = new APl Sessi on(serverUrl, null);

Logi nResul t | ogi nResult = api Sessi on. start Sessi onW t hSer vi ceAccount (user nane,
servi ceAccount,
expi resl nM nut es,
pKey,
" SHA256wi t hRSA") ;

11.2 Authenticating using OAuth

To Start a session using OAuth, you must first know the email address to passto service provider, null or empty if not known
and to be determined during the OAuth process. Its also optional to provide refresh token and showUilfRefreshFail s(indicates
whether to show Ul if refresh token exists but the refresh fails).

After creating an instance of APISession and making startSessionWithOA uth method call, an OauthBrowser window pop ups
to receive an authentication email and password. Once the user provides a correct email and password, the pop up widow will
close and the startSessionWithOAuth method returns a* Success' LoginResult if the session starts successfully.

APl Sessi on api Sessi on = new API Sessi on(serverUrl, null);

Logi nResult | ogi nResult = api Sessi on. start Sessi onW t hQAut h(enmi |,
refreshToken,
showUi | f Ref reshFail s);
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12 Example 2: Add users to a workspace 14

Example 2: Add users to a
workspace

This example adds a user to a Workspace. It requires three separate method calls. (Note the different permissions required for
each step).

12.1 Create Workspace (can only be done by an
organization admin).

This returns a RoomsJson object that represents the room that was created.

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

/Il Create the JSON object needed for the nethod call, and set its val ues.
Cr eat eRoomJson creat eRoomJson = new Creat eRoomJson();

cr eat eRoomJson. set Nane( nane) ;

creat eRoomJson. set Descri pti on(description);

creat eRoomJson. set Admi ni strators(adm nistrators);

/1 Using the auth token from Exanple 1, call the nethod, and get a JSON object back
RoomJson roomJson = wor kspaces. cr eat eRoonV30( cr eat eRoomJson) ;

12.2 Create new room group (can only be done by a
Workspace admin)

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

/] Create a JSON object the represents the new group and set its val ues
Perm ttedEntityFromJserJson permttedEntityFronlserJson =
new Perm ttedEntityFromJserJson();
perm ttedEntityFromJserJson. set Addr ess(gr oupNane) ;
perm ttedEntityFronJserJson. setEntityType(EntityType. GROUP);

/1 The JSON obj ect needed for the resource nethod call
AddEnti tyVdrJson addEntityVdrJson = new AddEntityVdrJson();

/'l Create a new perm ssions JSON with default val ues
Per m ssi onFromJser Json per m ssi onFronmJser Json = new Perm ssi onFronlser Json() ;

addEnti tyVdrJson. setPermttedEntity(permttedEntityFronserJson);
addEnt i t yVdr Json. set NewPer m ssi ons( per m ssi onFr onlJser Json) ;

/1 Make the call to the Roons resource and return "success"
String result = workspaces. addEntityV30(wor kspacel d, addEntityVdrJson);
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12 Example 2: Add users to a workspace

12.3 Add members (users) to group

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

Li st <AddMenber ToG oupJson> nenber Li st = new ArraylLi st <AddMenber ToG oupJson>();

for (String current Address : user Addresses)

{
Perm ttedEntityFromJserJson currentEntity = new PermittedEntityFronserJson();
currentEntity. set Address(current Address);
currentEntity. setEntityType(EntityType. USER);

AddMenber ToG oupJson current Menber Json = new AddMenber ToG oupJson() ;
current Menber Json. setEntity(currentEntity);

menber Li st. add( current Menber Json) ;
}

AddMenber sToG oupW t hGroupJson groupMenber Json = new AddMenber sToG oupW t hGr oupJson() ;
gr oupMenber Json. set Menber sLi st (nmenberLi st);

/1 roomd is the integer identifying the room
gr oupMenber Json. set Room d(room d) ;

/1 Set the group nanme to be a string
gr oupMenber Json. set G oupNane( gr oupNane) ;

/1 Make the call to the Roons resource and return "success"
String result = workspaces. addMenber sToG oupV30( gr oupMenber Json) ;

/1 Loop through the List<String> user Addresses & make a AddMenber ToG oupJson for each user
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Example 3: Add permissions for a
group of users to access a file

This example alows access to a document for a group of users. It assumes a group and a workspace exist, the latter with a
single document, and group ("mygroup”) exists; these are described in the preceding example.

13.1 Get list of documents in a Workspace

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

// Create a json object for the docunent search, and accept its defaults.
/1 Adjust if needed.
Li st Docunent sVdrJson | i st Docunent sJson = new Li st Docunent sVdr Json() ;

/1 Make the call to get the list of docunents
Pagi ngl t enli st Json<BaseJson> docunent Li st =
wor kspaces. | i st Docunent sV30(room d, |i st DocunentsJson);

13.2 Create the json object for the permissions

Default to true value for al permission. Set the group name and Entity Type.GROUP as well. Note the nested json objects
that are created and then set on other, enclosing json objects.

Permi ttedEntityFronmJserJson groupPerm ssion = new PermittedEntityFronserJson();
gr oupPer m ssi on. set Addr ess( gr oupNane) ;
groupPer m ssion. set EntityType(EntityType. GROUP) ;

per m ssi onsLi st. add( gr oupPer m ssi on) ;

/1 Adjust perm ssions as needed

Per m ssi onSet Json perm ssi onSet = new Perm ssi onSet Json();
per m ssi onSet . set Downl oadOri gi nal ( YesNoDef aul t. YES) ;

per m ssi onSet . set Downl oadCont rol | ed( YesNoDef aul t. YES) ;

per m ssi onSet . set Copy( YesNoDef aul t. YES) ;

perm ssi onSet . set Edi t ( YesNoDef aul t. YES) ;

perm ssi onSet . set Pri nt ( YesNoDef aul t. YES) ;

per m ssi onSet . set Progranmat i cAccess( YesNoDef aul t. YES) ;

per m ssi onSet . set Spot | i ght ( YesNoDef aul t. YES) ;

per m ssi onSet . set Wat er mar k( YesNoDef aul t. YES) ;

Vdr AddPer m ssi onsJson perm ssi onsJson = new Vdr AddPer mi ssi onsJson();
perm ssi onsJson. setPerm ttedEntiti es(perm ssionsList);
per m ssi onsJson. set Per m ssi onSet ( per m ssi onSet ) ;

Set <String> document Gui ds = new HashSet <String>();

docunent Gui ds. add(nmyDoc. get Gui d());
per m ssi onsJson. set Docunent Gui ds(docunent Gui ds) ;
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13.3 Add permissions to the group

Set the document GUID from the returned document list and make the call to set the permissions. A
BulkOperationResultJson is returned, which has information on the success or failure(with errors encountered) for each
document in the list(which in this case was just 1).

Bul kOper at i onResul t Json result =
wor kspaces. addPer mi ssi onsV30(room d, permn ssionsJson);
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Example 4: Upload a file

14.1 Upload a file to workspace

This example shows how to upload a document to a workspace. The UploadM anager uses UploadDocumentToRoom
method to upload afile to a specific workspace. This method returns uploadResult which contains a detailed information
about the uploaded file.

/1 Get an instance of Upl oadManager
Upl oadManager upl oadManager = api Sessi on. get Upl oadManager () ;

/Il Create a new Subm t Docurment sVdrJson JSON

Submi t Docunent sVdr Json upl oadl nfo = new Subm t Docunent sVdr Json() ;
upl oadl nf 0. set OpenFor Al | Roon( f al se);

RoonReci pi ent sJson reci pi ent sJson = new RoonReci pi ent sJson();
reci pi ent sJson. set G oups(groups);

reci pi ent sJson. set Dormai ns( donai ns) ;

upl oadl nf 0. set Reci pi ent s(reci pi ent sJson);

upl oadl nf o. set Fol der (f ol der);

upl oadl nf o. set TagVal ueLi st (null);

upl oadl nf 0. set Devi ceType( Devi ceType. SYNC) ;

/1 A call to the Upl oadDocunent ToRoom
Upl oadResul t upl oadResult = upl oadManager . upl oadDocunent ToRoon{( upl oadl nf o,
room d, destinationFileNanme, filenane, null, false);

14.2 Send a file via Workspaces

Thisexampleis parallel to the preceding one, but applies to the Workspaces Exchange, the UploadM anager uses
UploadDocument method to upload a document to the exchange and send alink to it to email recipients. This method also
returns uploadResult which contains a detailed information about the uploaded file.

/1 CGet an instance of Upl oadManager
Upl oadManager upl oadManager = api Sessi on. get Upl oadManager () ;

/1 Create a new Subnit Docunent SdsJson JSON
Submi t Docunent SdsJson upl oadl nfo = new Subm t Docunent SdsJson() ;
HashSet <Stri ng> docunment Gui ds = new HashSet <String>();
documnent Gui ds. add( upl oadManager . get NewGui dFor Docunent () ) ;
/Il Create a new perm ssion JSON
Per m ssi onFronlJser Json perm ssi onJson = new Perm ssi onFromJserJson();
per m ssi onJson. set Copy(true);
per m ssi onJson. set Downl oad(true);
per m ssi onJson. set Downl oadOri gi nal (fal se);
per mi ssi onJson. set Expi rati onDat e(new Date());
upl oadl nf 0. set Per m ssi on( perm ssi onJson) ;
upl oadl nf 0. set User Reci pi ent s(user Reci pi ents);
upl oadl nf 0. set Acti veDi rect or yG oupsReci pi ent s(ADG oupsReci pi ents);
upl oadl nf 0. set WhoCanVi ewm( WhoCanVi ew. RECEI Pl ENTS_ONLY) ;
upl oadl nf 0. set Docunent Gui ds( docunent Gui ds) ;
upl oadl nf o. set| sCol | aborati on(true);

/1 A call to the Upl oadDocunent
Upl oadResul t upl oadResult =
upl oadManager . upl oadDocunent (upl oadl nfo, |ocal Path, null, filename, null);
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Example 5: Download a file

This example shows how to download a document using DownloadM anager . In the following snippets ,its depicted some of
the methods used to download afile.

15.1 Using DownloadFileByld

In the following snippet the file could be downloaded using DownloadFileByld method for a specific document Id :

/1 Get an instance of Downl oadManager
Downl oadManager downl oadManager = api Sessi on. get Downl oadManager () ;

/1 Acall to the Downl oadFil eByld
try {
downl oadManager . downl oadFi | eByl d(docld, "", rooml d, destinationPath,
desti nati onDocNane, | ast Updat eTi ne,
true, true, Downl oadTypes. MAX_ALLOWED);
} catch (I OException e) {
/1 TODO Aut o-gener ated catch bl ock
e.printStackTrace();

15.2 Using DownloadFileByName

This method uses Document name to download thefile:

/1 Get an instance of Downl oadManager
Downl oadManager downl oadManager = api Sessi on. get Downl oadManager () ;

/1 A call to the Downl oadFi | eByNane
try {
downl oadManager . downl oadFi | eByNane(rooml d, fol derPath, docNane,
destinationPath, destinati onDocNanme, | astUpdateTine);
} catch (I OException e) {
/1 TODO Aut o-generated catch bl ock
e.printStackTrace();

15.3 Using DownloadFileToBuffer

It is also possible to download afile to a buffer using DownloadFileToBuffer. This method returns a byte array of thefile
downl oaded.

/1 Get an instance of Downl oadManager
Downl oadManager downl oadManager = api Sessi on. get Downl oadManager () ;

/1 A call to the Downl oadFil eToBuffer
byte[] buffer = downl oadManager. downl oadFi | eToBuf f er (docl d,
Downl oadTypes. ORI G NAL) ;
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Example 6: Enumerate files in a
workspace

20

This example will request alist of al documentsin a Workspace that the user has access rights to. The server will return alist

of documents or folders, which can then be iterated over.

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

/'l Create an object to specify the details of what docunents to list and how
/1 they are returned. A few options are shown here.

Li st Docunent sVdrJson sel ecti onJson = new Li st Docunent sVdr Json() ;

sel ecti onJson. set Or der Ascendi ng( Bool ean. FALSE) ;

sel ecti onJson. set Fol der Pat h("/ exanpl eFol der");

// Call the list nethod
Pagi ngl t enli st Json<BaseJson> response =
wor kspaces. | i st Docunent sV30(room d, sel ecti onJson);
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Example 7: Change file
permissions

This case shows how permissions can be changed for a document in a Workspace. The document is selected by the group
that has access rightsto it. In this example, the permissionsto be set are: edit, print, spotlight, watermark - No. All other
permissions will remain unchanged.

This case assumes the guid for the document is known; if not, alist of documents can be retrieved as shown in Example 3,
the desired document selected by name, and the GUID retrieved from it.

/'l Create the json that indicates the group that has perm ssions to the docunment
Perm ttedEntityFronmJserJson groupPerm ssion = new PermttedEntityFromJserJson();
gr oupPer mi ssi on. set Addr ess( gr oupNane) ;

gr oupPer mi ssi on. setEntityType(EntityType. GROUP) ;

Li st<Perm ttedEntityFromJserJson> perm ssionsLi st =
new Arrayli st<PermttedEntityFronserJson>();
per m ssi onsLi st. add( gr oupPer ni ssi on) ;

/1 Add the docunent GU D
Set <String> docunent Gui ds = new HashSet <String>();
docunent Cui ds. add( myDoc. get Gui d() ) ;

/'l Create the json for the perm ssions and set themto NO
Per m ssi onSet Json perm ssionSet = new Perm ssionSetJson();
per m ssi onSet . set Edi t ( YesNoDef aul t. NO) ;

per mi ssi onSet. set Pri nt (YesNoDef aul t. NO) ;

per m ssi onSet . set Spot | i ght ( YesNoDef aul t. NO) ;

per m ssi onSet . set WAt er mar k( YesNoDef aul t . NO) ;

Vdr Edi t Per m ssi onsJson edi t Perm ssi onsJson = new Vdr Edi t Per mi ssi onsJson();
edi t Per mi ssi onsJson. setPerm ttedEntities(perm ssionsList);

edi t Per mi ssi onsJson. set Docunment Gui ds( docunent Gui ds) ;

edi t Per mi ssi onsJson. set Per i ssi onSet ( per m ssi onSet) ;

/1 Make the call and get a Bul kOperati onResul t Json back
Bul kOper ati onResul t Json result =
wor kspaces. edi t Per nmi ssi onsV30(room d, editPerm ssi onsJson);
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Example 8: Enumerate folders and
workspaces

Thisexample getsalist of all folders and workspaces that the user has access to. There are two steps:. get alist of al
workspaces and then get alist of all foldersin these workspaces.

18.1 Get list of workspaces (rooms) for the user.

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResour ce() ;

/1 This returns a list of roons, which can be iterated over. The other paraneters include:
/| addExt er nal Dat a, admi nMbde, i ncludeSyncData, includeWrkspacePolicyData, and
/1 wor kspaceTypes. Pl ease see the javadoc docunentation for details.
It enli st Json<Wor kspacel nf oJson> itenlistJson =
wor kspaces. | i st RoonsV30(true, true, false, false, null);

18.2 Get list of folders in a specific Workspace

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

/1 This returns a fol der object, which contains details about the current workspace, as
/1 well as a sub folder list that can be iterated over.

Fol der Json fol derJson = wor kspaces. get Fol der Tr eeV30(room d, null);

Li st <Fol der Json> subFol ders = fol derJson. get SubFol ders();
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Example 9: Retrieve a list of
activities for a named file

23

This example shows how an activity log is retrieved for adocument using the guid. The server will return alist of activity log
entries, which can then be iterated over.

Files files = api Session. get Fi | esResource();

Get Docunent Acti vi t yLogRequest Json get Docunent Acti vi t yLogRequest Json
new Get Docunent Acti vi t yLogRequest Json();

/1 Indicates if only the last action for a user should be retrieved
get Docunent Acti vi t yLogRequest Json. set Last Acti onPer User (f al se) ;

/1 1ndicates the page nunber to fetch of a nultipage response
get Docunent Acti vi t yLogRequest Json. set PageNunber (1) ;

/1 The nunber of itens to fetch per page
get Docunent Acti vi t yLogRequest Json. set PageSi ze( 25) ;

/l Call the get activity nethod
Pagi ngl t enli st Json<Acti vi tyLogRecordJson> result =
files.getActivityLogVv30(getDocunmentActi vityLogRequestJson);
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Example 10: Add a user to a room
group

24

In this example, anew user list(of one or more users) is added to an existing group. The users email addresses, room id, and

the group name are passed in as parameters.
Request

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

Li st <AddMenmber ToG oupJson> menber Li st = new ArraylLi st <AddMenber ToG oupJson>();

for (String current Address : user Addresses)

{
Perm ttedEntityFronmJserJson currentEntity = new Perm ttedEntityFromJserJson();
current Entity. set Address(current Address);
currentEntity. setEntityType(EntityType. USER);

AddMenber ToGr oupJson current Menber Json = new AddMenber ToG oupJson();
current MenberJson. setEntity(currentEntity);

menber Li st. add( current Menber Json) ;
}

AddMenber sToG oupW t hG oupJson gr oupMenber Json = new AddMenber sToG oupW t hGr oupJson() ;
gr oupMenber Json. set Menber sLi st (menber Li st) ;

/1l roomd is the integer identifying the room
gr oupMenber Json. set Room d(room d) ;

/'l Set the group nane to be a string
gr oupMenber Json. set G oupName( gr oupNane) ;

/1l Make the call to the Roons resource and return "success"
String result = workspaces. addMenber sToG oupV30( gr oupMenber Json) ;

/1 Loop through the List<String> user Addresses & make a AddMenber ToG oupJson for each user
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Example 11: Delete a file from a
workspace

25

This example deletes one or more documents from aroom. The server will return an object that indicates success, or details

about any error that may have occurred.

Wor kspaces wor kspaces = api Sessi on. get Wr kspacesResource();

Del et eDocunent sSel ecti onvdr Json docunent Gui dsJson =
new Del et eDocunent sSel ecti onVdrJson();

/1 Set permanent docunent del etion
docunent Gui dsJson. set | sPer manent ( Bool ean. TRUE) ;

/1 The set of guids for the docunents to delete
docunent Gui dsJson. set Docunent Gui ds( gui dsFor Del eti on);

/1 Call the del ete nethod
Bul kOper at i onResul t Json bul kOper at i onResul t Json;
bul kOper ati onResul t Json =
wor kspaces. del et eDocunent sV30(room d, docunent Gui dsJson);

/] Create an object to specify the docunents to delete and if that will be pernanent.
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Example 12: Update or remove a
file from the Workspaces Inbox or
Sent items

This exampleis similar to the preceding case, but for a document in the Workspaces Exchange.

Files files = api Session. get Fi |l esResource();

/] Create an object to specify the docunents to delete and if that will be pernmanent.
Del et eDocunent sSel ecti onSdsJson docunent Gui dsJson =
new Del et eDocunent sSel ecti onSdsJson();

/1 Set permanent docunent del etion
docunent Gui dsJson. set | sPer manent ( Bool ean. TRUE) ;

/1 The set of guids for the docunents to delete
docunent Gui dsJson. set Docunent Gui ds( gui dsFor Del eti on);

/] Call the del ete nethod
Bul kOper at i onResul t Json bul kOper at i onResul t Json;
bul kOper ati onResul t Json = fil es. del et eDocunent sV30( docunent Gui dsJson) ;
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Legal notice

©2016 BlackBerry. All rights reserved. Trademarks, including but not limited to BLACKBERRY, EMBLEM Design,
WORKSPACES, WORKSPACES & Design and BLACKBERRY WORKSPACES & Design are the trademarks or
registered trademarks of BlackBerry Limited, its subsidiaries and/or affiliates, the exclusive rights to which are expressly
reserved.

All other trademarks are the property of their respective owners.

This documentation including al documentation incorporated by reference herein such as documentation provided or made
available on the BlackBerry website provided or made accessible"AS|S" and "AS AVAILABLE" and without condition,
endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and its affiliated companies
("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical, or other inaccuracies, errors, or
omissionsin this documentation. In order to protect BlackBerry proprietary and confidential information and/or trade secrets,
this documentation may describe some aspects of BlackBerry technology in generalized terms. BlackBerry reserves the right
to periodically change information that is contained in this documentation; however, BlackBerry makes no commitment to
provide any such changes, updates, enhancements, or other additions to this documentation to you in atimely manner or at
all.

This documentation might contain references to third-party sources of information, hardware or software, products or
services including components and content such as content protected by copyright and/or third-party websites (collectively
the "Third Party Products and Services"). BlackBerry does not control, and is not responsible for, any Third Party Products
and Services including, without limitation the content, accuracy, copyright compliance, compatibility, performance,
trustworthiness, legality, decency, links, or any other aspect of Third Party Products and Services. Theinclusion of a
reference to Third Party Products and Services in this documentation does not imply endorsement by BlackBerry of the Third
Party Products and Services or the third party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION,

ALL CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY

KIND, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS,
GUARANTEES, REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR USE, MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY
QUALITY, ORTITLE, OR ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING OR

USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-
PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND
SERVICES REFERENCED HEREIN, ARE HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT
VARY BY STATE OR PROVINCE. SOME JURISDICTIONS MAY NOT ALLOW THE EXCLUSION OR LIMITATION
OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT PERMITTED BY LAW, ANY IMPLIED
WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO THE EXTENT THEY CANNOT BE
EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO NINETY (90) DAY S FROM
THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE SUBJECT OF THE
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TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT
SHALL BLACKBERRY BE LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION

OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR
ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION
ANY OF THE FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT,
SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS OR REVENUES,
FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS
INFORMATION, LOSS OF BUSINESS OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES

TO TRANSMIT OR RECEIVE ANY DATA, PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN
CONJUNCTION WITH BLACKBERRY PRODUCTS OR SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF
BLACKBERRY PRODUCTS OR SERVICES OR ANY PORTION THEREOF OR OF ANY AIRTIME SERVICES,
COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR SERVICES, COST OF CAPITAL, OR OTHER
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SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES WERE FORESEEN OR UNFORESEEN,
AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. TO THE
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