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What's new in BlackBerry Workspaces Server
What's new in BlackBerry Workspaces Server 11.9

Restrict sharing to internal domains: Administrators can now restrict sharing so that users are only allowed
share content with domains that are set as an internal domain. This restriction can be set for all users by
default from the "Restrict sharing of content to only configured domains by default" setting in the sharing
policy. If you want to allow specific users to share content to domains that are not listed as an internal domain,
you can edit the individual user account and select the "Allow sharing of content to all allowed email domains"
setting.

Inactive users report: The inactive users report now includes the username, the date of the last activity, the last
action (for example, view or download a file), the name of the file on which the action was taken, and specifies
the client that was used.

Security improvement: BlackBerry Workspaces now uses a Content Security Policy header for added security.

What's new in BlackBerry Workspaces Server 11.8

Email two-factor authentication: Administrators can now enable email as a second factor of authentication
to entering a username and password. If the authentication option is selected, when the user enters a
valid username and password, the user is prompted to enter a verification code that is sent to their email
address. The "Enable Email Second Factor Authentication" setting can be found in the Username & Password
section of the Authentication > Methods screen.

OpenSSL support: Updated support for OpenSSL to version 1.1.1s.

What's new in BlackBerry Workspaces Server 11.7

Synchronization policy for Windows: Administrators can now set a sync policy to allow or restrict all users
from syncing Workspaces files to Windows clients. Users can be allowed individually to synchronize files
to their clients from the user management screen. If the sync policy is disabled, files that are already
synchronized to the client are removed from the device.  In this release, synchronization is allowed by default
for macOS clients and you cannot disallow it.

What's new in BlackBerry Workspaces Server 11.6

Restore a deleted workspace: When a BlackBerry Workspaces administrator deletes a workspace, the
workspace owner and all administrators of that workspace can now find the workspace in their recycle bin and
restore it without contacting an administrator.

Notifications for inactive workspaces: When BlackBerry Workspaces automatically moves a workspace to
the recycle bin after a period of inactivity according to the file retention policy, the workspace owner and all
administrators of that workspace now receive an email notification.

Add Admin Note to workspace info: Administrators can add an Admin Note to a workspace on the “Workspace
info” tab. Workspace owners can also view the note.
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What's new in BlackBerry Workspaces Server 11.5

Read Acknowledgement reports: Read Acknowledgement compliance reports are now available to workspace
owners.

Account verification and password reset: Account verification and password reset links now expire in 30
minutes.

Workspaces reports: Enhancements and cleanup of data representation across user activity, workspace
activity, organization activity, auditing, and licensing reports. For example, when a file is downloaded or opened,
you can verify the file access permissions. When a file is shared, you can verify the recipients. User activity
reports now include user creation dates so that you can assess how active a user is. Audit logs now show
usernames and their roles. The licensing report now indicates whether a user is a licensed internal user. The
licensing snapshot report for internal domains now includes a count of external users. Authentication activities
reports now show failed login attempts.

Support for double byte characters: Double byte characters are now supported in the syslog output, for
example, to support Hebrew characters.

Email domain sharing: Administrators can now control the option of allowing users to share Workspaces
content with an entire email domain.

Links to terms and conditions: Links to the Terms of Service and Privacy Policy are now included in
Workspaces invitation email messages.

Show full paths: Workspaces reports and email notifications now include full paths to files.

What's new in BlackBerry Workspaces Server 11.0

Set internal domains: Administrators must now set the internal domains of the Workspaces organization and
relog in before Workspaces can be enabled for users.

Improved autocomplete of email addresses: Administrators can now choose whether they want the auto-
complete feature to show email addresses that belong to internal domains only or show all email addresses
used in Workspaces.

Support for video streaming: You can now click "Play" to stream videos from local Workspaces folders. This
feature is supported for .mp4, .webM*, and .ogv* formats. Note that this feature is not available for transient
workspaces.

Restore files: You can now restore more than 100 files from the recycling bin at once. When you restore files,
it is recommended that you review the file permissions because it may differ from the permissions that were
assigned at the moment of deletion.

Removed the option to create Microsoft Office files: The option to create a new Microsoft Office file in
Workspaces has been removed.

Licenses: Administrators can now easily see the number of internal and external users from the Licensing
screen.
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Download reports: Administrators can now download the various types of reports directly from the
Workspaces console.

Organizational storage reports: Administrators can now customize the date range for the organizational
storage report that you want to generate.

Read acknowledgement report: Administrators can now generate a Read Acknowledgement Detailed Report
which includes detailed information about files that require read acknowledgement.

Encryption status: An indicator has been added to show the encryption status of all files in Workspaces. Note
that this feature is not available for transient workspaces.

OS updates: IT administrators can now perform OS updates on BlackBerry Workspaces 11 server machines.
Before performing any upgrade, BlackBerry recommends following best practices such as evaluating, testing,
and backing up any environments.

Password reset notification: The password reset email notification has been updated.

Syslog: Syslog outputs now include unique identifiers which help identify files, workspaces, and actions.

Tomcat server 8 support: Workspaces 11 supports Apache Tomcat server version 8.

* Not supported in the Safari browser.
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Fixed issues
BlackBerry Workspaces Server version 11.9

Files (for example, .txt, .sql, .csv, and Microsoft Office documents) that were uploaded during 2015 and prior
could not be downloaded and opened due to a change in the encryption algorithm. (WSSERV-22645).

Users couldn't change their passwords before they expired. (WSSERV-22636)

A Workspaces server administrator received an alert notification from Shinken that a Monit service failed to
start. (WSSERV-22635)

Original annotations did not display in the online viewer when new annotations are added to a .pdf
file. (WSSERV-22628)

File space was not freed on a Workspaces server even though files were marked for deletion. (WSSERV-22620)

When a user that was configured for SAML authentication logged out of Workspaces and tried to log back in,
the "Check the error in the logs and contact support" error message appeared. (WSSERV-22592)

BlackBerry Workspaces Server version 11.8

There were no fixed issues in this release.

BlackBerry Workspaces Server version 11.7

On the Workspaces server, files in the temporary files folder that were more than two days old were not
automatically deleted. (WSSERV-22512)

On the Workspaces server, if you upgraded the Nginx package from the Nginx repository instead
of the "Watchdox" repository, the server behaved unexpectedly. For more information, visit https://
support.blackberry.com/community to read KB 85131. (WSSERV-22251)

BlackBerry Workspaces Server version 11.6

On the Workspaces server, files in the temporary files folder that were more than two days old were not
automatically deleted. (WSSERV-22512)

BlackBerry Workspaces Server version 11.5

When an administrator installed an on-premise Workspaces universal content connector (UCC), if the UCC
password contained an ampersand character (&), an exception was thrown. (WSSERV-22470)

When you tried to upload a folder that is named with Turkish uppercase letters, a "Create Folder" error message
was displayed. (WSSERV-22220)
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On macOS devices using the Safari browser, file downloads didn't start properly when you tried to download a
file from the web app. (WSSERV-22079)

On macOS devices using the Safari browser, when viewing an annotated PDF document using the online
viewer, highlighted text was not properly visible. (WSSERV-21937)

If you copied the URL of a document in the web application and tried to access it, a "File does not exist" error
message appeared. (WSSERV-21741)

When viewing an Office file in the PDF viewer in windowed mode, the spotlight view obscured text incorrectly
when scrolling through the document. (WSSERV-21697)

BlackBerry Workspaces Server version 11.0

When a user tried to view a password-protected PDF file in the Workspaces Viewer, the "Unable to open this file
in the Online Viewer" error message appeared. (WSSERV-21827)

The "Download - Protected" option was available from the Received Files area even though it was disabled for
the environment. (WSSERV-21797)

When viewing the list of workspaces in the administration console, all workspaces were displayed when you
filtered the list by Active Directory group. (WSSERV-21770)

When large files were uploaded and downloaded, the files were corrupted. (WSSERV-21998)

Helpdesk and audit helpdesk administrators could not generate licensing reports. (WSSERV-21912)

If a user was using the same email address at two Workspaces organizations, if one of the organization's
data was purged after a period of license inactivity, the user lost access to the remaining active
organization. (WSSERV-21887)

When a workspace was shared with a new user, they were able to create an account using the link in the email
invitation but could not access the workspace with it. (WSSERV-21874)

In transient workspaces, when you tried to set permissions at a folder or file level the "Invalid parameter" and
"Unable to find this file." error messages displayed. (WSSERV-21864)
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Known issues
For more information about known issues with the BlackBerry Workspaces server, visit support.blackberry.com/
community to read article 48259.

For more information about known issues with the BlackBerry Workspaces Web Application, visit
support.blackberry.com/community to read article 48261.

Known issues in the BlackBerry Workspaces Server

Issues that are new in this release are marked with an asterisk (*).

After the installation of a BlackBerry Workspaces server, when you try to configure a Windows File Share
connector, a "Validation failed. The repository did not respond or does not match the selected type" error
message appears. For more information, visit https://support.blackberry.com/community to read KB 63630.

* After upgrading the BlackBerry Workspaces server to version 11.9, iOS app users might observe unexpected
behavior like the Search and Add icons flickering in the app. (WSCLIENT-1314)

Workaround: Instruct users to log out of the iOS app and log back in. (  > Settings > Sign
out) (WSCLIENT-1314)

On devices running iOS 16 and the BlackBerry Workspaces app with BlackBerry Dynamics enabled, the app
stops responding after entering the verification code (for example, when using email authentication, or when
prompted to enter a code after username and password authentication). (WSCLIENT-1081)

Workaround: Restart the app.

* Users are prevented from sharing files using the Send a Copy or Send New File features, even with recipients
that are part of the internal domains list, if “Restrict sharing of content to only configured domains by default”
and “Enable users to share files without requiring recipients to sign in” sharing policies are both selected.
(WSSERV-22745)

Workaround: Administrators can select the “Allow sharing of content to all allowed email domains” setting
for individual user accounts, or consider deselecting one of the policies according to the needs of your
organization.

* When a user tries to log in to Workspaces through the BlackBerry Workapp, a 404 error
displays. (WSSERV-22677)

* Unsupported files are being sent to the Conversion server erroneously. (WSSERV-22629)

* If the server is busy processing several large file uploads, the server allows users to upload another file
instead of notifying the users that it's busy. The server might purge files that were successfully uploaded but
not processed yet. (WSSERV-22621) 

When sending a copy of a file, the recipient is not allowed upload a new version of a file even though the Enable
Collaboration option is enabled. (WSSERV-22610)

Workaround: Add the "External Connector Workspace Owner" role to the recipient's user account.
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When trying to provision Workspaces for BlackBerry UEM Cloud, a "Provisioning Failed" error message displays
when at least one of the UEM administrators does not have a valid email address. (WSSERV-22599)

Workaround: Verify that all UEM administrator accounts have a valid email address.

When you have more than one DNS IP addresses configured for the Windows Conversion server, there is 10-15
seconds of delay to open Microsoft Office documents. (WSSERV-22598)

When trying to open a protected Microsoft Office document using Workspace for Windows, the "This workbook
is protected, and we couldn't connect to the Internet to check your permission" error message appears. For
more information, visit support.blackberry.com/community to read KB 98436. (WSSERV-22596)

Workaround: Sign out of Workspaces from all devices. Contact support with the affected users' email
addresses and the FQDN of your Workspaces organization.

When performing a search, matches to embedded strings are not displayed in the results. (WSSERV-22595)

When performing a server upgrade, sometimes the color of the Close button changes from orange to black as
to indicate that the upgrade is not successful, instead of displaying an error message.(WSSERV-22587)

When sending more than 50 files from Workspaces to Docusign, the signed documents are not returned to
Workspaces. (WSSERV-22583)

When roles are provisioned to a user through a Microsoft Active Directory group, you cannot individually edit
the roles from the user account settings. (WSSERV-22575)

If a user creates a workspace but doesn't upload any files to it, the workspace is not moved to the recycle bin
even when it is considered to be inactive according to the file retention policy. (WSSERV-22518)

Inactive files and workspaces are not moved to the Recycle Bin according to the file retention policies set by an
administrator. (WSSERV-22454)

After moving a subfolder in a transient workspace, user access is not properly revoked even though a
workspace administrator appears to have successfully revoked access. (WSSERV-22289)

When you select more than 100 files in a workspace, the Add to Favorites option is not displayed.
(WSSERV-22121)

In an environment where Workspaces is integrated with UEM, the user is not automatically logged out if an
administrator changes the user authentication method from the UEM management console. (WSSERV-21927).

When a workspace administrator wants to grant a user commenting permissions in a workspace, the
administrator might choose to assign a group's permissions to the user but the list of groups includes groups
that don't have commenting permissions. It is up to the administrator to know which group has the appropriate
permissions. (WSSERV-21544)

When a file is shared, the file expiration date and time in the recipient's email notification is in UTC format.
(WSSERV-21135)

When viewing a document in the online viewer in curtain mode, if the user navigates away and returns, the "To
view this file, Click here" dialog does not appear correctly. (WSSERV-20994)
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Legal notice
©2022 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY, BBM, BES, EMBLEM Design,
ATHOC, CYLANCE and SECUSMART are the trademarks or registered trademarks of BlackBerry Limited, its
subsidiaries and/or affiliates, used under license, and the exclusive rights to such trademarks are expressly
reserved. All other trademarks are the property of their respective owners. 

This documentation including all documentation incorporated by reference herein such as documentation
provided or made available on the BlackBerry website provided or made accessible "AS IS" and "AS AVAILABLE"
and without condition, endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and
its affiliated companies ("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical,
or other inaccuracies, errors, or omissions in this documentation. In order to protect BlackBerry proprietary and
confidential information and/or trade secrets, this documentation may describe some aspects of BlackBerry
technology in generalized terms. BlackBerry reserves the right to periodically change information that is contained
in this documentation; however, BlackBerry makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all. 

This documentation might contain references to third-party sources of information, hardware or software,
products or services including components and content such as content protected by copyright and/or third-
party websites (collectively the "Third Party Products and Services"). BlackBerry does not control, and is not
responsible for, any Third Party Products and Services including, without limitation the content, accuracy,
copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect
of Third Party Products and Services. The inclusion of a reference to Third Party Products and Services in this
documentation does not imply endorsement by BlackBerry of the Third Party Products and Services or the third
party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL
CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES,
REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE,
MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR
ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE
DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE,
SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE HEREBY EXCLUDED.
YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME JURISDICTIONS MAY
NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT
PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO
THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO
NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE
SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL
BLACKBERRY BE LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE,
OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD
PARTY PRODUCTS AND SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE
FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE,
OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY
EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF BUSINESS
OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA,
PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH BLACKBERRY PRODUCTS OR
SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF BLACKBERRY PRODUCTS OR SERVICES OR ANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR
SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES
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WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, BLACKBERRY SHALL
HAVE NO OTHER OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO
YOU INCLUDING ANY LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE
OF THE CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF
CONTRACT, NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A
FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT
OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO BLACKBERRY AND ITS AFFILIATED COMPANIES, THEIR
SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED
BLACKBERRY DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND THEIR RESPECTIVE
DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR,
EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF BLACKBERRY OR ANY
AFFILIATES OF BLACKBERRY HAVE ANY LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to
ensure that your airtime service provider has agreed to support all of their features. Some airtime service
providers might not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service.
Check with your service provider for availability, roaming arrangements, service plans and features. Installation
or use of Third Party Products and Services with BlackBerry's products and services may require one or more
patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party rights. You
are solely responsible for determining whether to use Third Party Products and Services and if any third party
licenses are required to do so. If required you are responsible for acquiring them. You should not install or use
Third Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by BlackBerry and BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third
Party Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses
and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or
other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or other agreement with
BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS
WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY
PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited
2200 University Avenue East
Waterloo, Ontario
Canada N2K 0A7

BlackBerry UK Limited
Ground Floor, The Pearce Building, West Street,
Maidenhead, Berkshire SL6 1RL
United Kingdom

Published in Canada
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