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What's new in BlackBerry UEM and BlackBerry Dynamics
apps

This guide details the new features that have been introduced in all supported releases of BlackBerry UEM and
BlackBerry Dynamics apps.

Select the product that you want to see the new feature information for:

BlackBerry UEM
BlackBerry Work
BlackBerry Notes
BlackBerry Tasks
BlackBerry Access
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What's new in BlackBerry UEM

Note: BlackBerry has migrated BlackBerry Dynamics services to new domains and IP address ranges. To ensure
that there are no disruptions to your BlackBerry Dynamics services, you must update your firewall configuration to
allow connections to the new domains and IP ranges, in addition to the existing domains and IP ranges that you
have allowed for UEM. For more information, see the new domains and IP ranges for March 2025 and later in the

following sections of the UEM Planning Guide:

+ Port requirements: Global IP ranges

Port requirements: Mobile device configuration

What's new in UEM version 12.22 and UEM Cloud

Feature

Cloud release
date and on-prem
version

Description

Support for Windows
Server 2025

Specify the directory
when adding users to
UEM with a .csv file

Send client certificates
to devices using ACME

May 2025
12.22

May 2025
12.22

12.22

This release adds support for Windows Server 2025.

For more information, see the UEM compatibility matrix.

When you add user accounts to UEM using a .csv file, you
can use a new column in the .csv file, Directory Instance
Name, to specify the name of the directory that each
directory user belongs to. This allows UEM to import the
user from the specified directory without having to search
multiple directories that are associated with UEM. UEM will
make a single call to a directory to import all users that are
associated with that directory.

In the Directory Instance Name column, specify a single
directory name for each directory user that you want to
import. The directory name must match the name of a
directory connection that has been configured in UEM
(casing does not matter). If the value of this field is blank,
UEM searches all available directories for the user.

For more information, see Creating user accounts from
a .csv file.

You can create and assign ACME profiles to enable iOS
devices that are activated on UEM to communicate with
an ACME server to obtain and manage the use of client
certificates from a certificate authority.

After you create an ACME profile, you can associate the
profile with Wi-Fi, VPN, and email profiles (Authentication
type and Associated ACME profile settings).

For more information, see Send client certificates to devices
using ACME.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/planning/Port-requirements/Global-IP-ranges
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/planning/Port-requirements/Mobile-device-configuration-(Wi-Fi-requirements)
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/ksa1403797262417
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_22/administrators-users-groups/adr1374514829642/kla1389377942646
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_22/administrators-users-groups/adr1374514829642/kla1389377942646
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_22/secure-connections/jth1399034187513/amo1418143666469/send-client-certificates-to-devices-using-acme
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_22/secure-connections/jth1399034187513/amo1418143666469/send-client-certificates-to-devices-using-acme

Feature

Cloud release
date and on-prem
version

Description

Activation profile
enhancements

New “Skip during
setup” options when
configuring UEM for
DEP

Support for BlackBerry
Dynamics in a dark site

environment

Feature enhancements
for the BlackBerry Web

Services

12.22

12.22

12.22 (on-premises
only)

May 2025
12.22

New options to configure identity certificate settings have
been added to activation profiles to support SCEP and ACME
configurations.

For more information, see Create an activation profile.

When you configure UEM for DEP, several new “Skip during
setup” options have been added in this release. You can
hover over each option to view a tooltip with additional
details.

BlackBerry Dynamics is now supported in dark site
environments.

For more information, see Installing or upgrading BlackBerry
UEM in a dark site environment.

See the BlackBerry Web Services Release Notes to learn
about the latest features.

What's new in UEM version 12.21 and UEM Cloud

Feature

Cloud release
date and on-prem
version

Description

IT policy pack for new

iOS rules

April 2025 (on-
premises only)

The latest IT policy pack (April 2025) includes the following
new iOS IT policy rules:

+ Allow Cloud Private Relay (supervised only)
- Allow use of satellite connectivity (supervised only)
+ Allowed External Intelligence Workspace IDs (supervised

only)
+ Notes transcription summary (supervised only)

«+ Allow Visual Intelligence Summary (supervised only)

- Allow Apple Intelligence Report (supervised only)

+ Allow default calling app modification (supervised only)
+ Allow default messaging app modification (supervised

only)
-+ Allow Mail smart replies (supervised only)

-+ Allow Notes transcription (supervised only)
+ Allow Safari summary (supervised only)

For more information, see the Policy reference spreadsheet.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_22/device-activation/activation-profile/kla1372082452115
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_22/uem-configuration/configure-blackberry-uem-for-dep
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_22/installation-and-upgrade/ksa1400184232267/esz1484679211527
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_22/installation-and-upgrade/ksa1400184232267/esz1484679211527
https://docs.blackberry.com/en/development-tools/blackberry-web-services-for-blackberry-uem/12_22/release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/device-configuration/it-policies/Import-policy-and-metadata-updates-manually
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_21/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip

Feature

Cloud release
date and on-prem
version

Description

Send client certificates
to devices using ACME

Activation profile
enhancements

New iOS IT policy rules

New “Skip during
setup” options when
configuring UEM for
DEP

Support for Intercede
MyID

March 2025 (cloud
only)

March 2025 (cloud
only)

March 2025 (cloud
only)

March 2025 (cloud
only)

November 2024
12.21

You can create and assign ACME profiles to enable i0S
devices that are activated on UEM to communicate with
an ACME server to obtain and manage the use of client
certificates from a certificate authority.

After you create an ACME profile, you can associate the
profile with Wi-Fi, VPN, and email profiles (Authentication
type and Associated ACME profile settings).

For more information, see Send client certificates to devices
using ACME.

New options to configure identity certificate settings have
been added to activation profiles to support SCEP and ACME
configurations.

For more information, see Create an activation profile.

The following iOS IT policy rules are new in this release:

+ Allow Cloud Private Relay (supervised only)
+ Allow use of satellite connectivity (supervised only)
+ Allowed External Intelligence Workspace IDs (supervised

only)
Notes transcription summary (supervised only)

- Allow Visual Intelligence Summary (supervised only)

+ Allow Apple Intelligence Report (supervised only)

+ Allow default calling app modification (supervised only)
Allow default messaging app modification (supervised
only)

- Allow Mail smart replies (supervised only)

+ Allow Notes transcription (supervised only)

+ Allow Safari summary (supervised only)

For more information, see the Policy reference spreadsheet.

When you configure UEM for DEP, several new “Skip during
setup” options have been added in this release. You can
hover over each option to view a tooltip with additional
details.

This release supports the use of the Intercede MyID
PIV credential management solution to provide derived
credentials certificates to devices activated on UEM.

For more information, see Use Intercede MyID to provide
derived credentials certificates to devices.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/secure-connections/jth1399034187513/amo1418143666469/send-client-certificates-to-devices-using-acme
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/secure-connections/jth1399034187513/amo1418143666469/send-client-certificates-to-devices-using-acme
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/device-activation/activation-profile/kla1372082452115
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_21/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/uem-configuration/configure-blackberry-uem-for-dep
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/secure-connections/jth1399034187513/amo1418143666469/intercede-myid-derived-credentials-certificates
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/secure-connections/jth1399034187513/amo1418143666469/intercede-myid-derived-credentials-certificates

Feature Cloud release Description
date and on-prem

version
Install the BlackBerry November 2024 You can now install the BlackBerry Connectivity Node for a
Connectivity Node using  (cloud only) UEM Cloud environment using the command prompt.
the command line For more information, see Install the BlackBerry Connectivity

Node for UEM Cloud using the command prompt.

Create local users November 2024 This release includes a new Users and Devices permission,
administrator 1221 Create local users, that controls whether an administrator
permission ’ account can create local users. Create local users is

enabled by default for the Security Administrator, Enterprise
Administrator, and Senior HelpDesk roles. The Create local
users permission can be enabled only if the Create users
permission is also enabled.

After you upgrade to UEM 12.21, custom roles that you
created previously will not have the Create local users
permissions by default, you must assign it manually.

For more information, see Permissions for preconfigured
administrative roles.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/uem-configuration/car1421424562148/car1421424588870/install-bcn-cloud-using-the-command-prompt
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/uem-configuration/car1421424562148/car1421424588870/install-bcn-cloud-using-the-command-prompt
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/administrators-users-groups/mai1407270884772/permissions-for-preconfigured-roles
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/administrators-users-groups/mai1407270884772/permissions-for-preconfigured-roles

Feature

Cloud release
date and on-prem
version

Description

Enhancements to
BlackBerry Dynamics
profiles

November 2024
12.21

BlackBerry Dynamics profiles feature the following
enhancements:

A background activity setting is now available for iOS and
Android devices, allowing background process restarts

if the OS has terminated the application process. When
enabled, an app may use secure networking and storage
in the background after receiving a push notification. This
feature (known as Background Authorize) was previously
supported only for select BlackBerry Dynamics apps and
was configured in the app policy. It is now supported

for all BlackBerry Dynamics apps and is configured in

the BlackBerry Dynamics profile. This feature requires

a version of the BlackBerry Dynamics apps that will be
released in Fall 2025 or later.

The Data leakage prevention (DLP) section has been
restructured for ease of use.

In the DLP section, you can now specify a character limit
for cutting and copying text from a BlackBerry Dynamics
app to a non-BlackBerry Dynamics app. This feature
requires a version of the BlackBerry Dynamics apps that
will be released in Fall 2025 or later.

In the Transfer files section, for iOS there is a new

setting to allow or block the transfer and opening of
unencrypted files from BlackBerry Dynamics apps to
selected non-BlackBerry Dynamics apps. This feature
requires a version of the BlackBerry Dynamics apps that
will be released in Fall 2025 or later.

A new setting, "Allow Apple Intelligence in-app writing
tools", specifies whether iOS users are able to access
built-in Apple Intelligence writing tools in BlackBerry
Dynamics apps. By default, this setting is not selected.

This setting is enforced only if the following data leakage
prevention setting is enabled in the profile: "Do not

allow copying data from BlackBerry Dynamics apps into
non-BlackBerry Dynamics apps". If this DLP setting is not
selected, Apple Intelligence writing tools are allowed in
BlackBerry Dynamics apps.

Note that if you turn off the IT policy rule "Allow writing
tools (supervised only)" in the assigned IT policy, writing
tools will be blocked for all apps on supervised iOS
devices, regardless of the configuration of this setting in
the BlackBerry Dynamics profile. By default, the "Allow
writing tools (supervised only)" IT policy rule is enabled.

For more information, see BlackBerry Dynamics profile
settings.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings

Feature Cloud release Description
date and on-prem

version
Changes to OS support  November 2024 This release adds support for the following device operating
1221 systems:
i0S 18
Android 15
For more information, see the Mobile device OS compatibility
matrix.
New iOS IT policy rules November 2024 The following IT policy rules have been added for iOS
1291 devices.

Device functionality (i0S 17.4 or later): Allow auto dim
(supervised only)

Device functionality (i0S 18.0 or later):

Allow eSIM outgoing transfers (supervised only)

Allow iPhone mirroring (supervised only)

Allow Genmoji (supervised only)

Allow image playground (supervised only)

Allow image wand (supervised only)

Allow personalized handwriting results (supervised only)

Device functionality (i0S 18.1 or later):

Allow call recording (supervised only)
Allow RCS messaging (supervised only)
Allow mail summary (supervised only)

Apps (i0S 18.0 or later):

Allow hiding apps (supervised only)
Allow locking apps (supervised only)

Apps (i0S 18.2 or later): Allow default browser modification
(supervised only)

Security and privacy (i0S 18.0 or later): Allow writing tools
(supervised only)

Security and privacy (i0S 18.2 or later):

Allow external intelligence integrations (supervised only)

Allow external intelligence integrations sign-in
(supervised only)

For more information, see the Policy reference spreadsheet.
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https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1455121890250
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1455121890250
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_21/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip

Feature Cloud release Description
date and on-prem
version
New Android IT policy November 2024 The "Allow Circle to Search" IT policy rule allows you to
rule to control Circle to 1221 control whether Circle to Search functionality is enabled in
Search ’ the work profile. The rule is enabled by default and applies to
devices running Android OS 15 or later. This rule requires the
UEM Client for Android version 12.45.x or later.
For more information, see the Policy reference spreadsheet.
Changes to IT policy November 2024 The IT policy rule "Allow screenshots in the work profile to be
rules 1221 stored in the personal profile" is not supported for devices

Enhancement to
encrypting the
connection between

UEM and Microsoft SQL

Server

Support for group
Managed Service
Accounts

Designate iOS and
0S X apps as Work or
Personal

Enhancement to the
device vulnerabilities
view

Copy app configurations

Enhancements to app
configurations for
BlackBerry Dynamics

apps

12.21 (on-prem
only)

November 2024
12.21

November 2024
12.21

November 2024
12.21

November
12.21

November 2024
12.21

with Android 15 or later.

Previously, you could encrypt the connection only after
installing UEM. In this release you can set up an encrypted
connection when you install or upgrade UEM using the
command prompt.

For more information, see Install or upgrade BlackBerry UEM
using the command prompt window.

This release adds support for using a group Managed
Service Account (gMSA) to install or upgrade UEM and to
run the UEM services. When installing or upgrading UEM on-
premises, you can now select an option to use a gMSA.

For more information, see the UEM Installation and Upgrade
Guide.

When you assign iOS or OS X apps to a user or group, you
can configure a new Target field to designate the app as
"Work" (default) or "Personal”. This field allows you to
differentiate the type of app in the management console.
This setting does not impact how the app is installed or
managed on the device.

The device vulnerabilities view now allows you to search and
filter by a specified CVE number to see the device operating
systems that are impacted by that CVE.

For more information, see View mobile OS vulnerabilities.

You can now copy and modify an existing app configuration.
For more information, see Manage settings for a BlackBerry
Dynamics app.

The following enhancements have been made to the app
configuration Ul for BlackBerry Dynamics apps:

The available tabs are now stacked for ease of use.
You can move and resize the app configuration window.
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https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_21/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/installation-and-upgrade/ksa1400184232267/ksa1429538171184
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/installation-and-upgrade/ksa1400184232267/ksa1429538171184
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/installation-and-upgrade/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/installation-and-upgrade/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/monitoring-reporting/view-mobile-os-vulnerabilities
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/monitoring-reporting/view-mobile-os-vulnerabilities
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/managing-apps/managing-blackberry-dynamics-apps/vvq1471962941016
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/managing-apps/managing-blackberry-dynamics-apps/vvq1471962941016

Feature Cloud release Description

date and on-prem
version

Support for Samsung November 2024 This release adds support for Android Enterprise activation

Knox 3.11 with Android 1221 types on Android 15 with Samsung Knox 3.11.

:Eynr;c:;prlse activation For more information, see the UEM compatibility matrix.
Note that the MDM controls activation type is no longer
supported for Samsung Knox devices with Android 15 or
later.

Enhancement to November 2024 Compliance prompts for BlackBerry Dynamics apps are now

compliance profiles 1221 supported for the following compliance rules:

- 0S update not applied (i0S and Android)
+ Managed device attestation failure (i0S)
Compliance prompts for these settings require the most
recent release of BlackBerry Dynamics apps (October
2024 or later for i0S, November 2024 or later for Android).
Changes to supported November 2024 There are changes to the supported Android activation types
Android activation in a dark site environment.
: 12.21

types for dark site . . . .

- For more information, see Installing or upgrading BlackBerry
environments . . ;
UEM in a dark site environment.

Feature enhancements November 2024 See the UEM Client Release Notes to learn about the latest

for the BlackBerry UEM features:

Client 12.21
+ UEM Client for Android
+  UEM Client for iOS

Feature enhancements November 2024 See the BlackBerry Web Services Release Notes to learn

for the BlackBerry Web 12.21 about the latest features.

Services
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https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/ksa1424209341377
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/installation-and-upgrade/ksa1400184232267/esz1484679211527
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_21/installation-and-upgrade/ksa1400184232267/esz1484679211527
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-android-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-ios-release-notes/
https://docs.blackberry.com/en/development-tools/blackberry-web-services-for-blackberry-uem/12_21/release-notes/

What's new in UEM version 12.20 and UEM Cloud

Feature Cloud release Description
date and on-prem
version

IT policy pack for new 12.20 (on-premises  The latest IT policy pack (October 2024) includes the
iOS and Android rules only) following new IT policy rules:

Android

The "Allow Circle to Search" IT policy rule allows you to
control whether Circle to Search functionality is enabled in
the work profile. The rule is enabled by default and applies to
devices running Android OS 15 or later. This rule requires the
UEM Client for Android version 12.45.x or later.

i0S

Device functionality (i0S 17.4 or later): Allow auto dim
(supervised only)

Device functionality (i0S 18.0 or later):

Allow eSIM outgoing transfers (supervised only)

Allow iPhone mirroring (supervised only)

Allow Genmoji (supervised only)

Allow image playground (supervised only)

Allow image wand (supervised only)

Allow personalized handwriting results (supervised only)

Device functionality (i0S 18.1 or later):

Allow call recording (supervised only)
Allow RCS messaging (supervised only)
Allow mail summary (supervised only)

Apps (i0S 18.0 or later):

Allow hiding apps (supervised only)
Allow locking apps (supervised only)

Security and privacy (i0S 18.0 or later): Allow writing tools
(supervised only)

Compliance events view June 2024 This release introduces a new compliance events view
12.20 in the management console that allows you to monitor
: and track the compliance events that UEM detects across
i0S, Android, macQOS, and Windows devices, including
compliance events for CylancePROTECT Mobile features.

For more information, see Monitor compliance events.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/it-policies/Import-policy-and-metadata-updates-manually
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/enforcing-compliance-rules/monitor-compliance-events

Feature Cloud release Description
date and on-prem
version

CylancePROTECT June 2024 + Insecure Wi-Fi access point detection is now supported
Mobile enhancements 12.20 for iOS devices. For more information, see Protecting
’ devices from network threats in the CylancePROTECT
Mobile Administration content.
Scanning text messages to detect malicious URLs is now
supported for Android devices (Android Enterprise and
Android Management work space only activation types).
For more information, see Scanning URLs in SMS text
messages in the CylancePROTECT Mobile Administration
content.
CylancePROTECT Mobile settings and compliance rules
are now applicable to Android Management devices.

New IT policy rules to June 2024 The "Automatically update device OS (supervised only)"

manage iOS software 12.20 IT policy rule has been added to the “Software updates”

updates ’ group on the iOS tab to provide new options to manage iOS
software updates on devices. When you enable this rule, you
can enable or disable the following sub-rules (enabled by
default):

Automatically update major versions
Automatically update minor versions
Automatically update patch versions
Automatically update rapid security responses
Update schedule

You can set the Update schedule to Immediate or you can
specify the update schedule.

The "Automatically update device OS (supervised only)" rule
and sub-rules are supported for iOS devices with the MDM
controls activation type.

For more information, see the Policy reference spreadsheet.

Schedule OS updateson  June 2024 You can now schedule the date and time of OS updates for
supervised iOS devices 12.20 one or more supervised iOS devices.

For more information, see Update the OS on supervised iOS
devices.

Include devices in a June 2024 When you add or make changes to a device group, you can

device group based on 12.20 specify the new device query option “Pending OS update

pending OS updates ’ age (days)” to include devices in the device group based on
whether pending OS updates have not been installed within a
specified number of days.

For more information, see Parameters for device groups.
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https://docs.blackberry.com/en/unified-endpoint-security/blackberry-protect-mobile-uem/latest/administration/Device-Network-Protections
https://docs.blackberry.com/en/unified-endpoint-security/blackberry-protect-mobile-uem/latest/administration/Device-Network-Protections
https://docs.blackberry.com/en/unified-endpoint-security/blackberry-protect-mobile-uem/latest/administration/SMS-text-message-scanning
https://docs.blackberry.com/en/unified-endpoint-security/blackberry-protect-mobile-uem/latest/administration/SMS-text-message-scanning
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_20/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/controlling-software-releases-users-can-install/rlo1492104675663
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/controlling-software-releases-users-can-install/rlo1492104675663
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/administrators-users-groups/creating-a-device-group/idu1411416578825

Feature Cloud release Description

date and on-prem

version
Changes to IT policy June 2024 + The Android Global Password complexity IT policy rule
rules for Android now applies only to devices with Android OS 12 or later

. 12.20 - . L . ;
password complexity with a user privacy activation type (Android Enterprise
and Android Management).

+ The Android Global Password requirements IT policy rule
now applies to full control and work space only activation
types (Android Enterprise and Android Management), and
to user privacy activation types (Android Enterprise and
Android Management) on devices with Android 11 only.

+ The Password complexity IT policy rule in the Android
Work profile section is no longer applicable as of UEM
Client version 12.44 x.

The Password requirements rule in the Work profile
section now applies to all Android activation types.

When users upgrade the UEM Client to version

12.44.0.157981 or later, if the device and work passwords

do not meet the requirements set by an administrator in the

IT policy, users will be prompted to set the device and work

passwords according to the IT policy rules.

For more information, see the Policy reference spreadsheet.

Changes to compliance  June 2024 + A new option is available in compliance profiles that
profiles 12.20 allows you to specify the compliance actions to take
’ when iOS or Android devices have pending OS updates
that exceed a specified period of time.

+ For rules that support email notifications, you can now
specify the email template that you want to use for each
compliance rule that you enable.

+  You can now specify the email template that you want to
use for different compliance rules that you enable (when
the email template option is applicable).

+ The “Prompt for compliance” option has been removed
for the Jailbroken OS rule for iOS and for the Rooted 0OS
rule for Android. If you configured this option previously,
it will change to immediate enforcement action when you
upgrade to UEM 12.20.

For more information, see Create a compliance profile.

New option when June 2024 The BlackBerry Dynamics profile includes a new option that
activating devices with 12.20 allows you to delay conditional access enrollment for a user
Entra ID conditional ' until the Microsoft Authenticator app is installed on the
access user’s device.

For more information, see Configuring BlackBerry UEM as an

Intune compliance partner in Entra and BlackBerry Dynamics

profile settings.
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https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_20/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/enforcing-compliance-rules/mca1372089239343
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/uem-configuration/Configuring-Azure-AD-Conditional-Access
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/uem-configuration/Configuring-Azure-AD-Conditional-Access
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings

Feature

Cloud release
date and on-prem
version

Description

Prevent screenshots in
BlackBerry Dynamics
apps for i0OS

Encrypt communication
between UEM and
Microsoft SQL Server

Changes to port
requirements for
UEM connections
to Microsoft Active
Directory

Web proxy support
for Android Enterprise
devices that use
BlackBerry Secure
Connect Plus

June 2024
12.20

12.20 (on-prem
only)

June 2024
12.20

June 2024
12.20

If you want to prevent users from taking screenshots in
BlackBerry Dynamics apps on iOS devices, you can enable
the new "Do not allow screenshots on iOS devices" option in
the BlackBerry Dynamics profile that is assigned to users.

If a device user tries to take a screenshot in a BlackBerry
Dynamics app after this option is enabled, a blank image
with the following message is saved instead: "Your
organization prevents screenshots being taken within this
app."

This option is supported for BlackBerry Dynamics apps

that use BlackBerry Dynamics SDK 12.1 and later (apps
released in June 2024 or later), and replaces the iOS screen
capture detection rule in compliance profiles. BlackBerry
recommends using the new profile setting and disabling the
compliance rule. The compliance rule will be deprecated in a
future UEM release.

For more information, see BlackBerry Dynamics profile
settings.

You can encrypt the connection and communication
between UEM on-premises and Microsoft SQL Server. By
default, the connection is not encrypted.

For more information, see Encrypt the connection between
BlackBerry UEM and Microsoft SQL Server.

This release includes a new port requirement for CLDAP
requests for domain controller discovery.

For more information, see Outbound connections: BlackBerry
UEM to Microsoft Active Directory.

Apps on Android Enterprise devices that use BlackBerry
Secure Connect Plus can now use a web proxy server. You
configure the web proxy using a proxy profile and select
the proxy profile in the enterprise connectivity profile that
you use to configure and enable BlackBerry Secure Connect
Plus.

For more information, see Android: Enterprise connectivity
profile settings.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/uem-configuration/encrypt-uem-sql-connection
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/uem-configuration/encrypt-uem-sql-connection
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/planning/Port-requirements/outbound-connections-uem-to-active-directory
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/planning/Port-requirements/outbound-connections-uem-to-active-directory
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/secure-connections/jth1399034640513/setting-up-enterprise-connectivity/joy1517933684288/jnt1517933768461
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/secure-connections/jth1399034640513/setting-up-enterprise-connectivity/joy1517933684288/jnt1517933768461
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/secure-connections/jth1399034640513/setting-up-enterprise-connectivity/joy1517933684288/jnt1517933768461
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/secure-connections/jth1399034640513/setting-up-enterprise-connectivity/joy1517933684288/jnt1517933768461

Feature Cloud release Description
date and on-prem
version

Apple managed device June 2024 You can now enable Apple managed device attestation to
attestation ensure that only authorized and uncompromised devices
12.20 . 4 . . .
are being used in your organization. During attestation,
the device's properties (for example, its serial number) or
identifiers are verified to be legitimate and not spoofed. This
feature requires unsupervised devices to be running iOS 16
or iPadOS 16.1 or later. For supervised devices, iOS 17 or
iPadOS 17 or later is required. .

+ You can turn on periodic device information attestation
for Apple devices from the Settings > General settings >
Attestation menu. The minimum challenge frequency is 9
days.

+ In the activation profile, you can specify whether the
attestation occurs during device activation and/or
periodically. Managed device attestation applies to the
MDM controls and the User privacy activation types,
but not the User privacy - User enrollment activation
type. When you select the User privacy activation
type in the activation profile, you must select at least
one of the management options (such as "Allow VPN
management").

+ You can use the compliance profile to enforce attestation
and take action against devices where attestation is not
successful.

The status of Apple device attestation is available from
the device details screen.

For more information, see Configure attestation for
iOS devices.

Updates to the June 2024 The Microsoft Intune app protection policy has been updated
Microsoft Intune app 12.20 in the management console to include some of the latest
protection policy ' app policies.

For more information, Create a Microsoft Intune app
protection profile.

Support for Samsung June 2024 This release adds support for Android Enterprise activation
Knox 3.10 with Android 12.20 types on Android 14 with Samsung Knox 3.10.
Enterprise activation ’

types For more information, see the UEM compatibility matrix.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/managing-attestation/configure-attestation-for-apple-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/managing-attestation/configure-attestation-for-apple-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/managing-apps/intune-app-protection-profile/create-app-protection-profile
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/managing-apps/intune-app-protection-profile/create-app-protection-profile
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/blackberry-uem-compatibility-matrix/ksa1424209341377

Feature

Cloud release
date and on-prem
version

Description

Changes to OS support

Changes to supported
activation types

Support for different
home and lock

screen wallpapers on
supervised iOS devices

Show or hide the
BlackBerry Dynamics
Launcher in the UEM
Client

Add a customizable
text banner to the
management console

View mobile OS
vulnerabilities

June 2024
12.20

June 2024
12.20

June 2024
12.20

June 2024
12.20

June 2024
12.20

June 2024
12.20

This release will no longer support the following device
operating systems:

« Android 10
+ i0S15

For more information, see the Mobile device OS compatibility
matrix.

«  The Work space only (Samsung Knox) activation type is
no longer supported.

+ The User privacy - User enrollment activation type is not
supported for iOS 18 and later.

This release includes new options in the device profile to
specify different wallpaper for the home and lock screens on
supervised iOS devices.

For more information, see Create a device profile.

In the BlackBerry Dynamics profile, you now have the option
to show or hide the BlackBerry Dynamics Launcher in the
UEM Client:

+ Enable BlackBerry Dynamics Launcher in UEM Client:
This setting specifies whether the BlackBerry Dynamics
Launcher icon appears in the UEM Client.

Enable BlackBerry Dynamics Launcher first time setup:
This setting specifies whether the tutorial appears when
the BlackBerry Dynamics Launcher appears for the first
time in the UEM Client.

For more information, see BlackBerry Dynamics profile
settings.

You can now add a customizable text banner that is
displayed in the top-right header on every page in the
management console. You can use this banner to display
important information for all administrators that use the
console (for example, you can display the information for the
UEM tenant).

For more information, see Add a text banner to the
management console.

The new device vulnerabilities screen in the management
console allows you to view a list of Common Vulnerabilities
and Exposures (CVE) for any mobile OS that is used in the
UEM environment.

For more information, see View mobile OS vulnerabilities.
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https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1455121890250
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1455121890250
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/mgr1392929552803/device-profile
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/administrators-users-groups/Setting-console-login-options/add-a-text-banner-to-the-management-console
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/administrators-users-groups/Setting-console-login-options/add-a-text-banner-to-the-management-console
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/monitoring-reporting/view-mobile-os-vulnerabilities

Feature

Cloud release
date and on-prem
version

Description

Changes to Kerberos
Constrained Delegation
(KCD) for BlackBerry
Dynamics apps

New IT policy rule to
allow web distribution
apps for i0OS

Return to service option
for the iOS Delete all
device data command

Feature enhancements
for the BlackBerry UEM
Client

Feature enhancements
for the BlackBerry Web
Services

12.20 (on-prem
only)

June 2024
12.20

June 2024
12.20

June 2024
12.20

June 2024
12.20

If you configured KCD for BlackBerry Dynamics apps, you
must create and configure a krb5.conf file with specific
minimum settings to continue supporting this feature in UEM
12.20 and later.

If your organization uses a multi-realm Kerberos
environment, additional steps are required to support KCD
after you upgrade to UEM 12.20.

For more information, see Prerequisites for configuring KCD
for BlackBerry Dynamics apps.

The "Allow web distribution apps (supervised only)" IT policy
rule allows you to specify whether users are allowed to
install web distribution apps. The rule is enabled by default
and applies to devices running iOS 17.5 and later only.

For more information, see the Policy reference spreadsheet.

When you send the "Delete all device data" command

to devices with iOS 17 or later, you can select the “Enable
Return to Service” option and select a Wi-Fi profile to assign
to the devices to assist the user in setting up the device
again after the data is deleted.

For more information, see Send commands to users and
devices.

See the UEM Client Release Notes to learn about the latest
features:

« UEM Client for Android
« UEM Client for iOS

See the BlackBerry Web Services Release Notes to learn
about the latest features.

| What's new in BlackBerry UEM | 19



https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/uem-configuration/ski1473699481442/Kerberos-Constrained-Delegation/prerequisites-for-configuring-kcd
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/uem-configuration/ski1473699481442/Kerberos-Constrained-Delegation/prerequisites-for-configuring-kcd
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_20/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/kla1374503643678/amo1400253192383
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_20/device-configuration/kla1374503643678/amo1400253192383
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-android-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-ios-release-notes/
https://docs.blackberry.com/en/development-tools/blackberry-web-services-for-blackberry-uem/12_20/release-notes/

What's new in UEM version 12.19 and UEM Cloud

Feature

Cloud release
date and on-prem
version

Description

Changes to iOS IT
policy rules and
compliance rules

New iOS IT policy
rules

Changes to console
URLs

New OS support

April 2024
12.19 Quick Fix 3

January 2024
12.19 Quick Fix 1

October 2023
12.19

October 2023
12.19

This release includes the following changes:

The "Allow marketplace apps" IT policy rule has been

added to allow you to control whether users can install
marketplace apps. This rule is supported for i0OS 17.4 and
later. (EMM-155942)

The functionality of the following iOS IT policy rules now
extend to marketplace apps: Allow installing apps (supervised
only), Allow removing apps (supervised only).

The functionality of the following iOS compliance rules now
extend to marketplace apps: Show only allowed apps on the
device, Restricted app is installed.

For more information, see the UEM 12.19 IT policy rules
reference.

The following IT policy rules have been added for devices with
i0S 17.2 and later:

Preserve eSIM data plan on device wipe (supervised only)
Allow Live Voicemail (supervised only)

For more information, see the UEM 12.19 IT policy rules
reference.

The UEM console URLs have changed in this release to include
additional information at the end of the path:

Management console: https://<server_name>:<port>/admin/
index.jsp?tenant=<tenant_ID>&redirect=no

UEM Self-Service console: https://<server_name>:<port>/
mydevice/index.jsp?tenant=<tenant_ID>&redirect=no

If you integrate UEM with Entra ID, the UEM console URLs change
to the following ("&redirect=no" is removed from the end of the
URL):
Management console: https://<server_name>:<port>/admin/
index.jsp?tenant=<tenant_ID>

Self-service console: https://<server_name>:<port>/mydevice/
index.jsp?tenant=<tenant_ID>

The following operating systems are now supported:

i0S 17: Includes support for RSA-PSS and DH group 32 in VPN
profiles and TLS 1.3 in Wi-Fi profiles

Android 14
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https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_19/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_19/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_19/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_19/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-configuration/get1523376832670

Feature

Cloud release
date and on-prem
version

Description

JRE 17 required

Connect UEM on-
premises to Entra
ID

New Android
Management
activation types

Knox Service Plugin

policies

iOS app update
dispositions

iOS RSR versions

New BlackBerry
Dynamics profile
setting

October 2023
12.19

October 2023
12.19

October 2023
12.19

October 2023
12.19

October 2023
12.19

October 2023
12.19

October 2023
12.19

You must install JRE 17 on the servers where you will install
UEM, and you must set an environment variable that points to the
BB_JAVA_HOME home location.

For more information, see Set an environment variable for the
Java location.

You can now connect BlackBerry UEM on-premises to Entra ID to
create and synchronize users and directory-linked groups.

For more information, see Connect BlackBerry UEM to Entra ID.

Three new activation types that support the Android
Management API have been added:

- Work and personal - full control (Android Management fully
managed device with work profile)

+  Work and personal - user privacy (Android Management with
work profile)

+  Work space only (Android Management fully managed device)
For more information, see the following:

+ Considerations for Android Management activation types
Configuring BlackBerry UEM to support Android Management
devices

« Activation types: Android devices

+ Activating Android devices

You can now configure KSP policies from the Policies and
profiles menu in the UEM management console instead of an app
configuration.

For more information, see Managing Android devices with OEM
app configurations profile.

You can now specify new "Required without updates" or "Optional
without updates" dispositions for iOS VPP apps and assign them
to users, user groups, device groups, shared device groups,

and public device groups. For shared iPad groups you can

assign "Required without updates”.

You can now select an RSR version as the minimum allowed OS
version in activation profiles for iOS devices.

You can use the new "Allow WatchOS apps" setting to control
whether end users can pair their Apple WatchOS apps with
BlackBerry Dynamics apps. This setting is off by default.

For more information, see BlackBerry Dynamics profile settings.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/installation-and-upgrade/ksa1400184024142/Set-an-environment-variable-for-the-Java-location
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/installation-and-upgrade/ksa1400184024142/Set-an-environment-variable-for-the-Java-location
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-configuration/get1523376832670/aga1523305686024
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-release-notes/considerations-am-activation-types
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-configuration/configuring-uem-to-support-android-management-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-configuration/configuring-uem-to-support-android-management-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/device-activation/activating_devices/amo1453214685353
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/device-activation/plg1472216537235
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/managing-apps/Android-app-configuration-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/managing-apps/Android-app-configuration-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings

Feature Cloud release Description
date and on-prem
version
New email profile October 2023 You can use the new "Allow Mail Drop" setting to control whether
setting for iOS 12.19 users with the MDM controls activation type can send files from
: their account using Mail Drop.
For more information, see iOS: Email profile settings.
Updated October 2023 You can now use the %ComplianceApplicationList% variable
compliance to display the names of restricted apps that are installed on a
. 12.19 o ! o
variable device in compliance notifications that are sent to users.
For more information, see Using variables in profiles, emails, and
notifications.
LDAP directory October 2023 Paged search results are now supported for LDAP directories.
enhancements (UEM
) 12.19
on-premises only)
SIM management October 2023 You can now view the information for multiple SIMs for a device
enhancement 12.19 on the Device details screen, including eSIM information.
Enhancements October 2023 You can now add the Bluetooth MAC address as an optional field
to the Managed 12.19 in the Advanced view of the Managed device users screen. You
device users screen ’ can also export this data from this view.
Export personal October 2023 You can now export a list of the personal apps that are installed
apps list 12.19 on a user's device. The list includes the user and device name,
’ the app name and version, the OS type and version, and the
installation date.
Feature October 2023 See the UEM Client Release Notes to learn about the latest
enhancements for 12.19 features:
thg s ey LE + UEM Client for Android
Client

« UEM Client for iOS

New in UEM version 12.18 and UEM Cloud

The table below details the new features in this release. For information about the fixed and known issues in this
release, see the UEM 12.18 Release Notes or the UEM Cloud Release Notes.

Feature Cloud release Description

date and on-prem

version
Export personal July 2023 You can now export a list of the personal apps that are installed
apps list 12.18 QF1 on a user's device. The list includes the user and device name,

the app name and version, the OS type and version, and the
installation date.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/email-calendar-contacts/Creating-email-profiles/ake1373051273951/awi1405445159826
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/device-configuration/variables
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/device-configuration/variables
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-android-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-ios-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_18/release-notes-on-prem/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/release-notes-cloud/

Feature

Cloud release
date and on-prem
version

Description

Preserve the data
plan on Android
eSIM devices

Show last
password change
in the management
console

Display information
for multiple

device SIMs in

the management
console

Feature
enhancements for
the BlackBerry UEM
Client

May 2023
12.18

May 2023
12.18

May 2023
12.18

May 2023
12.18

UEM now provides an option to preserve the data plan on an
Android eSIM device when you select the delete all device data
command. By default, the data plan information is preserved
when you select the delete all device data command.

For more information, see Sending commands to users and
devices.

The date and time of the last time that a user changed the
password for the BlackBerry UEM Client or a BlackBerry
Dynamics app is now displayed in the devices table and on the
device details page. This feature requires a version of the UEM
Client or BlackBerry Dynamics apps released in June 2023 or
later.

If a device has more than one SIM (for example, a physical and
eSIM), information for all SIMs is now displayed in the device
report. The device details page shows SIM information only

for the phone number that has been selected by the user as the
default for voice calls.

See the UEM Client Release Notes to learn about the latest
features:

UEM Client for Android
UEM Client for iOS
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_18/administration/device-features-it-policies/kla1374503643678
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_18/administration/device-features-it-policies/kla1374503643678
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-android-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-ios-release-notes/

What's new in BlackBerry Work

New in BlackBerry Work version 3.18.1

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Work version 3.18 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
App configuration April 2025 The "Prevent Screenshots on i0S" app configuration

policy update setting has been removed. You can use one of the
following options to specify whether users can take

screenshots in the BlackBerry Work app:

BlackBerry UEM 12.20 or later: The "Do not allow
screenshots on iOS devices" option in BlackBerry
Dynamics profiles. For more information, see
BlackBerry Dynamics profile settings. BlackBerry
recommends using this profile setting.

UEM 12.19 and 12.18: The "BlackBerry Dynamics
screen capture detection on iOS devices" option in the
Compliance profile settings. For more information,
see i0S and iPadOS: Compliance profile settings
(12.19) and i0S: Compliance profile settings (12.18),
respectively.

i0S: 3.18.1.866

New in BlackBerry Work version 3.18.0

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Work version 3.18 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
Email enhancements March 2025 + Users can easily see any conflicts with existing events

in received meeting requests.

+ Inreceived file attachments, in the file preview view,
Android: 3.18.0.2022 users can use the “Open in Microsoft 365 Apps”
shortcut to securely transfer the file to a supported
Intune-managed app to view, edit, and save. This
feature requires BlackBerry BRIDGE to be installed on
the user's device.

i0S: 3.18.0.836
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https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work-notes-tasks/3_18/blackberry-work-release-notes
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Feature

Release date and app
version

Description

@mentions support

Calendar
enhancements

Menu enhancements

View PKPASS files in
the native Apple Wallet

app

Changes to the app
configuration settings

March 2025
i0S: 3.18.0.836

March 2025
i0S: 3.18.0.836
Android: 3.18.0.2022

March 2025
i0S: 3.18.0.836
Android: 3.18.0.2022

March 2025
i0S: 3.18.0.836

March 2025
i0S: 3.18.0.836
Android: 3.18.0.2022

In received email messages, users can view and
interact with mentions (for example, they can view the
mentioned user's Contact Details, copy the mention,
and compose an email to the mention).

When composing an email, users can add mentions

in the email body as they write messages to draw
attention to a specific section of the message. If a
user is mentioned, and they have not been added to
the To field, they are automatically added. If they have
been added to the CC or BCC field, they are removed
from those fields and moved to the To field.

The out-of-office and busy calendar events will be
displayed as different colors.

The Quick Access subfolders now display a badge count
of all unread emails. This feature requires users to enable
the setting "Unread email count" (Android) or "Include
Subfolders" (i0S). For more information, See Change
BlackBerry Work for iOS settings and Change BlackBerry
Work for Android settings.

Users can download .pkpass file attachments and save
the file in a secured file location (for example, Microsoft
SharePoint and Microsoft 365), and import them to the
Apple Wallet app. For more information, see Download
a .pkpass file and add it to Apple Wallet.

Android only: A new setting in the BlackBerry Work
app configuration settings, in the Handling External
images section, “When allowed to download external
images, automatically download external images from
own domain”, specifies whether external images from
your domain are automatically downloaded in received
email messages. For more information, see BlackBerry
Work app configuration settings.

A new setting in the BlackBerry Work app configuration
settings, “Calendar Synch Window”, specifies the
length of time, in months, that past calendar events
can be synchronized to devices. This feature only
applies to the main calendar. For more information,
see BlackBerry Work app configuration settings.
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Feature Release date and app Description
version
Ul enhancements March 2025 i0S
i0S: 3.18.0.836 Users that are added as a delegate to a shared

Usability
enhancements

Software quality
improvements

Changes to the SDK
version

Changes to OS support

Android: 3.18.0.2022

March 2025
i0S: 3.18.0.836
Android: 3.18.0.2022

March 2025
i0S: 3.18.0.836

March 2025
Android: 3.18.0.2022

March 2025
i0S: 3.18.0.836

mailbox have additional menu options when they
swipe left on emails and tap More.

The Contacts access prompt requesting BlackBerry
Work access native contacts has been moved from
the application launch screen to the Contacts Settings
screen and displays when users enable the “Sync to
Device” setting.

Android

The Contact details view has been redesigned to
include up to four shortcut buttons (Call, Text, Email,
and Teams) for which data is available. Users can
tap the shortcut to contact the user using the default
information or long press to select from a list of
contact options. Your administrator must enable the
"Allow Microsoft Teams calls/chat from contact"
policy for the Teams shortcut to on the device.

The Contacts add and edit view has been redesigned.

When administrators enable “Don't allow to download
external images" in the app configuration settings, the
BlackBerry Work app displays a blocked images message
in the BlackBerry Work app email banner. For more
information, see BlackBerry Work app configuration
settings.

BlackBerry Work is now compatible with Xcode 16.

BlackBerry Work will now target Android 15.

BlackBerry Work is no longer compatible with iOS 16.

New in BlackBerry Work version 3.17.1

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Work version 3.17 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.
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Feature Release date and app Description

version
Allow access to Apple November 2024 Devices that run iOS 18.1 and later include the Apple
Intelligence writing i0S-3.17.1.761 Intelligence Writing Tools feature. You can configure
tools T your BlackBerry UEM environment to allow or block

built-in Apple Intelligence writing tools within BlackBerry
Dynamics apps (BlackBerry Access, BlackBerry Work,
BlackBerry Connect, BlackBerry Notes, and BlackBerry
Tasks) with SDK version 13.0.1 or later.

UEM version 12.21 introduces a new setting in BlackBerry
Dynamics profiles, “Allow Apple Intelligence in-app writing
tools”, which specifies if users can access the built-

in Writing Tools feature in BlackBerry Dynamics apps. By
default, this setting is not selected. In addition, BlackBerry
Dynamics apps will prevent the use of writing tools on
upgrade if the "Do not allow copying data from BlackBerry
Dynamics apps into non BlackBerry Dynamics" setting is
enabled (selected). For more information on allowing or
blocking access to the Apple Intelligence writing tools,
see BlackBerry Dynamics profile settings in the BlackBerry
UEM Managing apps content.

New in BlackBerry Work version 3.17

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Work version 3.17 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
Email enhancements  September 2024 + Users can enable or disable the time section headers

o on their email list view. By enabling the "Disable Time
10S:3.17.0.744 Section Headers" option, the date headers (for example,
January 2025 Today, Yesterday) are not displayed. This feature
Android: 3.17.0.1952 applies when the emgiliview is sorted by Datg.

+ BlackBerry UEM administrators can now define more
granular attachment sizes that can be sent and received
in users' BlackBerry Work app.

+ Android only: In the email search view, the Basic
search icons and the Advanced search Ul have been
redesigned.
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Feature Release date and app Description
version
Calendar September 2024 Users can synchronize their calendar data from the
enhancements o app settings (Calendar > General Settings) screen. For
i0S:3.17.0.744 ; ; X ;
more information, see Synchronize events in your local
January 2025 calendar (i0S) and Synchronize events in your local

Working elsewhere
support

Changes to OS
support

Microsoft
Teams support
enhancements

Presence status
enhancements

Changes to the app
configuration settings

Android: 3.17.0.1952

September 2024
i0S:3.17.0.744
January 2025
Android: 3.17.0.1952

September 2024
i0S:3.17.0.744
January 2025
Android: 3.17.0.1952

September 2024
i0S:3.17.0.744
January 2025
Android: 3.17.0.1952

September 2024
i0S:3.17.0.744
January 2025
Android: 3.17.0.1952

September 2024
i0S:3.17.0.744

calendar (Android).

iOS only: The icons in the Day, Week, Month, and
Agenda view have been redesigned.

iOS: Users can now set their availability status as
“Working elsewhere” in shared accounts that they

are a delegate for. This status indicates that the user

is available but working remotely. The status will
synchronize to the user's main and sub-calendars. On
the Apple Watch, the status is displayed on the List view
screen.

Android: Users can now set their availability status as
“Working elsewhere” in shared accounts that they are a
delegate for. This status indicates the user is available
but working remotely. The status will synchronize to the
user's main and sub-calendars.

iOS: BlackBerry Work is now compatible with iOS 18.

Android: BlackBerry Work is now compatible with
Android 15.

Users now can edit all types of Microsoft Teams meetings,
including existing, non-recurring Microsoft Teams events,
series events, and exception events that they have created.

iOS: User's presence status is now displayed beside
their name on the hamburger menu.
Android: User's presence status is now displayed on
their avatar in the hamburger menu.

The "Microsoft 365 Modern Authentication for Presence”
setting has been deprecated and moved from the
Advanced Configuration tab to the Deprecated tab.

This setting provided the app users’ presence status in
Skype for Business Online which has been deprecated by
Microsoft.

For more information, see the BlackBerry Work app
configuration settings in the administration content.

| What's new in BlackBerry Work | 28



https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_17/blackberry-work-user-guide-ios/wzd1494874063354/synchronize-events-in-your-local-calendar
https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_17/blackberry-work-user-guide-ios/wzd1494874063354/synchronize-events-in-your-local-calendar
https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_17/blackberry-work-user-guide-android/wzd1494874063354/synchronize-events-in-your-local-calendar
https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_17/blackberry-work-user-guide-android/wzd1494874063354/synchronize-events-in-your-local-calendar
https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_17/blackberry-work-administration-guide/xqp1494958005090/vju1484855511640/fec1485187549183
https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_17/blackberry-work-administration-guide/xqp1494958005090/vju1484855511640/fec1485187549183

Feature Release date and app Description

version
Usability September 2024 When users authenticate the app, the number of times that
enhancements i0S:3.17.0.744 the app switches between the authentication delegate app

is reduced. Also, one password will be reused for all of

the BlackBerry Dynamics apps (for example, BlackBerry
Access, BlackBerry Work, BlackBerry Connect, BlackBerry
Notes, and BlackBerry Tasks) that are built on BlackBerry
Dynamics SDK 13.0 or later. This feature will allow users to
update the password from one app and apply it to all of the
BlackBerry Dynamics apps.

For more information, see KB 140190.

New in BlackBerry Work version 3.16.2

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Work version 3.16 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
Bug fixes August 2024 Bug fix that is described in the fixed issues section.

i0S:3.16.2.10388

New in BlackBerry Work version 3.16.1

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Work version 3.16 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version

Bug fixes June 2024 Bug fix that is described in the fixed issues section.
i0S:3.16.1.604

New in BlackBerry Work version 3.16

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Work version 3.16 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.
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Feature

Release date and app
version

Description

Email enhancements

Menu enhancements

Apple Watch
enhancements

App shortcuts

Default font

Default signature

Microsoft
Teams support
enhancements

June 2024
i0S: 3.16.0.595
Android: 3.16.0.1885

June 2024
i0S: 3.16.0.595
Android: 3.16.0.1885

June 2024
i0S: 3.16.0.595

June 2024
Android: 3.16.0.1885

June 2024
i0S: 3.16.0.595
Android: 3.16.0.1885

June 2024
i0S: 3.16.0.595
Android: 3.16.0.1885

June 2024
i0S: 3.16.0.595
Android: 3.16.0.1885

iOS: Improvements have been made to the colors of the
email detail, the More menu in the email compose screen,
and a separate section for the meeting information in the
meeting event request email.

Android: The icons, and improvements to the colors

for the Email compose and email detail. The meeting
request emails for main and shared accounts have been
redesigned.

iOS: Users can now directly specify the Quick Access and
synced folders that you want to display on the hamburger
menu by tapping on the appropriate Edit button. If a user
has been added as a delegate to a shared mailbox, the user
cannot edit which of the quick access folders to display for
that mailbox.

Android: New colors and icons have been introduced

in the hamburger menu in the email, calendar, and
contacts. Users can specify which of the smart folders they
want to display on the email hamburger menu. For more
information, see View smart folders.

Users can now see their event status on the event color
status bar.

Users can now use app shortcuts to compose a new
email, create a calendar event, and view their calendar or
contacts by long pressing the Work home screen icon.

BlackBerry UEM administrators can now define the default
font type and size. Enabling this option does not prevent
users from enabling the "Use Custom Fonts" option in their
device app settings and can still change the font size and

type.

For more information, see BlackBerry Work app
configuration settings in the administration content.

UEM administrators can now define a custom email
signature in either plain text or HTML. When the
administrator sets a default signature, users cannot
change the signature. For more information, see
BlackBerry Work app configuration settings in the
administration content.

Users now can edit existing, non-recurring Microsoft
Teams meetings that they have created.
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Presence status June 2024 BlackBerry Work can now use Microsoft Teams
o to provide real-time presence status to BlackBerry Work
i0S: 3.16.0.595 . X
app users. Administrators can configure the presence
Android: 3.16.0.1885 refresh rate.

For more information, see BlackBerry Work app
configuration settings in the administration content.

Notification June 2024 Users now receive notifications for email messages sent
enhancements Android: 3.16.0.1885 fco user-defined folders that appear at the same level as the
inbox folder.
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What's new in BlackBerry Tasks

New in BlackBerry Tasks version 3.18.1

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Tasks version 3.18 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
App configuration April 2025 The "Prevent Screenshots on i0S" app configuration

policy update setting has been removed. You can use one of the
following options to specify whether users can take

screenshots in the BlackBerry Tasks app:

BlackBerry UEM 12.20 or later: The "Do not allow
screenshots on iOS devices" option in the BlackBerry
Dynamics profiles. For more information, see
BlackBerry Dynamics profile settings. BlackBerry
recommends using this profile setting.

UEM 12.19 and 12.18: The "BlackBerry Dynamics
screen capture detection on iOS devices" option in the
Compliance profile settings. For more information,
see i0S and iPadOS: Compliance profile settings
(12.18) and i0S: Compliance profile settings (12.19),
respectively.

i0S:3.18.1.1093

New in BlackBerry Tasks version 3.18.0

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Tasks version 3.18 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description

version
Changes to the SDK March 2025 BlackBerry Tasks will now target Android 15.
version

Android: 3.18.0.3863

Software quality March 2025 + BlackBerry Tasks is no longer compatible with iOS 16.
improvements i0S: 3.18.0.1087 + BlackBerry Tasks is now compatible with Xcode 16.

New in BlackBerry Tasks version 3.17.1

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Tasks version 3.17 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.
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Intelligence writing
tools

Feature Release date and app Description
version
Allow access to Apple November 2024 Devices that run iOS 18.1 and later include the Apple

Intelligence Writing Tools feature. You can configure
your BlackBerry UEM environment to allow or block
built-in Apple Intelligence writing tools within BlackBerry
Dynamics apps (BlackBerry Access, BlackBerry Work,
BlackBerry Connect, BlackBerry Notes, and BlackBerry
Tasks) with SDK version 13.0.1 or later.

i0S:3.17.1.1061

UEM version 12.21 introduces a new setting in BlackBerry
Dynamics profiles, “Allow Apple Intelligence in-app writing
tools”, which specifies if users can access the built-

in Writing Tools feature in BlackBerry Dynamics apps. By
default, this setting is not selected. In addition, BlackBerry
Dynamics apps will prevent the use of writing tools on
upgrade if the "Do not allow copying data from BlackBerry
Dynamics apps into non BlackBerry Dynamics" setting is
enabled (selected). For more information on allowing or
blocking access to the Apple Intelligence writing tools,
see BlackBerry Dynamics profile settings in the BlackBerry
UEM Managing apps content.

New in BlackBerry Tasks version 3.17

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Tasks version 3.17 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description

version
Changes to 0OS September 2024 + i0S: BlackBerry Tasks is now compatible with iOS 18.
support i0S: 3.17.0.1048 . Android: BlackBerry Tasks is now compatible with

Android 15.

January 2025

Android: 3.17.0.3839
Usability September 2024 When users authenticate the app, the number of times that
enhancements the app switches between the authentication delegate app

10153 S, T T 0 is reduced. Also, one password will be reused for all of

the BlackBerry Dynamics apps (for example, BlackBerry
Access, BlackBerry Work, BlackBerry Connect, BlackBerry
Notes, and BlackBerry Tasks) that are built on BlackBerry
Dynamics SDK 13.0 or later. This feature will allow users to
update the password from one app and apply it to all of the
BlackBerry Dynamics apps.

For more information, see KB 140190.
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New in BlackBerry Tasks version 3.16

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Tasks version 3.16 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Bug fixes June 2024 Bug fixes that are described in the fixed issues section.
i0S:3.16.0.1013
Android: 3.16.0.3800
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What's new in BlackBerry Notes

New in BlackBerry Notes version 3.18.1

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Notes version 3.18 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
App configuration April 2025 The "Prevent Screenshots on i0S" app configuration

policy update setting has been removed. You can use one of the
following options to specify whether users can take

screenshots in the BlackBerry Notes app:

BlackBerry UEM 12.20 or later: The "Do not allow
screenshots on iOS devices" option in BlackBerry
Dynamics profiles. For more information, see
BlackBerry Dynamics profile settings. BlackBerry
recommends using this profile setting.

UEM 12.19 and 12.18: The "BlackBerry Dynamics
screen capture detection on iOS devices" option in the
Compliance profile settings. For more information,
see i0S and iPadOS: Compliance profile settings
(12.19) and i0S: Compliance profile settings (12.18),
respectively.

i0S:3.18.1.1093

New in BlackBerry Notes version 3.18.0

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Notes version 3.18 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
Changes to the March 2025 BlackBerry Tasks will now target Android 15.
SDK version Android: 3.18.0.3863
Software quality March 2025 + BlackBerry Tasks is no longer compatible with iOS 16.
improvements i0S: 3.18.0.1087 + BlackBerry Tasks is now compatible with Xcode 16.

New in BlackBerry Notes version 3.17.1

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Notes version 3.17 Release
Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.
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Intelligence writing
tools

Feature Release date and app Description
version
Allow access to Apple November 2024 Devices that run iOS 18.1 and later include the Apple

Intelligence Writing Tools feature. You can configure
your BlackBerry UEM environment to allow or block
built-in Apple Intelligence writing tools within BlackBerry
Dynamics apps (BlackBerry Access, BlackBerry Work,
BlackBerry Connect, BlackBerry Notes, and BlackBerry
Tasks) with SDK version 13.0.1 or later.

i0S:3.17.1.1061

UEM version 12.21 introduces a new setting in BlackBerry
Dynamics profiles, “Allow Apple Intelligence in-app writing
tools”, which specifies if users can access the built-

in Writing Tools feature in BlackBerry Dynamics apps. By
default, this setting is not selected. In addition, BlackBerry
Dynamics apps will prevent the use of writing tools on
upgrade if the "Do not allow copying data from BlackBerry
Dynamics apps into non BlackBerry Dynamics" setting is
enabled (selected). For more information on allowing or
blocking access to the Apple Intelligence writing tools,
see BlackBerry Dynamics profile settings in the BlackBerry
UEM Managing apps content.

New in BlackBerry Notes version 3.17

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Notes version 3.17 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Feature Release date and app Description

version
Changes to 0OS September 2024 + i0S: BlackBerry Notes is now compatible with iOS 18.
support i0S: 3.17.0.1048 . Android: BlackBerry Notes is now compatible with

Android 15.

January 2025

Android: 3.17.0.3839
Usability September 2024 When users authenticate the app, the number of times that
enhancements the app switches between the authentication delegate app

10153 S, T T 0 is reduced. Also, one password will be reused for all of

the BlackBerry Dynamics apps (for example, BlackBerry
Access, BlackBerry Work, BlackBerry Connect, BlackBerry
Notes, and BlackBerry Tasks) that are built on BlackBerry
Dynamics SDK 13.0 or later. This feature will allow users to
update the password from one app and apply it to all of the
BlackBerry Dynamics apps.

For more information, see KB 140190.
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New in BlackBerry Notes version 3.16

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Notes version 3.16 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Bug fixes June 2024 Bug fixes that are described in the fixed issues section.
i0S:3.16.0.1013
Android: 3.16.0.3800
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What's new in BlackBerry Access

New in BlackBerry Access version 3.18.0

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Access Release Notes. For
device 0OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
App configuration April 2025 The "Prevent Screenshots on i0S" app configuration

policy update setting has been removed. You can use one of the
following options to specify whether users can take

screenshots in the BlackBerry Access app:

BlackBerry UEM 12.20 or later: The "Do not allow
screenshots on iOS devices" option in BlackBerry
Dynamics profiles. For more information, see
BlackBerry Dynamics profile settings. BlackBerry
recommends using this profile setting.

UEM 12.19 and 12.18: The "BlackBerry Dynamics
screen capture detection on iOS devices" option in the
Compliance profile settings. For more information,
see i0S and iPadOS: Compliance profile settings
(12.19) and i0S: Compliance profile settings (12.18),
respectively.

i0S:3.18.0.1695

Ul enhancements April 2025 « The New Tab (+) screen has been redesigned to
- include a back button when more than one tab is open.
elFalEs S 0he The back button will close the New tab screen and
return the focus to the previous tab.
The “Mobile Bookmarks” folder has been removed
from the Bookmarks screen. All of the bookmarks will
be displayed at the root of the Bookmark folder.

The Light theme background color has been changed.

Change to Android 0S  April 2025 BlackBerry Access is no longer compatible with Android

support Android: 3.18.0.82 .

New in BlackBerry Access version 3.17.3

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Access Release Notes. For
device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.
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Bug fixes March 2025 Bug fixes that are described in the fixed issues section.
Android: 3.17.3.76

New in BlackBerry Access version 3.17.2

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Access Release Notes. For
device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Bug fixes March 2025 Bug fixes that are described in the fixed issues section for
i0S:3.17.2.1680 your device:
February 2025 + i0S: fixed issues

Android: fixed issues
Android: 3.17.2.73

New in BlackBerry Access version 3.17.1

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the version of the BlackBerry Dynamics SDK, see the BlackBerry Access Release Notes. For
device OS compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Browser history January 2025 Users can now clear their browsing history based on the
improvements Android: 3.17.1.69 following time periods:
+ Alltime
Today and yesterday
Today
Last hour

For more information, see Delete browsing history
items based on time period in the BlackBerry Access for
Android user guide.
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Feature Release date and app Description

version
Allow access to Apple November 2024 Devices that run iOS 18.1 and later include the Apple
Intelligence writing i0S:3.17.1.1669 Intelligence Writing Tools feature. You can configure
tools T your BlackBerry UEM environment to allow or block

built-in Apple Intelligence writing tools within BlackBerry
Dynamics apps (BlackBerry Access, BlackBerry Work,
BlackBerry Connect, BlackBerry Notes, and BlackBerry
Tasks) with SDK version 13.0.1 or later.

UEM version 12.21 introduces a new setting in BlackBerry
Dynamics profiles, “Allow Apple Intelligence in-app writing
tools”, which specifies if users can access the built-

in Writing Tools feature in BlackBerry Dynamics apps. By
default, this setting is not selected. In addition, BlackBerry
Dynamics apps will prevent the use of writing tools on
upgrade if the "Do not allow copying data from BlackBerry
Dynamics apps into non BlackBerry Dynamics" setting is
enabled (selected). For more information on allowing or
blocking access to the Apple Intelligence writing tools,
see BlackBerry Dynamics profile settings in the BlackBerry
UEM Managing apps content.

New in BlackBerry Access version 3.17

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Access Release Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise
Applications Compatibility Matrix.

Note: TLS 1.0 and 1.1 will be deprecated in a future BlackBerry Access release. BlackBerry recommends that you
update your environment to support TLS 1.2 or later.
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Copy and paste
enhancements

Changes to 0OS
support

Usability
improvements

Android: 3.17.0.56

September 2024
i0S: 3.17.0.1651
October 2024
Android: 3.17.0.56

September 2024
i0S: 3.17.0.1651
October 2024
Android: 3.17.0.56

September 2024
i0S: 3.17.0.1651
October 2024
Android: 3.17.0.56

Feature Release date and app Description
version
WebRTC support October 2024 You can now enable the use of WebRTC. Enabling WebRTC

provides microphone and camera support required by
services such as Zoom and WebEx. When the setting is
enabled, the user is prompted to approve the use of the
camera and microphone when opening a supported site.
If you want your users to use this feature, you must select
the “Allow WebRTC" option in the app configuration for
BlackBerry Access. This feature also supports QR Code
real-time communication capabilities.

Note that WebRTC traffic is not routed through the
BlackBerry Dynamics secure tunnel regardless of the
network connectivity profile settings. WebRTC traffic goes
direct to the internet. Also, Connectivity profile settings do
not apply to WebRTC traffic.

For more information, see BlackBerry Access app
configuration settings.

Users can now copy and paste text between the BlackBerry
Access browser and Intune managed Microsoft 365 apps.

For more information, see the iOS and Android user
content.

iOS: BlackBerry Access is now compatible with iOS 18.

Android: BlackBerry Access is now compatible with
Android 15.

Chromium version 113 is now supported.

iOS only: When users authenticate the app, the
number of times that the app switches between the
authentication delegate app is reduced. Additionally,
one password will be reused for all of the BlackBerry
Dynamics apps (for example, BlackBerry Access,
BlackBerry Work, BlackBerry Connect, BlackBerry Notes,
and BlackBerry Tasks) that are running 3.17 or later.
This feature will allow users to update the password
from one app and apply it to all of the BlackBerry
Dynamics apps.

For more information, see KB 140190.

New in BlackBerry Access version 3.7

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
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BlackBerry Access Release Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise
Applications Compatibility Matrix.

Change to iOS 0S
support

BlackBerry
Persona mobile (BIS)

View external
webpages in the
native default
browser

Software quality
improvements

Changes to Android
targetSdkVersion

Android: 3.7.0.64

May 2024
i0S: 3.7.0.1603

May 2024
i0S: 3.7.0.1603
Android: 3.7.0.64

May 2024
i0S: 3.7.0.1603

May 2024
i0S: 3.7.0.1603

May 2024
Android: 3.7.0.64

Feature Release date and app Description

version
Change to Android May 2024 BlackBerry Access is no longer compatible with Android
OS support 10.

BlackBerry Access is no longer compatible with iOS 15.

BlackBerry Access is no longer compatible with BlackBerry

Persona mobile (BIS).

Users can open external webpages from domains that
aren't included in the "Allowed Domains" specified in
Connectivity profiles. These webpages will open in the
native default browser on their device. Additionally, users
can customize their native browser preference. By default,
the device's native default browser is Safari.

If you want your users to use this feature, you must select
the “Allow URL not in Allowed Domains of Connectivity
Profiles to be loaded in native default browser” option in
the app configuration policy.

BlackBerry Access for iOS is now compiled with Xcode 15.

The BlackBerry Access for Android app will now target API

level 34.
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© 2025 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY, EMBLEM Design, ATHOC, and
SECUSMART are the trademarks or registered trademarks of BlackBerry Limited, its subsidiaries and/or affiliates,
used under license, and the exclusive rights to such trademarks are expressly reserved. All other trademarks are
the property of their respective owners.

Patents, as applicable, identified at: www.blackberry.com/patents.

This documentation including all documentation incorporated by reference herein such as documentation
provided or made available on the BlackBerry website provided or made accessible "AS IS" and "AS AVAILABLE"
and without condition, endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and
its affiliated companies ("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical,
or other inaccuracies, errors, or omissions in this documentation. In order to protect BlackBerry proprietary and
confidential information and/or trade secrets, this documentation may describe some aspects of BlackBerry
technology in generalized terms. BlackBerry reserves the right to periodically change information that is contained
in this documentation; however, BlackBerry makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software,
products or services including components and content such as content protected by copyright and/or third-
party websites (collectively the "Third Party Products and Services"). BlackBerry does not control, and is not
responsible for, any Third Party Products and Services including, without limitation the content, accuracy,
copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect
of Third Party Products and Services. The inclusion of a reference to Third Party Products and Services in this
documentation does not imply endorsement by BlackBerry of the Third Party Products and Services or the third
party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL
CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES,
REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE,
MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR
ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE
DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE,
SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE HEREBY EXCLUDED.
YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME JURISDICTIONS MAY

NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT
PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO
THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO
NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE
SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL
BLACKBERRY BE LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE,

OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD

PARTY PRODUCTS AND SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE
FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE,
OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY
EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF BUSINESS
OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA,
PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH BLACKBERRY PRODUCTS OR
SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF BLACKBERRY PRODUCTS OR SERVICES OR ANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR
SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES
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WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, BLACKBERRY SHALL
HAVE NO OTHER OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO
YOU INCLUDING ANY LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE
OF THE CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF
CONTRACT, NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A
FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT
OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO BLACKBERRY AND ITS AFFILIATED COMPANIES, THEIR
SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED
BLACKBERRY DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND THEIR RESPECTIVE
DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR,
EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF BLACKBERRY OR ANY
AFFILIATES OF BLACKBERRY HAVE ANY LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to
ensure that your airtime service provider has agreed to support all of their features. Some airtime service
providers might not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service.
Check with your service provider for availability, roaming arrangements, service plans and features. Installation
or use of Third Party Products and Services with BlackBerry's products and services may require one or more
patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party rights. You
are solely responsible for determining whether to use Third Party Products and Services and if any third party
licenses are required to do so. If required you are responsible for acquiring them. You should not install or use
Third Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by BlackBerry and BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third
Party Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses
and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or
other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or other agreement with
BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS
WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY
PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited

2200 University Avenue East
Waterloo, Ontario

Canada N2K 0A7

BlackBerry UK Limited

Ground Floor, The Pearce Building, West Street,
Maidenhead, Berkshire SL6 1RL

United Kingdom

Published in Canada
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