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Certificates and PKI

A PKI certificate is a digital document issued by a CA that verifies the identity of a certificate subject and binds
the identity to a public key. Each certificate has a corresponding private key that is stored separately. The public
key and private key form an asymmetric key pair that can be used for data encryption and identity authentication.
A CA signs the certificate to verify that entities that trust the CA can also trust the certificate.

Depending on the device capabilities and activation type, devices and apps can use certificates to:

Authenticate using SSL/TLS when connecting to webpages that use HTTPS
Authenticate with a work mail server

Authenticate with a work Wi-Fi network or VPN

Encrypt and sign email messages using S/MIME protection

Multiple certificates used for different purposes can be stored on a device.
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Steps to use certificates

When you use PKI certificates with devices or apps, you perform the following actions:

Action

If necessary, connect BlackBerry UEM to your organization’s PKI software.

Create one or more CA certificate profiles to send CA certificates to devices and apps.

Create SCEP, user credential, or shared certificate profiles or upload certificates for a
specific user to send client certificates to devices and apps.

If necessary, associate certificate profiles with Wi-Fi, VPN, or email profiles.

If necessary, assign certificate profiles to user accounts, user groups, or device groups.

If using certificates with a BlackBerry Dynamics app, in the app settings, select "Allow
BlackBerry Dynamics apps to use user certificates, SCEP profiles, and user credential
profiles”.

-
1]
©
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Integrating BlackBerry UEM with your organization's PKI
software

If your organization uses a PKI solution to issue certificates, you can extend the certificate-based authentication
provided by those PKI services to the devices and apps that you manage with BlackBerry UEM.

Entrust products (for example, Entrust IdentityGuard and Entrust Authority Administration Services)

and OpenTrust products (for example, OpenTrust PKI and OpenTrust CMS) provide CAs that issue client
certificates. You can configure a connection with your organization’s PKI software and use profiles to send the CA
certificate and client certificates to devices.

For BlackBerry Dynamics enabled devices, you can also set up a PKI connector that creates a connection
between BlackBerry UEM and a CA server to enroll certificates for BlackBerry Dynamics apps or use an app that
supports app-based certificate enrollment such as Purebred.

Connect BlackBerry UEM to your organization’s Entrust software

To allow BlackBerry UEM to send certificates issued by your organization's Entrust software (for example, Entrust
IdentityGuard or Entrust Authority Administration Services) to devices and BlackBerry Dynamics apps, you can
add a connection to your organization's Entrust software to BlackBerry UEM.

Before you begin: Contact your organization’s Entrust administrator to obtain:

« the URL of the Entrust MDM Web Service

+ the login information for an Entrust administrator account that you can use to connect BlackBerry UEM to
the Entrust software

+ the Entrust CA certificate that contains the public key (.der, .pem, or .cert); BlackBerry UEM uses this certificate
to establish SSL connections to the Entrust server

On the menu bar, click Settings.

Click External integration > Certificate authority.

Click Add an Entrust connection.

In the Connection name field, type a name for the connection.

In the URL field, type the URL of the Entrust MDM Web Service.

In the Username field, type the username of the Entrust administrator account.

In the Password field, type the password of the Entrust administrator account.

To upload a CA certificate to allow BlackBerry UEM to establish SSL connections to the Entrust server,
click Browse. Navigate to and select the CA certificate.

9. To test the connection, click Test connection.
10.Click Save.

NN

After you finish:

+ Create a user credential profile to send certificates from your PKI software to devices.
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Connect BlackBerry UEM to your organization’s Entrust
IdentityGuard server to use smart credentials

If your organization uses derived smart credentials managed by Entrust IdentityGuard, you can use derived smart
credentials with Android devices and with BlackBerry Dynamics apps on iOS and Android devices.

Before you begin:
Contact your organization’s Entrust administrator to obtain the following information:

URL of the Entrust IdentityGuard server

Name of the smart credential to be activated on devices as specified in Entrust IdentityGuard

Entrust CA certificate to send the certificate to devices

On the menu bar, click Settings.

Click External integration > Certificate authority.

Click Add a connection for Entrust smart credentials.

In the Smart credential name field, type the name of the smart credential specified in Entrust IdentityGuard.
In the Entrust URL field, type the URL of the Entrust IdentityGuard server.

Click Add.

After you finish:

S o

Create a CA certificate profile to send the Entrust CA certificate to devices and assign the profile to the same
users or groups that the user credential profile will be assigned to.

Create a user credential profile to use Entrust smart credentials on devices.

Connect BlackBerry UEM to your organization's OpenTrust software

To extend OpenTrust certificate-based authentication to devices, you must add a connection to your
organization's OpenTrust software. BlackBerry UEM supports integration with OpenTrust PKI 4.8.0 and later
and OpenTrust CMS 2.0.4 and later. This connection is not supported by BlackBerry Dynamics apps.

Before you begin: Contact your organization’s OpenTrust administrator to obtain the URL of the OpenTrust server,
the client-side certificate that contains the private key (.pfx or .p12 format), and the certificate password.

1. Onthe menu bar, click Settings.

2. Click External integration > Certificate authority.

Click Add an OpenTrust connection.

In the Connection name field, type a name for the connection.

In the URL field, type the URL of the OpenTrust software.

Click Browse. Navigate to and select the client-side certificate that BlackBerry UEM can use to authenticate the
connection to the OpenTrust server.

7. In the Certificate password field, type the password for the OpenTrust server certificate.
8. To test the connection, click Test connection.
9. Click Save.

oa s

After you finish:

Create a user credential profile to send certificates from your PKI software to devices.
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+  When you use the BlackBerry UEM connection with OpenTrust software to distribute certificates to devices,
there may be a short delay before the certificates are valid. This delay might cause issues with email
authentication during the device activation process. To resolve this issue, in the OpenTrust software, configure
the OpenTrust CA and set "Backdate Certificates (seconds)" to 180.

Connect BlackBerry UEM to a BlackBerry Dynamics PKI connector

If you want to use your organization's PKI software to enroll certificates for BlackBerry Dynamics apps, and your
PKI software isn't supported for a direct connection with BlackBerry UEM, you can set up a BlackBerry Dynamics
PKI connector to communicate with your CA and link BlackBerry UEM to the PKI connector. In a BlackBerry

UEM Cloud environment, you must have a BlackBerry Connectivity Node installed to allow BlackBerry UEM to
communicate with the PKI connector through the BlackBerry Cloud Connector.

A PKI connector is a set of Java programs and web services on a back-end server that allows BlackBerry UEM to
send certificate requests and receive responses from the CA. BlackBerry UEM uses the BlackBerry Dynamics user
certificate management protocol to communicate with the PKI connector. This protocol runs over HTTPS and
defines JSON-formatted messages. For more information on setting up a BlackBerry Dynamics PKI connector,
see the User Certificate Management Protocol and PKI Connector documentation.

Before you begin: Set up a BlackBerry Dynamics PKI connector.

1. Onthe menu bar, click Settings > External integration > Certificate authority.
2. Click Add a BlackBerry Dynamics PKI connection.

3. In the Connection name field, type a name for the connection.
4. In the URL field, type the URL of the PKI connector.
5. Select one of the following options:

+ Authenticate with username and password: Choose this option if BlackBerry UEM authenticates with the
BlackBerry Dynamics PKI Connector using password-based authentication.
+ Authenticate with client certificate: Choose this option if BlackBerry UEM authenticates with the BlackBerry
Dynamics PKI Connector using certificate-based authentication.
6. If you selected Authenticate with username and password, in the Username and Password fields, type the
username and password for the BlackBerry Dynamics PKI connector.

7. If you selected Authenticate with client certificate, click Browse to select and upload a certificate that is
trusted by the BlackBerry Dynamics PKI Connector. In the Client certificate password field, type the password
for the certificate.

8. In the Trusted certificate for the PKI connector section you can specify the certificate that BlackBerry UEM
uses to trust connections to the PKI connector, select one of the following options:

+ CA certificate from BlackBerry Control TrustStore

+ CA certificate: If you select this option you must click Browse to navigate to and select your
organization's CA certificate.

+ PKI connector server certificate: If you select this option you must click Browse to navigate to and select
your organization's PKI connector server certificate.

9. To test the connection, click Test connection.
10.Click Save.

After you finish: Create a user credential profile to send certificates from your PKI software to devices.

| Integrating BlackBerry UEM with your organization's PKI software | 9


https://docs.blackberry.com/en/endpoint-management/blackberry-dynamics/pki-connector
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_18/administration/pki-certificates/amo1418143666469/user-credential-profile/dxe1477423336606

Connect BlackBerry UEM to your organization’s app-based PKI
solution

App-based PKI solutions such as Purebred include an app installed on a device that communicates with a CA to
enroll certificates and add them to the device. You can use an app-based PKI solution to provide certificates for
use by BlackBerry Dynamics apps.

To use an app-based PKI solution with iOS devices, you must add a connection between BlackBerry UEM and the
PKI provider. This task is not required to use an app-based PKI solution with only Android devices.

If the PKI app that retrieves certificates from the CA is not a BlackBerry Dynamics app, the BlackBerry UEM
Client communicates with the PKI app to get the certificates and provide them to BlackBerry Dynamics apps.

Before you begin: Verify that the app that retrieves certificates for use by BlackBerry Dynamics apps is in the app
list in BlackBerry UEM.

1. Onthe menu bar, click Settings > External integration > Certificate authority.

2. Click Add a connection for device based certificates.

3. Select the app that retrieves certificates from the PKI app for use by BlackBerry Dynamics apps. To
use Purebred, select the BlackBerry UEM Client.

4. Click Add.
After you finish:

+ Creating user credential profiles for app-based certificates.
+ Create a user credential profile to use app-based certificates on iOS devices.
+ Create a user credential profile to use certificates from the native keystore
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Providing client certificates to devices and apps

You and users can send client certificates to devices and apps in several ways.

organization's PKI
solution

Shared certificate
profiles

Sending client
certificates to
individual user
accounts

or OpenTrust software products, to issue and manage
certificates, you can create user credential profiles

that devices use to get client certificates from your
organization's CA. BlackBerry Dynamics enabled
devices use these certificates for certificate-based
authentication from BlackBerry Dynamics apps. Other
devices use these certificates for certificate-based
authentication from the browser, and to connect to your
work Wi-Fi network, work VPN, and work mail server.

A shared certificate profile specifies a client certificate
that BlackBerry UEM sends to iOS, macOS, and Android
devices. BlackBerry UEM sends the same client
certificate to every user that the profile is assigned to.

The administrator must have access to the certificate
and private key to create a shared certificate profile.

You can add a client certificate to a user account.
BlackBerry UEM can send the certificate to the user's i0OS
and Android devices.

If the certificate is associated with a user credential
profile, devices can use these certificates to connect
to your work Wi-Fi network, work VPN, and work mail
server.

The administrator must have access to the certificate
and private key to send the client certificate to the user.
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How the certificate Description Supported devices
is added
During device BlackBerry UEM sends certificates to devices during All
activation the activation process. Devices use these certificates to
establish secure connections between the device and
BlackBerry UEM.
SCEP profiles You can create SCEP profiles that devices use to i0S
connect to, and obtain client certificates from, your macoS
organization's CA using a SCEP service. Devices and
BlackBerry Dynamics apps can use these certificates for ~ Android
certificate-based authentication and to connect to your Windows 10
work Wi-Fi network, work VPN, and work mail server.
Connection to your If your organization uses a PKI solution, such as Entrust i0S

macOS (for BlackBerry
Access only)

Android

Windows 10 (for
BlackBerry Access only)

i0S
macOS
Android

i0S
Android




How the certificate Description Supported devices
is added

User upload to UEM If your organization has an on-premises BlackBerry UEM  iOS
Self-Service environment, users can upload certificates to BlackBerry Android
UEM Self-Service. BlackBerry UEM then pushes the
certificate to the users devices.

If the certificate is associated with a user credential
profile, devices and BlackBerry Dynamics apps can use
these certificates for certificate-based authentication
and to connect to your work Wi-Fi network, work VPN,
and work mail server.

This feature is not supported in BlackBerry UEM Cloud.

User import On BlackBerry 10 devices, users can import client Android
certificates into the device's certificate store in the
"Security and Privacy" section of the "System Settings".
Certificates intended for use by the work browser or for
sending S/MIME-protected messages from the work
email account can be imported from the file system on
the device or from a network location that is accessible
from the work space.

On Android devices, users can add certificates to the
device native keystore for use with BlackBerry Dynamics

apps.
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Sending certificates to devices and apps using profiles

You can send certificates to devices and apps using the following profiles available in the Policies and Profiles
library:

Profile Description

CA certificate CA certificate profiles specify a CA certificate that devices and BlackBerry
Dynamics apps can use to trust the identity associated with any client or
server certificate that has been signed by that CA.

User credential User credential profiles send certificates to devices in the following ways:

They can specify a connection to your organization's PKI software to send
client certificates to devices and BlackBerry Dynamics apps.

They can allow you to manually upload certificates in BlackBerry UEM and,
in an on-premises environment, allow users to upload certificates using
BlackBerry UEM Self-Service.

They can allow BlackBerry Dynamics apps on Android devices and

the BlackBerry Access app on macOS and Windows 10 devices to use
certificates from the device native keystore.

They can allow BlackBerry Dynamics apps to import certificates from other
app-based PKI solutions such as Purebred.

SCEP SCEP profiles specify how devices and BlackBerry Dynamics apps connect
to, and obtain client certificates from, your organization's CA using a SCEP
service.

Shared certificate Shared certificate profiles specify a client certificate that BlackBerry UEM

sends to iOS and Android devices. BlackBerry UEM sends the same client
certificate to every user that the profile is assigned to.

For iOS and Android devices, you can also send a client certificate to a device by adding the certificate directly to
a user account. For more information, see Add a client certificate to a user account.

For i0Sand Android devices, if your organization uses certificates for S/MIME, you can also use profiles to allow
devices to get recipient public keys and check certificate status. For more information, see Extending email
security using S/MIME.

For BlackBerry Dynamics apps to use certificates sent by profiles, you must select "Allow BlackBerry Dynamics
apps to use user certificates, SCEP profiles, and user credential profiles” in the settings for the app.

Choosing profiles to send client certificates to devices and apps

You can use different types of profiles to send client certificates to devices and BlackBerry Dynamics apps. The
type of profile that you choose depends on how your organization uses certificates and the types of devices that
your organization supports. Consider the following guidelines:

To use SCEP profiles, you must have a CA that supports SCEP.

If you have set up a connection between BlackBerry UEM and your organization's PKI solution, use user
credential profiles to send certificates to devices. You can connect directly to an Entrust CA or OpenTrust CA.
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You can also use a BlackBerry Dynamics PKI connector to connect to a CA server to enroll certificates
for BlackBerry Dynamics enabled devices.

+ To use certificates with BlackBerry Dynamics apps, you must use a user credential profile or add the
certificates to individual user accounts.

+ To allow users to upload certificates that they can use to connect to your work Wi-Fi network, work VPN, and
work mail server, use a user credential profile.

+ To use client certificates for Wi-Fi, VPN, and mail server authentication, you must associate the certificate
profile with a Wi-Fi, VPN, or email profile.

Note: Android Enterprise devices don't support using certificates sent to devices by BlackBerry UEM for Wi-
Fi authentication.

+ Shared certificate profiles and certificates that you add to user accounts do not keep the private key private
because you must have access to the private key. Connecting to a CA using SCEP or user credential profiles is
more secure because the private key is sent only to the device that the certificate was issued to.

Sending CA certificates to devices and apps

You might need to send CA certificates to devices if your organization uses S/MIME or if devices or BlackBerry
Dynamics apps use certificate-based authentication to connect to a network or server in your organization’s
environment.

When a CA certificate is stored on a device, the device and apps trust the identity associated with any client or
server certificate signed by the CA. When the certificate for the CA that signed your organization's network and
server certificates is stored on devices, device and apps can trust your networks and servers when they make
secure connections. When the CA certificate that signed your organization's S/MIME certificates is stored on
devices, the email client can trust the sender's certificate when a secure email message is received.

Multiple CA certificates that are used for different purposes can be stored on a device. You can use CA certificate
profiles to send CA certificates to devices.

Create a CA certificate profile
Before you begin: Obtain the CA certificate file from your PKI administrator.

1. Onthe menu bar, click Policies and Profiles.

2. Click Certificates > CA certificate.

3. Click+.

4. Type a name and description for the profile. Each CA certificate profile must have a unique name. Some
names (for example, ca_1) are reserved.

In the Certificate file field, click Browse to locate the certificate file.

6. If the CA certificate is sent to BlackBerry 10 devices, on the BlackBerry tab, specify one or more of the
following certificate stores to send the certificate to on the device:

o

+  Browser certificate store
+ VPN certificate store
«  Wi-Fi certificate store
+ Enterprise certificate store
7. If the CA certificate is sent to macOS devices, on the macOS tab, in the Apply profile to drop-down list,
select User or Device.

8. Click Add.
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Sending client certificates to devices and apps using user credential
profiles

User credential profiles allow devices to use client certificates obtained by the following methods:

+ Manually uploading certificates to the BlackBerry UEM management console or, in an on-premises
environment, to BlackBerry UEM Self-Service

+ An established connection between BlackBerry UEM and your organization’s Entrust CA or OpenTrust CA

+ For BlackBerry Dynamics apps on Android devices, certificates stored in the device native keystore

+ For BlackBerry Dynamics apps, through an established BlackBerry Dynamics PKI connector connection

+ For BlackBerry Dynamics apps, using an app-based PKI solution such as Purebred.

If users manually upload certificates in UEM Self-Service, you can see the certificate on the user page in the
management console. You can also delete or replace the certificate. This feature is not supported in BlackBerry
UEM Cloud.

User credential profiles are supported on iOS and Android devices. App-based PKI solutions are supported for
BlackBerry Dynamics apps on iOS and Android devices. Manually uploading certificates is supported for iOS,
Android Enterprise, and Samsung Knox Workspace.

For more information about connecting BlackBerry UEM to your organization's PKI software, see
Integrating BlackBerry UEM with your organization's PKI software.

Alternatively, you can use SCEP profiles to enroll client certificates to devices. You can also upload certificates
directly to a user account. The type of profile you choose depends on how your organization uses the PKI
software, the types of devices your organization supports, and how you want to manage certificates.

Create a user credential profile to manually upload certificates
User credential profiles can allow you or users to manually upload a certificate to be sent to the user's devices.

On the menu bar, click Policies and Profiles.
Click Certificates > User credential.

Click +.
Type a name and description for the profile. Each certificate profile must have a unique name.
In the Certificate authority connection drop-down list, select Manually uploaded certificate.

If you are managing Android Enterprise devices and you want to prevent users from selecting the certificate to
use for other purposes, on the Android tab, select Hide certificate on Android Enterprise devices. This option
applies only to Android 9.0 and later devices.

7. Click Add.
After you finish:

car N

« If devices use client certificates to authenticate with a Wi-Fi network, VPN, or mail server, associate the user
credential profile with a Wi-Fi, VPN, or email profile.

+ Assign the profile to user accounts and user groups.

« Add a client certificate to a user credential profile or instruct users to use BlackBerry UEM Self-Service to

upload their own certificate.
Create a user credential profile to connect to your organization's PKI software

User credential profiles that connect to your organization's PKI software can enroll certificates for iOS and
Android devices. If the connection is to Entrust PKI software, the user credential profile can also enroll certificates
for BlackBerry Dynamics apps.
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Note: BlackBerry UEM doesn't support key history for certificates issued to BlackBerry Dynamics apps.
Before you begin:

+ Configure a connection to your organization's Entrust or OpenTrust software.

+ Contact your organization’s Entrust or OpenTrust administrator to confirm which PKI profile you should select.
BlackBerry UEM obtains a list of profiles from the PKI software.

+ Ask the Entrust or OpenTrust administrator for the profile values that you must provide. For example, the
values for device type (devicetype), Entrust IdentityGuard group (iggroup), and Entrust IdentityGuard username
(igusername).

+ If your organization’s OpenTrust system is configured to return Escrowed Keys only, the OpenTrust
administrator must verify that certificates are present for each user in the OpenTrust system. Assigning a
user credential profile to users in BlackBerry UEM does not automatically create certificates for users in
OpenTrust. In this scenario, a user credential profile can only distribute certificates to users who have an
existing certificate in the OpenTrust system.

On the menu bar, click Policies and Profiles.

Click Certificates > User credential.

Click +.
Type a name and description for the profile. Each certificate profile must have a unique name.

In the Certificate authority connection drop-down list, select the Entrust or OpenTrust connection that you
configured.

In the Profile drop-down list, click the appropriate profile.

. Specify the values for the profile.

8. If necessary, you can specify a SAN type and value for an Entrust client certificate.
3) In the SAN table, click +.

b) Inthe SAN type drop-down list, click the appropriate type.
c¢) Inthe SAN value field, type the SAN value.

If the SAN type is set to "RFC822 name," the value must be a valid email address. If it is set to "URI," the
value must be a valid URL that includes the protocol and FQDN or IP address. If it is set to "NT principal
name," the value must be a valid principal name. If it is set to "DNS name," the value must be a valid FQDN.

9. Specify the Renewal period for the certificate. The period can be between 1 and 120 days.
10.Click Add.

After you finish:

abr 0N

N o

« If devices use client certificates to authenticate with a Wi-Fi network, VPN, or mail server, associate the user
credential profile with a Wi-Fi, VPN, or email profile.

+ Assign the profile to user accounts and user groups. Android users are prompted to enter a password when
they receive the profile (the password is displayed on the screen).

Create a user credential profile to use Entrust smart credentials on devices
Entrust derived smart credentials are supported by the following apps:

+ BlackBerry Dynamics apps on iOS devices
+ BlackBerry Dynamics apps on Android devices other than Samsung Knox Workspace devices

+ Apps on Android Enterprise devices that use certificates for signing, encryption, and identity authentication,
such as BlackBerry Hub and supported web browsers

+  Apps on Samsung Knox Workspace devices that use certificates for signing, encryption, and identity
authentication, such as the Samsung native email client and supported web browsers

Note: BlackBerry UEM doesn't support key history for derived smart credentials.
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Before you begin:

+ Connect BlackBerry UEM to your organization’s Entrust IdentityGuard server to use smart credentials.
+ Create a CA certificate profile to send the Entrust CA certificate to devices and assign the profile to the same

users or groups that this user credential profile will be assigned to.
On the menu bar, click Policies and Profiles.
Click Certificates > User credential.

Click +.
Type a name and description for the profile. Each certificate profile must have a unique name.

In the Certificate authority connection drop-down list, select the Entrust smart credential connection that you
configured.

6. In the Certificate type drop-down list, specify whether the smart credential will be used for identity
authentication, signing, or encryption.

ok 0onN=

If you want to send smart credentials to apps for more than one purpose, create additional user credential
profiles.

7. If the smart credential will be sent to Samsung Knox Workspace devices or apps other than BlackBerry
Dynamics apps on Android Enterprise devices, click the Android tab and select Deliver to native key chain.
If this setting is not selected, the smart credential can be used only by BlackBerry Dynamics apps.

8. If the smart credential will be sent to BlackBerry Dynamics apps, click the BlackBerry Dynamics tab and
perform the following actions:

a) If you want to allow users to dismiss certificate enrollment and complete it later, select Allow optional
certificate enrollment. Optional certificate enroliment is supported for iOS and Android devices for the
following user credential profile types: Device (App) Based Provider, Entrust Smart Credential and Native
Keystore.

b) If you want the device to delete duplicate credentials, select Delete duplicate certificates. The device
deletes the credential that has the earliest start date.

c) If you want the device to delete expired credentials, select Delete expired certificates.

d) To allow all BlackBerry Dynamics apps to use the smart credentials, select Allow all apps to use
certificates.

e) To specify the BlackBerry Dynamics apps to use the smart credentials, select Allow specified apps to use
certificates and click + to specify the apps. You must include BlackBerry UEM Client in the list of apps.
9. Click Add.

After you finish:

+ Assign the profile to user accounts and user groups.

+ After a device receives the profile, users must log in to the Entrust IdentityGuard Self-Service Module to
activate their smart credential and use the BlackBerry UEM Client to scan the QR code presented by the Entrust
IdentityGuard Self-Service Module to add the smart credential to the device.

+  To remove an Entrust smart credential from a device, the user should deactivate the smart credential in the
BlackBerry UEM Client before you unassign the profile or remove the certificate.
Create a user credential profile to use certificates from the native keystore

You can configure the user credential profile to use certificates from the native keystore in the following
situations:

+ To allow BlackBerry Dynamics apps to use a certificate from the native keystore on Android devices

+ To allow BlackBerry Dynamics apps to use a certificate from the native keystore to access cryptographic
tokens from PKIl apps on iOS devices

| Sending certificates to devices and apps using profiles | 17



+ To allow the BlackBerry Access app to use a certificate from the native keystore on macOS or Windows 10
devices

You can allow the apps to use any certificate that had been added to the keystore or you can define restrictions
on which certificate the app can choose. For example, if you are using an app-based PKI solution such as
Purebred that adds certificates to the native keystore, you can force the app to select a certificate issued by your
Purebred PKI solution and require that the app use certificates with specified capabilities.

Note: "Native keystore" refers to the keystore on the device. All user credential profiles with Native keystore
connectors should be assigned to the user before they start discovering certificates. If a certificate meets the
requirements of more than one UCP the best match is chosen.

On the menu bar, click Policies and Profiles.

Click Certificates > User credential.

Click +.

Type a name and description for the profile. Each certificate profile must have a unique name.

In the Certificate authority connection drop-down list, select Native keystore.

In the Supported platforms section, select the device OS types that you want this profile to support.

In the Certificate enrollment section, select Allow optional certificate enrollment if you want to allow users to
dismiss certificate enrollment and complete it later.

This is for Android devices only.
8. To specify which certificate the BlackBerry Dynamics app will use, perform the following actions:

Noaps wbd-=

a) Beside Issuers, click + and type the issuer name.

BlackBerry Dynamics apps will only use a certificate if the specified issuer matches the OpenSSL short-
form OID in the certificate. You can copy this value from the issuer's certificate. Do not put spaces before or
after equal sign (=). For example:

CN=Ace_cert SM Mg, OU=Acne_Legal , O=Acne, C=Can
CN=Acne_cert SM Mg, OU=Acne_Legal , O=Acne
CN=Acnme_cert TLS
b) Inthe Key usage section, select the operations that the certificate supports.

BlackBerry Dynamics apps will only use certificates that have at least the specified key usage value set. For
example, an encryption certificate may have a key usage value of Key encipherment. An authentication
certificate may have a key usage value of Digital signature. A signing certificate may have a key usage
value of both Digital signature and Nonrepudiation.

c) Inthe Extended key usage section, select the functions that the certificate was issued for.

BlackBerry Dynamics apps will only use certificates if all selected extended key usage values are present in
the certificate. Certificates can have additional extended key usage values.

d) If the certificate was issued for purposes other than email, client authentication, or smart card login, select

Additional Object ID usage, click + and specify the OID for the key usage. For example, if the certificate will
be used for server authentication, it may have the OID 1.3.6.1.5.5.7.3.1

9. If you want the device to delete expired certificates, select Delete expired certificates.

Expired encryption certificates used for S/MIME should be retained on the device to allow users to read
messages that were encrypted before the certificate expired.

10.If you want the device to delete duplicate certificates, select Remove duplicate certificates. The device deletes
the certificate that has the earliest start date.

11.Click Add.
After you finish:

+ Allow BlackBerry Dynamics apps to use certificates.
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+ Assign the profile to user accounts and user groups.

Create a user credential profile to connect to your BlackBerry Dynamics PKI connector

1. Onthe menu bar, click Policies and Profiles.
Click Certificates > User credential.

Click +.
Type a name and description for the profile. Each certificate profile must have a unique name.

In the Certificate authority connection drop-down list, select the BlackBerry Dynamics PKI connection that you
configured.

If the user must provide a password to request a certificate, select Require user-entered password or OTP.

If you want to allow the device to automatically request a new certificate before the current certificate expires,
select Enable certificate renewal and specify the number of days prior to expiry that devices request a new
certificate.
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8. If you want the device to delete expired certificates, select Delete expired certificates.

9. If you want the device to delete duplicate certificates, select Remove duplicate certificates. The device deletes
the certificate that has the earliest start date.

10.Click Add.
After you finish:

+ Allow BlackBerry Dynamics apps to use certificates.
+ Assign the profile to user accounts and user groups.

+ If you update the PKI connector, click Refresh PKI capabilities to update the supported PKI features for the
profile.

Renew certificates that are enrolled through the BlackBerry Dynamics PKI connector

If you need to update user certificates for all BlackBerry Dynamics users, you can send a command to request
certificate renewal to all devices that are assigned the user credential profile.

1. On the menu bar, click Policies and Profiles.

2. Click Certificates > User credential.

3. Click the name of the profile that you want to change.

4

. Click Refresh PKI capabilities to ensure that BlackBerry UEM has the most recent details for the PKI
connector.

5. Click Renew to command all BlackBerry Dynamics enabled devices that are assigned the profile to request
certificate renewal.

Creating user credential profiles for app-based certificates

App-based PKI solutions such as Purebred include an app installed on a device that communicates with a CA to
enroll certificates and add them to the device. You can use an app-based PKI solution to provide certificates for
use by BlackBerry Dynamics apps.

To use an app-based PKI solution with iOS devices, you must add a connection between BlackBerry UEM and the
PKI provider. This task is not required to use an app-based PKI solution with only Android devices.

If the PKI app that retrieves certificates from the CA is not a BlackBerry Dynamics app, the BlackBerry UEM
Client communicates with the PKI app to get the certificates and provide them to BlackBerry Dynamics apps.

If you send more than one certificate to devices using this method, it is recommended that you set up multiple
user credential profiles with each profile using a different type of certificate. If you use a single profile instance
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for multiple certificates, there is no indication if any certificates are missing. For example, if a profile includes
separate encryption, signing, and authentication certificates and only the signing and authentication certificates
are imported, it appears on the device that the that the import was successful even though the encryption
certificate is missing. However, if you set up three separate user credential profiles and the encryption certificate
is missing, the issue is apparent.

Steps to use app-based certificates

Some of the steps required to use your organization's app-based PKI solution are necessary only if you use the
solution with iOS devices.

Action

To use an app-based PKI solution with iOS devices, in the BlackBerry Dynamics profile,
select Enable UEM Client to enroll in BlackBerry Dynamics and designate BlackBerry UEM
Client for App authentication delegation.

To use an app-based PKI solution with iOS devices, connect BlackBerry UEM to your
organization’s app-based PKI solution.

To use an app-based PKI solution with iOS devices, if the PKI app is not a BlackBerry
Dynamics app, configure the BlackBerry UEM Client to support app-based certificates.

Configure BlackBerry Dynamics apps to use app-based certificates.

Ensure that the PKI app (for example, Purebred) is installed on users' devices.

To use the app-based PKI solution with iOS devices, create a user credential profile to use
app-based certificates.

To use the app-based PKI solution with Android devices, create a user credential profile to
use certificates from the native keystore.

-
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Configure the BlackBerry UEM Client to support app-based certificates

This task is required only if you use your organization's app-based PKI solution with iOS devices and the PKI app
is not a BlackBerry Dynamics app.

1. In the BlackBerry UEM management console, on the menu bar click Apps.
2. In the app list, select BlackBerry UEM Client.

3. Inthe App configuration section, click +.
4. In the App name field, type a name for the app.
5. In the UTI schemes field, specify the UTI schemes for your organization's app-based PKI solution. For

example, if you are using the Purebred app use the following schemes: pur ebr ed. sel ect . al | - user,
pur ebred. sel ect.no-filter,purebred. zi p.all -user,purebred. zip. no-filter.

6. Click Save.

7. Assign the BlackBerry UEM Client with the app configuration that you created to the users and devices you
want to use the app-based PKI solution.
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Configure BlackBerry Dynamics apps to use app-based certificates

BlackBerry Dynamics apps automatically select which certificate to use for S/MIME and for authentication
over TLS connections based on the key usage and extended key usage properties in the certificates. If two or
more certificates have same set of properties, apps may not be able to resolve which certificate to use for TLS
authentication. You can help apps determine which certificate to use by following the steps below.

1. In the BlackBerry UEM management console, on the menu bar, click Apps.

2. Inthe app list, select the app (for example, BlackBerry Work or BlackBerry Access).

3. Select the Allow BlackBerry Dynamics apps to use user certificates and user credential profiles option.

4

. If you are configuring BlackBerry Work, in the App configuration section, click + and perform one of the
following tasks:

Task Steps

Configure BlackBerry a. On the Configuration Settings tab, select Clients must have individual login
Work when your certificates (SSL) uploaded in the GC.

organization is b. To enable automatic discovery of the Microsoft Exchange server that the
using BEMS users are on, select Use BEMS to perform Autodiscover of the EAS/EWS

endpoint for the user.

c. On the Exchange Settings tab, in the User Credential Profile Name field, type
the name of the user credential profile.

Configure BlackBerry a. Select the Exchange Settings tab.

Work when your b. If your server uses the domain nameluser login format, in the Default
organization is not Domain field, specify the default Windows NT Domain that BlackBerry
using BEMS Work connects to when users log in.

c. Inthe Active Sync Server field, specify the default Exchange
ActiveSync server that BlackBerry Work connects to when users log in
to BlackBerry Work (for example, cas.mydomain.com).

d. In the Auto Discover URL field, specify the auto discover URL if known.
This speeds up the autodiscover setup process (for example, https://
autodiscover.mydomain.com).

e. In the Auto Discover Connection Timeout in Seconds (iOS only) field, specify
the autodiscover connection timeout in seconds.

f. In the User Credential Profile Name field, type the name of the user
credential profile.

5. Click Save.

Create a user credential profile to use app-based certificates on i0S devices

On the menu bar, click Policies and Profiles.
Click Certificates > User credential.

Click =+
Type a name and description for the profile. Each certificate profile must have a unique name.

In the Certificate authority connection drop-down list, select the name of the app you specified when you
connected BlackBerry UEM to your PKI solution. If you are using Purebred, select the BlackBerry UEM Client

6. To specify which certificate the BlackBerry Dynamics app will use, perform the following actions:
a) In the Key usage section, select the operations that the certificate supports.

gk ON=
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BlackBerry Dynamics apps will only use certificates that have at least the specified key usage value set. For
example, an encryption certificate may have a key usage value of Key encipherment. An authentication
certificate may have a key usage value of Digital signature. A signing certificate may have a key usage
value of both Digital signature and Nonrepudiation.

b) In the Extended key usage section, select the functions that the certificate was issued for.
BlackBerry Dynamics apps will only use certificates if all selected extended key usage values are present in
the certificate. Certificates can have additional extended key usage values.

c) If the certificate was issued for purposes other than email, client authentication, or smart card login, select
Additional Object ID usage, click +and specify the OID for the key usage. For example, if the certificate will
be used for server authentication, it may have the OID 1.3.6.1.5.5.7.3.1

d) Beside Issuers, click + and type the issuer name.

BlackBerry Dynamics apps will only use a certificate if the specified issuer matches the OpenSSL short-
form OID in the certificate. You can copy this value from the issuer's certificate. Do not put spaces before or
after the equal sign (=). For example:

CN=Acne_cert SM Mg, OU=Acne_Legal , O=Acne, C=Can
CN=Ace_cert SM Mg, OU=Acne_Legal , O=Acne
CN=Acne_cert TLS

7. If you want the device to delete expired certificates, select Delete expired certificates.

Expired encryption certificates used for S/MIME should be retained on the device to allow users to read
messages that were encrypted before the certificate expired.

8. If you want the device to delete duplicate certificates, select Remove duplicate certificates. The device deletes
the certificate that has the earliest start date.

9. Click Add.
After you finish:

+ Allow BlackBerry Dynamics apps to use certificates.
+ Assign the profile to user accounts and user groups.

Sending client certificates to devices and apps using SCEP

You can use SCEP profiles to specify how devices and BlackBerry Dynamics apps obtain client certificates from
your organization's CA through a SCEP service. SCEP is an IETF protocol that simplifies the process of enrolling
client certificates to a large number of devices or apps without any administrator input or approval required

to issue each certificate. Devices and BlackBerry Dynamics apps can use SCEP to request and obtain client
certificates from a SCEP-compliant CA that is used by your organization.

The CA that you use must support challenge passwords. The CA uses challenge passwords to verify that the
device or app is authorized to submit a certificate request.

To use SCEP in a BlackBerry UEM Cloud environment, you must install the most recent version of the BlackBerry
Connectivity Node to allow BlackBerry UEM Cloud to access your company directory.

If your organization uses an Entrust CA or OpenTrust CA, SCEP profiles are not supported for Windows 10
devices.

Create a SCEP profile

The required profile settings depend on the SCEP service configuration in your organization's environment and
vary depending on whether the certificate is used by a BlackBerry Dynamics app or by a specified device type.
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You can use a variable in any text field to reference a value instead of specifying the actual value.

Note: If you want to use a SCEP profile to distribute OpenTrust client certificates to devices, you must apply a
hotfix to your OpenTrust software. For more information, contact your OpenTrust support representative and
reference support case SUPPORT-798.

1. Onthe menu bar, click Policies and Profiles.

Click Certificates > SCEP.

Click +.
Type a name and description for the profile. Each certificate profile must have a unique name.
In the Certificate authority connection drop-down list, perform one of the following actions:
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To use an Entrust connection that you configured, click the appropriate connection. In the Profile drop-
down list, click a profile. Specify the values for the profile.

To use an OpenTrust connection that you configured, click the appropriate connection. In the Profile drop-
down list, click a profile. Specify the values for the profile. Note that the following settings in the SCEP
profile do not apply to OpenTrust client certificates: Key usage, Extended key usage, Subject, and SAN.

To use another CA, click Generic. In the SCEP challenge type drop-down list, select Static or Dynamic and
specify the required settings for the challenge type.

Note: For Windows devices, only static passwords are supported.

6. In the URL field, type the URL for the SCEP service. The URL should include the protocol, FQDN, port number,
and SCEP path.

7. Inthe Instance name field, type the instance name for the CA.
. Optionally, clear the check box for any device type that you do not want to configure the profile for.
9. Perform the following actions:

a) Click the tab for a device type.

b) Configure the appropriate values for each profile setting to match the SCEP service configuration in your
organization's environment.

10.Repeat step 8 for each device type in your organization.
11.Click Add.

After you finish: If devices use the client certificate to authenticate with a work Wi-Fi network, work VPN, or work
mail server, associate the SCEP profile with a Wi-Fi, VPN, or email profile.

(o]

SCEP profile settings

SCEP profiles are supported on the following device types:
i0S
macOS

Android
Windows 10
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Common: SCEP profile settings

Common: SCEP profile

setting Description

Certificate authority This setting specifies whether the CA is Entrust, OpenTrust, or another CA. If you

connection configured one or more connections to your organization’s Entrust software or
OpenTrust software, you can select one of the connections in the drop-down list.
Select Generic if you are using any other CA.

If you select an Entrust or OpenTrust connection, you must then select the
appropriate PKI profile and specify the necessary values. The available profiles
vary based on what the Entrust or OpenTrust administrator has configured in the
PKI software.

The default value is Generic.

URL This setting specifies the URL of the SCEP service. The URL should include the
protocol, FQDN, port number, and SCEP path (CGI path that is defined in the
SCEP specification). You must set a value for this setting to activate a device
successfully.

SCEP HTTPS URLs are supported by iOS devices.

Instance name This setting specifies the name of the CA instance.

The value can be any string that is understood by the SCEP service. For example, it
could be a domain name like example.org. If a CA has multiple CA certificates, this
field can be used to distinguish which one is required.

Verify SCEP server This setting specifies whether BlackBerry UEM verifies that the root CA of the

connection trust chain SCEP server is stored in the BlackBerry UEM certificate store to allow BlackBerry
UEM to trust the SCEP server when testing connections, retrieving challenge
passwords, and acting as a proxy for SCEP requests from devices.

SCEP challenge type This setting specifies whether the SCEP challenge password is dynamically
generated or provided as a static password. If this setting is set to "Static," every
device uses the same challenge password. If this setting is set to "Dynamic," every
device receives a unique challenge password.

Possible values:

+ Static
+  Dynamic

The default value is Dynamic.
For Windows devices, only "Static" passwords are supported.
Challenge password This setting specifies the URL that devices use to obtain a dynamically generated

generation URL challenge password from the SCEP service. The URL should include the protocol,
domain, port, and SCEP path (CGI path that is defined in the SCEP specification).

This setting is valid only if the "SCEP challenge type" setting is set to "Dynamic."
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Common: SCEP profile

setting Description

Authentication type This setting specifies the authentication type devices use to connect to the SCEP
service and obtain a challenge password.

This setting is valid only if the "SCEP challenge type" setting is set to "Dynamic."
Possible values:

Basic
NTLM

The default value is Basic.
Domain This setting specifies the domain used for NTLM authentication when devices
connect to the SCEP service to obtain a challenge password.
This setting is valid only if the "Authentication type" setting is set to "NTLM."
Username This setting specifies the username required to obtain a challenge password from
the SCEP service.
This setting is valid only if the "SCEP challenge type" setting is set to "Dynamic."
Password This setting specifies the password required to obtain the challenge password
from the SCEP service.
This setting is valid only if the "SCEP challenge type" setting is set to "Dynamic."
Challenge password This setting specifies the challenge password that a device uses for certificate
enrollment.

This setting is valid only if the "SCEP challenge type" setting is set to "Static."

i0S: SCEP profile settings

iOS: SCEP profile setting Description

Use BlackBerry UEM as a  This setting specifies whether all SCEP requests from devices are sent through
proxy for SCEP requests  BlackBerry UEM. If the CA is behind your firewall, this setting allows you to enroll
client certificates to devices without exposing the CA outside of the firewall.

Use BlackBerry This setting specifies whether SCEP requests should be routed through the
Connectivity Node for CA  BlackBerry Connectivity Node. This setting displays only in BlackBerry UEM Cloud.
connectivity

Subject This setting specifies the subject for the certificate, if required for your
organization's SCEP configuration. Type the subject in the format "/
CN=<common_name>/0=<domain_name>" If the profile is for multiple users, you
can use a variable, for example: %UserDistinguishedName%.
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iOS: SCEP profile setting Description

Retries This setting specifies how many times to retry connecting to the SCEP service if
the connection attempt fails.

The possible values are from 1 to 999.
The default value is "3."
Retry delay This setting specifies the time in seconds to wait before retrying to connect to the
SCEP service.
The possible values are from 1 to 999.

The default value is "10" seconds.

Key size This setting specifies the key size for the certificate.
Possible values:

1024
2048
4096

The default value is 1024.

Fingerprint This setting specifies the fingerprint for enrolling a SCEP certificate. If your CA
uses HTTP instead of HTTPS, devices use the fingerprint to confirm the identity of
the CA during the enrollment process. The fingerprint can't contain spaces.

SAN type This setting specifies the subject alternative name type for the certificate, if it is
required.

Possible values:

None

RFC822 name

DNS name

Uniform Resource Identifier

The default value is "None."

SAN value This setting specifies the alternative representation of the certificate subject.
The value must be an email address, the DNS name of the CA server, or the fully
qualified URL of the server.

The "SAN type" setting determines the appropriate value to specify. If set to
"RFC822 name," the value must be a valid email address. If set to "URI," the value
must be a valid URL that includes the protocol and FQDN or IP address. If set

to "NT principal name," the value must be a valid principal name. If set to "DNS
name," the value must be a valid FQDN.

NT principal name This setting specifies the NT principal name for certificate generation.

This setting is valid only if the "SAN type" setting is set to something other than
"None."
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iOS: SCEP profile setting

Description

Profile expiration

Specify the number of days after a certificate is issued that the device requests a
new certificate from the CA.

The value should be less than the certificate validity period defined by the CA. The
maximum value is 1825 days.

macO0S: SCEP profile settings

macOS applies profiles to user accounts or devices. You can configure SCEP profiles to apply to one or the other.

macOS: SCEP profile
setting

Description

Use BlackBerry UEM as a
proxy for SCEP requests

Use BlackBerry
Connectivity Node for CA
connectivity

Apply profile to

Subject

Retries

Retry delay

This setting specifies whether all SCEP requests from devices are sent through
BlackBerry UEM. If the CA is behind your firewall, this setting allows you to enroll
client certificates to devices without exposing the CA outside of the firewall.

This setting specifies whether SCEP requests should be routed through the
BlackBerry Connectivity Node. This setting displays only in BlackBerry UEM Cloud.

This setting specifies whether the SCEP profile is applied to the user account or
the device.

Possible values:

User
Device

This setting specifies the subject for the certificate, if required for your
organization's SCEP configuration. Type the subject in the format "/
CN=<common_name>/0=<domain_name>" If the profile is for multiple users, you
can use a variable, for example: %UserDistinguishedName%.

This setting specifies how many times to retry connecting to the SCEP service if
the connection attempt fails.

The possible values are from 1 to 999.

The default value is "3."

This setting specifies the time in seconds to wait before retrying to connect to the
SCEP service.

The possible values are from 1 to 999.

The default value is "10" seconds.
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macOS: SCEP profile .
. Description

setting

Key size This setting specifies the key size for the certificate.
Possible values:

1024
2048
The default value is "1024."

Fingerprint This setting specifies the fingerprint for enrolling a SCEP certificate. If your CA
uses HTTP instead of HTTPS, devices use the fingerprint to confirm the identity of
the CA during the enrollment process. The fingerprint can't contain spaces.

SAN type This setting specifies the subject alternative name type for the certificate, if it is
required.

Possible values:

None

RFC822 name

DNS name

Uniform Resource Identifier
The default value is "None."

SAN value This setting specifies the alternative representation of the certificate subject.
The value must be an email address, the DNS name of the CA server, or the fully
qualified URL of the server.

The "SAN type" setting determines the appropriate value to specify. If set to
"RFC822 name," the value must be a valid email address. If set to "URI," the value
must be a valid URL that includes the protocol and FQDN or IP address. If set

to "NT principal name," the value must be a valid principal name. If set to "DNS
name," the value must be a valid FQDN.

NT principal name This setting specifies the NT principal name for certificate generation.

This setting is valid only if the "SAN type" setting is set to something other than
"None."

Android: SCEP profile settings

To see an example of a SCEP profile for Android devices, visit support.blackberry.com/community to read article
38248.

Android: SCEP profile

setting Description

Use BlackBerry UEM as a  This setting specifies whether all SCEP requests from devices are sent through
proxy for SCEP requests  BlackBerry UEM. If the CA is behind your firewall, this setting allows you to enroll
client certificates to devices without exposing the CA outside of the firewall.
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Android: SCEP profile
setting

Description

Hide certificate on
Android Enterprise
devices

Use BlackBerry
Connectivity Node for CA
connectivity

Encryption algorithm

Hash function

Certificate thumbprint

Automatic renewal

This setting specifies whether the certificate is visible to users on Android 9.0
and later Android Enterprise. If the certificate is hidden, users can't select the
certificate to use it for additional purposes.

This setting specifies whether SCEP requests should be routed through the
BlackBerry Connectivity Node. This setting displays only in BlackBerry UEM Cloud.

This setting specifies the encryption algorithm that Android devices use for the
certificate enrollment request.

Possible values:

None

Triple DES
AES (128-bit)
AES (196-bit)
AES (256-bit)

The default value is "Triple DES."

This setting specifies the hash function that Android devices use for the certificate
enrollment request.

Possible values:

None
SHA-1
SHA-224
SHA-256
SHA-384
SHA-512

The default value is "SHA-1."
This setting specifies the hexadecimal-encoded hash of the root certificate for
the CA. You can use the following algorithms to specify the thumbprint: SHA-1,

SHA-224, SHA-256, SHA-384, and SHA-512. You must set a value for this setting to
activate Android Enterprise or Samsung Knox devices.

This setting specifies how many days before a certificate expires that automatic
certificate renewal occurs.
The possible values are 1 to 365.

The default value is "30."

Android Enterprise / Samsung KNOX
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Android: SCEP profile

setting Description

Subject This setting specifies the subject for the certificate, if required for your
organization's SCEP configuration. Type the subject in the format "/
CN=<common_name>/0=<domain_name>" If the profile is for multiple users, you
can use a variable, for example: %UserDistinguishedName%.

SAN type This setting specifies the subject alternative name type for the certificate, if it is
required.

Possible values:

+ RFC 822 name
+ Uniform resource identifier
* NT principal name

DNS name

The default value is "RFC 822 nhame."

SAN value This setting specifies the subject alternative representation of the certificate
subject. The value must be an email address, the DNS name of the CA server, the
fully qualified URL of the server, or principal name.

The "SAN type" setting determines the appropriate value to specify. If set to
"RFC822 name," the value must be a valid email address. If set to "URI," the value
must be a valid URL that includes the protocol and FQDN or IP address. If set

to "NT principal name," the value must be a valid principal name. If set to "DNS
name," the value must be a valid FQDN.

Key algorithm This setting specifies the algorithm that Android Enterprise and Samsung Knox
devices use to generate the client key pair. You must select an algorithm that is
supported by your CA.

Possible values:

None
+ RSA
« ECC

The default value is "RSA."

RSA strength This setting specifies the RSA strength that Android Enterprise and Samsung Knox
devices use to generate the client key pair. You must enter a key strength that is
supported by your CA.

This setting is valid only if the "Key algorithm" setting is set to "RSA.".
Possible values:

+ 1024
+ 2048
+ 4096
+ 8192
+ 16384

The default value is "1024."
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Android: SCEP profile

setting Description
Key usage This setting specifies the cryptographic operations that can be performed using
the public key that is contained in the certificate.
Possible selections:
+ Digital signature
+ Non-repudiation
+  Key encipherment
« Data encipherment
+ Key agreement
+ Key certificate signing
+ CRL signing
+ Encipher only
+ Decipher only
The default selections are "Digital signature,” "Key encipherment," and "Key
agreement."
Extended key usage This setting specifies the purpose of the key that is contained in the certificate.

Possible selections:

« Server authentication

+ Client authentication

+ Code signing

+ Email protection

+ Time stamping

+ OCSP signing

+ Secure shell client
Secure shell server

The default selection is "Client authentication."

Windows 10: SCEP profile settings

Windows 10: SCEP

profile setting T

User certificate store This setting specifies whether the certificate is stored in the user certificates
location on the device.

Subject This setting specifies the subject for the certificate, if required for your
organization's SCEP configuration. Type the subject in the format "/
CN=<common_name>/0=<domain_name>" If the profile is for multiple users, you
can use a variable, for example: %UserDistinguishedName%.
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Windows 10: SCEP

profile setting Description
SAN type This setting specifies the subject alternative name type for the certificate, if it is
required.

Possible values:

*+ None
+ RFC 822 name
« DNS name

Uniform resource identifier
The default value is "None."
SAN value This setting specifies the alternative representation of the certificate subject.

The value must be an email address, the DNS name of the CA server, or the fully
qualified URL of the server.

The appropriate value for this setting depends on the value selected for the "SAN
type" setting.

Retries This setting specifies how many times to retry connecting to the SCEP service if
the connection attempt fails.
The possible values are 1 to 999.
The default value is "3."

Retry delay This setting specifies the time in seconds to wait before retrying to connect to the
SCEP service.
The possible values are 1 to 999.

The default value is "10" seconds.

Key size This setting specifies the key size for the certificate.

Possible values:

1024
+ 2048
+ 4096
+ 8192
+ 16384

The default value is "1024."
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Windows 10: SCEP
profile setting

Description

Key usage

Extended key usage

SCEP key storage

Hash function

This setting specifies the cryptographic operations that can be performed using
the public key that is contained in the certificate.

Digital signature
Non-repudiation

Key encipherment
Data encipherment
Key agreement

Key certificate signing
CRL signing

Encipher only

The default selections are "Key certificate signing" and "Encipher only."

This setting specifies the purpose of the key that is contained in the certificate.

Server authentication
Client authentication
Code signing

Email protection
Time stamping
OCSP signing

Secure shell client
Secure shell server

The default selection is "Client authentication."

This setting specifies the storage location for the private key.
Possible values:
TPM

TPM if supported
KSP

The default value is "KSP."

This setting specifies the hash function that a Windows 10 device uses for the
certificate enrollment request.

Possible values:

SHA-1

SHA-224
SHA-256
SHA-384
SHA-512

The default value is "SHA-1."
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Windows 10: SCEP

profile setting Description

Certificate thumbprint This setting specifies the hexadecimal-encoded hash of the root certificate for
the CA. You can use the following algorithms to specify the thumbprint: SHA-1,
SHA-224, SHA-256, SHA-384, and SHA-512.

Automatic renewal This setting specifies how many days before a certificate expires that automatic
certificate renewal occurs.
The possible values are 1 to 365.

The default value is "30."

BlackBerry Dynamics: SCEP profile settings

These settings apply to SCEP certificates used with BlackBerry Dynamics apps on iOS and Android devices.

BlackBerry Dynamics: —
SCEP profile setting pEsELRtion
Subject This setting specifies the subject for the certificate, if required for your

organization's SCEP configuration. Type the subject in the format "/
CN=<common_name>,0=<domain_name>" If the profile is for multiple users, you
can use a variable, for example: %UserDistinguishedName%.

SAN type This setting specifies the subject alternative name type for the certificate, if it is
required.

Possible values:

+ RFC 822 name
+ Uniform resource identifier
* NT principal name

DNS name

The default value is "RFC 822 nhame."

SAN value This setting specifies the subject alternative representation of the certificate
subject. The value must be an email address, the DNS name of the CA server, the
fully qualified URL of the server, or principal name.

The "SAN type" setting determines the appropriate value to specify. If set to
"RFC822 name," the value must be a valid email address. If set to "URI," the value
must be a valid URL that includes the protocol and FQDN or IP address. If set

to "NT principal name," the value must be a valid principal name. If set to "DNS
name," the value must be a valid FQDN.

Key algorithm This setting specifies the algorithm used to generate the client key pair. You must
select an algorithm that is supported by your CA.

Possible values: RSA
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BlackBerry Dynamics:

SCEP profile setting D)

RSA strength This setting specifies the RSA strength used to generate the client key pair. You
must enter a key strength that is supported by your CA.

This setting is valid only if the "Key algorithm" setting is set to "RSA.".
Possible values:

2048
4096

The default value is "2048."

Encryption algorithm This setting specifies the encryption algorithm used for the certificate enroliment
request.
Possible values:

Triple DES

AES (128-bit)
AES (196-bit)
AES (256-bit)

The default value is "Triple DES."

Hash function This setting specifies the hash function used for the certificate enrollment
request.
Possible values:

SHA-256
SHA-384
SHA-512

The default value is "SHA-256."
Certificate thumbprint This setting specifies the hexadecimal-encoded hash of the root certificate for the
CA. You can use one of the following algorithms to specify the thumbprint: SHA-1,

SHA-224, SHA-256, SHA-384, and SHA-512. MD5 is supported only if "Enable FIPS"
is not selected in the BlackBerry Dynamics profile.

Automatic renewal This setting specifies how many days before a certificate expires that automatic
certificate renewal occurs.
The possible values are 1 to 365.

The default value is "30."
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BlackBerry Dynamics:

SCEP profile setting

Description

Key usage

Extended key usage

App restrictions

Apps allowed to use
SCEP

Delete expired
certificates

This setting specifies the cryptographic operations that can be performed using
the public key that is contained in the certificate.

Possible selections:

+ Digital signature

+ Non-repudiation

+  Key encipherment
Data encipherment

+ Key agreement

+ Key certificate signing

+ CRL signing

+ Encipher only

+ Decipher only

The default selections are "Digital signature,
agreement."

Key encipherment,” and "Key

This setting specifies the purpose of the key that is contained in the certificate.
Possible selections:

« Server authentication

+ Client authentication

+ Code signing

+ Email protection

+ Time stamping

+ OCSP signing

+ Secure shell client
Secure shell server

The default selection is "Client authentication."

This setting specifies which BlackBerry Dynamics apps can use the certificate.
Possible values:

Allow all apps to use certificates
« Allow specified apps to use certificates

The default selection is "Allow all apps to use certificates."

This setting specifies the BlackBerry Dynamics apps that are allowed to use SCEP
certificates.

This setting is valid only if the "App restrictions" setting is set to "Allow specified
apps to use certificates."

This setting specifies whether the device deletes expired certificates.
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BlackBerry Dynamics: Description

SCEP profile setting P

Remove duplicate This setting specifies whether the device deletes duplicate certificates. The device
certificates deletes the certificate that has the earliest start date.

Sending the same client certificate to multiple devices

You can use shared certificate profiles to send client certificates to i0S, macOS, and Android devices.

Shared certificate profiles send the same key pair to every user who is assigned the profile. You should use
shared certificate profiles only if you want to allow more than one user to share a client certificate.

macOS applies profiles to user accounts or devices. You can configure a shared certificate profile to apply to one
or the other.

Create a shared certificate profile

Before you begin: You must obtain the client certificate file that you want to send to devices. The certificate file
must have a .pfx or .p12 file name extension.

1. On the menu bar, click Policies and Profiles.

2. Click Certificates > Shared certificate.

3. Click+.

4. Type a name and description for the profile. Each certificate profile must have a uniqgue name. Some names
(for example, ca_1) are reserved.

In the Password field, type a password for the shared certificate profile.

6. In the Certificate file field, click Browse to locate the certificate file.

7. If you are managing Android Enterprise devices and you want to prevent users from selecting the certificate to
use for other purposes, on the Android tab, select Hide certificate on Android Enterprise devices. This option
applies only to Android 9.0 and later.

8. If you are managing macOS devices, on the macOS tab, in the Apply profile to drop-down list,
select User or Device.

9. Click Add.

o,

Specify the certificate used by an app

For Android devices, you can use a certificate mapping profile to specify the client certificates that apps use. The
certificate mapping profile is not supported for BlackBerry Dynamics apps.

Certificate mapping profiles allow you to specify the certificates that Android apps use. You can require an app
to use a certificate sent to the device by a SCEP, user credential, or shared certificate profile. You can use a
certificate with one or more specified apps or all managed apps. You can also specify whether an app uses a
certificate any time that one is required, or only for connections to a specific URI.

Multiple certificate mappings can be specified in a single profile. Only one certificate mapping profile can be
assigned to a user.
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Create a certificate mapping profile

Before you begin: Create any SCEP, user credential, or shared certificate profiles required to send certificates to
devices and assign the profiles to users or groups.

1. Onthe menu bar, click Policies and Profiles.

Click Certificates > Certificate mapping.

Click +.

Type a name and description for the profile. Each certificate profile must have a unique name.
In the mapping table, click +.

Under Destination URI, select one of the following options:

o gk~ WD

+ Select None if the app won't use the certificate to authenticate a connection with a resource.

+ Select Any if the app can use the certificate to authenticate a connection with any resource.

+ Select Specified host:port and type the host and port if the app can use the certificate to authenticate with
a specific resource.

7. Under App certificate, perform one of the following actions:

+ To specify that the app must use a certificate sent to the device by another profile, select Selected
certificate and select the profile name from the drop-down list.

+ To specify that the app must use a certificate sent to the device by a third-party source, select Certificate
alias and type the alias for the certificate. If you do not know the alias, consult the documentation or
administrator for the certificate provider.

+ To specify that the app must use a certificate sent to the device by another profile, select Selected
certificate and select the profile name from the drop-down list.

8. Under Allowed apps for destination URI, perform one of the following actions:

+ To allow any managed app to request the specified certificate, select Any apps in workspace.

To allow only specified apps to request the certificate, select Specified apps and click +to specify one or

more apps.
9. If necessary, repeat steps 5 to 8 to add to additional mappings to the profile.
10.Click Add.

After you finish:

+ Assign the profile to user accounts and user groups.
+ If necessary, rank profiles.
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Managing client certificates for user accounts

You can add client certificates directly to individual user accounts or to a user credential profile assigned to the
user account. Adding certificates directly to a user account is supported for BlackBerry Dynamics enabled devices
or other managed iOS and Android devices. Uploading certificates to user credential profiles is supported for i0OS
devices and Android Enterprise devices.

To allow users to upload certificates that they can use to connect to your work Wi-Fi network, work VPN, and work
mail server, use a user credential profile, which can be associated with a Wi-Fi, VPN, or email profile

If you have an on-premises environment and you upload certificates for BlackBerry Dynamics apps to user
accounts, you should configure a time to live for user certificates. When the time to live ends, the certificates are
deleted from the server.

Add a client certificate to a user account

You can add a client certificate to an individual user account and send the certificate to BlackBerry
Dynamics enabled devices or other managed iOS and Android devices.

Add client certificates to user accounts when users devices need certificates for S/MIME or client authentication
and the certificate can't be sent to devices via a user credential profile or SCEP profile.

The client certificate must have a .pfx or .p12 file name extension. You can send more than one client certificate
to devices.

You can also use user credential profiles to upload certificates for individual users. User credential profiles can be
associated with a Wi-Fi, VPN, or email profile.

On the menu bar, click Users > Managed devices.

Search for a user account.

In the search results, click the name of a user account.

In the IT policy and profiles section, click +.

Click User certificate.

Type a description for the certificate.

In the Apply certificate to section, select one of the following:

Noa pwbd-=

+ Other managed devices: Choose this option to send the certificate to iOS and Android devices for all
supported uses other than for BlackBerry Dynamics apps.
+ BlackBerry Dynamics enabled devices: Choose this option to send the certificate to devices to use
with BlackBerry Dynamics apps.
8. In the Certificate file field, click Browse to locate the certificate file.
9. If you selected Other managed devices, in the Password field, type a password for the certificate.
For iOS devices, a password is required. For Android devices, you do not have to provide a password
in BlackBerry UEM if the device is running the latest version of BlackBerry UEM Client. If you don't set a
password, the user must enter the device password.

10.Click Add.
The certificate is listed in the User certificates table on the user summary page.

After you finish:

For BlackBerry Dynamics enabled devices, configure the length of time uploaded certificates remain on
the BlackBerry UEM server before they are automatically deleted from the server. The default setting is 24
hours.
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Change a client certificate for a user account

1. Onthe menu bar, click Users > Managed devices.

2. Search for a user account.

3. Inthe search results, click the name of a user account.

4. In the IT policy and profiles section, click the user certificate that you want to change.
5. Click 7.

6. Make the necessary changes. You can't change which devices the certificate applies to.
7. Click Save.

After you finish: If you change a BlackBerry Dynamics user certificate that you or a user has removed from a
device, the certificate is resent to the device.

Renew or remove a BlackBerry Dynamics certificate for a user
account

You can send a command to a user's device to request certificate renewal from the CA. You can also remove

a BlackBerry Dynamics certificate from a user's device. If you remove a certificate, the BlackBerry Dynamics PKI
connector sends a notification to the CA that the certificate is no longer in use, but the certificate is not
automatically revoked.

1. Onthe menu bar, click Users > Managed devices.

2. Search for a user account.

3. In the search results, click the name of a user account.

4. In the User certificates section, perform one of the following actions:

Click 0 to request certificate renewal from the CA.
*  Click X to remove the certificate from the user's devices.

Note: To remove an Entrust smart credential from a device, the user must also deactivate the smart credential
in the BlackBerry UEM Client.

Add a client certificate to a user credential profile

You can upload certificates for individual users to a user credential profile. Users can also upload their certificate
to the user credential profile using BlackBerry UEM Self-Service. Uploading certificates to user credential profiles
is supported for iOS devices and for Android Enterprise devices.

The client certificate must have a .pfx or .p12 file name extension. If you or a user uploads a new certificate to the
user credential profile, it replaces the existing certificate on the users devices.

Before you begin:

+ Create a user credential profile to manually upload certificates.
+ Assign the user credential profile to users.

1. On the menu bar, click Users > Managed devices.
2. Search for a user account.
3. Inthe search results, click the name of a user account.
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4. In the IT policy and profiles section, beside the user credential profile, click Add a certificate.
. Click Browse to locate the certificate file.

6. Type the password for the certificate. For iOS devices, the password is required. For Android devices, you do
not have to provide the password in BlackBerry UEM if the device is running the latest version of BlackBerry
UEM Client. If you don't specify the password, the user must enter the device password.

7. Click Add.

al

Change a client certificate for a user credential profile

You can change the certificate that you or a user has added to a user credential profile. The new certificate
replaces the existing certificate on the device.

On the menu bar, click Users > Managed devices.

Search for a user account.

In the search results, click the name of a user account.

In the IT policy and profiles section, in the row for the user credential profile, click Update.

Click Browse to locate the certificate file.

Type a password for the certificate. For iOS devices, a password is required. For Android devices, you do not
have to provide the password in BlackBerry UEM if the device is running the latest version of BlackBerry UEM
Client. If you don't specify the password, the user must enter the device password.

7. Click Save.

S o

Configure a time to live for client certificates

If you upload certificates to individual user accounts for BlackBerry Dynamics apps, you should configure a time
to live for client certificates. When the time to live ends, the certificates are deleted from the server. This prevents
a client certificate from remaining on the server for a long time after it has been pushed to the device. The default
time to live is 24 hours.

This feature is not supported in BlackBerry UEM Cloud.

1. On the menu bar, click Settings > General settings > Certificates.
2. Specify the time to live for PKCS#12 certificates on the server.

After you finish: If you have not already done so, add client certificates to user accounts.
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