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Managing iOS and iPadOS devices

BlackBerry UEM provides precise management of how iOS and iPadOS devices connect to your network, what
device capabilities are enabled, and what apps are available. Whether devices are owned by your organization or
your users, you can provide mobile access to your organization's information while protecting it from anyone who
should not have access.

Apple introduced iPadOS as a distinct operating system from starting with iPadOS version 13. Due to the
extensive similarities between i0S and iPadOS, almost all BlackBerry UEM features and documentation that apply
10 i0S also apply to iPadOS.

This guide describes the options you have to manage iOS and iPadOS devices and helps you find the details you
need to take advantage of all available features.

Managing other Apple devices

You can also activate and manage macOS and Apple TV devices in BlackBerry UEM. Apple TV is a digital media
player that can receive data and stream it to a television over an HDMI cable.

BlackBerry UEM supports Apple TV versions that are second generation or later. For more information on
supported macOS versions, see the Compatibility Matrixes. To manage Apple TV devices, follow the instructions
and use the profile settings for i0Sdevices. The following BlackBerry UEM features are supported for Apple TV:

Device activation using BlackBerry UEM Self-Service
MDM controls activation type

Wi-Fiand certificate profiles

App lock mode profiles

Device commands

To prevent users from activating Apple TV devices, set the device model restriction in the activation profile to not
allow any Apple TV devices. For more information on activating macOS and Apple TV devices, see the Device
activation content.
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https://docs.blackberry.com/en/endpoint-management/compatibility-matrix
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/device-activation/activating_devices.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/device-activation/activating_devices.html

What you can control on iOS devices

BlackBerry UEM provides all of the tools you need to control the features that iOS and iPadOS devices allow you
to manage. It also includes features that allow you to give device users secure access to work resources without
fully managing the device.

Control level Description

Unmanaged and partially ~ You can activate a device on BlackBerry UEM to provide secure access to work
managed devices resources without fully managing the device. This option is often used for BYOD
(devices that are devices.

activated on BlackBerry

UEM but not fully These activations can allow users to access your network over VPN using

BlackBerry 2FA, share files securely using BlackBerry Workspaces, and install

managed) BlackBerry Dynamics apps such as BlackBerry Work and BlackBerry Access to
access work email and your work intranet.

Partially managed You can activate a device on BlackBerry UEM to provide secure access to work

devices with a work resources within a work profile. This option is often used for BYOD devices.

FUiE With this activation type, a separate work space is created on the device for work
apps and the native Notes, iCloud Drive, Mail (attachments and full email bodies),
Calendar (attachments), and iCloud Keychain apps.

Managed devices You can activate a device to be fully manged by BlackBerry UEM. This option is

(devices that are often used for corporate-owned devices.

Ss&?ged by BlackBerry This option lets you manage work data using commands and IT policy rules. You

can manage work apps on the device, including BlackBerry Dynamics apps.

BlackBerry UEM supports managing supervised iOS devices. Some IT policy rules
are supported only on supervised devices

User privacy activations can provide limited device management capabilities and allow users to access work data
using BlackBerry Dynamics apps, such as BlackBerry Work and BlackBerry Access. You can choose to allow some
of the following device management features:

+ Access to SIM card and device hardware information: Allow BlackBerry UEM access to SIM card and device
hardware information to enable SIM-based licensing.
App management: Allow administrators to install or remove work apps and display a list of installed work apps
in the user details screen.

- IT policy management: Allow a limited set of IT policy rules to be applied to the device (password policies,
allow screenshots, allow documents from managed sources in unmanaged destinations, and allow documents
from unmanaged sources in managed destinations).

+ Email profile management: Allow email profiles to be applied to the device.
«  Wi-Fi profile management: Allow Wi-Fi profiles to be applied to the device.
VPN profile management: Allow VPN profiles to be applied to the device.

User privacy - User enrollment activations keep user data private and separate from work data. With this
activation type, a separate work space is installed on the device for work apps and some native apps. This
activation type enables app management, IT policy management, email profiles, Wi-Fi profiles, and per-app VPN.
Administrators can manage work data (for example, wipe work data) without affecting personal data.

This activation type is supported on unsupervised devices that run iOS or and iPadOS 13.1 and later.
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MDM controls activations provide full support for managing iOS devices, including the following features:

+ Enforce password requirements

+ Control device capabilities using IT policies (for example, disable the camera or Bluetooth)

+ Enforce compliance rules

+  Wi-Fi and VPN connection profiles (with proxy)

+ Synchronize email, contacts, and calendar with devices

+ Send CA and client certificates to devices for authentication and S/MIME

+ Manage required and allowed public and internal apps, including BlackBerry Dynamics apps.
+ Full support for Apple DEP and VPP

+ Locate and protect lost or stolen devices

Note: Some features and BlackBerry Dynamics apps are not available with all license levels. For more information
about available licenses, see the Licensing content.
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Steps to manage iOS devices

Step Action

Install and configure BlackBerry UEM according to the on-premises Installation instructions
or the UEM Cloud Configuration instructions. To manage iOS and iPadOS devices you must
obtain an APNs certificate from Apple.

If your organization uses the Apple Device Enroliment Program, configure BlackBerry UEM

to use DEP.

Configure IT policies for devices. Assign IT policies to user groups or individual users.

Configure profiles for devices. Assign profiles to to user groups or individual users.

If your organization has an Apple VPP account, add it to BlackBerry UEM.

Specify the apps that devices can or must install.

Activate devices.

Manage and monitor devices.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/installation-configuration/installation-and-upgrade
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/installation-configuration/cloud-configuration
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Controlling devices with an IT policy

BlackBerry UEM sends an IT policy to each device. You can use a default IT policy or create your own IT policies.
You can create as many IT policies as you require for different situations and different users, but only one IT
policy is active on a device at any time.

The IT policy rules for iOS and iPadOS are based on the the capabilities of the device and the device configuration
options provided by Apple. As Apple releases new 0S updates with new features and configuration options, new
IT policy rules are added to UEM at the next possible opportunity.

You can download the searchable and sortable IT Policy rule spreadsheet. The spreadsheet documents all
available rules in UEM, including the minimum device OS that supports the rule.

Device behavior you control with an IT policy includes the following options:

+ Device password requirements

Allowing device features such as the camera, Bluetooth, and Touch ID
« Allowing App Store and iTunes Store purchases, and allowable content ratings for purchases
+ Allowing system apps, such as Safari, Siri, and FaceTime

+ Allowing use of iCloud

For more information on sending IT policies to devices, see the Administration content.

Setting i0S password requirements

You can choose whether iOS devices must have a password. If you require a password, you can set the
requirements for the password.

Note: iOS devices and some of the device password rules use the term "passcode." Both "password" and
"passcode" have the same meaning.

Rule

Description

Password required for
device

Allow simple value
Require alphanumeric
value

Minimum passcode
length

Minimum number of
complex characters

Maximum passcode age

Specify whether the user must set a device password.

Specify whether the password can contain repeated or sequential characters, such
as DEFG or 3333.

Specify whether the password must contain both letters and numbers.

Specify the minimum length of the password. If you enter a value that is less than
the minimum required by the iOS device, the device minimum is used.

Specify the minimum number of non-alphanumeric characters that the password
must contain.

Specify the maximum number of days that the password can be used.
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https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/current/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/device-features-it-policies/it-policies/ake1436297775809/ake1436362690964.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/device-features-it-policies/it-policies.html

Rule Description

Maximum auto-lock Specify the maximum value that a user can set for the auto-lock time, which is the
number of minutes of user inactivity that must elapse before a device locks. If set
to "None," all supported values are available on the device. If the selected value is
outside of the range supported by the device, the device will use the closest value
it supports.

Passcode history Specify the number of previous passwords that a device checks to prevent a user
from reusing a recent password.

Maximum grace period Specify the maximum value that a user can set for the grace period for device

for device lock lock, which is the amount of time that a device can be locked before a password is
required to unlock it. If set to "None," all values are available on the device. If set to
"Immediately," the password is required immediately after the device locks.

Maximum failed Specify the number of times that a user can enter an incorrect password before
password attempts the device is wiped.

Allow password changes  Specify if a user can add, change, or remove the password.
(supervised only)

For more information about the IT policy password rules, download the Policy Reference Spreadsheet.
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Controlling devices with profiles

BlackBerry UEM includes several profiles that you can use to control various aspects of i0S and iPadOS device
functionality. The most commonly used include the following profiles:

Profile name Description Configure

Activation Specifies the device activation settings for Create an activation profile
users, such as the activation type, method, and
the number and types of devices a user can
activate.

Wi-Fi Specifies settings for devices to connect to Create a Wi-Fi profile
your work Wi-Fi network.

VPN Specifies settings for devices to connect to a Create a VPN profile
work VPN.

Proxy Specifies how devices use a proxy server to Create a proxy profile
access web services on the Internet or a work
network

Email Specifies how devices connect to a work Create an email profile

BlackBerry Dynamics

BlackBerry Dynamics
connectivity

Compliance

Enterprise
connectivity

CA certificate

User credential

mail server and synchronize email messages,
calendar entries, and organizer data. If you
install and configure BlackBerry Work on
devices, you don't need to set up an email
profile.

Allows devices to access BlackBerry Dynamics
apps, such as BlackBerry Work, BlackBerry
Access, and BlackBerry Connect.

Defines the network connections, Internet
domains, IP address ranges, and app servers
that devices can connect to when they use
BlackBerry Dynamics apps.

Defines the device conditions that are not
acceptable in your organization and sets
enforcement actions.

Specifies whether devices can use BlackBerry
Secure Connect Plus.

Specifies a CA certificate that devices can use

to establish trust with a work network or server.

Specifies how devices obtain client certificates
that are used to authenticate with a work
network or server.

Create a BlackBerry Dynamics
profile

Create a BlackBerry Dynamics
connectivity profile

Create a compliance profile

Enable BlackBerry Secure Connect
Plus

Create a CA certificate profile

Create a user credential profile
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/device-activation/activation-profile/kla1372082452115.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/network-connections/wifi-profile/ake1371674643418.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/network-connections/vpn-profile/ake1371674657942.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/network-connections/proxy-profile/jth1372204109966.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/email-calendar-contacts/Creating-email-profiles/email-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/blackberry-dynamics/aio1515009850720/good-dynamics-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/blackberry-dynamics/aio1515009850720/good-dynamics-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/blackberry-dynamics/hsb1514925662708/connectivity-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/blackberry-dynamics/hsb1514925662708/connectivity-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/device-features-it-policies/enforcing-compliance-rules/mca1372089239343.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/network-connections/setting-up-enterprise-connectivity/mca1418926684379
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/network-connections/setting-up-enterprise-connectivity/mca1418926684379
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/pki-certificates/amo1418143666469/sending-ca-certificates-to-devices/ake1371674376798.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/pki-certificates/amo1418143666469/user-credential-profile.html

Profile name

Description

Configure

SCEP

Specifies the SCEP server that devices use
to obtain a client certificate that is used to
authenticate with a work network or server.

Create a SCEP profile

For more information about sending profiles to devices, see the Administration content.

Profiles reference - i0OS devices

The following table lists all BlackBerry UEM profiles supported on iOS and iPadOS devices:

Profile name Description Configure
Policy
Activation Specifies the device activation settings for Create an activation profile

BlackBerry Dynamics

App lock mode

Enterprise
Management Agent
Compliance

Compliance

Compliance
(BlackBerry
Dynamics)

users, such as the activation type and the
number and types of devices.

Allows devices to access BlackBerry Dynamics
apps such as BlackBerry Work, BlackBerry
Access, and BlackBerry Connect.

Specify a single app to run on devices.

Supervised devices only.

Specifies when devices connect to BlackBerry
UEM for app or configuration updates when a
push notification is not available.

Defines the device conditions that are not
acceptable in your organization and sets
enforcement actions.

This is a read-only profile that displays the
compliance settings that were imported from
Good Controlinto an on-premises BlackBerry
UEM.

Email, calendar, and contacts

Email

Specifies how devices connect to a work
mail server and synchronize email messages,
calendar entries, and organizer data using
Exchange ActiveSync or IBM Notes Traveler.

Create a BlackBerry Dynamics
profile

Create an app lock mode profile

Create an Enterprise Management
Agent profile

Create a compliance profile

Managing BlackBerry Dynamics
compliance profiles

Create an email profile
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/pki-certificates/amo1418143666469/using-scep-to-send-client-certificates-to-devices/ake1398880312216.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/administration/managing_user_groups_and_user_accounts/hse1372277059163/ake1371676464925
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-activation/activation-profile/kla1372082452115.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/blackberry-dynamics/aio1515009850720/good-dynamics-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/blackberry-dynamics/aio1515009850720/good-dynamics-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/managing-apps/limiting-devices-to-a-single-app/jfe1393947680354.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/enterprise-management-agent-profile/car1442934407496.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/enterprise-management-agent-profile/car1442934407496.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/enforcing-compliance-rules/mca1372089239343.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/enforcing-compliance-rules/good-dynamics-compliance-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/enforcing-compliance-rules/good-dynamics-compliance-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/email-calendar-contacts/Creating-email-profiles/email-profile.html

Profile name

Description

Configure

IMAP/POP3 email

Gatekeeping

CalDAV

CardDAV

Specifies how devices connect to an IMAP
or POP3 mail server, and how to synchronize
email messages.

Specifies the Microsoft Exchange servers to
use for automatic gatekeeping.

Specifies the server settings that devices can
use to synchronize calendar information.

Specifies the server settings that devices can
use to synchronize contact information.

Networks and connections

Wi-Fi

VPN

Proxy

Enterprise
connectivity

BlackBerry Dynamics
connectivity

BlackBerry 2FA

Network usage

Web content filter

Single sign-on

Single sign-on
extension

Specifies how devices connect to a work Wi-Fi
network.

Specifies how devices connect to a work VPN.

Specifies how devices use a proxy server to
access web services on the Internet or a work
network.

Specifies whether devices can use BlackBerry
Secure Connect Plus.

Defines the network connections, Internet
domains, IP address ranges, and app servers
that devices can connect to when using
BlackBerry Dynamics apps.

Enables two-factor authentication for users
and specifies the configuration of the
preauthentication and self-rescue features.

Allows you to control whether work apps can
use the mobile network or data roaming.

Limits the websites that a user can view on
supervised devices.

Supervised devices only.

Specifies how devices authenticate with secure

domains automatically after users type their
username and password for the first time.

Allows devices to authenticate using single
sign-on.

Create an IMAP/POP3 email
profile

Create a gatekeeping profile

Create a CalDAV profile

Create a CardDAYV profile

Create a Wi-Fi profile

Create a VPN profile

Create a proxy profile

Enable BlackBerry Secure Connect
Plus

Create a BlackBerry Dynamics
connectivity profile

Create a BlackBerry 2FA profile

Create a network usage profile

Create a web content filter profile

Create a single sign-on profile

Create a single sign-on extension
profile
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/email-calendar-contacts/imap-pop3-email-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/email-calendar-contacts/imap-pop3-email-profile.html
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/email-calendar-contacts/setting-up-carddav-caldav/car1437416711742.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/wifi-profile/ake1371674643418.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/vpn-profile/ake1371674657942.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/proxy-profile/jth1372204109966.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/setting-up-enterprise-connectivity/mca1418926684379.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/setting-up-enterprise-connectivity/mca1418926684379.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/blackberry-dynamics/hsb1514925662708/connectivity-profile.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/blackberry-dynamics/hsb1514925662708/connectivity-profile.html
https://docs.blackberry.com/en/id-comm-collab/blackberry-2fa/latest/administration/esk1445020778629/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/network-usage-profile/amo1440609910970.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/filtering-web-content/jth1389647360525.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/setting-up-single-sign-on-authentication-for-devices/mca1393535109789.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/setting-up-single-sign-on-authentication-for-devices/Create-a-single-sign-on-extension
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/setting-up-single-sign-on-authentication-for-devices/Create-a-single-sign-on-extension

Profile name

Description

Configure

Managed domains

AirPrint

AirPlay

Protection

Microsoft Intune app

protection

Location service

Do not disturb

Custom

Device

Custom payload

Per-app notification

Certificates

CA certificate

Shared certificate

User credential

Configures devices to notify users about
sending email outside of trusted domains and
restricts the apps that can view documents
downloaded from internal domains.

Allows you to add printers to users' AirPrint
printer lists.

Allows you to add devices to users' AirPlay
device lists.

Allows you to manage apps protected by
Microsoft Intune.

Allows you to request the location of devices
and view the approximate locations on a map.

Allows you to block BlackBerry Work for iOS
notifications during off-work days and hours
that you define.

Allows you to configure the information that
displays on devices.

Specifies custom configuration information
using payload code for devices.

Allows you to configure the notification settings
for system apps and apps that you manage
using BlackBerry UEM.

Supervised devices only.

Specifies a CA certificate that devices can use
to establish trust with a work network or server.

Specifies a client certificate that devices can
use to authenticate users with a work network
or server.

Specifies the CA connection that devices use
to obtain a client certificate that is used to
authenticate with a work network or server.

Create a managed domains profile

Create an AirPrint profile

Create an AirPlay profile

Create a Microsoft Intune app

protection profile

Create a location service profile

Create a Do not disturb profile

Create a device profile

Create a custom payload profile

Create a per-app notification
profile

Create a CA certificate profile

Create a shared certificate profile

Create a user credential profile
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/managing-email-and-web-domains/idu1410960102077.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/network-connections/airprint-airplay-profiles/airprint-profile.html
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SCEP Specifies the SCEP server that devices use Create a SCEP profile
to obtain a client certificate that is used to
authenticate with a work network or server.
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Managing apps on devices

You can create a library of apps that you want to manage and monitor on devices. BlackBerry UEM provides the
following options for managing apps on iOS and iPadOS devices:

Assign public apps from the App Store as optional or required on devices.

Upload custom apps to UEM and deploy them as optional or required apps.

Preconfigure app settings, such as connection settings, when allowed by the app.

Block users from accessing specific apps or configure a list of allowed apps and block all other apps.

Link Apple VPP accounts to UEM so that you can distribute purchased licenses for apps associated with the
VPP accounts.

Configure public, ISV, and custom BlackBerry Dynamics apps to allow users to access work resources.

Connect UEM to Microsoft Intune, so that you can set Intune app protection policies from within the UEM
management console to deploy and manage Office 365 apps.

View the list of personal apps installed on devices.

Allow users to rate and review apps for other users in your environment.

Configure notification settings for system apps and apps that you manage using UEM.
Specify the icon and label for the Work Apps icon on devices.

App behavior on i0S devices with MDM controls activations

For devices enabled for BlackBerry Dynamics, the work app catalog appears in the BlackBerry Dynamics Launcher
if you have if you have assigned the "Feature - BlackBerryApp Store" entitlement to the user. For more information,
see Add the work app catalog to the BlackBerry Dynamics Launcher.

For iOS and iPadOS devices activated with MDM controls, the following behavior occurs:
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When apps are When apps are When the device
. When apps are . .
App type assigned to a undated unassigned from a is removed from
user P user BlackBerry UEM
Public apps On supervised iTunes notifies users  Apps are Apps are removed
with a required devices, apps of available updates.  automatically automatically.
disposition are installed removed without

automatically. If
the app

is already
installed, the
app becomes
managed by
UEM.

On non-
supervised
devices, user

is prompted to
install apps. If
apps are already
installed, user

is prompted

to allow UEM

to manage the

apps.

Apps are
removed from
the "New/
Updated" list
when the user
views the details
(even if the app
is not installed),
or when the user
installs the apps.

You can use

a compliance
profile to define
the actions that
occur if required
apps are not
installed.

Apps are removed
from the "New/
Updated" list when
the user updates the
app. (can take up to
one hour)

For devices that
don't have access

to iTunes, users
aren't notified but
can download the
update from the app
catalog if the device
is assigned an Apple
VPP license.

notification.

Apps no longer
appear in the app
catalog.
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When apps are When apps are When the device
. When apps are . .

App type assigned to a undated unassigned from a is removed from

user P user BlackBerry UEM
Public apps If apps are iTunes notifies users  Apps are Apps are removed
with an optional  already of available updates.  automatically automatically.
disposition installed on removed without

. Apps are removed e
supervised D notification.
: from the "New/
devices, the -
Updated" list when Apps no longer
app becomes h . h inth
managed by the user views the appear in the app
details (whether catalog.
UEM. On non- :
. or not the app is
supervised
devi updated).
evices, user
is prompted
to allow UEM

to manage the
apps.

User is notified
of a change to
the app catalog.

Apps are
removed from
the "New/
Updated" list
only when the
user views the
details (whether
or not the app is
installed).

Users can
choose whether
to install the

apps.
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App type

When apps are
assigned to a
user

When apps are
updated

When apps are
unassigned from a
user

When the device
is removed from
BlackBerry UEM

Internal apps
with a required
disposition

On supervised
devices, apps
are installed
automatically. If
the app

is already
installed, the
app becomes
managed by
UEM.

On non-
supervised
devices, user

is prompted to
install apps. If
apps are already
installed, user

is prompted

to allow UEM

to manage the
apps. If the user
cancels the
installation, they
can install apps
from the app
catalog.

Apps are
removed from
the "New/
Updated" list
when the user
views the details
(even if the app
is not installed),
or when the user

installs the apps.

You can use

a compliance
profile to define
the actions that
occur if required
apps are not
installed.

Apps are removed
from the "New/
Updated" list when
the user updates the

app.

Apps are
automatically
removed without
notification.

Apps no longer
appear in the app
catalog.

Apps are removed
automatically.
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When apps are When apps are When the device
. When apps are . .

App type assigned to a undated unassigned from a is removed from

user P user BlackBerry UEM
Internal apps If apps are Apps are removed Apps are Apps are removed
with an optional  already from the "New/ automatically automatically.
disposition installed on Updated" list when removed

supervised the user updates the from devices

devices, the app. activated with MDM

app becomes controls without

managed by notification.

UEM. On non-

. Apps are not
supervised
: removed from

devices, user . -

. devices activated

IS premp et with User privac

to allow UEM P Y.

to manage the Apps no longer

apps. appear in the app

Apps are catalog.

removed from

the "New/

Updated" list

when the user

views the details

(even if the app

is not installed),

or when the user

installs the apps.

App behavior on i0S devices with User privacy activations

For devices enabled for BlackBerry Dynamics, the work app catalog appears in the BlackBerry Dynamics Launcher
if you have if you have assigned the "Feature - BlackBerryApp Store" entitlement to the user. For more information,
see Add the work app catalog to the BlackBerry Dynamics Launcher.

When you activate iOS and iPadOS devices with User privacy, you can choose whether to allow app management.
If you allow app management, app behavior for User privacy activations is the same as for MDM controls
activations. If you don't allow app management for devices activated with User privacy, the following behavior
occurs:
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When apps are When the device
When apps are When apps are . X
App type assianed to a user undated unassigned from a is removed from
9 P user BlackBerry UEM
Public apps The user isn't iTunes notifies users  Apps remain onthe  Apps remain on the
with arequired  prompted to install of available updates. device. device.
disposition apps. User must go Apps are removed Apps no longer
to the app catalog to " -
. . from the "New/ appear in the app
install the required -
ADDS Updated" list when catalog.
PPpS. the user updates the
Apps are removed app. (can take up to
from the "New/ one hour)
Updated !'St when For devices that
the user views the .
) : don't have access
details (even if the .
. . to iTunes, users
app is not installed), \ '
aren't notified but
or when the user
installs the apps can download the
) update from the app
catalog.
Public apps If app is already iTunes notifies users Apps remain onthe  Apps remain on the
with an optional installed, nothing of available updates. device. device.
disposition happens.

User is notified of a
change to the app
catalog.

Apps are removed
from the "New/
Updated" list only
when the user views
the details (whether
or not the app is
installed).

Users can choose
whether to install the

apps.

Apps are removed
from the "New/
Updated" list when
the user views the
details (whether
or not the app is
updated).

Apps no longer
appear in the app
catalog.
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App type

When apps are
assigned to a user

When apps are
updated

When apps are
unassigned from a
user

When the device
is removed from
BlackBerry UEM

Internal apps
with a required
disposition

Internal apps
with an optional
disposition

If apps are already
installed, user is
prompted to allow
UEM to manage the

apps.

Apps are removed
from the "New/
Updated" list when
the user views the
details (even if the
app is not installed),
or when the user
installs the apps.

If apps are already
installed, nothing
happens.

Apps are removed
from the "New/
Updated" list when
the user views the
details (even if the
app is not installed),
or when the user
installs the apps.

Apps are removed
from the "New/
Updated" list when
the user updates the

app.

Apps are removed
from the "New/
Updated" list when
the user updates the

app.

Apps remain on the
device.

Apps no longer
appear in the app
catalog.

Apps remain on the
device.

Apps no longer
appear in the app
catalog.

Apps remain on the
device.

Apps remain on the
device.
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Activating iOS devices

When you or a user activates an iOS or iPadOS device with BlackBerry UEM, the device is associated with
BlackBerry UEM so that you can manage devices and users can access work data on their devices.

You can activate devices with BlackBerry UEM with or without using Apple Configurator 2 to prepare devices
for activation. For more information about using Apple Configurator 2, see Activating iOS devices using Apple
Configurator 2 in the Administration content

You can also enroll devices in the Apple Device Enrollment Program and assign enrollment configurations to
devices using the BlackBerry UEM management console. The enrollment configurations include extra rules, such
as "Enable supervised mode," that are assigned to the devices during MDM enrollment. For more information, see
Activating iOS devices that are enrolled in DEP in the Administration content.

If devices are not enrolled in DEP, you can still prevent unsupervised devices from being activated using settings
in the activation profile.

Activation types: i0OS devices

Activation type Description

MDM controls This activation type provides basic device management using device controls
made available by iOS and iPadOS. A separate work space is not installed on the
device and there is no added security for work data.

You can control the device using commands and IT policies. During activation,
users must install a mobile device management profile on the device.

To specify whether BlackBerry UEM can limit activation by device ID, select Allow
only approved device IDs.
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Activation type Description

User privacy You can use the User privacy activation type to provide basic control of devices
while making sure that users' personal data remains private. With this activation
type, no separate container is installed on the device, and no added security
for work data is provided. Devices activated with User privacy are activated on
BlackBerry UEM and can use services such as Find my Phone and Root Detection,
but administrators cannot control device policies.

Note: For SIM-based licensing, you must select "Allow access to SIM card and
device hardware information to enable SIM-based licensing" in the activation
profile. Users must install an MDM profile that can access only the SIM card and
device hardware information that is required to check if an appropriate SIM license
is available (for example, ICCID and IMEI).

This activation type is not supported for Apple TV devices.

When you allow User privacy activations, you select the profiles that you want
manage on the device based on the needs of your organization. You can choose
any of the following:

+ Allow access to SIM card and device hardware information to enable SIM-
based licensing: This option specifies whether BlackBerry UEM can access SIM
card and device hardware information, such as iCCID and IMEI, to check if an
appropriate SIM license is available.

+ Allow App management: This option specifies whether you want to install or
remove work apps on the device, and display a list of installed work apps in the
user details screen.You can also specify whether to allow app shortcuts.

+ Allow IT Policy management: This option specifies whether you want to
apply a limited set of IT policy rules to the device (password policies, allow
screenshots, allow documents from managed sources in unmanaged
destinations, and allow documents from unmanaged sources in managed
destinations).

Allow Email profile management: This option specifies whether to apply the
Email profile settings that are assigned to the user to the device.

+ Allow Wi-Fi profile management: This option specifies whether to apply the Wi-
Fi profile settings that are assigned to the user to the device.

+ Allow VPN profile management: This option specifies whether to apply the
VPN profile settings that are assigned to the user to the device.

User privacy - User You can use the User privacy - User enrollment activation type for iOS and iPadOS

enrollment devices to make sure that user data is kept private and separated from work data.
With this activation type, a separate work space is installed on the device for work
apps and the native Notes, iCloud Drive, Mail (attachments and full email bodies),
Calendar (attachments), and iCloud Keychain apps.

This activation type enables app management, IT policy management, email
profiles, Wi-Fi profiles, and per-app VPN. Administrators can manage work data
(for example, wipe work data) without affecting personal data.

This activation type is supported on unsupervised iPhone and iPad devices that
run iOS and iPadOS 13.1 and later.
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Activation type Description

Device registration for This activation type supports the BlackBerry 2FA solution for devices that

BlackBerry 2FA only BlackBerry UEM does not manage. This activation type does not provide any
device management or controls, but allows devices to use the BlackBerry 2FA
feature. To use this activation type, you must also assign the BlackBerry 2FA
profile to users.

When a device is activated, you can view limited device information in the
management console, and you can deactivate the device using a command.

This activation type is supported only for Microsoft Active Directory users.
This activation type is not supported for Apple TV devices.

For more information, see the BlackBerry 2FA content.

Creating activation profiles

You can control how devices are activated and managed using activation profiles. An activation profile specifies
how many and what types of devices a user can activate and the type of activation to use for each device type.

The activation type allows you to configure how much control you have over activated devices. You might want
complete control over a device that you issue to a user. You might want to make sure that you have no control
over the personal data on a device that a user owns and brings to work.

The assigned activation profile applies only to devices the user activates after you assign the profile. Devices that
are already activated are not automatically updated to match the new or updated activation profile.

When you add a user to BlackBerry UEM, the Default activation profile is assigned to the user account. You can
change the Default activation profile to suit your requirements, or you can create a custom activation profile and
assign it to users or user groups.

Create an activation profile

1. On the menu bar, click Policies and Profiles.
2. Click Policy > Activation.

Click +.

Type a name and description for the profile.

In the Number of devices that a user can activate field, specify the maximum number of devices the user can
activate.

a bk w

6. In the Device ownership drop-down list, select the default setting for device ownership.

+ Select Not specified if some users activate personal devices and some users activate work devices.
+  Select Work if most users activate work devices.
+ Select Personal if most users activate their personal devices.

7. Optionally, select an organization notice in the Assign organization notice drop-down list. If you assign an
organization notice, users activating iOS, iPadOS, macOS, Windows 10, or BlackBerry 10 devices must accept
the notice to complete the activation process.

8. In the Device types that users can activate section, select the device OS types that users can activate. Device
types that you don't select are not included in the activation profile and users can't activate those devices.

9. Perform the following actions for each device type included in the activation profile:
a) Click the tab for the device type.
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b) Inthe Device model restrictions drop-down list, select one of the following options:

+ No restrictions: Users can activate any device model.

+ Allow selected device models: Users can activate only the device models that you specify. Use this
option to limit the allowed devices to only some models.

+ Do not allow selected device models: Users can't activate the device models that you specify. Use this
option to block activation of some device models or devices from specific manufacturers.

If you restrict the device models users can activate, click Edit to select the devices you want to allow or
restrict and click Save.

¢) Inthe Minimum allowed version drop-down list, select the minimum allowed OS version.
Many older OS versions are no longer supported by BlackBerry UEM. You only need to select a minimum

version if you don't want to support the earliest version currently supported by BlackBerry UEM. For more
information on supported versions, see the Compatability Matrix.

d) Select the supported activation types.
10.For iOS and iPadOS devices, perform the following actions:

a) If you selected the "User privacy" activation type and you want to enable SIM-based licensing, select Allow
access to SIM card and device hardware information to enable SIM-based licensing.

b) If you selected the "User privacy" activation type and you want to manage specific features, select the
appropriate check boxes. For more information on each option, see Activation types: iOS devices.

c) If you selected the "MDM controls" or "User privacy" (with SIM-based licensing) activation types and you
only want to activate supervised devices, select Do not allow unsupervised devices to activate
d) Inthe iOS app integrity check section, optionally select one of the following attestation methods:

+ Perform app integrity check on BlackBerry Dynamics app activation: Use this method to
send challenges to devices when they are activated to check the integrity of iOS work apps.

+ Perform periodic app integrity checks: Use this method to send challenges to devices to check the
integrity of iOS work apps.

To perform iOS app integrity checking, you must enable BlackBerry Protect in your BlackBerry UEM
domain. For more information, see the BlackBerry Protect Mobile content.

11.Click Add.

After you finish: If necessary, rank profiles.

Activate an iOS or iPadOS device with the MDM controls activation
type

These steps apply to iOS and iPadOS devices that are activated using MDM controls or User privacy with MDM
options enabled.

During activation, users must leave the BlackBerry UEM Client app to manually install the MDM profile.

Send the following activation instructions to the device user, or send them a link to the following workflow:
Activating your iOS device.

1. On the device, install the BlackBerry UEM Client. You can download the BlackBerry UEM Client from the App
Store.

2. On the device, tap UEM Client and accept the License Agreement.

3. Do one of the following:
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Task Steps

ag

Use a QR Code to activate a. Tap 2.
the device b. Tap Allow to allow the BlackBerry UEM Client to take pictures and record
video.

c. Scan the QR Code in the activation email message that you received.

Manually activate the device a. Type your work email address and activation password.

b. If necessary, type the server address. You can find the server address
in the activation email message you received or in BlackBerry UEM Self-
Service.

c. Tap Next.

4. Tap Allow to allow the UEM Client to send you notifications. Choosing Don't Allow will prevent the device from
activating completely.

When you are prompted to install a configuration profile, tap OK.

When you are prompted to download the configuration profile, tap Allow.

After the download is complete, open Settings.

Tap General and navigate to Profiles and Device Management.

9. To install the profile, tap BlackBerry UEM Profile and follow the instructions on the screen.

10.After the installation is complete, return to the BlackBerry UEM Client app to complete the activation.
11.1f you are prompted, follow the instructions on the screen to install work apps on your device.

© N o

After you finish: To verify that the activation process completed successfully, perform one of the following
actions:

+ On the device, open the BlackBerry UEM Client app and tap About. In the Activated Device and Compliance
Status sections, verify that the device information and the activation time stamp are present.

« In BlackBerry UEM Self-Service, verify that your device is listed as an activated device. It can take up to two
minutes for the status to update after you activate the device.

Activate an iOS or iPadOS device with Apple User Enroliment

Apple User Enrollment is supported on devices running iPad and iPadOS 13.1 or later.

To start enrollment, users use the camera app on the device to scan a QR Code provided in the Apple User
Enrollment activation email to manually download and install the MDM profile to the device. To activate their
device, users log in to their managed Apple ID account that matches the email address of the BlackBerry UEM
user account. You should assign the UEM Client using a VPP license to users if you want to allow them to easily
activate other BlackBerry Dynamics apps, import certificates, use BlackBerry 2FA features, use BlackBerry Protect,
and check their compliance status. The UEM Client setup starts when the user accepts the license agreement.

Send the following activation instructions to the device user.
Before you begin:

+ Verify that you received an activation email that has the QR Code for Apple User Enrollment. If you didn't
receive the email, contact an administrator.

+ If your device is already activated with BlackBerry UEM, you must deactivate your device.
+ Uninstall the BlackBerry UEM Client.
+  You must have a managed Apple ID account that is managed through your organization.
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+  Your device must not be a supervised device. If your device is supervised, it is noted in the Settings app near
your Apple ID.

1. Open the activation email that contains the QR Code for Apple User Enroliment. If the QR Code already expired,
you can request a new activation code from BlackBerry UEM Self-Service or contact your administrator.

2. Open the Camera app on your device and scan the QR code in the activation email. When you are prompted,
tap the notification to open the URL in Safari.

3. When you are prompted to download the UEM configuration profile, tap Allow.
4. After the download is complete, tap Close.

5. Go to Settings > General > Profile.

6. Tap UEM profile.

7. On the User Enrollment screen, tap Enroll my iPhone or Enroll my iPad.

8. Type your passcode.

9. Loginto Apple ID using your managed Apple ID credentials.

1

0.If your administrator assigned the BlackBerry UEM Client app to you, tap Install when prompted or open Work
Apps.
11.To set up the BlackBerry UEM Client app, open it and accept the license agreement. Follow the instructions on
the screen to complete the activation process.

After you finish: To verify that the activation process completed successfully, perform one of the following
actions:

+ On the device, open the BlackBerry UEM Client app and tap About. In the Activated Device and Compliance
Status sections, verify that the device information and the activation time stamp are present.

+ In BlackBerry UEM Self-Service, verify that your device is listed as an activated device. It can take up to two
minutes for the status to update after you activate the device.
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Managing and monitoring activated devices

After iOS and iPadOS devices are activated and managed by an IT policy and profiles, you have several features
available to control users' devices.

You have the following options:

Option Description

Check for available software ~ You can view available OS updates for all managed devices. You can force
updates and update the supervised devices to install an available update.

device For more information, see the Administration content.

Turn on location settings and  You can turn on location settings to track the location of devices. You can also
enable Lost Mode enable Lost Mode to find a lost device.

For more information, see the Administration content.

Enable Activation Lock The Activation Lock feature on devices requires users to confirm the Apple
ID and password to disable Find My iPhone, delete data from the device, or
reactivate and use the device.

To manage the Activation Lock feature in BlackBerry UEM:

The device must be supervised.
+ The device must have an iCloud account configured.
+ The device must have Find My iPhone or Find My iPad enabled.

BlackBerry UEM stores a bypass code that you can use to clear the lock so
that data on the device can be deleted and it can be reactivated without the
user's Apple ID and password.

For more information, see the Administration content.

Retrieve device logs You can retrieve logs from devices for monitoring and troubleshooting
purposes.
For more information, see the Administration content.

Deactivate a device When you or a user deactivates a device, the connection between the device
and the user account in BlackBerry UEM is removed. You can't manage the

device and the device is no longer displayed in the management console. The
user can't access work data on the device.

You can deactivate a device using the "Delete all device data" or "Delete only
work data" command.

Users can deactivate a device by selecting Deactivate My Device on the About
screen in the BlackBerry UEM Client app.

Send a command to a device

Before you begin:
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If you want to set an expiry period for commands that delete data from devices in BlackBerry UEM, see Set an
expiry time for commands.

1. Onthe menu bar, click Users > Managed devices.

2. Search for a user account.

In the search results, click the name of the user account.

Click the device tab.

In the Manage device window, select the command that you want to send to the device.

oo

Commands for iOS devices

Command Description Activation types
View device This command displays detailed information about a MDM controls
report device. You can export and save the device report on your

. . . User privac
computer. For more information, see View and save a P y

device report.

View device This command displays any actions that are in progress on  MDM controls
actions a device. For more information, see Viewing device actions. .

User privacy
Delete all device This command deletes all user information and app data MDM controls
data that the device stores and returns the device to factory

default settings.

If the device is unable to connect to BlackBerry UEM
when you send this command, you can either cancel the
command or remove the device from the console. If the
device connects to BlackBerry UEM after you remove it,
only the work data is deleted from the device.

To send this command to multiple devices, see Send a bulk

command.
Delete only work  This command deletes work data, including the IT policy, MDM controls
data profiles, apps, and certificates that are on the device.

User privacy
If the device is unable to connect to BlackBerry UEM

when you send this command, you can either cancel the

command or remove the device from the console. If the

device connects to BlackBerry UEM after you remove it, the

work data is deleted from the device.

To send this command to multiple devices, see Send a bulk
command.

| Managing and monitoring activated devices | 29


https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/kla1374503643678/amo1449759215601
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/kla1374503643678/amo1449759215601
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/monitoring-reporting/kla1372091754440
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/monitoring-reporting/kla1372091754440
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/monitoring-reporting/using_log_files/car1410364953281.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/kla1374503643678/gxj1492022510937.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/kla1374503643678/gxj1492022510937.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/kla1374503643678/gxj1492022510937.html
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_14/administration/device-features-it-policies/kla1374503643678/gxj1492022510937.html

Command

Description

Activation types

Lock device

Unlock and clear
password

Turn on Lost
Mode

Deactivate
BlackBerry 2FA

Update OS

Restart device

This command locks a device. The user must type the
existing device password to unlock the device. If a device
is temporarily lost, you might use this command.

When you send this command, the device locks only if
there is an existing device password. Otherwise, no action
is taken on the device.

This command is not supported for Apple TV devices.
This command unlocks a device and deletes the existing
password. The user is prompted to create a device

password. You can use this command if the user forgets
the device password.

This command is not supported for Apple TV devices.
This command locks the device and lets you set a phone
number and message to display on the device. For

example, you can display contact information for when the
device is found.

After you send this command, you can view the location of
the device from BlackBerry UEM.

This command is supported only for supervised devices.
This command is not supported for Apple TV devices.

This command deactivates devices that are activated with
the "BlackBerry 2FA" activation type. The device is removed

from BlackBerry UEM and the user can't use the BlackBerry
2FA feature.

This command is not supported for Apple TV devices.
This command forces devices to install an available OS
update.

For more information, see Update the OS on supervised iOS
devices.

To send this command to multiple devices, see Send a bulk
command.

This command is supported only for supervised devices.

This command is not supported for Apple TV devices.

This command forces devices to restart.
This command is supported only for supervised devices.

This command is not supported for Apple TV devices.
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Command Description Activation types

Turn off device This command forces devices to turn off. MDM controls
This command is supported only for supervised devices.

This command is not supported for Apple TV devices.

Wipe apps This command wipes data from all Microsoft Intune- MDM controls
managed apps on the device. The apps are not removed
from the device.

For more information, see Wipe apps managed by
Microsoft Intune.

Update device This command sends and receives updated device MDM controls

information information. For example, you can send newly updated IT
policy rules or profiles to a device, and receive updated
information about a device such as 0S version or battery
level.

User privacy

To send this command to multiple devices, see Send a bulk
command.

Update time zone  This command sets the device time according to the region MDM controls
that you select.

Remove device This command removes the device from BlackBerry UEM MDM controls
but does not remove data from the device. The device may

. . . User privac
continue to receive email and other work data. P y

This command is intended for devices that have been
irretrievably lost or damaged and are not expected

to contact the server again. If a device that has been
removed attempts to contact BlackBerry UEM, the user
receives a notification and the device won't be able to
communicate with BlackBerry UEM unless it is reactivated.

To send this command to multiple devices, see Send a bulk

command.
Refresh eSIM For devices that have an eSIM-based cellular plan, this MDM controls
cellular plans command queries updated plan details for the device from

the device carrier URL.
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