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What is BlackBerry Persona Desktop?
BlackBerry Persona Desktop is a local service that continuously authenticates a user's behavior while they
are using a device. Persona Desktop creates a behavioral model of the user's activity and uses that model to
recognize deviations from the user's expected behavior. If the activity deviates enough, Persona Desktop will
require the user to reauthenticate themselves before they can continue to use the device. For example, if a
malicious user gets access to a Persona Desktop device, their actions would not match the user's, and they would
be locked out of the device.

Using Persona Desktop and BlackBerry Protect Desktop provides security against malicious users and malicious
files.

Persona Desktop data models include:

• Keystroke data: the way the user types on the keyboard
• Mouse data: the way the user moves and clicks the mouse or trackpad
• Process start data: the applications the user launches and when
• Logon data: when the user logs on or when the user fails at logging on
• Network data: the IP addresses and ports the user accesses

A user's behavior contributes to a risk score based on their behavioral model. Administrators can set thresholds
for how low a user's risk score can be before they must reauthenticate. Authentication could be a username and
password or a two-factor authentication challenge. Administrators can also reset a user's score or temporarily
pause Persona Desktop if someone needs to troubleshoot the device.

Does BlackBerry Persona Desktop collect or store personally
identifiable information?
Persona Desktop does not record or store any personally identifiable information (PII). For example, the keyboard
model analyzes behavioral usage of the keyboard, but it does not record which keys are pressed.

Configuring and using BlackBerry Persona Desktop
You complete the following steps to enable and use BlackBerry Persona Desktop in your organization's BlackBerry
Cylance console.

1. Create a Persona Desktop custom role and assign it to the users who will manage the service.
Administrators with global permissions can also manage the service.

2. Create a policy with CylancePERSONA enabled and do not add any mitigation actions. This is called a passive
policy and is used while the model is training.
You can add users to the Admin Safe List. For example, IT staff who may need to log on to the device to
resolve issues.

3. Install BlackBerry Protect Desktop version 1574 or later on users' devices.
4. Install BlackBerry Persona Desktop on users' devices.
5. Assign the passive Persona Desktop policy to the devices.
6. In the console, check Assets > Users to see a list of Persona Desktop users who have logged in to their

devices.
7. Allow the Persona Desktop models to run in training mode.
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8. After the Persona Desktop models have completed training mode, assign the active Persona Desktop policy to
the users' devices.

9. Create a policy with CylancePERSONA enabled, add mitigation actions, and add users to the Admin Safe List, if
needed. This is called an active policy and is used after the model has been trained.
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System Requirements
The following items are required to use BlackBerry Persona on a device.

Requirement Description

BlackBerry Protect agent Agent version 1574 or later

For more information about hardware and software
requirements to run the Protect Desktop agent, see
the system requirements in the BlackBerry Protect
Desktop Installation Guide.

Operating system Microsoft Windows 10 Fall Creators Update (version
1709, Redstone 3, build 10.0.16299) or later

Note:

Persona Desktop supports only one user per device.
Multiple user logins or using Terminal Services to
share the device is not supported.

One user can have multiple devices.

Software • Microsoft .NET 4.6.2 or later
• .NET Standard 2.0 or later
• Microsoft Visual C++ 2017 Re-distributable or later

(Persona Desktop will install Visual C++ 2017 re-
distributable if needed)

Domain user account The Persona Desktop login uses the domain user
account

Physical machine Physical machines are supported.

Note:  Virtual machines are not supported
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Installing the Agent
A Cylance console administrator can download the Persona Desktop agent from the console. Administrators
can install the agent manually on the device or through software management, like Microsoft System Center
Configuration Manager (SCCM).

Because the Protect Desktop agent must be installed, the Persona Desktop agent does not require an installation
token.

Download Persona
1. In the console, click Settings.
2. Click Deployments.
3. Select the following for the installer:

• Product: CylancePERSONA
• OS: Windows
• Version: Select the version you want to install
• Format: Select x64 or MSI

4. Click Download.

Install the Agent
Before you begin: BlackBerry Persona requires BlackBerry Protect for Desktop version 1574 or higher.

1. On the device, double-click the Persona Agent installer.
2. Follow the installation steps.

If you want to allow a third-party app such as Cisco AnyConnect to run before you log in, type the GUID for
the app in the 3rd Party App Whitelisting screen. You can find the GUID in the Registry, in the Authentication
folder.

• The installer does not have any messaging about completing successfully.
• To check that the Persona Desktop agent is installed:

• The Cylance User Provisioning icon displays in the system tray.
• The Persona Desktop user displays in the Users list on the Assets page in the Console.
• Use Windows Task Manager and check that the CyPersona process is running.

After you finish:

• To uninstall the agent, use the Windows Settings.
• To update the agent, use the Zone-based Updating feature in the console.

Set up multifactor authentication
You can set up multifactor authentication for Persona Desktop using a FIDO key or Google Authenticator.

1. Navigate to the Persona Desktop Provisioning app (C:/Program Files/Cylance/Persona/).
2. Double-click the Provisioning app to open it.
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3. Do one of the following:

To use a FIDO key: a. Click the FIDO tab.
b. Insert your FIDO key into a USB port on your computer.
c. Type a nickname for the key.
d. Click CONTINUE.

To use Google
Authenticator:

a. In the console, click the Google tab.
b. Type a nickname for the authenticator.
c. Click CONTINUE.
d. On your mobile device, download the Google Authenticator app from Google

Play or the App Store.
e. Open the app and tap Get started.
f. Tap Scan a QR code  and scan the QR code, or tap Enter a setup key and

type R43V SHFF YT25.
g. Type the six-digit code generated by Google Authenticator.
h. In the console, click AUTHENTICATE.
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Log in to Persona Desktop
Log in to the device using the Windows login screen. The Persona Desktop login uses the domain user account.

• If the user fails to login, they are not given access to the device.

 | Log in to Persona Desktop | 10



Persona Desktop user trust score
With Persona Desktop installed, the agent creates behavioral model of the user's activity and uses that model to
recognize deviations from the user's expected behavior. The model uses a score from 0 to 100, with 100 being a
perfect match to the user's behavioral model.

Persona Desktop data models include:

• Keystroke model: the way the user types on the keyboard
• Mouse data: the way the user moves and clicks the mouse or trackpad
• Process start data: the applications the user launches and when
• Logon data: when the user logs on or when the user fails at logging on
• Network data: the IP addresses and ports the user accesses

Training mode

When Persona Desktop is first installed on a device, there is a period of time when the data models must be
trained by the user's behavior. While in training mode, the Persona Desktop policy should be in a passive mode,
which means mitigation actions are disabled in the policy. This will allow the model to train without triggering any
authentication events.

Even during training mode, if the user fails to log in to the device, an alert will display in the console.

The Persona Desktop model training should take one to two weeks for most users. Training depends on the level
of activity the user provides. The more activity, the sooner the model training completes.

Note:  Users should not artificially inflate their activity to try to get the model to train faster; this could cause
issues with the trust score. Users should go about their day as usual.

User trust score thresholds

In a policy, a console administrator can set a value for the user's trust score that will trigger a mitigation action if
the user's trust score falls below that value. Up to two mitigation actions can be added to a policy.

• Prompt for username and password: requires the user to enter their username and password to access the
device

• Prompt a second-factor challenge: requires the user to pass a two-factor authentication challenge to access
the device; Persona Desktop currently supports Google Authenticator and FIDO
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Tenant statistics chart
The tenant statistics chart appears on the Persona Desktop dashboard. It displays information about the number
of events and the number of devices online over time. A device is counted as online if the cloud receives at least
one event or score from the device in the specified period.

Note:  If you use any of the filters at the top of the page, the alerts list on the left is refreshed and the details of the
first alert on the list appear in place of the tenant statistics chart. To display the chart again, click on the Persona
Desktop icon on the menu bar.

You can use the data shown on this chart to determine:

• Whether any large-scale events or trends are occurring in the BlackBerry Persona tenant
• Whether changes in events are correlated to user volume
• The number of events compared to the number of online users

You can click on the following items in the legend at the top of the chart to toggle them on and off in the graph:

• Failed 2FA Logon
• Forced Step-Up Authentication
• User Failed Logon
• # of Online Devices

You can select Last 30 Days to display the data as a total for every day or Last 24 Hours to display the data as a
total for every hour. Hover the mouse pointer over a point to display its exact value.

Lowest trust score dashboard
The Persona Desktop displays a dashboard that shows the top ten users with the lowest trust score. The trust
score displayed is the lowest trust score for a user on one of their devices. Each username is a link to the user
details page.
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Creating Persona Desktop policies
Policy settings control what the Persona Desktop agent will do on the device. You can create a new policy or edit
an existing policy to change the Persona Desktop settings.

Add a mitigation action
When you first use Persona Desktop, it is recommended to test without adding mitigation actions; this is known
as a passive policy. This will allow you to see what Persona Desktop will alert on without impacting your users
with mitigation actions. After your testing is complete, add mitigation actions to the policy.

Note:  After a user reauthenticates due to a mitigation action, Persona does not trigger another mitigation action
for 60 minutes, unless the user crosses the next threshold. If a second mitigation action is triggered, Persona
does not trigger another mitigation action for 60 minutes, regardless of the trust score during those 60 minutes.

1. In a policy, select the CylancePERSONA Settings tab.
2. Select the CylancePERSONA checkbox.
3. Click Add Mitigation Action.
4. Enter a value between 10 and 90.

If the user's score falls below this value, the selected mitigation action is triggered.
5. Select a mitigation action. Up to two mitigation actions are allowed per policy.

a) This can be a prompt for a username and password and a second-factor challenge, or two prompts for a
username and password.

b) When you add a second-factor challenge, select either Google Authenticator or FIDO.

Note:

• When you add a username and password prompt and a second-factor challenge, the username and
password prompt value must be higher than the second-factor challenge value. A successful second-
factor challenge resets the trust score, so having a username and password with a lower value would
never be triggered.

• Two second-factor challenges are not allowed because a successful second-factor challenge resets the
trust score. Having a second, lower value second-factor challenge would never be triggered.

6. Click Submit.

After you finish:

• To edit an action, click the Edit icon.
• To delete an action, select the check box beside the action and click Remove From List.

Add Admin Safe List
Adding a username to the Admin Safe List allows that user to log on to a device and their actions will not count
towards the trust score.

For example, you can add an administrator to this list so that they can to log on to a device to troubleshoot issues
without affecting the trust score on the device.

1. In a policy, select the CylancePERSONA Settings tab.
2. Click the checkbox to enable the feature.
3. Click Add Admin.
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4. Type in the username.
5. Click Submit.

After you finish:

• You can edit the username by clicking the edit icon.
• You can delete a username by selecting the checkbox, then clicking Remove From List.
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Managing alerts
Note:  Persona Desktop Alert data is retained for 90 days in the Console.

BlackBerry Persona Desktop alerts appear in the Console on the CylancePERSONA tab. The alerts are sorted by
Action, Severity, and time. New alerts with the highest severity that are the most recent are listed first.

The Action sort order is:

• New (first)
• In Progress
• Reviewed
• False Positive (last)

You can view alerts for a Persona user on the Users page under Assets. The User Info page includes a list of
alerts associated with the user. There is also a list of devices that are associated with the Persona user.

Item Description

Severity The Persona Desktop page lists the alerts by severity, with new Critical alerts
displaying first.

Alerts marked as Reviewed or False Positive displays after the New and In
Progress alerts.

Sort alerts by a date range or by username.

Action Setting an Action for a Persona alert provides a workflow from new alerts to
reviewed.

• New
• In Progress
• Reviewed
• False Positive

Date Range • Click on the Date Range. The date range selector displays.
• Select a From date and a To date.
• Click Apply.

Username • Click Username.
• Type a username, then press Enter. The username is added under the search

field.
• Add additional usernames to filter the Alerts. Remove a username by clicking

X.

Filter alerts
On the alerts page, you can filters the alerts to quickly find and work on the alerts you need to. You can filter alerts
by alert type, date range, severity, status, and username.
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Item Description

Alert type • Click Alert type.
• Select one or more of the available alert types. The alert list updates as alert

types are selected.

Clear all filters Use to clear all alert filters.

Date range • Click on the Date Range. The date range selector displays.
• Select a From date and a To date.
• Click Apply.

Severity • Click Severity.
• Select one or more of the available severity levels. The alert list updates as

severity levels are selected.

Status • Click Status.
• Select one or more of the available status types. The alert list updates as

status types are selected.

Username • Click Username.
• Type a username, then press Enter. The username is added under the search

field. Enter at least three characters into the search field.
• Add additional usernames to filter the Alerts. Remove a username by clicking

X.

Zone • Click Zone.
• Type a zone name, then press Enter. The zone name is added under the search

field. Enter at least three characters into the search field.
• Add additional zones to filter the Alerts. Remove a zone by clicking X.

Alert details
On the Persona page, selecting an alert displays the alert details. This displays details about the user’s trust score
and the user’s trust score log, a graph that shows the user’s trust score over time.

Detail Description

Alert Type This is the alert Action Type and it is used as the name for the alert. See Alert
Types for more information.

Severity This is the severity of the alert.

Date / Time This is the date and time the alert was recorded.

Username This is the username associated with the alert.

Device Name This is the device name associated with the alert.
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Detail Description

Current Trust Score This is the user's current trust score on the device.

Lowest Trust Score This is the lowest trust score for the user on the device in the last 24 hours.

IP Address This is the IP address for the device.

Action This is the action status of the alert.

User's Trust Score Log This is the user's trust score and meta model.

Last 24 HRS / Last 30
Days

This is the user's trust score, represented by a graph for the last 24 hours or the
last 30 days.

Related Alerts This is for any alerts related to the current alert.

History & Comments This lists the history of the alert and any comments related to the alert. New
alerts and changes to an alert's status cause the system to generate a comment.
Administrators can manually add comments, but can delete only their own
comments.

Alert types
Alert types are the alert names that display in the console. See the table below for more details about each alert
type.

Alert Description Severity

Forced Step-Up Authentication
(Mitigation Triggered)

The user was required to enter their
username and password or pass a 2FA
challenge to continue using the device.

Low

User Failed Logon The user failed to enter the correct
username and password when logging into
the device.

Low

Failed 2FA Logon The user failed to pass the two-factor
authentication (2FA) logon.

High

Related alerts
When viewing a Persona Desktop event, a Related Alerts tab displays under Additional Content. The related alerts
are listed so administrators can see if there is a history of related events for this issue or if this is an isolated
event.

Clicking a link in the Related Alerts list will display the associated information.

• Alert - Displays the alert details.
• Device - Displays the device details page (Assets > Devices).
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• Username - Displays the user info page (Assets > Users).

Configure syslog settings
You can configure BlackBerry Persona Desktop to forward events to a syslog server. For information on
configuring syslog and SIEM settings, see Syslog/SIEM settings in the BlackBerry Protect Desktop Administration
Guide.

Each alert message sent to syslog contains:

• Event Type
• Event Name
• Tenant ID
• Alert ID
• Alert Type
• Alert Severity
• User ID
• User Name
• Device ID
• Device Name
• IP Address
• Alert Time
• User Trust Score
• Meta Model Score
• Keyboard Model Score
• Mouse Model Score
• Logon Model Score
• Process Model Score
• Network Model Score

Note:  Trust scores and model scores are displayed as N/A in the syslog message when Persona Desktop is in
training mode.

1. In the management console, click Settings > Application from the menu.
2. Select the Syslog/SIEM checkbox.
3. Select the Persona Alerts and type in any server information needed.
4. Click Save.
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Managing Persona users
Persona users are listed on the Assets page in the console. Persona users are added when they log in to their
devices for the first time.

• A Persona device can have one user associated with it. A Persona user can have multiple devices.
• Persona Desktop users are not console users. Persona Desktop users are listed under Assets because they do

not have any access to the console.
• A Persona Desktop user is considered offline after 5 minutes of inactivity on the device.
• When a Persona Desktop user is removed from the console, all Persona Desktop data related to that user is

also removed from the console.

View Persona users
1. In the console, select Assets > Users.

The console displays the username, the state of the user (online or offline), the time when the user was last
online, and the zones the user is a member of.

2. Select a username to view the User Info page. Do any of the following:

• View User Info
• View Persona Desktop alerts
• View Associated Devices

• Expand the device to see Persona Desktop info
• Pause scoring for Persona Desktop on a device when an administrator logs on to the device to

troubleshoot. This prevents the administrator's actions from influencing the Trust Score on that device.
Remember to Resume the scoring when troubleshooting is complete.

• Reset the Trust Score for a user on a device.

After you finish:

• Click a column heading to sort the Assets table.
• Click  beside a column to filter the entries in that column. A green dot indicates that a filter is active. To

remove a filter, click the x beside the filter above the list of users.
• To remove a Persona Desktop user, select the checkbox next to the username, then click Remove.

Note:

• If a Persona Desktop user is removed from the Assets list, but the Persona Desktop agent is not removed from
the device, if the user logs in to the device, they will be added back as a Persona User asset when the agent
communicates with the console.

• If the user never logs on using that device, or if the device is repurposed for a different user, this issue will not
occur.

Zone Details page
You can manage Persona Desktop users on the Zone Details page. The page displays the following information:

Number of users - The number of Persona Desktop users assigned to a zone is displayed on the Zone Details
page, along with the number of unsafe threats and number of devices.
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Users tab - The Zone Details page has a tab for Persona Desktop users. This tab lists all Persona Desktop users
assigned to the zone.

Filter the user list - You can filter the columns for the Persona Desktop user list on the Zone Details page. Filter by
the username, state (online or offline), or by zone.

Add users to a zone
1. In the console, select a zone. The Zone Details page is displayed.
2. Click the Users tab.
3. Click Add user to zone.
4. Select one or more users to add to the zone. To select all users in the the list, select the checkbox beside the

Username column.
You can select a maximum of 100 users.

5. Click Save.

Remove users from a zone
1. In the console, select a zone. The Zone Details page is displayed.
2. Click the Users tab. 
3. Select one or more users to remove from the zone. To select all users in the the list, select the checkbox

beside the Username column.
You can select a maximum of 100 users.

4. Click Remove user from zone. A confirmation dialog box is displayed.
5. Click Remove.
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Using the BlackBerry Support Collection Tool
If you are working with BlackBerry Support to resolve an issue, you can download the BlackBerry
Support Collection Tool to gather product data and system information. For more information, visit
support.blackberry.com to read article 66596.
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WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.
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patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party rights. You
are solely responsible for determining whether to use Third Party Products and Services and if any third party
licenses are required to do so. If required you are responsible for acquiring them. You should not install or use
Third Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by BlackBerry and BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third
Party Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses
and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or
other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or other agreement with
BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS
WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY
PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited
2200 University Avenue East
Waterloo, Ontario
Canada N2K 0A7

BlackBerry UK Limited
Ground Floor, The Pearce Building, West Street,
Maidenhead, Berkshire SL6 1RL
United Kingdom
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