
BlackBerry Guard
Release Notes



2021-12-07Z

 |  | 2



Contents

What's new in BlackBerry Guard........................................................................4

Known issues....................................................................................................5

Legal notice...................................................................................................... 6

 |  | iii



What's new in BlackBerry Guard
Managed XDR capabilities : BlackBerry Guard supports managed extended detection and response (XDR)
capabilities to unify relevant endpoint detections from BlackBerry UES products and third-party applications.

Integration with BlackBerry UES products: BlackBerry Protect, BlackBerry Optics, BlackBerry Persona, and
BlackBerry Gateway are integrated with BlackBerry Guard, allowing analysts to utilize the various data collected
from endpoints to protect and prevent against malicious attacks.

Integration with third-party applications: Integrating third-party applications (such as Exabeam) allows
you to quickly equip Guard analysts with the security features and tools that meets the needs of your
organization. When these applications are integrated, you enable holistic telemetry and cross-tool hunting
capabilities, visible from a unified console.  

Multi-region support: BlackBerry Guard supports multi-regional architecture to ensure that your organization
complies with regional data regulations such as General Data Protection Regulation (GDPR). Supported regions
include APAC, EMEA, LATAM, and NA regions.

New user experience: The BlackBerry Guard portal has a new UI look and feel. It features a simple and unified
view of alerts and interactive chat ability with Guard analysts.
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Known issues
There are no known issues for this release.
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Legal notice
©2021 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY, BBM, BES, EMBLEM Design,
ATHOC, CYLANCE and SECUSMART are the trademarks or registered trademarks of BlackBerry Limited, its
subsidiaries and/or affiliates, used under license, and the exclusive rights to such trademarks are expressly
reserved. All other trademarks are the property of their respective owners.

This documentation including all documentation incorporated by reference herein such as documentation
provided or made available on the BlackBerry website provided or made accessible "AS IS" and "AS AVAILABLE"
and without condition, endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and
its affiliated companies ("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical,
or other inaccuracies, errors, or omissions in this documentation. In order to protect BlackBerry proprietary and
confidential information and/or trade secrets, this documentation may describe some aspects of BlackBerry
technology in generalized terms. BlackBerry reserves the right to periodically change information that is contained
in this documentation; however, BlackBerry makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software,
products or services including components and content such as content protected by copyright and/or third-
party websites (collectively the "Third Party Products and Services"). BlackBerry does not control, and is not
responsible for, any Third Party Products and Services including, without limitation the content, accuracy,
copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect
of Third Party Products and Services. The inclusion of a reference to Third Party Products and Services in this
documentation does not imply endorsement by BlackBerry of the Third Party Products and Services or the third
party in any way.

Use of this BlackBerry product and/or service is governed by a separate license or other agreement
with BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE
ANY SUCH WRITTEN AGREEMENTS OR OTHER WARRANTIES PROVIDED BY BLACKBERRY.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at .https://www.blackberry.com/us/en/legal/third-party-software

BlackBerry Limited
2200 University Avenue East
Waterloo, Ontario
Canada N2K 0A7

BlackBerry UK Limited
Ground Floor, The Pearce Building, West Street,
Maidenhead, Berkshire SL6 1RL
United Kingdom
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