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Overview

The Bl ast Syst enSet up. exe is an installation and configuration utility comprised of a collection of SA-
Announce Revolution modules that integrate with BlackBerry® AtHoc® NDS to provide alert notifications to Cisco
IP Phones. The utility installs all of the required Blast System modules and prompts the administrator to input
configuration data. This includes SSL certificate creation, storage, and binding on the host system.

The following modules are included:

+  SA-Announce Revolution version 1.1.0.5 or later release. Notification broker.
Blast Activator (NDS plug-in) version 1.1.0.5 or later release. Receives notification activation events from NDS
and passes them to Revolution for dispersal.

+ Blast Notifier version 1.1.0.5 or later release - Delivers content to Cisco IP phones. Provides feedback to the
Activator, which provides it to NDS.

+ Authenticator version 1.1.0.5 or later release - Authenticates Cisco IP phone requests.

The Blast System supports SSL on all communication interfaces.

SA-Annognce CUCM
Revolution
| ]
BlastPlugin e Bjast Notifier %——»| IP Phones

A

AtHoc NDS
(activator)

AtHoc Notification
Delivery Service Authenticator

Caveats
CUCM Extension Mobility is not supported by the Blast System.

For information about how to set up IP Phone Blast in BlackBerry AtHoc, see the BlackBerry AtHoc |P Phone
Gateway Setup and Operation Guide for Cisco |P Phone Blast.
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Verify installation prerequisites

The following sections describes the system requirements that are necessary for installing and
configuring AtHoc Blast System on the AtHoc Notification Delivery Server (NDS).

System requirements

System requirement

Description

AtHoc NDS v2.9.7

Windows Server 2016

Microsoft SQL Server

Microsoft .NET Framework 4.7.2
and 6.0.x

Server

Microsoft VS++2010SP1x86
Redistributable

CUCM Vv 8.x,9.x, 10.x, 11.x

Default Ports

Default Protocols

Voice Streaming

If necessary, upgrade NDS before proceeding

Supported Windows Server.

Note: A number of Windows roles and features are required. These are
automatically configured by the Blast System utility.

Microsoft SQL Server 2016

Windows 2016: This server comes with Microsoft .NET Framework
4.7.2 and 6.0.x installed. If you have not upgraded to Microsoft .NET
Framework 6.0.x, the Blast System attempts to install it.

Note: If an Internet connection is not available, the utility aborts the
Blast System installation. You must then manually install .Microsoft .NET
Framework. Download the Microsoft .NET Framework 6.0.x full installer
at: https://dotnet.microsoft.com/en-us/download/dotnet/6.0. Download
the Microsoft .NET Framework 4.7.2 full installer at: https://
dotnet.microsoft.com/download/dotnet-framework/net472.

106.6 MB free space for installation, 8 GB memory, and 2 CPU cores.
Single multicast IP address to endpoints for the text-to-speech
functionality. This IP address is provided by your IT department.

Required and automatically installed by the install utility if internet
access is available.

Note: If an internet connection is not available, the utility aborts the
Blast System installation. You must then manually install Microsoft VS.
Download <VC++2010SP1x86_Redistributable>.

CUCM 8 or later is required for security features.

Cisco phone registration and communication with SA Revolution occurs
on port 8008.

Cisco phone communication port 80. Ports are configurable.
RTP and HTTP

RTP through via multicast over UDP
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Supported phone models

All models that support IP phone services support Blast Notifier in non—secure mode. Only phones that support
the Security by Default feature are supported in secure mode.

To get a list of the devices that support a particular feature using CUCM Reporting, perform the following steps:

1. In the Cisco Unified Reporting main window,

2. Click System Reports.

3. Click the Unified CM Phone feature and generate the report.

4. From the Feature list, select IP Phone Services or Security by Default.
5. Click Submit.

For a list of Cisco supported phones, see Supported Cisco IP phones.

Before you begin

+ If your Windows server does not have Internet access, and does not have Microsoft .NET 4.7.2 and 6.0.x, then
click Microsoft .NET 4.7.2 full installer and Microsoft .NET 6.0 to download Microsoft .NET and manually
install it before running the AtHoc Blast System utility.

+ If Windows server does not have Microsoft VS++2010SP1x86, then click><VC++2010SP1x86_Redistributable>
to download the redistributable VS and manually install it before running the AtHoc Blast utility.

+  Ensure AtHocENS is installed prior to installing the AtHoc Blast System. The AtHocENS must be located at:
<DRIVE>:\Program Files (x86)\AtHocENS\Installation

The Blast System installation fails if AtHocENS is located somewhere else.

+  You will need the following data to input into the Blast System configuration user interface that automatically
launches after installation:

+ |P address of the server where the Blast System is being installed
+ Port number if not using the default 8008 port

+ Place the Blast System executable file and the SA-Announce Revolution license file that you obtained from
AtHoc Sales in a working folder on the server on which the AtHoc Blast System will be installed.

+ Place the BlastConfiguration folder that you obtained from AtHoc sales in a folder on your local computer. This
folder contains the BlastConfiguration.bat and BlastConfiguration.sql files.

+  You will need the following information before you configure the database server:

+ The database server name.
+  The SA user password.
+ The name of the ngdelivery database.

Create a working folder

During the installation and configuration process, you will need to access files and export files from one system
into a local directory. To make it easier to do this, before you begin any of the installation and configuration tasks,
you should create a working folder on your local drive and add the following files to it:

+ CiscoBl ast Syst enSet up. exe: Contact the BlackBerry AtHoc Build and Release group for this file.
+ The SA- AnnounceRevol uti on. | i cense file.
+ The BlastConfiguration folder: Contact the BlackBerry AtHoc Build and Release group for this file.
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Install and configure the IP Phone Blast on AtHoc NDS

This section describes how to install and configure the IP Phone Blast on the AtHoc Notification Delivery Server
(NDS).

Install the IP Phone Blast on NDS

Important: Before you begin, verify that you are running on NDS. Installation will be unsuccessful if AtHoc NDS is
not located at: <Drive>:\Program Files (x86)\AtHocENS\Installation.

The Blast System utility is a wizard that installs all three BlackBerry AtHoc modules.

Go to the working folder where you placed the Ci scoBl ast Syst enSet up. exe file.

Right-click the Ci scoBIl ast Syst enSet up. exe file and select Run as administrator.

On the User Account Control pop-up screen, click Yes. The Blast System Installer opens.

On the Welcome screen, click Next. The Blast system software requirements appear on the screen
Click Next.

Verify the following information before continuing with the installation:

caprwbN=

Screen Action

Information + If the server meets all the listed requirements, click Next.

+ If the server is running AtHoc NDS 2.9.7 but does not have
Microsoft .NET 4.7.2 and 6.0.x and VS++2010SP1x86 and has an
internet connection, click Next.

+ If the server is running AtHoc NDS 2.9.7 but does not have
Microsoft .NET 4.7.2 and 6.0.x and VS++2010SP1x86 and does
not have an internet connection, click Cancel. You must manually
install Microsoft .NET 6.X and VS++2010SP1x86, and then run the
Blast System utility again.

Note: The utility checks for the specific versions. If they are not found,
the installation does continue and displays an error message. Install
the appropriate program versions and then run the Blast System utility
again.

7. Select I have read and accept the license terms.
8. Click Install. The installation process begins.
9. In the Select Destination Location screen, enter a selected destination location using the following format:

<DRI VE: >:\ Program Fi | es (x86)\ Syn- Apps\ C scoBl ast Syst enfSet up

Note: The AtHoc NDS must be located at: <Drive>:\Program Files (x86)\AtHocENS\Installation.

First installation only: Blast System updates target the existing installation folder designated here.
10.Click Next.
11.In the Environment Requirements screen, select the check box beside each item. Installation does not
continue until all check boxes are selected.

Note: You are required to select the check boxes only once. The system considers the state of the check
boxes from the original installation whenever the system runs updates.

12.Click Next.
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13.Click Install.

14.In the Completing the BlastSystemSetup Setup Wizard screen, select Launch BlastSystemSetup
Configuration.

15.Click Finish. By default, the Blast System utility automatically launches the Blast System Configuration
interface after the installation is finished.

The Ci scoBl ast Syst enfSet up. exe extracts the installers needed to set up the Windows roles and features
and installs the Blast System modules. However, these installers do not run until you provide the necessary data
in the G scoBl ast Syst enSet up configuration interface.

Configure the Blast system

If you have not selected the Launch CiscoBlastSystemSetup Configuration check box on the last installation
screen, navigate to the folder <DRI VE>: \ Program Fi | es (x86)\ Syn- Apps\ Bl ast Syst em Set up
\ Confi gur at i on, right-click the Ci scoBl ast Syst enConf i g. exe file and run as administrator.

1. On the User Account Control pop-up screen, click Yes.
2. On the Blast System Configuration screen, complete the following fields:

Field Description

Blast System Settings: These Settings apply to the entire Blast system.

IP Displays the default IP Address of the server on which the Blast
System is installed. If this server has multiple IP addresses and if you
want to use a different one, enter the IP address manually.

Port Enter the port number as desired. The default port is 8008.

Because IP Phone callbacks are directed to this port, the certificate
chain must be uploaded to CUCM. For detailed information about
uploading the certificates to CUCM, see Upload certificates to CUCM.

License File Click Browse, and then navigate to the AtHoc SA-Announce
Revolution license located in the working folder. The Blast Setup
utility copies the file to <DRI VE>: \ Progr am Fi | es (x86)\ At Hoc
\ SAAnnouncesRevol uti on.

Note: To update the license file in the future, copy it over the existing
file.

SSL Settings: Security— related settings.

SSL Enabled Select the SSL Enabled check box to secure all communication.

SSL certificates are automatically created. If the Port specified in
settings is already bound to an interface then configuration will fail.

For more information about validating the SSL Key, see SSL private key
validation.
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Field Description

Private Key Enter a password that will be used with the private key of the SSL
certificate chain. This field is displayed only when SSL Enabled is
checked.

User Supplied Certificates: Enter the private key that was used when
generating the certificates.

System Generated Certificates: Enter a password to use with the
private key of the SSL certificates.

Note: If you are configuring SSL for the first time, you will need
the private key or password (whichever you enter here) later when
prompted to validate the certificates. If you are reconfiguring Blast,
the SSL Key field must be filled with any value to continue with the
configuration.

Trust Phones Select the Trust Phones check box.

Trust Phones employs a trust all certificates method when checked.
This trust only applies to the initial POST leg from the Blast Notifier
to the phones in the notification. Select the check box if phone
certificates are not installed on the Blast application server.

CA Certificate If you are using self-signed certificates generated by the Blast System,
leave this field blank.

If you are using certificates from an authorized certificate of authority,
browse and select the certificate.

App Certificate If you are using self-signed certificates generated by the Blast System,
leave this field blank.

If you are using certificates from an authorized certificate of authority,
browse and select the certificate.

CUCM Settings: Settings that apply to the notifier for CUCM access.

CUCM IP Address Enter the CUCM IP Address. IP Address of the CUCM server that the
notifier must connect to, to discover the devices and other CUCM
objects it needs to be aware of.

CUCM User Enter the username you created in the Create a UCM User and UCM
Roles section of this guide.

The user can be a CUCM user or a CUCM application user with AXL
access permissions, used to gather CUCM data for the IP phone
devices. User account needs proper roles for this access.

Note: This setting is encrypted in the registry and cannot be changed
manually. Run the Blast System Configuration program to change it.
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Field Description

CUCM Password Enter the password you created for the new user.
Note: This setting is encrypted in the registry and cannot be changed
manually. Run the Blast System Configuration program to change it.

CUCM Version Change the version if required. Only the first two version identifiers are
used. For example, 10.5, though others can be entered.

3. When you finish entering the values in each of the fields, click Configuration in the top right corner of the
screen.

A pop-up notification screen with instructions to complete additional configuration steps is displayed.

The first part of the notification refers to the CUCM authentication process, which will take place after testing
of the authentication service. Complete the CUCM Authentication configuration regardless of whether SSL is
enabled.

The second part of the notification refers to the certificates that you will upload later after they are generated.
At the end the installation process, you will delete the certificates from the installation folder. For more
information about the deletion process, see NDS configuration for Cisco IP phones.

Cisco IP phones cannot receive Blast commands until the CUCM enterprise parameters for the authentication
URL (secure and non-secure) have been changed to the authentication URL provided by the notice. Restart the
phones to acquire the new setting.

Cisco IP phones cannot receive Blast commands until the CUCM enterprise parameters for the authentication
URL (secure and non-secure) have been changed to the authentication URL provided by the notice. Restart the
Phones to acquire the new setting.

4. In the Notice window, click OK. The system configuration begins. The individual module installers run one
by one and the configuration settings are applied across the module settings files to create a contiguous
integration.

CUCM settings are not validated at this stage. The Blast Notifier | og. t xt file must be checked to determine if
there is any issue with the current settings.

When the installation process reaches the SSL certificate creation stage, three pop-up screens will appear in
succession.

5. On the Create Private Key Password screen, in the Password and Confirm Password fields, enter the
password that you created for the private key.

6. Click OK.

7. On the Enter Private Key Password screen for the Subject key, enter the password that you created for the
private key.

8. Click OK.

9. On the Enter Private Key Password screen for the Issuer Signature key, enter the password that you created
for the private key.

10.Click OK.

11.0n the Configuration Completed Successfully, click OK.

Install TTS on a new NDS server

1. Contact ReadSpeaker at support@readspeaker.com and request a TTS license. Approval is needed from the
ReadSpeaker account manager.
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2. If the TTS license provided by your account manager at ReadSpeaker did not include a verification.txt file,
contact ReadSpeaker and request it.
3. Add the verification.txt file to your local system at: C:\VW\VTSvc\verify.

4. After your have finished completing the other configuration tasks described in this guide, send a test alert and
verify that the text from the alert title and body is converted to an audio file and can play on a Cisco IP Phone
device.

System generated certificates

The Blast System configuration attempts to perform the following actions:

+ Automatically create the required certificates if user-generated certs have been selected.
+ Copy the certificates to the appropriate certificate stores on the local host.
+ Bind the certificate chain to the selected IP Address and Port.

The configuration process never unbinds an in-use port. The process notifies that the port is in use by something
other than our certificate. Use the delete binding function to delete an existing binding and free the port for
configuration or change the port. For more information, see Set up the Windows server.

The following certificates and private key are generated and stored in:
c:\Program Fil es (x86)\ Syn- Apps\ SAAnnounceRevol uti on\ Configuration\Certificates
Note: SynAppsAut h. cer is the App certificate.

SSL private key validation

Note: This section only applies when SSL Enabled is selected.
You must validate the SSL Private Key if you are:

+ Performing the SSL configuration for the first time.
+ Reconfiguring SSL and the certificates, and the private key no longer exists in the certificate directory.

You are presented with three validation windows, enter the password as follows:

+ If you have created a password for system-generated certificates and have left the CA and App Certificate
fields blank, enter the password you entered on the Blast System Configuration screen. Enter the same
password in all three validation windows.

+ If you selected user-generated certificates for the CA and App certificates, enter the private key you used to
generate the certifications in the Private Key field on the Blast System Configuration screen. Enter that same
Private Key in all three validation windows.
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Upload certificates to CUCM

This section describes how to upload the generated CA and App certificates from NDS to CUCM. After the
Blast System configuration, you must upload the certificates to CUCM . The Blast Server must trust the CUCM
certificates. If SSL is enabled and the CA and App Certificate fields are left blank to allow system-generated
certificates, an additional notice is displayed with the location of the certificates you can upload them to CUCM.

Upload CA certificate

Open CUCM.

Select Cisco Unified OS Administration from the navigation drop-down list.
Click Security > Certificate Management.

Click Upload Certificate/Certificate chain.

From the Certificate Purpose drop-down list, select tomcat-trust.
Optionally, enter a descriptive name. Do not use spaces in this field.

Click Choose File and navigate to SynAppsAuthCA.cer.

Click Upload.

To apply the certification changes to the phones, restart the Cisco Tomcat service from the CUCM host
command line interface: utils service restart C sco Tontat.

WOoNSOwN=

Note: You must have Cisco administrator permissions.

Upload App certificate

Open CUCM.

Select Cisco Unified 0S Administration from the navigation drop-down menu.
Click Security > Certificate Management.

Click Upload Certificate/Certificate chain.

From the Certificate Purpose drop-down list, select Phone-trust.

Optionally, enter a descriptive name. Do not use spaces in this field

Click Choose File and navigate to SynAppsAuthCA.cer.

Click Upload.

Reboot the phones.

VWOoNSO N2

Important: Do not reboot the Cisco Tomcat service again.

Upload phone certificate

Do not perform these steps if you have selected Trust Phones in the Blast System Configuration screen. If you did
not select Trust Phones, the CUCM Phone Certificate Authority must be downloaded from CUCM and imported to
the Blast application server.

1. Open CUCM.

From the navigation drop-down list, select Cisco Unified OS Administration.
Click Security > Certificate Management.

Search for the CAPF certificate where Certificate begins with CAPF.

Click Find.

ahwbd
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6. Click CAPF Common Name. The Certificate Details window should show the file name "CAPF.pem".
7. Click Download.PEM.
8. Import the CAPF.pem file to the application server's local computer- Trusted Root CA's certificate store.
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Using fully qualified domain names

If your environment requires fully qualified domain names (FQDNs) in your Blast System environment, complete
these additional tasks after you have completed the Blast System installation, configuration, and SSL setup.

FQDN between blast notifier and CUCM

1. Create a DNS entry for CUCM.
2. Edit the config properties in:c: \ Program Fi | es (x86)\ Syn- Apps\ Bl ast Noti fi er
\ Bl ast Noti fier.exe.config:

Change CUCM P to the FQDN of CUCM.
Set UseSSL to Tr ue.
3. Save the file and restart Blast Notifier.

FQDN between blast notifier and Cisco phones

1. Open the Authenticator.exe.config file.
2. Change SecurePort to an unused port of your choose.
3. Save thefile.

Note: The default port value is 8008. Standard practice is to use a 4-digit port number that ends in 443, for

example 8443.

Open the BlastNotifier.exe.config file.

Change AppServerURL to use the server's FQDN.

Save the file.

Request a CA-signed certificate for the new port. Use a Certificate Authority of your choice and install the

certificate.

8. Open the CA-signed certificate. Click the Details tab. Scroll down to the bottom of the Details window and
click Thumbprint.

No a ks

You can use this value to bind the certificate to the new port.
9. Bind the CA-signed certificate to the new port (for the URLs) using the net sh command.

netsh http add sslcert ipport=0.0.0.0:<Port> certhash=<Thunbpri nt >
appi d={00112233- 4455- 6677- 8899- AABBCCDDEEFF}

where <Por t > isthe Secur ePort defined in the Aut henti cat or. exe. confi g file.
Note: This must be a free port as you are binding to all available interfaces in this case.
where <Thunbpr i nt > is the Thumbprint from the Details tab of the CA-signed cert. Remove all spaces.

Important: If a binding already exists for this port it must first be removed using the following
command: net sh http delete sslcert ipport=0.0.0.0:<Port>

~ Warning: Do not bind this certificate to that port using the IIS control panel. This will cause the other
!_j bindings of NDS with port 443 to fail. You must use net sh instead of IIS. Leave the existing binding to
the system-generated certificate in place.
10.To upload the CA certificate, click CUCM OS Administration > Certificate Management > Upload Certificate/
Certificate chain and from the certificate purpose drop-down list, select Phone-trust.
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Possible conflicts

Certificate already in use: This error occurs when binding already exists for this port. Remove the certificate
using the following command: net sh http del ete sslcert ipport=0.0.0.0:<Port>

Failed to bind certificate chain to port: If this error occurs, you need to run the set up as an administrator.
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Copy Tomcat certificate to NDS

To copy the Tomcat certificate from CUCM to NDS, complete the following tasks:

1. Download a Tomcat certificate from CUCM.
2. Import the Tomcat certificate to the Windows Certificate store.

Download a Tomcat certificate from CUCM

Open CUCM.

Select Cisco Unified OS Administration from the navigation drop-down menu.
Click Security > Certificate Management.

Search for the tomcat certificate where Certificate begins with tomcat.

Click Find.

Click the Tomcat Common Name link. The Certificate Details window should show tomcat.pem in the File
Name field.

7. Click Download.PEM file.

capwbnN=

Import the Tomcat certificate to the Windows Certificate store

Open Windows search and type mmec.

Click Yes to allow changes.

Click File > Add/Remove Snap-in.

In the Add or Remove Snap-ins window, select Certificates from the available snap-ins.
Click Add.

In the Certificates snap-ins window:

caprwbN=

Select Computer account.
Click Next.
Click Finish.
7. Inthe Add or Remove Snap-ins window, click OK.
8. Expand the Trusted Root Certification Authorities folder.
9. Right-click the Certificates folder and select All Tasks > Import.

10.Go through the Certificate Import Wizard screens to import the tomcat.pem certificate you downloaded from
CUCM.
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Update CUCM authentication URLs

1. Open CUCM Administration.
2. Click System > Enterprise Parameters.
3. For Phone URL Parameters, set:

URL Authentication to http://<IP>:<Port>/<UrlPath>/Authenticate

Note: This URL must be a Fully Qualified Domain Name(FQDN).

Secured Authentication URL to http(s)://<1P>:<Port>/<UrlPath>/Authenticate
4. Click Save.
5. Click Apply Config to update the authentication URL on all phones.

When using a non-secure mode, the Secured Authentication URL must be set to HTTP and not HTTPS. For the
basic testing purpose, the authentication URLs can also be overridden on a phone using the device settings for
each phone in question.
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Configure NDS for Cisco IP phones

Complete the following tasks to configure NDS for Cisco IP phones:

Obtain the Blast plug-in.
Add the ucmlpPhone key to the NDS server.
Configure the database server.

Obtain the Blast plug-in

After you install the Synaps software, the BlastPlugin folder is created in: C. \ Program Fi | es
(x86)\ At HocENS\ Del i ver ySer ver\ Pl ugi ns\ Bl ast Pl ugi n.

Note: If the AtHocENS folder is present in a different location, navigate to the BlastPlugin folder in
the Plugins directory and copy the entire folder to: <Dri ve>: \ At HOCENS\ Del i ver ySer ver\ Pl ugi ns.

Add the ucmipPhone key to the NDS server

Open the NDS console.

Go to the Management tab.

Select Configuration.

Click New Configuration.

In the New Key field, add the nds.plugin.ucmlpPhone key.
Add the following configuration in the Value field:

cgaswnN=

<nds. pl ugi n. ucm pPhone>
<support edDevi ces>
<devi ce type="ucm pPhone"
enabl ed="true" secondsTi meout ="0"
requi redlnilizati ons="None"
maxTasksPer | ni t ="10000"
maxTasksPer Executi on="10000"
maxTasksCanProcess="10000" />
</ support edDevi ces>
</ nds. pl ugi n. ucm pPhone>

7. Click Save.

8. Close the NDSconsole.

9. Open the NDS console. The ucmlpPhone device is displayed in the supported devices list.

10.Go to the Testing tab to verify that the ucmIpPhone device is displayed in the Supported Devices section.

Configure the database server

Before you begin:

You will need the following information before you configure the database server:
The database server name.
The SA user password.
The name of the ngdelivery database.
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+ Place the BlastConfiguration folder that you obtained from AtHoc sales in a folder on your local computer. This
folder contains the Bl ast Conf i gur ati on. bat and Bl ast Confi gurati on. sql files.

1. Open the BlastConfiguration folder on your local system.

2. Right-click the Bl ast Confi gur at i on. bat file. Click Edit and open the file using Notepad.

3. Add the database server instance name, ngdelivery database server name, and the SA user password to
the Bl ast Confi gur ati on. bat file as shown in the following example:

@cho off

@cho Configuring the Blast Plugin

rem updat e the database information in the bel ow statenent. Renbve the <> from
<val ue> and add the respective val ues.

for WG in (*.sqgl) dosqglcnd -S <Dat abaseServer| nst anceName> -d
<NGDel i veryDBNanme> -U sa -P "<SAUser Password>" -i "&&G'

PAUSED

4. Save and close the Bl ast Confi gur ati on. bat file.
. Open the Bl ast Confi gur ati on. sql file.
6. Verify that the @deviceType value is 'ucmipPhone'.

[$)]

DECLARE @levi ceType NVARCHAR(50)
SELECT @levi ceType=' ucm pPhone'
| F NOT EXI STS (SELECT * FROM NGDel i ver yAccount . dbo. Dat acent er Si t eDet ai |

When you log in to the database server, there is a ucmlpPhone entry in the deviceType column in
the ngdeliveryaccount > DatacenterSiteDetail table.
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Set up the Windows server

This section is for reference only and is not a part of Blast System configuration. The Blast System configuration
program automatically performs these steps on a machine where the selected port is free of bindings.

If you have to perform these steps manually, then run the Blast System configuration program from a command
prompt, as an administrator. When applicable, use makecert / netsh to install the certificate chain on the server
hosting the application.

Configuration Command and description

Create Root Authority makecert -n "CN=SynAppsAut hCA" -cy authority -a sha256 -sv
Cert " SynAppsAut hCA. pvk" -r " SynAppsAut hCA. cer"

Requires that the makecert . exe file is included with the Authenticator
installation at:

C.\Program Fi |l es (x86) Syn- Apps\ Aut henti cator\Certificates
\ makecert . exe.

Set a password and use the same password in both pop-ups.

Results are in the same directory as makecert.

Store Root Cert 1. Execute MMC (Start > Find: MMC).
2. Add the Certificates snap-in (for Local Computer, not the default Current
User.)

3. Navigate to TrustedRoot Certification Authorities, right—click, and select All
Tasks > Import.

4. Browse to the previously created SynAppsAuthCA.cer and import it.

Create Application Cert makecert -n "CN=<IP>" -ic "SynAppsAut hCA cer" -iv

" SynAppsAut hCA. pvk" -a sha256 -sky exchange -pe -sr
| ocal nachi ne -ss nmy "SynAppsAut h. cer"

Replace the <IP> with the IP settings value used in the BlastNotifier configuration
file. This is the IP address of the interface we are to bind to on the local machine.

Enter the password from the first makecert step.
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Configuration Command and description

Store Application Cert 1. Execute MMC (Start >Find: MMC).
2. Add the Certificates snap-in (for Local Computer, not the default 'Current
User').
Navigate to Personal, right—click and select All Tasks > Import.
4. Browse to the previously created SynAppsAuth.cer and import it.

=

Bind Cert netsh http add sslcert ipport=0.0.0.0:<Port >

cert hash=<Thunbpri nt > appi d={00112233- 4455- 6677- 8899-
AABBCCDDEEFF}

where <Por t > is the Port as set in the BlastNotifier configuration file. This should
be a free port as we are binding to all available interfaces in this case.

where <Thunbpr i nt > is the thumbprint from the details panel of
the SynAppsAut h. cer (double-click it in the MMC view). Remove all spaces.

If a binding already exists for this port it must first be removed using the following
command:

netsh http delete sslcert ipport=0.0.0.0:<Port>

Verify Proper Operation 1. Open the URL in a browser on the application server. This is the only place the
certificate authority is trusted.

http(s) //<IP>:<Port>/<Url Pat h>/ Aut henti cat e?
User | d=<user Nane>&Passwor d=<passwor d>

Example: https://10.0. 0. 100: 6443/ Aut hent i cat or/
Aut hent i cat e?User | d=SynApps&Passwor d=SynApps
2. Verify that there are no security warnings when in secure mode.
3. Verify that the browser body shows 'AUTHORIZED'.

Note: This test generally applies to the Authenticator module only. For other
modules, test the functionality as normal.
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Windows Roles and Features Error

Some Microsoft Windows 2016 users may encounter a Windows pop-up error while installing the Cisco Blast
Configuration Utility.

Warni ng — Dependencies failed to install:

W ndows Rol es and Feat ures.

This is likely due to [ ack of internet access, please enable internet access and
re-run installer or install the required conponents nmanually.

Note: This will not affect the functionality of the Cisco Blast system or NDS.
Click OK.
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Verify the NDS installation

1. Check the SAAnnouncelog. t xt file in the SAAnnounceRevolution folder to see that Revolution is receiving
heartbeats from both the Activator plug-in and the Notifier. This ensures that there is a connection between all
Blast components. Each module heartbeats every 30 seconds as displayed in the following example:

12 Apr 2017 23:40:14 DEBUG [4] sSAAnnounceRevolution.NotifierrRegistrar.AddNotifier [(null)]
: Received HeartBeat from Notifier: BlastNotifier at 192.168.1.50:8006

12 Apr 2017 23:40:23 DEBUG [4] SAAnnounceRevolution.ActivatorRegistrar.AddActivator
[(null1)] : Received HeartBeat from Activator: AtHoc.NDS.Plugin.Blast at 192.168.1.50:8006

12 Apr 2017 23:40:44 DEBUG [4] sAAnnouncerRevolution.Notifierregistrar.AddNotifier [(null)]
: Received HeartBeat from Notifier: BlastNotifier at 192.168.1.50:8006

12 Apr 2017 23:40:53 DEBUG [4] SAAnnounceRevolution.ActivatorRegistrar.AddActivator
[(null1)] : Received HeartBeat from Activator: AtHoc.NDS.Plugin.Blast at 192.168.1.50:8006

12 Apr 2017 23:41:14 DEBUG [4] sSAAnnounceRevolution.Notifierregistrar.AddNotifier [(null)]
: Received HeartBeat from Notifier: BlastNotifier at 192.168.1.50:8006

12 Apr 2017 23:41:23 DEBUG [4] SAAnnounceRevolution.ActivatorRegistrar.AddActivator
[(nul1)] : Received HeartBeat from Activator: AtHoc.NDS.Plugin.Blast at 192.168.1.50:8006

2. Verify the connection between the Notifier and Call Manager by checking the PhoneCachelog. t xt file in
the Blast Notifier folder.
3. Verify the Call Manager by checking the PhoneCachelLog. t xt file in the Blast Notifier folder.

4. The Blast Notifier queries the connected Call Manager for all phones that are registered with it. A successful
connection between Notifier and Call Manager results in a list of all the devices that are registered in the Call
Manager, as displayed in the following log entries:

13 Apr 2017 16:54:19 INFO [5] RIS.RISAdapter.GetDevices : Sending RIS Request for 14 /
200max devices:

13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEP2C3F38C81EA9
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEP0013C4285C91
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEPBOOOB4BA32E2
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEP44D3CA71894E
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEP00146A743DCD
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEPOO1E7AC46E9B
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEPBOOOB4BA32EE
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEPOO1121FFECD4
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEPO01469A9557E
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEP2C3ECF87EFSC
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEP649EF3B17420
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEPOOLEF7C26202
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEPA40CC39598B95
13 Apr 2017 16:54:19 DEBUG [5] RIS.RISAdapter.GetDevices : Name: SEP7081050C384A

13 Apr 2017 16:54:20 INFO [5] RIS.RISAdapter.GetDevices : Received RIS Response for 1
devices.
13 Apr 2017 16:54:20 DEBUG [5] RIS.RISAdapter.GetDevices : RIS Response for CUCM node:

192.168.20.254, num devices: 1.

13 Apr 2017 16:54:20 DEBUG [5] RIS.RISAdapter.GetDevices : Device Name: SEP7081050C384A,
Status: UnRegistered, IP: 192.168.20.50, DN: 1543-UnRegistered

13 Apr 2017 16:54:20 DEBUG [5] AXL_new.PhoneCache.update : PhoneCache UPDATE Finished...
13 Apr 2017 16:54:20 INFO [5] AXL_new.PhoneCache.update : 1 phones in the cache

13 Apr 2017 16:54:20 1INFO [5] BlastNotifier.DataAccess.<.ctor>b__9_0 : cache update
complete... converting phones

13 Apr 2017 16:54:20 DEBUG [5] BlastNotifier.DataAccess.<.ctor>b_9_0 : 1 phones converted

Errors

Errors displayed in the log file should provide some indication of what the problem is and where to start looking to
fix the errors. The following are example errors and troubleshooting steps:

1. In the following error, the endpoint failed to receive the notification because “there was no endpoint listening”
at the address specified. To troubleshoot this error, start by ensuring that the Notifier is communicating with
Revolution and Call Manager. Then verify that the endpoint is listed as Registered and was pulled in by the
Notifier. From there troubleshooting might get more specific based on the answers to those questions.

23 Mar 2017 17:57:10 ERROR [17]
SAAnnounceRevol ution. Noti fi cati onHandl er Bl ast. CheckFor 75Per cent Response
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[(null)] : Failed to obtain ActivationResult from Bl astNotifier Notifier

Syst em Ser vi ceMbdel . Endpoi nt Not FoundExcepti on: There was no endpoi nt |istening
at http://192.168. 10. 101: 8008/ SAAnnounceSDK/ Bl ast Not i fi er/ SAAnnounceSDK

that coul d accept the nessage. This is often caused by an incorrect address

or SOAP action. See InnerException, if present, for nore details. ---
> System Net. WebException: Unable to connect to the renote server --->

Syst em Net . Socket s. Socket Excepti on: A connection attenpt failed because

t he connected party did not properly respond after a period of time, or
establ i shed connection failed because connected host has failed to respond
192.168. 10. 101: 8008.

2. The Notifier is currently inactive. If you check the SAAnnouncelog. t xt file in this scenario, you cannot see
a heartbeat from BlastNotifier to Revolution, meaning they are not communicating. To troubleshoot this error,
start by getting the Notifier to communicate with Revolution.

23 Mar 2017 18:19: 05 WARN [ 8]

SAAnnounceRevol ution. Noti fi cati onHandl er. SendCommandToken [(null)] : Could
not send notification to notifier: BlastNotifier because the Notifier is NOT
acti ve.
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Supported Cisco IP phones

The following tables list supported Cisco IP phones.

Cisco DX 650 (] ]
Cisco DX 70 ] ]
Cisco DX 80 (] ]

Cisco IP Communicator ] ]
Cisco 6921 ]
Cisco 6941 )
Cisco 6945 o
Cisco 9691 V]
Cisco 7821 ]
Cisco 7841 )
Cisco 7861 o
Cisco 7911 V]
Cisco 7912 ]
Cisco 7920 ] ]
Cisco 7921G (] ]
Cisco 7925 ] ]
Cisco 7926 ] ]
Cisco 7931 )
Cisco 7937 Conference Station ]
Cisco 7940 V]
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Cisco 7941 ]
Cisco 7941G-GE o
Cisco 7942 )
Cisco 7945 V]
Cisco 7960

Cisco 7961 V]
Cisco 7961G-GE o
Cisco 7962 V]
Cisco 7965 ]
Cisco 7970 V]
Cisco 7971 )
Cisco 7975 V]
Cisco 8811 ]
Cisco 8831 V]
Cisco 8841

Cisco 8845 V]
Cisco 8865 ]
Cisco 8851

Cisco 8861

Cisco 8941 V]
Cisco 8945 ]
Cisco 8961 V]
Cisco 9951 )
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Cisco 9971 (] (]
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BlackBerry AtHoc Customer Support Portal

BlackBerry AtHoc customers can obtain more information about BlackBerry AtHoc products or get answers to
questions about their BlackBerry AtHoc systems through the Customer Support Portal:

https://www.blackberry.com/us/en/support/enterpriseapps/athoc

The BlackBerry AtHoc Customer Support Portal also provides support via computer-based training, operator
checklists, best practice resources, reference manuals, and user guides.
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Documentation feedback

The BlackBerry AtHoc documentation team strives to provide accurate, useful, and up-to-date technical
documentation. If you have any feedback or comments about BlackBerry AtHoc documentation, email
athocdocfeedback@blackberry.com. Please include the name and version number of the document in your email.

To view additional BlackBerry AtHoc documentation, visit https://docs.blackberry.com/en/id-comm-collab/
blackberry-athoc. To view the BlackBerry AtHoc Quick Action Guides, see https://docs.blackberry.com/en/id-
comme-collab/blackberry-athoc/Quick-action-guides/latest.

For more information about BlackBerry AtHoc products or if you need answers to questions about your BlackBerry
AtHoc system, visit the Customer Support Portal at https://www.blackberry.com/us/en/support/enterpriseapps/
athoc.
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