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The BlackBerry Web Services for Enterprise Administration are a collection of document-style web services that you can
use to create applications to manage your organization's BlackBerry Enterprise Server for Microsoft Office 365. You can
use the BlackBerry Web Services to automate many of the tasks that administrators typically perform using the BlackBerry
Administration Service. For example, you can create an application that automates the process of adding and activating
user accounts on the BlackBerry Enterprise Server.
The BlackBerry Web Services are installed automatically when you install the BlackBerry Enterprise Server for Microsoft
Office 365, and consist of two interfaces: BWS, which contains a single WSDL for all available methods, and BWSUtil,
which is used to configure authentication credentials that applications use to access the BlackBerry Web Services.
The BlackBerry Web Services use abstracted data objects, which allow your applications to be compatible with different
versions of the BlackBerry Enterprise Server. The BlackBerry Web Services emphasize compatibility, ease-of-use, and
flexibility, giving you the option to build your applications using various development languages and web service
frameworks.
To use the BlackBerry Web Services, you should be proficient in one of the supported programming languages and in the
use of common web services concepts such as XML, SOAP, and WSDL. You should be familiar with the configuration and
administration of the BlackBerry Enterprise Server, including the management of user accounts, groups, IT policies,
software configurations, and security settings.
For more information about the BlackBerry Enterprise Server for Microsoft Office 365, visit www.blackberry.com/go/
serverdocs to read the product documentation.
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Architecture: BlackBerry Web Services

Component

Description

Client application

The custom applications that you can develop and integrate with the BlackBerry
Web Services to manage your organization's BlackBerry Enterprise Server for
Microsoft Office 365, BlackBerry devices, and user accounts.
Your applications use the login credentials of a BlackBerry Administration
Service administrator account to authenticate with the BlackBerry
Administration Service and BlackBerry Web Services. After an application is
authenticated, the BlackBerry Web Services are initialized, and the BWS and
BWSUtil web services are ready to receive API calls from the application.

BlackBerry Web Services

A collection of document-style web services that you can use to perform
administrative tasks on your organization's BlackBerry Enterprise Server. For
example, you can create an application that uses the BlackBerry Web Services
to automate the process of adding and activating user accounts on the
BlackBerry Enterprise Server for Microsoft Office 365.

BlackBerry Administration Service

The web-based administration console that administrators log into and use to
monitor and manage the BlackBerry Enterprise Server for Microsoft Office 365,
devices, and user accounts. The BlackBerry Web Services give your applications
access to the management capabilities of the BlackBerry Administration
Service.

BlackBerry Configuration Database

The database that is created when you install the BlackBerry Enterprise Server
for Microsoft Office 365. The BlackBerry Configuration Database stores data
about server settings, devices, and user accounts. The BlackBerry
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Overview

Description
Administration Service accesses the BlackBerry Configuration Database to use
and make changes to this data.

Key terms for BlackBerry Web Services
developers
The table below lists and explains key terms that you may encounter as you become more familiar with the BlackBerry Web
Services.
The following descriptions provide basic knowledge to help build your understanding of a BlackBerry Enterprise Server
domain. For more detailed information, consult with your organization's BlackBerry Enterprise Server administrators, or
visit www.blackberry.com/go/serverdocs to read the administrator documentation for the BlackBerry Enterprise Server for
Microsoft Office 365.
Term

Description

Access control

Administrators can configure access control rules to specify the web servers that
users are permitted to access from their devices and the applications and
services that are permitted to push data to devices. Administrators define
access controls by configuring pull rules and push rules.
Administrators configure access control rules using the BlackBerry
Administration Service.

Administrator account

Administrator accounts are used to log in to the BlackBerry Administration
Service and manage the BlackBerry Enterprise Server. Each administrator
account is assigned a role that determines what actions the administrator can
perform.
The BlackBerry Enterprise Server is installed using a service account (for
example, BESAdmin). An administrator user can then log in to the BlackBerry
Administration Service using the service account and create one or more
administrator accounts for other users. If an administrator account has a role
with the appropriate permissions, that administrator can create other
administrator accounts.

Application control policy
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Administrators use application control policies to control the data and APIs that
applications can access on devices and the external data sources and network
connections that applications can access. When an administrator adds an
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Term

Overview

Description
application to a software configuration, the administrator must assign an
application control policy to the application.
The BlackBerry Administration Service includes a standard application control
policy for applications that are classified as required, optional, or not permitted.
Administrators can change the default settings of the standard application
control policies, or create custom application control policies.

BlackBerry Administration Service

The BlackBerry Administration Service is the web-based administration console
for the BlackBerry Enterprise Server. Administrators log in to the BlackBerry
Administration Service to manage server components, user accounts, and
devices in the BlackBerry Enterprise Server domain.
The BlackBerry Web Services provide custom applications with access to many
of the management capabilities of the BlackBerry Administration Service.

BlackBerry Attachment Service

The BlackBerry Attachment Service is the component of the BlackBerry
Enterprise Server that converts supported message attachments into a format
that users can view on their devices.

BlackBerry Configuration Database

The BlackBerry Configuration Database is a relational database that is installed
with the BlackBerry Enterprise Server. The BlackBerry Configuration Database
contains user account information and configuration information that the
BlackBerry Enterprise Server components use.

BlackBerry Controller

The BlackBerry Controller is the component of the BlackBerry Enterprise Server
that monitors all server components and restarts them if they stop responding.

BlackBerry Collaboration Service

The BlackBerry Collaboration Service is the component of the BlackBerry
Enterprise Server that provides a connection between an organization's instant
messaging server and the collaboration client on devices.

BlackBerry device-enabled

A user account or administrator account is BlackBerry device-enabled if the
account is allowed to be associated with a device. Generally, user accounts are
BlackBerry device-enabled, and administrator accounts may or may not be
device-enabled, depending on whether administrators require devices.
Administrators can configure whether accounts are device-enabled using the
BlackBerry Administration Service.

BlackBerry Dispatcher

The BlackBerry Dispatcher is the component of the BlackBerry Enterprise
Server that maintains an SRP connection with the BlackBerry Infrastructure over
the Internet. The BlackBerry Dispatcher is responsible for compressing and
encrypting and for decrypting and decompressing data that travels over the
Internet to and from the devices.
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Term

Description

BlackBerry Infrastructure

The BlackBerry Infrastructure validates SRP information and controls the IPPP
traffic that travels outside an organization's firewall to and from devices.

BlackBerry Policy Service

The BlackBerry Policy Service is the component of the BlackBerry Enterprise
Server that performs administration services over the wireless network. The
BlackBerry Policy Service sends IT policies and IT administration commands to
devices to configure user permissions and security settings, and also sends the
service book to devices to configure device settings and services.

BlackBerry MDS Connection Service

The BlackBerry MDS Connection Service is the component of the BlackBerry
Enterprise Server that permits users to access web content, the Internet, or an
organization's intranet. It also permits applications on devices to connect to the
organization's application servers or content servers for application data and
updates.

BlackBerry Messaging Agent

The BlackBerry Messaging Agent is the component of the BlackBerry Enterprise
Server that connects to the Server Connector for Microsoft Office 365 to access
messaging services, calendar management, address lookups, attachment
viewing, attachment downloading, and encryption key generation. The
BlackBerry Messaging Agent synchronizes configuration data between the
BlackBerry Configuration Database and the Messaging State Database.

BlackBerry Router

The BlackBerry Router is the component of the BlackBerry Enterprise Server
that connects to the wireless network to send data to and from devices.

BlackBerry Synchronization Service

The BlackBerry Synchronization Service is the component of the BlackBerry
Enterprise Server that synchronizes organizer data between devices and
Microsoft Office 365 over the wireless network.

BlackBerry Web Desktop Manager

The BlackBerry Web Desktop Manager is a web-based application that allows
device users to activate their devices and perform limited management tasks.

Enterprise Service Policy

Administrators can use the Enterprise Service Policy to control which devices in
an organization's environment can connect to the BlackBerry Enterprise Server.
Administrators can turn on and configure the Enterprise Service Policy using the
BlackBerry Administration Service.

Group

Administrators use groups to apply a common set of configuration settings
(software configurations, IT policies, roles, and so on) to multiple users that are
designated as group members.
Administrators can create groups and assign users to groups using the
BlackBerry Administration Service. Administrators can assign users to more
than one group. The BlackBerry Administration Service resolves any conflicting
group settings. Administrators can also assign groups to other groups.
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Indirect group

A group that is assigned to a user indirectly. For example, an administrator adds
a user to a group, and then adds the group to another parent group. The parent
group is assigned to the user as an indirect group. The BlackBerry
Administration Service resolves any conflicting settings.

Indirect IT policy

An IT policy that is assigned to a user indirectly. For example, an administrator
adds a user to a group, and then adds the group to another parent group. The IT
policy of the parent group is assigned to the user as an indirect IT policy. The
BlackBerry Administration Service resolves any conflicting rule settings.

Indirect role

A role that is assigned to a user indirectly. For example, an administrator adds a
user to a group, and then adds the group to another parent group. The role of
the parent group is assigned to the user as an indirect role. The BlackBerry
Administration Service resolves any conflicting settings.

Indirect software configuration

A software configuration that is assigned to a user indirectly. For example, an
administrator adds a user to a group, and then adds the group to another parent
group. The software configuration of the parent group is assigned to the user as
an indirect software configuration. The BlackBerry Administration Service
resolves any conflicting settings.

Indirect VPN profile

A VPN profile that is assigned to a user indirectly. For example, an administrator
adds a user to a group, and then adds the group to another parent group. The
VPN profile of the parent group is assigned to the user as an indirect VPN profile.
The BlackBerry Administration Service resolves any conflicting settings.

Indirect Wi-Fi profile

A Wi-Fi profile that is assigned to a user indirectly. For example, an administrator
adds a user to a group, and then adds the group to another parent group. The
Wi-Fi profile of the parent group is assigned to the user as an indirect Wi-Fi
profile. The BlackBerry Administration Service resolves any conflicting settings.

IT policy

Administrators use IT policies to configure user permissions and security
settings for each user's device. An IT policy is a collection of IT policy rules that
are configured individually. Each IT policy rule controls a specific device feature
or setting.
Administrators can create IT policies and assign IT policies to users or groups
using the BlackBerry Administration Service. If a user is assigned multiple IT
policies, the BlackBerry Administration Service resolves any conflicting rule
settings.
If an administrator does not specify a custom IT policy for a user or group, the
preconfigured Default IT policy is assigned. Administrators can create and
assign custom IT policies at any time, or they can change the configuration of
the Default IT policy.
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Term

Description

Job

The BlackBerry Administration Service creates jobs to deliver applications,
profiles, and IT policies to devices. A job is created whenever an administrator
assigns a software configuration, IT policy, or profile to users or groups, or
changes a software configuration, IT policy, or profile that was previously
assigned.
A job consists of multiple tasks. Each task delivers a specific object or setting
(for example, an IT policy) to a device.
Administrators can change the default settings that control how the BlackBerry
Administration Service creates jobs and delivers tasks to devices.

Messaging State Database

The Messaging State Database is a relational database that is installed with the
BlackBerry Enterprise Server. The Messaging State Database contains the state
of the data that is synchronized to devices. It is connected to the BlackBerry
Messaging Agent, the BlackBerry Synchronization Service, and the Server
Connector for Microsoft Office 365.

Reconciled applications

Reconciled applications is the term used to refer to the applications that are
installed on a device after the BlackBerry Administration Service resolves any
conflicting settings in one or more software configurations that are assigned to a
user.

Role

Administrators assign roles to administrator accounts to determine what actions
the administrator can perform when they log in to the BlackBerry Administration
Service. Each role consists of a set of permissions (also referred to as
capabilities) that define what the administrator can or cannot do (for example,
create users, create groups, and so on). The BlackBerry Administration Service
includes various preconfigured roles that are designed for different types of
administrators.
Administrators can create and assign roles to administrator users or groups
using the BlackBerry Administration Service.

Service book

The service book consists of various service records that configure device
settings and features, and determine which services are available on the
devices. The BlackBerry Enterprise Server sends the service book to devices
when the devices are activated.

Software configuration

Administrators use software configurations to install, upgrade, remove, and
manage applications on devices.
Administrators create and assign software configurations to users or groups
using the BlackBerry Administration Service. Administrators can assign more
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than one software configuration to a user or group. The BlackBerry
Administration Service resolves any conflicting settings.

User account

User accounts represent device users in an organization. Administrators add
user accounts to the BlackBerry Enterprise Server using data from the
organization's user directory.
Administrators create and manage user accounts, and associate user accounts
with devices, using the BlackBerry Administration Service.

VPN profile

Administrators use VPN profiles to specify how device users connect to an
organization's VPN.
Administrators can create and assign VPN profiles to users or groups using the
BlackBerry Administration Service.

Wi-Fi profile

Administrators use Wi-Fi profiles to specify how device users connect to an
organization's Wi-Fi network.
Administrators can create and assign Wi-Fi profiles to users or groups using the
BlackBerry Administration Service.

Wipe

Wipe is the term used to describe the action of permanently deleting the data on
a user's device.
Administrators can use the BlackBerry Administration Service to permanently
delete the data on a user's device.
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Feature

Description

Programmatic access to the BlackBerry
Administration Service

You can develop applications that automate and combine various
administrative tasks for the BlackBerry Enterprise Server for Microsoft
Office 365.

Installed automatically

The BlackBerry Web Services are installed automatically when you
install the BlackBerry Administration Service.

Ability to assign BlackBerry device users to
multiple groups

You can share administrative roles, IT policies, and other configuration
settings among similar user accounts so that properties can be set once
and used for each user.

Backward and forward compatibility

The BlackBerry Web Services use abstracted data objects, which allow
for a greater level of backward and forward compatibility with new or
existing applications.

Platform independent

The BlackBerry Web Services are independent of any operating system
or programming platform, which means that they are compatible with
any of the messaging servers that the BlackBerry Enterprise Server for
Microsoft Office 365 supports.

Security features

The BlackBerry Web Services communicate with the BlackBerry
Administration Service using the HTTPS protocol.

Events logging

The BlackBerry Web Services write data to the BlackBerry
Administration Service Application Server (BBAS-AS) log file.

Programmatic access to the BlackBerry
Administration Service
You can use the BlackBerry Web Services to develop applications that enhance your ability to manage the BlackBerry
Enterprise Server for Microsoft Office 365, BlackBerry devices, and user accounts. You can develop applications that
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automate and combine several tasks that administrators would typically perform using the BlackBerry Administration
Service.
The BlackBerry Web Services use SOAP to communicate with authenticated applications. SOAP is platform-independent,
which can make it easier to integrate your new applications with existing applications.
To access and use the available APIs, an application must first authenticate with the BlackBerry Web Services. The
application uses the login credentials of one or more BlackBerry Administration Service administrator accounts to
authenticate with and initialize the BlackBerry Web Services. When authentication completes, the BlackBerry Web
Services are ready to accept API calls. The roles and permissions that are associated with the administrator account
determine what APIs the application can use, and what management tasks the application can perform. For example, if
you create an application to add user accounts to the BlackBerry Enterprise Server, the administrator account that the
application uses must have a role with the Create a user permission.
An application that uses the BlackBerry Web Services must be able to make calls and receive responses from the
BlackBerry Administration Service. Any computer with authenticated access to the computer that hosts the BlackBerry
Administration Service can access the BlackBerry Web Services. This supports a secure, scalable model for programmatic
access and flexibility.

Backward and forward compatibility using
abstracted data objects
The BlackBerry Web Services use abstracted data objects. Abstracted data objects make application development easier
because they separate the implementation of data elements from the interface. Applications that use the abstracted data
objects of the BlackBerry Web Services have the added benefit of not requiring any changes when you install a new version
of the BlackBerry Enterprise Server for Microsoft Office 365.

Platform independence
The BlackBerry Web Services are platform-independent, so you can integrate new applications that use the BlackBerry
Web Services with existing applications and experience fewer compatibility issues. The BlackBerry Web Services are fully
scalable, so it is easier to integrate your applications with different versions of the BlackBerry Enterprise Server for
Microsoft Office 365 and troubleshoot compatibility issues, regardless of the messaging server.
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Security features
The BlackBerry Web Services use HTTPS to communicate with the BlackBerry Administration Service. Using HTTPS
provides encrypted communication, which helps protect your organization's environment from passive and active network
attacks while you perform administrative tasks.

Event logging
The BlackBerry Web Services write messages about API activity to the BlackBerry Administration Service Application
Server (BBAS-AS) log file. By default, the BBAS-AS log file is located at <drive>:\Program Files (x86)\Research In Motion
\BlackBerry Enterprise Server for Microsoft Office 365\Logs\<date>\.
You can review log messages for diagnostic and debugging purposes. The BlackBerry Administration Service log files are
important because the BlackBerry Web Services rely on the BlackBerry Administration Service to perform administrative
tasks.
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To view the API reference for the latest version of the BlackBerry Web Services, and to read the BlackBerry Web Services
documentation, visit http://docs.blackberry.com/BWS.
To read the documentation for the BlackBerry Enterprise Server, visit blackberry.com/go/serverdocs.
Resource

Information

BlackBerry Web Services for Enterprise
Administration - API Reference

•

Details for all available web services

•

Code samples

BlackBerry Web Services for Enterprise
Administration - Getting Started Guide for Java
developers

•

System requirements

•

Instructions for configuring the BlackBerry Enterprise Server for
Microsoft Office 365 and your development environment

•

Instructions for generating proxy files

•

Sample application

•

System requirements

•

Instructions for configuring the BlackBerry Enterprise Server for
Microsoft Office 365 and your development environment

•

Instructions for generating proxy files

•

Sample application

•

Description of new and changed APIs and classes

•

Fixed issues

•

Known issues

BlackBerry Web Services for Enterprise
Administration - Getting Started Guide for
Microsoft .NET developers

BlackBerry Web Services for Enterprise
Administration - Release Notes

BlackBerry Enterprise Server for Microsoft Office •
365 Feature and Technical Overview
•
•

BlackBerry Enterprise Server for Microsoft Office 365 features
System architecture
Data and process flows
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Information

BlackBerry Enterprise Server for Microsoft Office •
365 Installation and Configuration Guide
•

System requirements

BlackBerry Enterprise Server for Microsoft Office •
365 Administration Guide

System configuration and management
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API

application programming interface

HTTPS

Hypertext Transfer Protocol over Secure Sockets Layer

IT policy

An IT policy consists of various IT policy rules that control the security features and behavior of
BlackBerry smartphones, BlackBerry PlayBook tablets, the BlackBerry Desktop Software, and
the BlackBerry Web Desktop Manager.

MDM domain

An MDM domain consists of a BlackBerry database and any BlackBerry services or components
that are associated with it. An MDM domain can refer to any of the following environments:
•

BlackBerry Enterprise Server domain: A BlackBerry Configuration Database and any
BlackBerry Enterprise Server components that are associated with it

•

BlackBerry Enterprise Server Express domain: A BlackBerry Configuration Database and any
BlackBerry Enterprise Server Express components that are associated with it

•

BlackBerry Device Service domain: A BlackBerry Configuration Database and any
BlackBerry Device Service components that are associated with it

•

Universal Device Service domain: A Management Database and any Universal Device
Service components that are associated with it

SOAP

Simple Object Access Protocol

SSL

Secure Sockets Layer

WSDL

Web Services Description Language

XML

Extensible Markup Language
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©2013 Research In Motion Limited. All rights reserved. BlackBerry®, RIM®, Research In Motion®, and related trademarks,

names, and logos are the property of Research In Motion Limited and are registered and/or used in the U.S. and countries
around the world.
Java is a trademark of Oracle and/or its affiliates. Microsoft, Microsoft Office 365, and Microsoft Visual Studio are
trademarks of Microsoft Corporation. All other trademarks are the property of their respective owners.
This documentation including all documentation incorporated by reference herein such as documentation provided or
made available at www.blackberry.com/go/docs is provided or made accessible "AS IS" and "AS AVAILABLE" and without
condition, endorsement, guarantee, representation, or warranty of any kind by Research In Motion Limited and its affiliated
companies ("RIM") and RIM assumes no responsibility for any typographical, technical, or other inaccuracies, errors, or
omissions in this documentation. In order to protect RIM proprietary and confidential information and/or trade secrets, this
documentation may describe some aspects of RIM technology in generalized terms. RIM reserves the right to periodically
change information that is contained in this documentation; however, RIM makes no commitment to provide any such
changes, updates, enhancements, or other additions to this documentation to you in a timely manner or at all.
This documentation might contain references to third-party sources of information, hardware or software, products or
services including components and content such as content protected by copyright and/or third-party web sites
(collectively the "Third Party Products and Services"). RIM does not control, and is not responsible for, any Third Party
Products and Services including, without limitation the content, accuracy, copyright compliance, compatibility,
performance, trustworthiness, legality, decency, links, or any other aspect of Third Party Products and Services. The
inclusion of a reference to Third Party Products and Services in this documentation does not imply endorsement by RIM of
the Third Party Products and Services or the third party in any way.
EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS,
ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR
WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE, MERCHANTABILITY, MERCHANTABLE
QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR ARISING FROM A STATUTE OR CUSTOM OR A
COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR PERFORMANCE
OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN, ARE HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR
PROVINCE. SOME JURISDICTIONS MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND
CONDITIONS. TO THE EXTENT PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE
DOCUMENTATION TO THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE
HEREBY LIMITED TO NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM
THAT IS THE SUBJECT OF THE CLAIM.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL RIM BE
LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NONPERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
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REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE FOLLOWING DAMAGES: DIRECT,
CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES
FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION,
LOSS OF BUSINESS INFORMATION, LOSS OF BUSINESS OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA,
FAILURES TO TRANSMIT OR RECEIVE ANY DATA, PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN
CONJUNCTION WITH RIM PRODUCTS OR SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF RIM PRODUCTS OR
SERVICES OR ANY PORTION THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF
COVER, FACILITIES OR SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT
SUCH DAMAGES WERE FORESEEN OR UNFORESEEN, AND EVEN IF RIM HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, RIM SHALL HAVE NO OTHER
OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY
LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.
THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE OF
THE CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT,
NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A FUNDAMENTAL
BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT OR OF ANY REMEDY
CONTAINED HEREIN; AND (B) TO RIM AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS, AGENTS,
SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED RIM DISTRIBUTORS (ALSO INCLUDING AIRTIME
SERVICE PROVIDERS) AND THEIR RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.
IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR,
EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF RIM OR ANY AFFILIATES OF RIM
HAVE ANY LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.
Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to ensure that
your airtime service provider has agreed to support all of their features. Some airtime service providers might not offer
Internet browsing functionality with a subscription to the BlackBerry® Internet Service. Check with your service provider for
availability, roaming arrangements, service plans and features. Installation or use of Third Party Products and Services with
RIM's products and services may require one or more patent, trademark, copyright, or other licenses in order to avoid
infringement or violation of third party rights. You are solely responsible for determining whether to use Third Party
Products and Services and if any third party licenses are required to do so. If required you are responsible for acquiring
them. You should not install or use Third Party Products and Services until all necessary licenses have been acquired. Any
Third Party Products and Services that are provided with RIM's products and services are provided as a convenience to you
and are provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by RIM and RIM assumes no liability whatsoever, in relation thereto. Your use of Third Party Products and
Services shall be governed by and subject to you agreeing to the terms of separate licenses and other agreements
applicable thereto with third parties, except to the extent expressly covered by a license or other agreement with RIM.
Certain features outlined in this documentation require a minimum version of BlackBerry® Enterprise Server, BlackBerry®
Desktop Software, and/or BlackBerry® Device Software.
The terms of use of any RIM product or service are set out in a separate license or other agreement with RIM applicable
thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR
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WARRANTIES PROVIDED BY RIM FOR PORTIONS OF ANY RIM PRODUCT OR SERVICE OTHER THAN THIS
DOCUMENTATION.
Research In Motion Limited
295 Phillip Street
Waterloo, ON N2L 3W8
Canada
Research In Motion UK Limited
200 Bath Road
Slough, Berkshire SL1 3XE
United Kingdom
Published in Canada
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