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Overview 1
You can use the Push Service SDK to develop a push solution that uses the push technology of the BlackBerry®
Application Platform. The push solution includes a Push Initiator and a push-enabled application on a BlackBerry
device. With push technology, the Push Initiator does not need to wait for a request from the push-enabled
application to deliver content. The Push Initiator can deliver up to 8 KB of content (images, text, or audio) to many
devices at once through the BlackBerry® Infrastructure (to the general public), through the BlackBerry® Enterprise
Server (to enterprise users), or through both simultaneously. The content is available immediately to all users on
their devices without waiting for downloads.

If you plan to develop a push solution that delivers content through the BlackBerry Infrastructure, the Push Service
SDK provides two service options:
• BlackBerry Push Essentials: offers all the basic functionality that you need to develop push solutions, and to send

content to users quickly and efficiently.
• BlackBerry Push Plus: offers additional functionality so that you can check the status and receive notifications

about delivered push messages. You can also change the expiry time of push messages.

BlackBerry Push Essentials is a free service while BlackBerry Push Plus has a free tier and paid tiers.

You can evaluate the Push Service and the two service options by registering with Research In Motion. If you plan to
develop a push solution that delivers content through the BlackBerry Enterprise Server only, you do not need to
register. For more information about registering and to download the Push Service SDK, visit www.blackberry.com/
developers/pushservice.

Benefits of push technology
When you develop push solutions using the Push Service SDK, your solutions take advantage of the benefits that the
push technology of the BlackBerry® Application Platform provides.

Benefit Description

Immediate information Your push solutions can securely and reliably deliver up to 8 KB of content (images,
text, or audio) to BlackBerry devices through the BlackBerry® Infrastructure,
through the BlackBerry® Enterprise Server, or through both simultaneously. The
content is available immediately to all users on their devices without waiting for
downloads.

Increased efficiency You can choose where to send content. You can send content to individual users
(point-to-point), many users (multicast), or all of your users (broadcast). Your push
solution sends the content when it is actually available so that data traffic is
generated only when it is needed. Additionally, with the BlackBerry Push Plus service
option, your push solution can store push requests. If your push solution receives
a result notification, it can then perform status queries locally.
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Benefit Description

End-to-end visibility With the BlackBerry Push Plus service option, you can receive two status reports for
your push request: a server acknowledgement and application-level
acknowledgements. Real-time status also allows you to query the status of a push
request down to a specific BlackBerry device.

Longer battery life The Push Service SDK minimizes the impact on device batteries because the push-
enabled application listens in the background for the server to push content to it.
Once the application receives the content, it processes it. The application does not
need to poll the server to see if new content is available, and this helps to preserve
the life of the battery.
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Architecture: Push Service SDK solution 2
The architecture diagram shows a client/server solution that is developed using the Push Service SDK. The server-
side library and the client-side library interact with other components to enable the delivery of server-initiated
content to BlackBerry devices using push technology.

Component Description

Push Initiator The Push Initiator is the application that creates request messages (push request,
cancel request, status-query request) and response messages (result-notification
response) using the server-side library and submits them to the Push Proxy Gateway
(PPG). Using the server-side library, the Push Initiator also processes subscription-
related requests (subscribe, unsubscribe, suspend, resume) that it receives from the
push-enabled application on the BlackBerry device.

Server-side library The Push Service SDK contains the server-side library. The server-side library provides
the APIs that the Push Initiator uses to facilitate all interactions with the PPG. The
Push Initiator uses the server-side library to create push messages, status-query
messages, and result-notification response messages in PAP XML format for delivery
to the PPG. The Push Initiator uses the server-side library to process result-
notification messages and status-query response messages that it receives from the
PPG. The Push Initiator also uses the server-side library to process subscription-
related requests, such as subscribe, unsubscribe, suspend, and resume requests, that
it receives from the push-enabled application on the BlackBerry device.

Push Proxy Gateway (PPG) The Push Proxy Gateway processes push request messages and status-query
messages that it receives from the Push Initiator. Upon processing a push request
message, the PPG sends a response message which communicates the overall
outcome of the push message. The response message contains a result code or a PAP
error code. The PPG can be the BlackBerry® Infrastructure or the BlackBerry®
Enterprise Server.
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Component Description

Client-side library The BlackBerry® Java® Development Environment 5.0 and later contains the client-
side library. The client-side library provides the APIs that the push-enabled
application uses to register or deregister with the PPG. The client-side library listens
in the background for content received from the PPG. When content arrives from the
PPG, the client-side library starts the push-enabled application if the application is
not running.

Push-enabled application The push-enabled application on the BlackBerry device sends subscription-related
requests, such as subscribe, unsubscribe, suspend, and resume requests, to the Push
Initiator. The push-enabled application uses the client-side library to register with
the PPG and to listen for content, received from the PPG, in the background.
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Features 3

Two-tiered development model
At its core, a push solution communicates with the PPG using PAP messages. Around this basic functionality are the
constructs of the rest of the push solution: user subscription and user management, push message validation, the
management of result notifications, and so on.

The Push Service SDK provides a two-tiered development model that includes low-level APIs and high-level APIs.
Depending on the design of the push solution, you might only choose to use the APIs to create PAP messages, and
develop the rest of the solution on your own. Conversely, you might want to use the Push Service SDK APIs to handle
some of the more complex operations of your solution as well.

The Push Service SDK APIs can be categorized in the following tiers:

Tier Description Components

Low-level APIs The low-level APIs focus on the creation and parsing of
PAP messages, as well as the communication with the
PPG. These APIs provide a simple Java® API layer over
the PAP XML, removing the need for developers to write
and parse PAP control entities and multipart MIME
messages.

Typically, you would require the functionality provided
by low-level APIs if your push solution handles push
requests, subscriptions, and acknowledgements.

• Commons component
(contains the commons
package)

• PAP component (contains
the pap and query
packages)

High-level APIs The high-level APIs are built on top of the functionality
provided by the low-level APIs and provide a number of
value-added features.

Typically, you would require the functionality provided
by high-level APIs if your push solution does not handle
push requests, subscriptions, and acknowledgements.

• Core component (contains
the push, pushappmgmt,
and subscription
packages)

• Acknowledgement
component (contains the
acknowledgement
package)

• Monitoring component
(contains the monitoring
package)

Support for typical feature sets
You can use the Push Service SDK to develop a Push Initiator by choosing a feature set from the following table,
depending on your business needs. The feature set that you use must correspond to the service option that you
choose when you install the SDK.
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Feature set Advantages Disadvantages

The Push Initiator
automatically tracks push
messages.

You might use this feature set
to develop a Push Initiator
that sends push messages to
remote workers or for
payment applications.

This feature set requires the
BlackBerry Push Plus service
option.

• The PPG sends a result notification to
the Push Initiator so that you know the
final outcome of the push message that
the PPG delivered to each subscriber.

• You can perform a status query in the
local database, instead of contacting
the PPG, to check the status of a push
message to each subscriber.

• You can store details about a push
message in the local database for as
long as you want. The PPG keeps details
about a push message for only 24 hours.

• Based on the delivery status of the push
message, you can perform subscription
maintenance.

• The delivery status of push
messages is stored in the local
database, so there is
increased use of the
database.

You manually track push
messages using result
notification.

You might use this feature set
to develop a Push Initiator
that sends push messages for
advertising or brand
promotion.

This feature set requires the
BlackBerry Push Plus service
option.

• The PPG sends a result notification to
the Push Initiator so that you know the
final outcome of the push message that
the PPG delivered to each subscriber.

• You can perform a remote status query
to the PPG to check the status of a push
message to each subscriber.

• The delivery status of push messages is
not stored in the local database, so
there is less use of the database.

• Based on the delivery status of the push
message, you can perform subscription
maintenance.

• You must process the result
notification manually.

You manually track push
messages using status query.

You might use this feature set
to develop a Push Initiator
that sends push messages
that contain subscription
content.

This feature set requires the
BlackBerry Push Plus service
option.

• You can perform a remote status query
to the PPG to check the status of a push
message to each subscriber.

• The delivery status of push messages is
not stored in the local database, so
there is less use of the database.

• You do not have to process incoming
result notifications.

• To determine the delivery
status of a push message, you
must manually query the PPG
multiple times.

• You can query the status of a
push message for only 24
hours.
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Feature set Advantages Disadvantages

You do not track push
messages.

You might use this feature set
to develop a Push Initiator
that sends push messages
that contain broadcast news
or weather headlines.

This feature set requires the
BlackBerry Push Essentials
service option.

• There is very little overhead with this
type of Push Initiator. You just need to
determine the list of subscribers and
the content that you want to send.

• You do not need to check if a push
message reached each subscriber.

• You do not know the delivery
status of a push message.

• You must perform
subscription maintenance
manually.

Helper applications
The Push Service SDK includes a number of helper applications. Helper applications are complete or partially complete
web application templates that you can use to help you quickly access some of the features of the Push Service SDK
with little or no development effort. Helper applications are available in .war file format.

Helper application Description

DebugPortal A complete Push Initiator that demonstrates some key features of the Push Service
SDK server-side library by enabling quick setup and test runs of "Hello World" type
push-enabled applications or by helping to debug and test production-grade push-
enabled applications

PushSDK A web application that helps you deploy the default implementations of the servlets
from the Acknowledgement component to capture acknowledgments from the
PPG, and the Subscription component to capture subscription requests from the
device, when you use only the high-level API functionalities of the Push Service SDK
server-side library

PAPNotify A web application template that helps you deploy an implementation of the abstract
servlet from the PAP component to capture acknowledgements from the PPG, when
you use only the low-level API functionalities of the Push Service SDK

Cancellation of pending push messages
For content providers with a service level of BlackBerry® Push Plus, you can cancel a push message at any time during
the life of the request. When the PPG receives a cancellation request, the PPG attempts to stop the delivery of the
data to BlackBerry devices. Because the PPG typically processes requests quickly, however, in most cases, the
cancellation request is unsuccessful.

The PPG does not attempt to recall push content from BlackBerry devices after the content has been successfully
delivered.
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Querying the status of a push message
For content providers with a service level of BlackBerry Push Plus, the PPG allows you to query the status of a push
message for any or all of the addressees. The PPG returns a single response that contains the current status of the
push message for all of the specified BlackBerry devices.

You can request a variety of information in your status query. For example, you can:

• query the status of the push message for all BlackBerry devices
• query for which BlackBerry devices the push message was cancelled
• query for which BlackBerry devices the push message failed
• query for which BlackBerry devices the push message is still pending

Querying the status of push a message is not available to content providers with a service level of BlackBerry Push
Essentials.
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Process flows 4
You can push data to subscribed users through the BlackBerry® Infrastructure, through the BlackBerry® Enterprise
Server, or through both simultaneously. To push data in one of these ways, you must configure the Push Service SDK
and you must create a Push Initiator with the appropriate type.

Process flow: Pushing data to subscribed users through the
BlackBerry Infrastructure

1. The Push Initiator sends push message to the BlackBerry® Infrastructure in the form of an HTTPS POST.
The push message is a MIME multipart message, which contains the following items:
• a WAP PAP 2.1 XML control entity, which describes the delivery parameters and specifies one or more

BlackBerry devices to which the content will be delivered
• the push content to deliver to the specified BlackBerry devices

2. The BlackBerry Infrastructure receives the push message and attempts to authenticate the Push Initiator.

3. If the Push Initiator is successfully authenticated, the BlackBerry Infrastructure validates the push message.
• If the Push Initiator is within the daily quota of push messages, and the request contains all the required

information, the BlackBerry Infrastructure accepts the push message.
• If the Push Initiator has exceeded the push limits, the BlackBerry Infrastructure rejects the message.

4. The BlackBerry Infrastructure returns a push response to acknowledge receipt of the push message, and indicates
whether the message has been accepted for processing or rejected. If the push message has been rejected, the
BlackBerry Infrastructure returns an error code to the content provider that provides the reason for the rejection.

5. The BlackBerry Infrastructure sends the push content to the specified BlackBerry devices.

6. Each BlackBerry device notifies the BlackBerry Infrastructure when the push content is received. A push message
is considered successful if the push content is delivered before the specified expiry time and it meets the criteria
specified by the <quality-of-service> element in the push message.

7. If the Push Initiator requests notification, the BlackBerry Infrastructure sends a result notification message to
the push server.

8. The Push Initiator responds to the BlackBerry Infrastructure, acknowledging the receipt of the result notification.
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Process flow: Pushing content to subscribed users through
the BlackBerry Enterprise Server

1. The Push Initiator sends push message to the BlackBerry® Monitoring Service of the BlackBerry® Enterprise
Server in the form of an HTTPS POST.
The push message is a MIME multipart message, which contains the following items:
• a WAP PAP 2.0 XML control entity, which describes the delivery parameters and specifies one or more

BlackBerry devices to which the content will be delivered
• the push content to deliver to the specified BlackBerry devices

2. The BlackBerry Monitoring Service returns a push response to acknowledge receipt of the push message, and
indicates whether the message has been accepted for processing or rejected. If the push message has been
rejected, the BlackBerry Monitoring Service returns an error code to the content provider that provides the
reason for the rejection.

3. The BlackBerry Monitoring Service sends the push content to the specified BlackBerry devices.

4. Each BlackBerry device notifies the BlackBerry Monitoring Service when the push content is received. A push
message is considered successful if the push content is delivered before the specified expiry time and it meets
the criteria specified by the <quality-of-service> element in the push message.

5. If the Push Initiator requests notification, the BlackBerry Monitoring Service sends a result notification message
to the push server.

6. The Push Initiator responds to the BlackBerry Monitoring Service, acknowledging the receipt of the result
notification.
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Prerequisites: Using the Push Service SDK 5
To use the Push Service SDK, be aware of the following considerations:

• You must identify the following requirements for your Push Initiator:
• Whether it uses the BlackBerry® Infrastructure, BlackBerry® Enterprise Server, or both as the PPG
• The number of daily push request messages it submits to the PPG
• The size of the file or content that is included in the push request message

• If your Push Initiator uses the BlackBerry Infrastructure as the PPG to deliver content, you must register the Push
Initiator with Research In Motion. To register, visit www.blackberry.com/developers/pushservice.

• To create a content delivery solution for BlackBerry devices using push technology, you must develop the
following components:
• A Push Initiator (an application that submits push request messages to the PPG) for the server-side
• A push-enabled application (an application for the BlackBerry device that receives the content) for the

client-side
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Related resources 6

Resource Description

www.blackberry.com/Dev Zone Visit the BlackBerry® Developer Zone for information about the Push Service
and to download the Push Service SDK.

docs.blackberry.com/en/
developers/Push Service SDK

View Push Service SDK documentation, including a Getting Started guide,
development guides, and Release Notes.

docs.blackberry.com/en/
developers/JDE

View BlackBerry® Java® Development Environment documentation,
including a Feature and Technical Overview, development guides, Release
Notes, and sample applications. The BlackBerry JDE 5.0 and later contains
the client-side library that you can use to develop a push-enabled
application for BlackBerry devices.
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Glossary 7
API

application programming interface

HTTPS
Hypertext Transfer Protocol over Secure Sockets Layer

MIME
Multipurpose Internet Mail Extensions

PAP
Push Access Protocol

PPG
Push Proxy Gateway

XML
Extensible Markup Language
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Legal notice 8
©2011 Research In Motion Limited. All rights reserved. BlackBerry®, RIM®, Research In Motion®, and related
trademarks, names, and logos are the property of Research In Motion Limited and are registered and/or used in the
U.S. and countries around the world.

Java is a trademark of Oracle America, Inc. All other trademarks are the property of their respective owners.

This documentation including all documentation incorporated by reference herein such as documentation provided
or made available at www.blackberry.com/go/docs is provided or made accessible "AS IS" and "AS AVAILABLE" and
without condition, endorsement, guarantee, representation, or warranty of any kind by Research In Motion Limited
and its affiliated companies ("RIM") and RIM assumes no responsibility for any typographical, technical, or other
inaccuracies, errors, or omissions in this documentation. In order to protect RIM proprietary and confidential
information and/or trade secrets, this documentation may describe some aspects of RIM technology in generalized
terms. RIM reserves the right to periodically change information that is contained in this documentation; however,
RIM makes no commitment to provide any such changes, updates, enhancements, or other additions to this
documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software, products
or services including components and content such as content protected by copyright and/or third-party web sites
(collectively the "Third Party Products and Services"). RIM does not control, and is not responsible for, any Third
Party Products and Services including, without limitation the content, accuracy, copyright compliance, compatibility,
performance, trustworthiness, legality, decency, links, or any other aspect of Third Party Products and Services. The
inclusion of a reference to Third Party Products and Services in this documentation does not imply endorsement by
RIM of the Third Party Products and Services or the third party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS,
ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR
WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE, MERCHANTABILITY, MERCHANTABLE
QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR ARISING FROM A STATUTE OR CUSTOM OR
A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR PERFORMANCE
OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN, ARE HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR
PROVINCE. SOME JURISDICTIONS MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND
CONDITIONS. TO THE EXTENT PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE
DOCUMENTATION TO THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE
HEREBY LIMITED TO NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM
THAT IS THE SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL RIM BE
LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-
PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE FOLLOWING DAMAGES: DIRECT,
CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES
FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS
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OF BUSINESS INFORMATION, LOSS OF BUSINESS OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO
TRANSMIT OR RECEIVE ANY DATA, PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH
RIM PRODUCTS OR SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF RIM PRODUCTS OR SERVICES OR ANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR SERVICES,
COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES WERE FORESEEN OR
UNFORESEEN, AND EVEN IF RIM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, RIM SHALL HAVE NO OTHER
OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY
LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE OF THE
CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT,
NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A FUNDAMENTAL BREACH
OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT OR OF ANY REMEDY CONTAINED
HEREIN; AND (B) TO RIM AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS
(INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED RIM DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE
PROVIDERS) AND THEIR RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR, EMPLOYEE,
AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF RIM OR ANY AFFILIATES OF RIM HAVE ANY
LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to ensure
that your airtime service provider has agreed to support all of their features. Some airtime service providers might
not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service. Check with your
service provider for availability, roaming arrangements, service plans and features. Installation or use of Third Party
Products and Services with RIM's products and services may require one or more patent, trademark, copyright, or
other licenses in order to avoid infringement or violation of third party rights. You are solely responsible for
determining whether to use Third Party Products and Services and if any third party licenses are required to do so.
If required you are responsible for acquiring them. You should not install or use Third Party Products and Services
until all necessary licenses have been acquired. Any Third Party Products and Services that are provided with RIM's
products and services are provided as a convenience to you and are provided "AS IS" with no express or implied
conditions, endorsements, guarantees, representations, or warranties of any kind by RIM and RIM assumes no liability
whatsoever, in relation thereto. Your use of Third Party Products and Services shall be governed by and subject to
you agreeing to the terms of separate licenses and other agreements applicable thereto with third parties, except
to the extent expressly covered by a license or other agreement with RIM.

Certain features outlined in this documentation require a minimum version of BlackBerry® Enterprise Server,
BlackBerry® Desktop Software, and/or BlackBerry® Device Software.
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The terms of use of any RIM product or service are set out in a separate license or other agreement with RIM applicable
thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR
WARRANTIES PROVIDED BY RIM FOR PORTIONS OF ANY RIM PRODUCT OR SERVICE OTHER THAN THIS
DOCUMENTATION.

Research In Motion Limited
295 Phillip Street
Waterloo, ON N2L 3W8
Canada

Research In Motion UK Limited 
Centrum House 
36 Station Road 
Egham, Surrey TW20 9LF 
United Kingdom 

Published in Canada
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