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Overview 1

The BlackBerry® Sales Client for SAP® CRM is part of a client/server solution that integrates with the messages application,
contacts application, and phone application on the BlackBerry device. It is supported in organizations that use SAP® and the
BlackBerry® Enterprise Server.

For organizations already using SAP® Customer Relationship Management, the BlackBerry Sales Client for SAP CRM enhances
sales force productivity by making important CRM information available on BlackBerry devices, wireless updates of information
and up-to-date and accurate information from the field helps to increase responsiveness and improves the quality of business
decisions. Mobile sales people can access CRM information when they are outside a wireless coverage area. Unlike the alternative
wireless CRM solutions, the BlackBerry Sales Client for SAP CRM can provide a seamless experience to BlackBerry device users.
The BlackBerry Sales Client for SAP CRM integrates with BlackBerry Device Software applications, uses BlackBerry push
technology, and administrators can make the application available and manage the application without using third-party
middleware. The BlackBerry Sales Client for SAP CRM uses the same level of security as other BlackBerry Device Software
applications. The data that is sent between the BlackBerry Enterprise Server and the BlackBerry devices is encrypted with Triple
DES or AES encryption.
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System requirements: BlackBerry Sales Client for SAP CRM 2

Requirements Description

SAP® environment • SAP® Customer Relationship Management version 2007

SP04 or later, or SAP Customer Relationship

Management version 7.0 SP03 or later

• SAP NetWeaver® Mobile version 7.1 SP06 or later

• Mobile Gateway™ version 1.0 SP01

BlackBerry® Enterprise Server environment • BlackBerry Enterprise Server version 4.1 SP6 for

Microsoft® Exchange or BlackBerry Enterprise Server

version 4.1 SP6 for IBM® Lotus® Domino®

• BlackBerry MDS Integration Service and BlackBerry

MDS Connection Service

BlackBerry device • BlackBerry® Bold™ 9000 with BlackBerry® Device

Software version 4.6.0

• BlackBerry® Curve™ 8900 with BlackBerry Device

Software version 4.6.1
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Compatibility Information 3

You cannot use the BlackBerry® Sales Client for SAP® CRM on a BlackBerry device that has any of the following applications
installed:

• BlackBerry® Client for IBM® Lotus® Connections
• BlackBerry® MDS Runtime

You will be unable to install the BlackBerry® Runtime for SAP®, required by the BlackBerry Sales Client for SAP CRM, if the
runtime module for the BlackBerry Client for IBM Lotus Connections or the BlackBerry MDS Runtime is installed on the BlackBerry
device.
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Preinstallation tasks 4

Install the BlackBerry MDS Integration Service hotfix on the BlackBerry
Enterprise Server
If the BlackBerry® MDS Integration Service is installed on the same computer as the BlackBerry® Enterprise Server, the default
install folder for the BlackBerry MDS Integration Service is C:\Program Files\Research In Motion\BlackBerry Enterprise Server
\MDSS. If the BlackBerry MDS Integration Service is installed on a different computer, the default install folder is C:\Program
Files\Research In Motion\MDSIS.

1. In the Windows® Services, stop the BlackBerry MDS Integration Service.

2. In the lib subfolder of the BlackBerry MDS Integration Service install folder, rename the mdss.jar file to mdss.jar.old.

3. In the lib subfolder of the BlackBerry MDS Integration Service install folder, paste the hotfix file mdss.jar.

After you finish: You must configure the BlackBerry MDS Integration Service and the BlackBerry® MDS Connection Service
properties.

Configure the BlackBerry MDS Integration Service and the BlackBerry MDS
Connection Service properties
If the BlackBerry MDS Integration Service is located on the same computer as the BlackBerry Enterprise Server, the default install
folder for the BlackBerry MDS Integration Service is C:\Program Files\Research In Motion\BlackBerry Enterprise Server\MDSS.
If the BlackBerry MDS Integration Service is installed on a different computer, the default install folder is C:\Program Files
\Research In Motion\MDSIS.

Before you begin: You must install the BlackBerry® MDS Integration Service hotfix on the BlackBerry® Enterprise Server.

1. In the config subfolder of your BlackBerry MDS Integration Service install folder, edit the app.properties file.

a. In the WSE Connector section, configure the maximum number of notifications per event source host, per subscription,
per specified time period parameter. The suggested value is 8000.

net.rim.wica.ag.services.connector.wse.WseConnector.max_notifs=8000

b. In the WSE Connector section, configure the parameter for the number of notifications per subscription daily limit.
For each subscription, count one pushed message per account, per lead, and per opportunity (CRM objects) and
additional notifications on data update and new CRM object pushes.

net.rim.wica.ag.services.connector.wse.WseConnector.notif_daily_limit=<number 
of notifications per subscription daily limit>
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For a CRM environment with 750 accounts, 1600 contacts, and 50 leads, the value is 2400 pushed messages for each
device. The parameter is a multiple of ten of the value:
net.rim.wica.ag.services.connector.wse.WseConnector.notif_daily_limit=24000.

c. In the TranportConfiguration section, configure the timeout settings. The suggested value is 60000, for the
httpconnector and server connection and IO timeout parameters.

net.rim.wica.ag.base.transport.TransportConfiguration.httpconnector.connection
Timeout=60000

net.rim.wica.ag.base.transport.TransportConfiguration.httpconnector.ioTimeout=
60000

net.rim.wica.ag.base.transport.TransportConfiguration.server.connectionTimeout
=60000

net.rim.wica.ag.base.transport.TransportConfiguration.server.ioTimeout=60000

2. In the Windows® Services, start the BlackBerry MDS Integration Service.

3. Install the BlackBerry MDS Integration Service self-signed certificate so that the BlackBerry MDS Integration Service can
communicate with the BlackBerry Manager. In the BlackBerry Manager perform the following actions:

a. In the left pane, click a BlackBerry MDS Integration Service (URL).

b. In the certificate installation dialog box, click View Certificate.

c. Review the certificate information.

d. Click Install Certificate.

e. Complete the instructions on the screen. Accept the default settings.

f. When prompted, click Cancel.

For more information about authenticating the BlackBerry MDS Integration Service to the BlackBerry Manager and web
services, see the  BlackBerry Enterprise Server Administration Guide.

4. Allow the installation of unsigned applications on the BlackBerry device. In the BlackBerry® Manager perform the following
actions:

a. In the left pane, click a BlackBerry MDS Integration Service (URL).

b. On the MDS Integration Services tab, click Edit Properties.

c. In the left pane, click General.

d. Double-click Allow Unsigned Applications.

e. In the drop-down list, click True.

f. Click OK.

5. Increase the limit of the number of messages an application can send. In the BlackBerry Manager perform the following
actions:

a. In the left pane, click a BlackBerry MDS Integration Service (URL).
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b. On the MDS Integration Services tab, click Edit Properties.

c. In the left pane, click Device Policies.

d. Double-click BlackBerry MDS Integration Service Device Policy Definition.

e. Double-click Default Policy.

f. In the left pane, click Device Policy.

g. Click Queue Limit for Outbound Application Messages.

h. Type 50.

i. Click OK.

j. Complete the instructions on the screen until you return to the BlackBerry Manager.

6. Increase the maximum amount of data that can be sent to the BlackBerry device for each BlackBerry® MDS Connection
Service connection. In the BlackBerry Manager perform the following actions:

a. In the left pane, click a BlackBerry MDS Connection Service.

b. On the Connection Service tab, click Edit Properties.

c. In the left pane, click General.

d. Double-click Maximum KB/Connection.

e. Type 512.

f. Click OK.

g. Repeat steps a to f for all the instances of the BlackBerry MDS Connection Service.

7. In your database management system, perform the following actions:

a. Open the MDS database. The default name of the database is mdss.

b. In the dbo.MDS table, for every row in the MDS_ID column with a value that is not NULL, specify the corresponding
value in the MAX_LENGTH column as 524288.

8. In the Windows Services, restart the BlackBerry MDS Integration Service, to implement the changes.

Upload the BlackBerry Runtime for SAP files to the BlackBerry Enterprise
Server
Before you begin: You must install the latest BlackBerry® Device Software on the BlackBerry® Enterprise Server. For more
information about an alternative to installing the BlackBerry Device Software, visit http://www.blackberry.com/support to read
article KB13589 .

1. In C:\Program Files\Common Files, configure Research In Motion as a shared folder.

2. If you do not already have a shared folder, create a subfolder in Research In Motion called Shared.

3. In the Shared subfolder, create a subfolder called Applications.
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4. In the Applications subfolder, create a subfolder called BlackBerry Runtime for SAP.

5. Extract the  BlackBerryRuntimeforSAP.zip file into the BlackBerry Runtime for SAP folder.

6. At the command prompt, type cd C:\Program Files\Common Files\Research In Motion\AppLoader.

7. Type loader.exe /index.

The PkgDBCache.xml and specification.pkg files are created in the Applications folder.

Configure the BlackBerry Enterprise Server to send the BlackBerry Runtime
for SAP to BlackBerry devices over the wireless network
1. In the BlackBerry® Manager, in the left pane, click BlackBerry Domain.

2. In the right pane, on the Software Configurations tab, click Add New Configuration.

3. In the Configuration Name field, type a name, such as BlackBerry SAP_CRM.

4. In the Configuration Description field, type a description, such as Runtime module.

5. In the Device Software Location field, click Change, to specify the location of the BlackBerry® Runtime for SAP® files that
was extracted earlier.

6. In the Device Software Share Location dialog box, type the path to the shared folder named Research In Motion. Use the
UNC format.

\\<host name or IP address>\Research In Motion

7. Click OK.

8. In the Application Name list, expand Application Software.

9. Select the BlackBerry runtime for SAP check box.

10. In the Delivery list, click Wireless.

11. Select the BlackBerry SAP Runtime Default Launcher check box.

12. In the Delivery list, click Wireless.

13. Click OK.

Install the BlackBerry MDS Publishing Tool on a computer
Before you begin:
• Verify that the computer on which you want to install the BlackBerry MDS Publishing Tool has HTTP access to the BlackBerry®

Enterprise Server.
• Verify that Microsoft .NET Framework 2.0 is installed on the computer on which you want to install the BlackBerry MDS

Publishing Tool.
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• Verify that the computer on which you want to install the BlackBerry MDS Publishing tool does not have an earlier version
of the BlackBerry MDS Publishing Tool installed. The setup appplication does not automatically update an earlier version.
You must delete or rename the program folder for the earlier version of the BlackBerry MDS Publishing Tool before you
install a new version.

1. Double-click publisher.exe.

2. Complete the instructions on the screen.
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Installing the BlackBerry CRM sales module and the
BlackBerry Runtime for SAP

5

Publish the BlackBerry CRM sales module to the BlackBerry MDS Integration
Service
1. On the computer where you installed the BlackBerry® MDS Publishing Tool, click Start > Programs > Research In Motion

> WinPublisher.exe  to open the BlackBerry® MDS Runtime Application Publishing Utility.

2. Click Next.

3. Click Browse.

4. Navigate to the BlackBerrySalesClient.zip file.

5. Click Open.

6. Click Next.

7. Under Registry Information and Repository Information, perform the following actions:

a. In the URL fields, change the host name and the port number portions of the URLs to correspond to your BlackBerry®
Enterprise Server environment.

For example, if you have the default setup with the BlackBerry® MDS Integration Service located on the same computer
as the BlackBerry Enterprise Server, the host name is the host name of the BlackBerry Enterprise Server and the port
number is 7080. The port number portions of the URLs changes to 7080.

http://<BES host name>:7080/mds-discovery/services/DiscoveryPublish
http://<BES host name>:7080/webdav/

b. In the User Name and Password fields, type the MDS registry and MDS repository user names and passwords.

c. Click Next.

8. Change only the host name, port number, and client number portion in the End Point URL fields for each PORTTYPE, to
provide the SAP NetWeaver® DOE host name, port number, and client number.

For example, the default value http://HOST_NAME:PORT_NUMBER/sap/bc/DOE_ESDMA_SOAP?sap-
client=CLIENT_NUMBER should be changed to:

http://<DOE host name>:<port number>/sap/bc/DOE_ESDMA_SOAP?sap-client=<client 
number>

where <DOE host name>, <port number>, and <client number> correspond to your SAP NetWeaver DOE host name, port
number, and client number respectively.

9. Leave the User Name and Password fields empty.

10. Click Next.

11. Complete the instructions on the screen.
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Send the BlackBerry Runtime for SAP to the BlackBerry device
Note:  It might take up to 4 hours for the BlackBerry® Enterprise Server to send the BlackBerry® Runtime for SAP® to a BlackBerry
device.

1. In the BlackBerry Manager, in the left pane, click a BlackBerry Enterprise Server.

2. On the Users tab, click the user account for the device that you want to send the BlackBerry® Sales Client for SAP® CRM to.

3. In the lower pane, click Device Management.

4. Click Assign Software Configuration.

5. Click the software configuration that you created, named BlackBerry SAP_CRM.

6. Click OK.

Send the BlackBerry CRM sales module to the BlackBerry device
1. In the BlackBerry® Manager, in the  Servers list, expand BlackBerry MDS Integration Service and click Application Registry.

2. In the list of applications, right-click on BlackBerry Sales Client for SAP CRM and click Install on Device.

3. Complete the instructions on the screen.
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Glossary 6

CRM
customer relationship management

MDS
Mobile Data System

UNC
Universal Naming Convention
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Provide feedback 7

To provide feedback on this deliverable, visit www.blackberry.com/docsfeedback.
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Legal notice 8

©2009 Research In Motion Limited. All rights reserved. BlackBerry®, RIM®, Research In Motion®, SureType®, SurePress™ and
related trademarks, names, and logos are the property of Research In Motion Limited and are registered and/or used in the U.S.
and countries around the world.

Mobile Gateway is a trademark of Synchronica plc and/or Synchronica GmbH. SAP, SAP Customer Relationship Management,
and SAP NetWeaver are trademarks of SAP AG. Microsoft, Microsoft .NET, and Windows are trademarks of Microsoft Corporation.
All other trademarks are the property of their respective owners.

The BlackBerry smartphone and other devices and/or associated software are protected by copyright, international treaties, and
various patents, including one or more of the following U.S. patents: 6,278,442; 6,271,605; 6,219,694; 6,075,470; 6,073,318;
D445,428; D433,460; D416,256. Other patents are registered or pending in the U.S. and in various countries around the world.
Visit www.rim.com/patents for a list of RIM (as hereinafter defined) patents.

This documentation including all documentation incorporated by reference herein such as documentation provided or made
available at www.blackberry.com/go/docs is provided or made accessible "AS IS" and "AS AVAILABLE" and without condition,
endorsement, guarantee, representation, or warranty of any kind by Research In Motion Limited and its affiliated companies
("RIM") and RIM assumes no responsibility for any typographical, technical, or other inaccuracies, errors, or omissions in this
documentation. In order to protect RIM proprietary and confidential information and/or trade secrets, this documentation may
describe some aspects of RIM technology in generalized terms. RIM reserves the right to periodically change information that
is contained in this documentation; however, RIM makes no commitment to provide any such changes, updates, enhancements,
or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software, products or services
including components and content such as content protected by copyright and/or third-party web sites (collectively the "Third
Party Products and Services"). RIM does not control, and is not responsible for, any Third Party Products and Services including,
without limitation the content, accuracy, copyright compliance, compatibility, performance, trustworthiness, legality, decency,
links, or any other aspect of Third Party Products and Services. The inclusion of a reference to Third Party Products and Services
in this documentation does not imply endorsement by RIM of the Third Party Products and Services or the third party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS,
ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR WARRANTIES OF
DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE, MERCHANTABILITY, MERCHANTABLE QUALITY, NON-
INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING
OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE
OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE
HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME JURISDICTIONS
MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT
PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO THE EXTENT
THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO NINETY (90) DAYS FROM
THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE SUBJECT OF THE CLAIM.
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TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL RIM BE LIABLE
FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-
PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED
HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY,
INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS OR REVENUES,
FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF
BUSINESS OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA, PROBLEMS
ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH RIM PRODUCTS OR SERVICES, DOWNTIME COSTS,
LOSS OF THE USE OF RIM PRODUCTS OR SERVICES OR ANY PORTION THEREOF OR OF ANY AIRTIME SERVICES, COST OF
SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY
LOSSES, WHETHER OR NOT SUCH DAMAGES WERE FORESEEN OR UNFORESEEN, AND EVEN IF RIM HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, RIM SHALL HAVE NO OTHER
OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY LIABILITY
FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE OF THE
CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT, NEGLIGENCE,
TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A FUNDAMENTAL BREACH OR BREACHES
OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT OR OF ANY REMEDY CONTAINED HEREIN; AND (B)
TO RIM AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME
SERVICE PROVIDERS), AUTHORIZED RIM DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND THEIR
RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR, EMPLOYEE,
AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF RIM OR ANY AFFILIATES OF RIM HAVE ANY LIABILITY
ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to ensure that your
airtime service provider has agreed to support all of their features. Some airtime service providers might not offer Internet browsing
functionality with a subscription to the BlackBerry® Internet Service. Check with your service provider for availability, roaming
arrangements, service plans and features. Installation or use of Third Party Products and Services with RIM's products and services
may require one or more patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party
rights. You are solely responsible for determining whether to use Third Party Products and Services and if any third party licenses
are required to do so. If required you are responsible for acquiring them. You should not install or use Third Party Products and
Services until all necessary licenses have been acquired. Any Third Party Products and Services that are provided with RIM's
products and services are provided as a convenience to you and are provided "AS IS" with no express or implied conditions,
endorsements, guarantees, representations, or warranties of any kind by RIM and RIM assumes no liability whatsoever, in relation
thereto. Your use of Third Party Products and Services shall be governed by and subject to you agreeing to the terms of separate
licenses and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or other
agreement with RIM.

Certain features outlined in this documentation require a minimum version of BlackBerry® Enterprise Server, BlackBerry® Desktop
Software, and/or BlackBerry® Device Software.
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The terms of use of any RIM product or service are set out in a separate license or other agreement with RIM applicable thereto.
NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR WARRANTIES
PROVIDED BY RIM FOR PORTIONS OF ANY RIM PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

Research In Motion Limited
295 Phillip Street
Waterloo, ON N2L 3W8
Canada

Research In Motion UK Limited 
Centrum House 
36 Station Road 
Egham, Surrey TW20 9LF 
United Kingdom 

Published in Canada
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