Managing the BlackBerry
Enterprise Server Performancein
a Microsoft Exchange 2010

Environment
Version: 5.0 | Service Pack: 2

Technical Note

*2z BlackBerry.



Published: 2011-04-06
SWD-1485991-0406035947-001



Contents

1 Manage the BlackBerry Enterprise Server performance in a Microsoft Exchange 2010 environment............

2 Configuring the BlackBerry Enterprise Server to use LDAP to retrieve email addresses and organizer data...
Configure the BlackBerry Enterprise Server to connect to Microsoft Active Directory.........ccccoceveeeeeciiieeeenns
Configure the BlackBerry Enterprise Server to retrieve email addresses and organizer data using LDAP.......
Prevent the BlackBerry Enterprise Server from retrieving contact information for specific users..................
Restrict the location in Microsoft Active Directory that the BlackBerry Enterprise Server can retrieve email
addresses and Organizer data frOM. ... . i e e e e e st e e e s aae e e e abaeaeestreeeeennareeeeennnees

3 Configuring the BlackBerry Enterprise Server to use Microsoft Exchange Web Services or MAPI and CDO

11 o] = [ LTS TP T PP T PP UPPPPTR

Prerequisites: Configuring the BlackBerry Enterprise Server to use Microsoft Exchange Web Services..........

Configure the BlackBerry Enterprise Server to use Microsoft Exchange Web Services.......ccccceevveevviienieenneen.

Configure the BlackBerry Messaging Agent instances to use a web address for a specific Microsoft

AUTOTISCOVET SEIVICE. . .utiitiiitiiee ettt ettt ettt e e e sttt e sttt e e e sttt e e sabaeessabeeeeesbeee s abeeeesabbeeesaabaeeeeasbaaesaabeeesanabaeesnnnaeas

Configure the BlackBerry Messaging Agent instances to use a specific web address for a client access

Y oV R e gl ol fo T o) il o1l o T= Lo T TSP

Configuring the BlackBerry Messaging Agent instances to look up the user's status using only Microsoft

EXCNANGE WED SEIVICES. ..cii ittt et e e et e e e st e e e e te e e e staeeeeasssbeeesenseaeesansseeaeanssseaennnnns
Configure the BlackBerry Messaging Agent instances to look up a user's status using only Microsoft
EXCRANGE WED SEIVICES. ...ttt ettt e e e e e e e et e e e e e e e e e e e s aabbaaaeeeaaeeeeennssaaaeaaaaaeaaaan

O N NV o [ 1=T=Te | o Y- o O

L === o T ) i ol TS EP RSP UUPRRRN

v b W W



Technical Note Manage the BlackBerry Enterprise Server performance in a Microsoft Exchange 2010 environment

Manage the BlackBerry Enterprise Server
performance in a Microsoft Exchange 2010
environment

Before you begin:

Install BlackBerry® Enterprise Server 5.0 SP2 MR4.

Install version 6.5.8211.0 of the Microsoft® Exchange Server MAPI Client and CDO 1.2.1 on the BlackBerry
Enterprise Server computer. For more information, visit www.microsoft.com/downloads to read the article
named "Microsoft Exchange Server MAPI Client and Collaboration Data Objects 1.2.1".

Verify that you configured Microsoft® Exchange 2010 performance as suggested by Microsoft. For more
information, visit technet.microsoft.com to read "Understanding the Mailbox Database Cache" in the Microsoft
Exchange 2010 SP1 help.

If necessary for your organization’s environment, verify that you installed the Microsoft hotfixes that are located
in the following articles:

e 2155311

e 979149

For more information about the hotfixes, visit support.microsoft.com.

Configure the BlackBerry Enterprise Server to use LDAP to retrieve email addresses and organizer data.

Configure the BlackBerry Enterprise Server to use Microsoft Exchange Web Services to manage calendars on
devices.

Related topics
Configuring the BlackBerry Enterprise Server to use LDAP to retrieve email addresses and organizer data, 3
Configuring the BlackBerry Enterprise Server to use Microsoft Exchange Web Services or MAPI and CDO libraries, 7



http://www.microsoft.com/downloads/
http://technet.microsoft.com/
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Configuring the BlackBerry Enterprise Server to
use LDAP to retrieve email addresses and
organizer data

By default, when BlackBerry® device users search for recipients' email addresses or organizer data, the BlackBerry®
Enterprise Server uses MAPI to connect to the Microsoft® Exchange Server and retrieve the email addresses or
organizer data that is stored in Microsoft® Active Directory®. You can configure the BlackBerry Enterprise Server to
use LDAP to connect to Microsoft Active Directory directly to retrieve email addresses, organizer data, or both.

When you configure the BlackBerry Enterprise Server to use LDAP to retrieve email addresses and organizer data,
you help reduce the MAPI connections that the BlackBerry Enterprise Server requires which helps improve the
performance of the BlackBerry Enterprise Server and Microsoft Exchange Server. In a Microsoft® Exchange 2010

environment, if you configure the BlackBerry Enterprise Server to use LDAP, you cannot migrate users to different
forests.

If you configure Hosted BlackBerry® services, you must configure the BlackBerry Enterprise Server to use LDAP to
retrieve email addresses.

You can configure the following options when you configure the BlackBerry Enterprise Server to use LDAP to retrieve
email addresses and organizer data:

e Windows® domain that the Microsoft Active Directory uses

e whether to use LDAPS to connect to Microsoft Active Directory

e timeout value for the connection to Microsoft Active Directory

e which contacts the BlackBerry Enterprise Server cannot retrieve, if required

e whether to support a Microsoft Active Directory that you configured for multi-tenancy, if required
e custom field to use to resolve email addresses for Hosted BlackBerry services, if required

e baseDN of the Microsoft Active Directory tree, if required

Configure the BlackBerry Enterprise Server to connect to
Microsoft Active Directory

On the computer that hosts the BlackBerry® Enterprise Server, click Start > Run.
Type regedit. Click OK.
Perform one of the following actions:

e If you are running a 32-bit version of Windows®, navigate to HKEY_LOCAL_MACHINE\Software\Research In
Motion\BlackBerry Enterprise Server\Agents.

¢ If you are running a 64-bit version of Windows, navigate to HKEY_LOCAL_MACHINE\Software
\WOW®6432Node\Research In Motion\BlackBerry Enterprise Server\Agents.

4. If your organization’s environment includes multiple Windows domains, perform the following actions:

a. Create a String value named LDAPDomain.
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b. Change the value to the FQDN of the global catalog server and the port number that the BlackBerry
Enterprise Server can use to resolve the DNS name of Microsoft® Active Directory®, using the following
format: <FQDN_of GC>:<port>. If the BlackBerry Enterprise Server must connect to multiple global catalog
servers for DNS name resolution, specify all of them as the value, using the following format:
<FQDN_of GC1>:<port><FQDN_of GC2>:<Port><FQDN_of GC3>:<port>.Separate multiple entries using
spaces.

Optionally, if you do not want to configure a limited list of global catalog servers, set the value to a domain
name, and the port number to the global catalog server (for example, example.com:3268).

5. Ifthe BlackBerry Enterprise Server must use a specific port to connect to Microsoft Active Directory and you did
not specify the port number in the LDAPDomain string, perform the following actions:

a. Create a DWORD value named LDAPport.

b. Change the value to the port number. To limit the number of LDAP queries that the BlackBerry Enterprise
Server needs, use the port number of the global catalog server (port 3268).

6. If the BlackBerry Enterprise Server must use LDAPS to connect to the Microsoft Active Directory, perform the
following actions:

a. Create a DWORD value named LDAPssl.
b. Change the value to 1.

7. Tochange the amount of time that the BlackBerry Enterprise Server waits for a response from Microsoft Active
Directory before the connection times out (by default, 10 seconds), perform the following actions:

a. Create a DWORD value named LDAPTimeout.
b. Change the value to the timeout period, in seconds, that your organization requires.

8. Inthe Windows Services, restart the BlackBerry Controller.

Configurethe BlackBerry Enterprise Server to retrieve email
addresses and organizer data using LDAP

On the computer that hosts the BlackBerry® Enterprise Server, click Start > Run.

Type regedit. Click OK.

Perform one of the following actions:

e If you are running a 32-bit version of Windows®, navigate to HKEY_LOCAL_MACHINE\Software\Research In
Motion\BlackBerry Enterprise Server\Agents.

¢ If you are running a 64-bit version of Windows, navigate to HKEY_LOCAL_MACHINE\Software
\WOW®6432Node\Research In Motion\BlackBerry Enterprise Server\Agents.

Create a DWORD value named LDAPSearch.

Change the value to 1.

To configure the BlackBerry Enterprise Server to resolve email addresses using LDAP, perform the following
actions:

a. Create a DWORD value named LDAPALPSearch.
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b. Change the value to 1.

7. To configure the BlackBerry Enterprise Server to resolve organizer data using LDAP, perform the following
actions:

a. Create a DWORD value named LDAPPIMSearch.
b. Change the value to 1.

8. Inthe Windows Services, restart the BlackBerry Controller.

Prevent the BlackBerry Enterprise Server from retrieving
contact information for specific users

If you are required by your organization to prevent BlackBerry® device users from finding contact information for
specific users, you can specify a list of users that you want to prevent BlackBerry device users from finding contact
information for or you can filter users using an attribute in Microsoft® Active Directory®.

Before you begin:

e  Configure the BlackBerry® Enterprise Server to resolve email addresses and organizer data information using
LDAP.

e If you want to filter users using an attribute, choose an attribute in Microsoft Active Directory such as Mail or
any of the extensionAttributes (extensionAttributel through extensionAttribute15). You can use the Active
Directory Users and Computers console to change the value for the attribute to HideFromBlackBerry for all users
that you do not want BlackBerry device users to find.

On the computer that hosts the BlackBerry Enterprise Server, click Start > Run.
Type regedit. Click OK.

3. Perform one of the following actions:

e If you are running a 32-bit version of Windows®, navigate to HKEY_ _LOCAL_MACHINE\Software\Research In
Motion\BlackBerry Enterprise Server\Agents.

¢ If you are running a 64-bit version of Windows, navigate to HKEY_LOCAL_MACHINE\Software
\WOW6432Node\Research In Motion\BlackBerry Enterprise Server\Agents.

Create a String value named LDAPALPObjectCategory.

5. Change the value to one of the following options:

e [f your organization uses Microsoft® Exchange 2007 or Microsoft Exchange 2010, use
msExchDynamicDistributionList,Group,Person))(!(<attribute>=HideFromBlackBerry, where <attribute> is
the name of the attribute that you want to filter (for example, extensionAttributel).

e |f your organization uses earlier versions of Microsoft Exchange, use Group,Person))(!
(<attribute>=HideFromBlackBerry, where <attribute> is the name of the attribute that you want to filter (for
example, extensionAttributel).

You can use an asterisk (*) as a wildcard.
6. Inthe Windows Services, restart the BlackBerry Controller.
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Restrict the location in Microsoft Active Directory that the
BlackBerry Enterprise Server can retrieve email addresses
and organizer data from

You can configure a BlackBerry® Enterprise Server instance so that it searches for email addresses and organizer data
only in a specified BaseDN in Microsoft® Active Directory®.

1.
2.
3.

On the computer that hosts the BlackBerry Enterprise Server, click Start > Run.
Type regedit. Click OK.
Perform one of the following actions:

e |f you are running a 32-bit version of Windows®, navigate to HKEY_LOCAL_MACHINE\Software\Research In
Motion\BlackBerry Enterprise Server\Agents.

¢ If you are running a 64-bit version of Windows, navigate to HKEY_LOCAL_MACHINE\Software
\WOW®6432Node\Research In Motion\BlackBerry Enterprise Server\Agents.

Create a String value named LDAPBaseDN.

Change the value to the BaseDN that you want the BlackBerry Enterprise Server to use (for example,
ou=Waterloo,0=example,c=CA).

In the Windows Services, restart the BlackBerry Controller.
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Configuring the BlackBerry Enterprise Server to ki
use Microsoft Exchange Web Services or MAPI
and CDO libraries

By default, the BlackBerry® Enterprise Server uses Microsoft® Exchange Web Services to manage calendars on
BlackBerry devices. The BlackBerry Enterprise Server monitors periodically whether a user account can use Microsoft
Exchange Web Services. If a user account cannot use Microsoft Exchange Web Services, for example, because of a
configuration error in Microsoft Exchange, the BlackBerry Enterprise Server uses MAPI and CDO libraries to manage
calendars on devices. A BlackBerry Messaging Agent on the BlackBerry Enterprise Server can include a dynamic mix
of user accounts that use Microsoft Exchange Web Services and user accounts that use MAPI and CDO libraries.

You can use the BlackBerry® Enterprise Trait Tool to configure the BlackBerry Enterprise Server to use only Microsoft
Exchange Web Services or only MAPI and CDO libraries to manage calendars on devices. You can configure a specific
BlackBerry Messaging Agent instance, a specific BlackBerry Enterprise Server, or all BlackBerry Enterprise Server
instances that share one BlackBerry Configuration Database.

To use Microsoft Exchange Web Services, your organization's environment must include Microsoft® Exchange 2007
SP1 or later.

For more information about Microsoft Exchange Web Services, visit www.msdn.microsoft.com/en-us/library/
bb204119.aspx.

Prerequisites: Configuring the BlackBerry Enterprise Server
to use Microsoft Exchange Web Services

e Install an SSL certificate on a BlackBerry® Enterprise Server so that the BlackBerry Enterprise Server can
communicate with Microsoft® Exchange Web Services. You must export the SSL certificate from the client access
server for Microsoft® Exchange and import the SSL certificate to the BlackBerry Enterprise Server. The BlackBerry
Enterprise Server supports a self-signed security certificate or a certificate that a certificate authority issues. For
more information about installing an SSL certificate, visit support.microsoft.com to read article KB 962624.

e  Configure the Microsoft® Exchange Impersonation features for a BlackBerry Enterprise Server administrator
account. For more information about configuring theMicrosoft Exchange Impersonation feature, visit
www.msdn.microsoft.com/en-us/library/bb204095(EXCHG.140).aspx.

e Assign IIS permissions to a BlackBerry Enterprise Server administrator account on the Microsoft® Exchange
Server that hosts the client access server role. For more information about assigning IIS permissions, visit
support.microsoft.com to read article KB 816117.
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Configure the BlackBerry Enterprise Server to use Microsoft
Exchange Web Services

You can configure the BlackBerry® Enterprise Server to use only Microsoft® Exchange Web Services to manage
calendars on BlackBerry devices.

1. Copy the BlackBerry Enterprise Server installation files to the computer that hosts the primary BlackBerry
Enterprise Server.

Extract the contents to a folder on the computer.

At a command prompt, navigate to <extracted_folder>\tools.

Perform one of the following actions:

¢ Toconfigure a specific BlackBerry Messaging Agent on a specific BlackBerry Enterprise Server to use Microsoft
Exchange Web Services, type traittool -server <server_name> -agent <agent_id> -trait EWSEnable -set
true, where <server_name> is the name of the BlackBerry Enterprise Server and <agent_id> is the ID for the
BlackBerry Messaging Agent. If you configured high availability, configure only the primary BlackBerry
Enterprise Server.

e To configure all BlackBerry Messaging Agent instances on a specific BlackBerry Enterprise Server to use
Microsoft Exchange Web Services, type traittool -server <server_name> -trait EWSEnable -set true, where
<server_name> is the name of the BlackBerry Enterprise Server. If you configured high availability, configure
only the primary BlackBerry Enterprise Server.

e To configure all BlackBerry Messaging Agent instances on all BlackBerry Enterprise Server instances to use
Microsoft Exchange Web Services, type traittool -global -trait EWSEnable -set true.

5. Restart the BlackBerry Messaging Agent instances that you made changes to.
After you finish:

In the logs folder verify that the file named <server_name>_CALH_<agent_id>_<date>.txt appears. In the file name,
<server_name> is the name of the BlackBerry Enterprise Server, <agent_id> is the ID of the BlackBerry Messaging
Agent, and <date> is the date that you configured the BlackBerry Enterprise Server to use Microsoft Exchange Web
Services.

Configurethe BlackBerry Messaging Agentinstancestouse
aweb address for a specific Microsoft Autodiscover service

You can configure the BlackBerry® Messaging Agent instances to use a specific Microsoft® Autodiscover service to
search for a client access server for Microsoft® Exchange by specifying the web address for the service. You can use
the web address of the service if the default Microsoft Autodiscover service does not find an appropriate client access
server for Microsoft Exchange or if you want to use a different client access server for Microsoft Exchange.

1. Copy the BlackBerry® Enterprise Server installation files to the computer that hosts the primary BlackBerry
Enterprise Server.

2. Extract the contents to a folder on the computer.
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3. At the command prompt, navigate to <extracted_folder>\tools.

4. Perform one of the following actions:

e To configure all BlackBerry Messaging Agent instances on a specific BlackBerry Enterprise Server to use a web
address for a specific Microsoft Autodiscover service, type traittool -server <server_name> -trait EWNSSCPURL
-set <web_address>, where <server_name> is the name of the BlackBerry Enterprise Server and
<web_address> is the web address of the Microsoft Autodiscover service. If you configured high availability,
configure only the primary BlackBerry Enterprise Server.

e To configure all BlackBerry Messaging Agent instances on all BlackBerry Enterprise Server instances to use a
web address for a specific Microsoft Autodiscover service, type traittool -global -trait EWSSCPURL -set
<web_address>, where <web_address> is the web address of the Microsoft Autodiscover service.

5. Press ENTER.

Example:

To specify a web address for a specific Microsoft Autodiscover service that all BlackBerry Messaging Agent instances
on all BlackBerry Enterprise Server instances will use, type traittool -global -trait EWSSCPURL -set https://
server.company.com/Autodiscover/Autodiscover.xml

Configurethe BlackBerry Messaging Agentinstancestouse
a specific web address for a client access server for
Microsoft Exchange

You can configure the BlackBerry® Messaging Agent instances to use a specific client access server for Microsoft®
Exchange to connect to Microsoft Exchange Web Services. You can use the specific web address for the client access
server if you do not have access to the Microsoft® Autodiscover service or if you do not want to use the client access
server for Microsoft Exchange that the Microsoft Autodiscover service selects. If you configure the BlackBerry
Messaging Agent instances to use the web address for the client access server, the BlackBerry Messaging Agent
instances do not use the Microsoft Autodiscover service to search for a client access server for Microsoft Exchange.

1. Copy the BlackBerry® Enterprise Server installation files to the computer that hosts the primary BlackBerry
Enterprise Server.

Extract the contents to a folder on the computer.
At the command prompt, navigate to <extracted_folder>\tools.

Perform one of the following actions:

e To configure a specific BlackBerry Enterprise Server to use a specific web address for a client access server
for Microsoft Exchange, type traittool -server <server_name> -trait ENSCASURL -set <web_address>, where
<server_name> is the name of the BlackBerry Enterprise Server and <web_address> is the web address for
the Microsoft Exchange client access server. If you configured high availability, configure only the primary
BlackBerry Enterprise Server.
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e To configure all BlackBerry Messaging Agent instances on all BlackBerry Enterprise Server instances to use a
specificweb address for a client access server for Microsoft Exchange, type traittool -global -trait EWSCASURL
-set <web_address>, where <web_address> is the web address for the Microsoft Exchange client access
server.

5. Press ENTER.

Configuring the BlackBerry Messaging Agent instances to
look up the user's status using only Microsoft Exchange
Web Services

You can configure the BlackBerry® Messaging Agent instances to use only Microsoft® Exchange Web Services to
determine the user's status, for example, whether a user is available, busy, or offline. By default, the BlackBerry
Messaging Agent instances can determine the user's status using Microsoft Exchange Web Services unless the user
is an external user or the user's email address is a distribution list. If the BlackBerry Messaging Agent instances cannot
determine the user's status using Microsoft Exchange Web Services and Microsoft Exchange public folders that are
in your organization's environment, the BlackBerry Messaging Agent instances can search the Microsoft Exchange
public folders for the user's status. If your organization's environment is running Microsoft Exchange 2007, it does
notinclude public folders and the BlackBerry Messaging Agent instances write error messages to the log files because
they cannot find the public folders.

You can configure the BlackBerry Messaging Agent instances to look up the user's status using only Microsoft
Exchange Web Services to avoid the BlackBerry Messaging Agent instances writing error messages to their log files.

Configure the BlackBerry Messaging Agent instances to look up a user's
status using only Microsoft Exchange Web Services

1. Copy the BlackBerry® Enterprise Server installation files to the computer that hosts the primary BlackBerry
Enterprise Server instance.

Extract the contents to a folder on the computer.
At the command prompt, navigate to <extracted_folder>\tools.

Perform one of the following actions:

e To configure a BlackBerry Messaging Agent on a BlackBerry Enterprise Server to look up the user's status
using only Microsoft® Exchange Web Services, type traittool -server <server_name> -agent <agent_id> -trait
EWSUserAvailabilityAccess -set EWS, where <server_name> is the name of the BlackBerry Enterprise Server
and <agent_id> is the ID for the BlackBerry Messaging Agent.

e To configure all BlackBerry Messaging Agent instances on a specific BlackBerry Enterprise Server to look up
the user's status using only Microsoft Exchange Web Services, type traittool -server <server_name> -trait
EWSUserAvailabilityAccess -set EWS, where <server_name>is the name of the BlackBerry Enterprise Server.

e To configure all BlackBerry Messaging Agent instances on all BlackBerry Enterprise Server instances to look
up the user's status using only Microsoft Exchange Web Services, type traittool -global -trait
EWSUserAvailabilityAccess -set EWS.
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5. Press ENTER.
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Provide feedback

To provide feedback on this deliverable, visit www.blackberry.com/docsfeedback.
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Legal notice

©2011 Research In Motion Limited. All rights reserved. BlackBerry®, RIM®, Research In Motion®, and related
trademarks, names, and logos are the property of Research In Motion Limited and are registered and/or used in the
U.S. and countries around the world.

Microsoft, Active Directory, and Windows are trademarks of Microsoft Corporation. All other trademarks are the
property of their respective owners.

This documentation including all documentation incorporated by reference herein such as documentation provided
or made available at www.blackberry.com/go/docs is provided or made accessible "AS IS" and "AS AVAILABLE" and
without condition, endorsement, guarantee, representation, or warranty of any kind by Research In Motion Limited
and its affiliated companies ("RIM") and RIM assumes no responsibility for any typographical, technical, or other
inaccuracies, errors, or omissions in this documentation. In order to protect RIM proprietary and confidential
information and/or trade secrets, this documentation may describe some aspects of RIM technology in generalized
terms. RIM reserves the right to periodically change information that is contained in this documentation; however,
RIM makes no commitment to provide any such changes, updates, enhancements, or other additions to this
documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software, products
or services including components and content such as content protected by copyright and/or third-party web sites
(collectively the "Third Party Products and Services"). RIM does not control, and is not responsible for, any Third
Party Products and Services including, without limitation the content, accuracy, copyright compliance, compatibility,
performance, trustworthiness, legality, decency, links, or any other aspect of Third Party Products and Services. The
inclusion of a reference to Third Party Products and Services in this documentation does not imply endorsement by
RIM of the Third Party Products and Services or the third party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS,
ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR
WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE, MERCHANTABILITY, MERCHANTABLE
QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR ARISING FROM A STATUTE OR CUSTOM OR
A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR PERFORMANCE
OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN, ARE HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR
PROVINCE. SOME JURISDICTIONS MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND
CONDITIONS. TO THE EXTENT PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE
DOCUMENTATION TO THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE
HEREBY LIMITED TO NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM
THAT IS THE SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL RIM BE
LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-
PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE FOLLOWING DAMAGES: DIRECT,
CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES
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FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS
OF BUSINESS INFORMATION, LOSS OF BUSINESS OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO

TRANSMIT OR RECEIVE ANY DATA, PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH
RIM PRODUCTS OR SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF RIM PRODUCTS OR SERVICES ORANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR SERVICES,

COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES WERE FORESEEN OR
UNFORESEEN, AND EVEN IF RIM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, RIM SHALL HAVE NO OTHER
OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY
LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE OF THE
CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT,
NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A FUNDAMENTAL BREACH
OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT OR OF ANY REMEDY CONTAINED
HEREIN; AND (B) TO RIM AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS
(INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED RIM DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE
PROVIDERS) AND THEIR RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

INADDITION TOTHE LIMITATIONS AND EXCLUSIONS SETOUT ABOVE, INNO EVENT SHALLANY DIRECTOR, EMPLOYEE,
AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF RIM OR ANY AFFILIATES OF RIM HAVE ANY
LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to ensure
that your airtime service provider has agreed to support all of their features. Some airtime service providers might
not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service. Check with your
service provider for availability, roaming arrangements, service plans and features. Installation or use of Third Party
Products and Services with RIM's products and services may require one or more patent, trademark, copyright, or
other licenses in order to avoid infringement or violation of third party rights. You are solely responsible for
determining whether to use Third Party Products and Services and if any third party licenses are required to do so.
If required you are responsible for acquiring them. You should not install or use Third Party Products and Services
until all necessary licenses have been acquired. Any Third Party Products and Services that are provided with RIM's
products and services are provided as a convenience to you and are provided "AS IS" with no express or implied
conditions, endorsements, guarantees, representations, or warranties of any kind by RIM and RIM assumes no liability
whatsoever, in relation thereto. Your use of Third Party Products and Services shall be governed by and subject to
you agreeing to the terms of separate licenses and other agreements applicable thereto with third parties, except
to the extent expressly covered by a license or other agreement with RIM.

Certain features outlined in this documentation require a minimum version of BlackBerry® Enterprise Server,
BlackBerry® Desktop Software, and/or BlackBerry® Device Software.
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The terms of use of any RIM product or service are set outin a separate license or other agreement with RIM applicable
thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR
WARRANTIES PROVIDED BY RIM FOR PORTIONS OF ANY RIM PRODUCT OR SERVICE OTHER THAN THIS
DOCUMENTATION.

Certain features outlined in this documentation might require additional development or Third Party Products and
Services for access to corporate applications.

Research In Motion Limited
295 Phillip Street
Waterloo, ON N2L 3W8
Canada

Research In Motion UK Limited
Centrum House

36 Station Road

Egham, Surrey TW20 9LF
United Kingdom

Published in Canada
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