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Architecture: BlackBerry Web Desktop Manager and 1
BlackBerry Administration Service

When you run the BlackBerry® Administration Service setup application, you install the server components and create the
Microsoft® Windows® Services that run the BlackBerry® Web Desktop Manager. You also set up the BlackBerry
Administration Service to communicate with your existing BlackBerry® Enterprise Server and messaging environments.
When you complete the installation and setup processes, the server and client components communicate in the following

ways:

Organization's environment

Messaging
server
BlackB BlackBerry Fi = " =
ackBerry Administration Irewa Internet BlackBern
. . y Web
Enterprise Service (HTTP over SSL Desktop Manager
Server connection)
L]
BlackBerry
Configuration
Database
Component Description
BlackBerry Administration Service The BlackBerry Administration Service is the server component that processes

and manages BlackBerry Web Desktop Manager tasks. It consists of the
application server and native code container components, which run as separate
Microsoft Windows Services. The setup program installs these components in
the JBoss® Web Server container that comes with your installation media.

BlackBerry Enterprise Server The BlackBerry Enterprise Server is designed to provide enterprise application
data to BlackBerry users.

BlackBerry Configuration Database The BlackBerry Configuration Database is a relational database that contains
configuration information, such as BlackBerry Enterprise Server connection
details and user information.
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Component Description

The BlackBerry Administration Service and the BlackBerry Enterprise Server use
the information stored in the BlackBerry Configuration Database to run tasks.
The messaging server stores the email accounts of the BlackBerry Web Desktop
Manager users and the BlackBerry Enterprise Server users.

The BlackBerry Web Desktop Manager is the application that users openin a
browser to manage BlackBerry devices.

Messaging server

BlackBerry Web Desktop Manager
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Prerequisites: Installing the BlackBerry Administration Service

Prerequisites: Installing the BlackBerry Administration 2
Service
Item Requirements

hardware

BlackBerry Enterprise Server

Microsoft® Windows Server®
environment

You can install the BlackBerry® Administration Service on the computer that
hosts the BlackBerry® Enterprise Server, or on a separate computer. To
improve system performance, consider installing the BlackBerry
Administration Service on a separate computer.

BlackBerry Enterprise Server Version 4.0 SP6 or later is installed and running
in your environment. The software, network, and system requirements for
the BlackBerry Enterprise Server also apply to the BlackBerry Administration
Service.

To allow users to manage email message filters, signatures, and message
redirection in the BlackBerry® Web Desktop Manager, BlackBerry Enterprise
Server Version 4.1or later must be installed and running in your environment.
You must add the user accounts that you want to set up for the BlackBerry
Web Desktop Manager to the BlackBerry Enterprise Server.

Optionally, in the BlackBerry Manager, you can set up software
configurations to control the BlackBerry® Device Software and applications
that you make available to BlackBerry Web Desktop Manager users.

For more information about installing and administering the BlackBerry
Enterprise Server, see the BlackBerry Enterprise Server Installation Guideand the
BlackBerry Enterprise Server Administration Guide.

You mustconfigure one computer inyour environmentas a domain controller
that hosts Microsoft® Active Directory®.

The user accounts that you want to set up for the BlackBerry Web Desktop
Manager are located in the same domain.
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Installing the BlackBerry Administration Service 3

Information required during the installation process

Information Description Example
account name and The Microsoft Windows user account and password that you used —
password of the to install the BlackBerry® Enterprise Server.

Microsoft® Windows®

user

URLofthe LDAPserver The URL of the LDAP server that hosts the users that you wantto  Idap://
set up for the BlackBerry® Web Desktop Manager. The URL takes ~ myhost.mycompany.com:
the form Idap://<server_ name><port_number> where <server_ 389/
name>is the DNS name of the LDAP server, and <port_number>is
the port number on which the LDAP server listens for connections.
By default, the LDAP server listens on port 389.

Your LDAP server name appears in square brackets in the upper-
left pane in Microsoft® Active Directory®.

account name and The distinguished name and password of a user account thathas ~ CN=BES

password of the LDAP  permissions to log in to and search the LDAP server. Admin,CN=Users,DC=my
server user company,DC=com

name of the LDAP The distinguished name of the base LDAP directory that contains ~ DC=mycompany,DC=co
search base the user accounts that you want to set up for the BlackBerry Web ~ m

Desktop Manager. The BlackBerry® Administration Service
searches for the user entries in this directory to authenticate
BlackBerry Web Desktop Manager users.

For more information about searching for entries in Microsoft Active
Directory, visit www.support.microsoft.com to read article 224543.

Install the BlackBerry Administration Service

The BlackBerry® Enterprise Server can be running while you install the BlackBerry® Administration Service. During the
installation process, the setup application adds new tables to the BlackBerry Configuration Database.

Before you begin:


http://www.support.microsoft.com
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e Gather the credentials and server information required to complete the installation process.
e Log in to the computer using the credentials that you used to install the BlackBerry Enterprise Server.

Unzip the contents of bas_1.0.0.exe to <drive>\Research in Motion\BlackBerry Administration Service 1.0.0.
Double-click setup.exe.

Follow the instructions on the screen.

When prompted to upgrade the BlackBerry Configuration Database, click Yes.

Click Continue.

o v A wN S

If prompted to restart your computer, click Yes.

After you log in to your computer again, the setup application starts automatically.

~

When prompted, type a password for the key store in alphanumeric characters.
8.  Follow the instructions on the screen.
To complete the installation process, click Finish.
10. To start the Microsoft® Windows® Services that run the BlackBerry Administration Service, click Start Services.
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Configuring the BlackBerry Web Desktop Manager 4

Controlling BlackBerry Web Desktop Manager features

If you want to display, hide, or specify limitations for the BlackBerry® Web Desktop Manager features in your environment,
you can change IT policy rule settings in the BlackBerry Manager or in the bas-config.properties file that is included with
the BlackBerry® Administration Service installation media. For example, you can allow users to set enterprise activation
passwords in the BlackBerry Web Desktop Manager to activate their BlackBerry devices over the wireless network, or you
can prevent users from switching their BlackBerry devices.

For more information about changing IT policy rule settings in the BlackBerry Manager, see the BlackBerry Enterprise Server
Administration Guide.

Control BlackBerry Web Desktop Manager features

Before you change IT policy rule settings in the bas-config.properties file, consider backing up the file and saving the backup
in a folder other than the default folder. Do not save nondefault files in the <drive>\Program Files\Research In Motion
\BlackBerry Administration Service\server\default\conf folder.

1. Navigate to <drive>\Program Files\Research In Motion\BlackBerry Administration Service\server\default\conf.
2. Open bas-config.properties in a text editor.

3. If necessary, change the parameters.

4. Save the file in its default folder.

The changes take effect the next time users log in to the BlackBerry® Web Desktop Manager.

BlackBerry Web Desktop Manager IT policy rules

Policy rule Description Default Use
setting
Auto Backup Specify whether the option to back up the  False In the BlackBerry Manager, set this IT
Enabled BlackBerry® device is turned on policy rule to True to allow the
automatically. BlackBerry® Web Desktop Manager to

update the status in the backup and
restore settings, and to allow recovery
of the BlackBerry device data in the
event that you must replace the
BlackBerry device.
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Policy rule

Auto Backup
Exclude
Messages

Auto Backup
Exclude Sync

Auto Backup
Frequency

Auto Backup
Include All

Default
Handheld
Software
SharePath

10

Description Default
setting

Specify whether messages are excluded False

from automatic backups.

Specify whether organizer data is excluded False

from automatic backups.

Specify the frequency of automatic 7

BlackBerry device data backups, in days.

Specify whether all data is included in True

automatic backups.

Specify the shared network folder that —
contains the BlackBerry® Device Software

and applications that BlackBerry Web

Desktop Manager users can upgrade or

install on their BlackBerry devices.

Configuring the BlackBerry Web Desktop Manager

Use

Rule dependency: in the BlackBerry
Manager, if you set this IT policy rule to
True, you must set the Auto Backup
Include All rule to False.

Rule dependency: in the BlackBerry
Manager, if you set this IT policy rule to
True, you must set the Auto Backup
Include All rule to False.

In the BlackBerry Manager, set this
value to 1to 99 days so that users can
make changes on the BlackBerry
device to data that is stored between
backups. If the user’s local hard disk
space is limited, save backup files to a
network drive.

In the BlackBerry Manager, if you set
this IT policy to True, the Backup all
BlackBerry device application data
option in the Backup and Restore
options of the BlackBerry Web Desktop
Manager is selected. Set this IT policy
rule to False if you set the Auto Backup
Exclude Sync and Auto Backup Exclude
Messages rules to True.

In the bas-config.properties file, add
this IT policy to specify the shared
network folder in the following form:
DefaultHandheldSoftwareSharePath
="\\\\<full_computer_name>\
\<shared_folder_name>".
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Policy rule

Desktop Allow
Device Switch

Desktop
Password
Cache Timeout

Do Not Save
Sent Messages

Force Load
Count

Description Default
setting
Specify whether the BlackBerry Web True

Desktop Manager or the BlackBerry®

Desktop Software allows users to switch

BlackBerry devices.

Specify the length of time, in minutes, that 10
the BlackBerry Web Desktop Manager

caches the BlackBerry device password in

memory.

Specify whether the BlackBerry device saves -
a copy of each message that a user sends

from the BlackBerry device in a Sent

messages folder in the user's email

application.

Specify the number of times users can

decline to update their BlackBerry devices

before the update occurs automatically.

Configuring the BlackBerry Web Desktop Manager

Use

You must separate each folder name
with two backslashes (\\). This IT policy
rule takes effect if you have not
assigned a software configuration to
users using the BlackBerry Manager.
In the BlackBerry Manager, set this IT
policy rule to False to prevent users
from switching to use other BlackBerry
devices.

In the BlackBerry Manager, if you set
this IT policy rule to O, the BlackBerry
device clears the password cache only
when the BlackBerry device's physical
connection to the computer is
terminated, regardless of the length of
time it is connected.

In the BlackBerry Manager, set this IT
policy rule to False so that the
messaging server stores messages sent
from BlackBerry devices.

To turn on the forced update feature, in
the BlackBerry Manager, set this IT
policy rule to O or greater. If you turn
on the forced update feature, when
BlackBerry Web Desktop Manager
users log in and connect a BlackBerry
device to a computer, the BlackBerry
Web Desktop Manager automatically
checks whether newer versions of the
BlackBerry Device Software are
available, and prompts users to update
their BlackBerry devices.

n
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Policy rule Description Default Use
setting
Force Load Specify the message that appears when the Rule dependency: in the BlackBerry
Message BlackBerry Web Desktop Manager prompts Manager, if you set the Force Load
users to update to a later version of the — Count rule to O or greater, the
BlackBerry Device Software. BlackBerry device uses this IT policy
rule only.
Show Specify whether users have access to the True In the BlackBerry Manager, set this IT
Application application loader tool in the BlackBerry policy rule to False to hide the Device
Loader Web Desktop Manager. Software tab in the BlackBerry Web
Desktop Manager.
Wireless Specify whether the BlackBerry Web IT_POLICY_ In the bas-config.properties file, set
Activation Desktop Manager allows users to set their PERMITTED this IT policy rule to
Password own enterprise activation passwords to IT_POLICY_DENIED to hide the
Policy activate their BlackBerry devices over the Device setup screen in the Advanced
wireless network. Settings tab in the BlackBerry Web
Desktop Manager.
Wireline Specify whether the BlackBerry Web WIRELINE_ In the bas-config.properties file, set
Activation Desktop Manager allows users to activatea  ACTIVATE_ this IT policy rule to
Policy BlackBerry device using a wired connection ANY_PIN WIRELINE_ACTIVATE_
to a computer. UNUSED_PIN_ONLY to prevent users
from activating a BlackBerry device
that another user has already
activated.
Wireline Device Specify whether the BlackBerry Web IT_POLICY_  Inthe bas-config.properties file, set
Backup Restore Desktop Manager allows users to back up PERMITTED this IT policy to IT_POLICY_DENIED to
Policy and restore data on their BlackBerry devices hide the Backup and Restore tab in the
using a wired connection to a computer. BlackBerry Web Desktop Manager.
Wireline Device  Specify the domains in which the users' — In the bas-config.properties file,
Backup computers must be located before the specify one or more domain
Domain BlackBerry Web Desktop Manager allows restrictions. If you specify multiple
Restrictions users to back up data on their BlackBerry domains, use a comma to separate the
devices using a wired connection to a domain names.
computer.

12
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Customize the text colors in the BlackBerry Web Desktop Manager

1. Onthe computer that hosts the BlackBerry® Administration Service, at the command prompt, navigate to <drive>;
\Program Files\Research In Motion\BlackBerry Administration Service\bin.

2. Type basConfig.bat and the following parameters. The optional parameters are listed in square brackets.

e -cmd branding

e -driver <database_driver_class>

e -url <database_URL>

e -login <database_login>(use for Microsoft® SQL authentication)
e -password <database_password> (use for Microsoft SQL authentication)
e -ntlm <true_or_false>

e [-c1 <hexadecimal_value_for_color_1>]

e [-c2 <hexadecimal_value_for_color_2>]

e [-c3 <hexadecimal_value_for_color_3>]

e [-c4 <hexadecimal_value_for_color_4>]

e [-c5 <hexadecimal_value_for_color_5>]

e [-c6 <hexadecimal_value_for_color_6>]

e [-c7 <hexadecimal_value_for_color_7>]

e [-c8 <hexadecimal_value_for_color_8>]

Example: Customizing the text color in error messages

basConfig.bat -cmd branding -driver com.microsoft.sqlserver.jdbc.SQLServerDriver -url jdbc:sqlserver://localhost:
1433;DatabaseName=BESMgmt;integratedSecurity=true -login BESAdmin -password password1 -ntlm false -c3 #ff0000

basConfig.bat parameters for customizing text colors

Parameter Description

-cmd This parameter specifies the task that the basConfig.bat file performs. The branding value
customizes the text colors in the BlackBerry® Web Desktop Manager.

-driver This parameter specifies the JDBC driver class that your BlackBerry Configuration Database

uses. For more information about locating the JDBC driver class, see the documentation for
your database management system.

-url This parameter specifies the URL of the BlackBerry Configuration Database using the following
form: <protocol>//
<database_server_name><port_number>DatabaseName=<BBConfigDB_name>. If your

13
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Parameter

-login

-password

-ntlm

-cl

-c2

-c3

-c4

-c5

-c6

-c/

-c8

14

Description

BlackBerry Configuration Database uses Microsoft® Windows® authentication, you must

add ;integratedSecurity=true after the BlackBerry Configuration Database name. For
example, DatabaseName=BESMgmt;integratedSecurity=true.

This parameter specifies the database account name for the BlackBerry Configuration Database
if you use Microsoft® SQL authentication.

This parameter specifies the database account password if you use Microsoft SQL
authentication.

This parameter specifies the BlackBerry Configuration Database authentication type, using the
following permitted values:

e true: specifies that the BlackBerry Configuration Database uses Microsoft Windows
authentication

» false: specifies that the BlackBerry Configuration Database uses Microsoft SQL
authentication

This parameter specifies the hexadecimal color value of the description text in the BlackBerry

Web Desktop Manager.

This parameter specifies the hexadecimal color value of the copyright text in the BlackBerry

Web Desktop Manager.

This parameter specifies the hexadecimal color value of the text in the BlackBerry Web Desktop

Manager error messages.

This parameter specifies the hexadecimal color value of the text in the BlackBerry Web Desktop

Manager information messages.

This parameter specifies the hexadecimal color value of unavailable links in the BlackBerry Web

Desktop Manager. For example, options that you make unavailable using IT policy rule settings

use this parameter.

This parameter specifies the hexadecimal color value of the text in the BlackBerry Web Desktop

Manager headers, and the text in the tab links that point to web pages that the user is not

currently visiting.

This parameter specifies the hexadecimal color value of the text in the available BlackBerry

Web Desktop Manager menu and option links.

This parameter specifies the hexadecimal color value of the BlackBerry Web Desktop Manager

link text when a user pauses a mouse cursor on a link.



Installation and Administration Guide Configuring the BlackBerry Web Desktop Manager

Display a custom image in the BlackBerry Web Desktop Manager

You can display a custom image in the upper-right corner of the BlackBerry® Web Desktop Manager. The image file that
you specify must be a .jpg or .gif file located on a trusted web site.

1. On the computer that hosts the BlackBerry® Administration Service, at the command prompt, navigate to <drive>;
\Program Files\Research In Motion\BlackBerry Administration Service\bin.

2. Type basConfig.bat and all of the following parameters:

e -cmd branding

e -driver <database_driver_class>

e -url <database_URL>

e -login <database_login_name>(use for Microsoft® SQL authentication)
e -password <database_password>(use for Microsoft SQL authentication)
e -ntlm <true_or_false>

e -desktopimage <image_file_web_page_address>

Example: Displaying your company logo in the BlackBerry Web Desktop Manager

basConfig.bat -cmd branding -driver com.microsoft.sqlserver.jdbc.SQLServerDriver -url jdbc:sqlserver://localhost:
1433;DatabaseName=BESMgmt;integratedSecurity=true -login BESAdmin -password password1-ntlm false -desktopimage
https://www.mydomain.com/images/myCompanyLogo.jpg

basConfig.bat parameters for displaying a custom image

Parameter

-cmd

-driver

-url

-login

Description

This parameter specifies the task that the basConfig.bat file performs. The branding value
customizes the BlackBerry® Web Desktop Manager image file.

This parameter specifies the JDBC driver class that your BlackBerry Configuration Database
uses. For more information about locating the JDBC driver class, see the documentation for
your database management system.

This parameter specifies the URL of the BlackBerry Configuration Database: <protocol>//
<database_server_name><port_number>DatabaseName=<BlackBerry_Configuration_Dat
abase_name>. If your BlackBerry Configuration Database uses Microsoft® Windows®
authentication, you must add ;integratedSecurity=true after the BlackBerry Configuration
Database name. For example, DatabaseName=BESMgmt;integratedSecurity=true.

This parameter specifies the database account name for the BlackBerry Configuration
Database if you use Microsoft® SQL authentication.

15
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Parameter Description
-password This parameter specifies the database account password if you use Microsoft SQL
authentication.

-ntlm This parameter specifies the BlackBerry Configuration Database authentication type, using
the permitted values:

e true: specifies that the BlackBerry Configuration Database uses Microsoft Windows
authentication

» false: specifies that the BlackBerry Configuration Database uses Microsoft SQL
authentication
-desktopimage This parameter specifies the web page address of the image file that you want to display on
each BlackBerry Web Desktop Manager page. You must specify a .jpg or .gif file that is located
on a trusted web site, or use the -desktopimage none parameter to remove a custom image.

Configure the BlackBerry Web Desktop Manager to display the domain name of the
messaging server on the login page

Specify the domain name that appears automatically in the Domain field when users browse to the BlackBerry® Web Desktop

Manager login page. You can specify only one domain name. Alternatively, you can provide the domain name to users when
you send them their login credentials.

1. Navigate to <drive>\Program Files\Research In Motion\BlackBerry Administration Service\server\default\conf.
2. Open bas-config.properties in a text editor.

3. Type the following line: DefaultDomain=<messaging_server_domain_name>, where
<messaging_server_domain_name>is the domain in which your messaging server is located.

4. Save the file in the default location.

Make BlackBerry Device Software and applications available to BlackBerry Web
Desktop Manager users

Specify the shared network folder that contains the BlackBerry® Device Software and applications that BlackBerry® Web
Desktop Manager users can upgrade or install on their BlackBerry devices. The network drive that you specify in the bas-

config.properties file takes effect only if you did not assign a software configuration to users in the BlackBerry Manager. As
an alternative to the following procedure, assign a software configuration to users.

1. Onacomputer in your environment, create a network folder in <drive>\Program Files\Common Files\Research In
Motion\Shared\Applications.

2. Copy the BlackBerry Device Software installation file to the computer that hosts the network folder that you created.

16
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9.

Double-click the .exe file.
Complete the installation process.

On the computer that hosts the network folder you created, share the <drive>\Program Files\Common Files\Research
In Motion folder.

On the computer that hosts the BlackBerry® Administration Service, navigate to <drive>\Program Files\Research In
Motion\BlackBerry Administration Service\server\default\conf.

Open bas-config.properties in a text editor.

Type the following line: DefaultHandheldSoftwareSharePath="\\\\<full_computer_name>\\Research In
Motion" where <full_computer_name>is the name of the computer on which you created the network folder. You must
separate each folder name with two backslashes (\\).

Save the file in the default location.

When users log in to the BlackBerry Web Desktop Manager, the application loader tool lists the available BlackBerry Device
Software and applications.

After you finish: If you want to make other applications available to the application loader, you must create an index. To
create an index, at a command prompt, navigate to <drive>\Program Files\Common Files\Research In Motion\Shared
\Applications folder and type loader.exe /index.

17
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Making the BlackBerry Web Desktop Manager available to users
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Making the BlackBerry Web Desktop Manager available to 5
users

Installing the BlackBerry Web Desktop Manager client components on users'
computers

By default, when users open and log in to the BlackBerry® Web Desktop Manager for the first time, the browser prompts
them to accept a client authentication certificate and install the required RIMWebComponents.cab file. The
RIMWebComponents.cab file provides the BlackBerry® Device Manager and USB drivers required to use the BlackBerry Web
Desktop Manager. To install these components, users must log in to their computers as a local administrator.

If you use Microsoft® Active Directory® in your environment, consider creating Microsoft® Windows® GPOs to install the
BlackBerry Web Desktop Manager client components on users' computers automatically. When you use this installation
method, the browser does not display the security or installation prompts to users,and users do not require local administrator
permissions to complete the installation process.

Publish the BlackBerry Web Desktop Manager client file in a Microsoft Windows GPO

1. Navigate to <drive>\Program Files\Research In Motion\BlackBerry Administration Service\JBoss\ejb\server\default
\tmp\deploy\tmp<number>basClientWebDesktop-exp.war.

2. Copy RIMWebComponents.msi from RIMWebComponents.cab to a shared network folder.

3. In Microsoft® Active Directory® Users and Computers, right-click the organizational unit to which you want to assign
the GPO. Click Properties.

4.  On the Group Policy tab, click New.

5. Type a name for the new GPO.

6. Inthe list of GPOs, click the GPO name.

7. Click Edit.

8. Inthe Group Policy Editor, click User Configuration > Software Settings.
9. Right-click Software Installation. Click New > Package.

10. Type the UNC path and name of the copied RIMWebComponents.msi.

1. Click Open.
12. Inthe Deploy Software window, click Advanced.
13. Click OK.

14. In the Group Policy Object properties window, on the Deployment tab, under Deployment type, click Published.
15. Under Installation user interface options, click Basic.

19
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16. If you use Microsoft® Windows Server® 2003 complete the following actions:
a.  Onthe Deployment tab, click Advanced.
b.  Click Include OLE class and product information.

17.  Click OK.

After you finish: You must add the registry key HKEY_LOCAL_MACHINE\Software\Microsoft\WindowCurrentVersion
\Internet Settings\UseColnstall to the users' computers.

Set up users' computers to install the BlackBerry Web Desktop Manager client file automatically

You can create a new Microsoft® Windows® GPO to add the registry key HKEY_LOCAL_MACHINE\Software\Microsoft
\WindowCurrentVersion\Internet Settings\UseColnstall to the users' computers. When you add the registry key, the users'
computers install the required RIMWebComponents.msi file and other administrator-approved Microsoft® ActiveX® controls
automatically.

1. Onthe computer that hosts Microsoft® Active Directory®, in a new text file, type the following lines:
CLASS MACHINE
CATEGORY !MRegistrySettings
KEYNAME "Software\Microsoft\Windows\CurrentVersion\Internet Settings"
;KEYNAME "Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings"
POLICY !"EnableActiveXInstallFromAD
EXPLAIN !'EnableActiveXInstallFromAD_Explain
VALUENAME "UseColnstall"
VALUEON NUMERIC1
VALUEOFF NUMERICO
END POLICY
END CATEGORY
[strings]

EnableActiveXInstallFromAD="Allow user computers to install administrator-approved Microsoft ActiveX
components."

EnableActiveXInstallFromAD_Explain="Allow user computers to install administrator-approved Microsoft ActiveX
components."

RegistrySettings="Registry Settings"
2. Save and name the file EnableActiveXInstallFromAD.adm.

20
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9.

10.

.

12.
13.
14.

In Microsoft Active Directory Users and Computers, right-click the organizational unit to which you want to assign the
GPO. Click Properties.

On the Group Policy tab, click New.

Type a name for the new GPO.

In the list of GPOs, click the GPO name. Click Edit.

In the Group Policy Object Editor, click Computer Configuration > Administrative Templates.

Right-click Administrative Templates. Perform one of the following actions:

* If you use Microsoft® Windows® 2000 Server, clear the View — Show Policies Only option.

« If you use Microsoft® Windows Server® 2003, click View — Filtering. Clear the Only show policy settings that
can be fully managed check box.

Right-click Administrative Templates. Click Add/Remove Templates.

Add the EnableActiveXInstallFromAD.adm custom administrative template to the GPO.

Click Administrative Templates > Registry Settings.

Double-click Allow user computers to install administrator-approved Microsoft ActiveX components.
Click Enabled.

Click OK.

The GPO adds the registry key to computers in the organizational unit to which you assigned the GPO.

After you finish:

For more information about registry-based GPOs, visit technet.microsoft.com to read Using Administrative Template Files
with Registry-Based Group Policy.

Make the BlackBerry Web Desktop Manager available to users

The BlackBerry® Web Desktop Manager web page is https://<full_computer_name>/webdesktop/login. If you customized
the BlackBerry Web Desktop Manager text colors or image and you want to display the changes on the login screen, you
must send users to https://<full_computer_name>/webdesktop/app?page=Login&service=page&orgld=0.

>

Send users the following information:

«  BlackBerry® Web Desktop Manager web page address
e login credentials that you set up for the users in your messaging environment
e tf necessary, name of the domain in which your messaging server is located
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System requirements: Users' computers

Item

22

operating system

browser
browser settings

Requirement

Any of the following operating systems:

Microsoft® Windows® 2000 Professional SP4 or later
Microsoft Windows XP Professional

Microsoft® Internet Explorer® Version 5.5 or later

To support BlackBerry® Web Desktop Manager, the following conditions:

the BlackBerry Web Desktop Manager web page address added as a trusted
site or local intranet site

to support Microsoft® ActiveX® controls, the following settings turned on:
e automatic prompting for ActiveX controls

e download signed ActiveX controls

e run ActiveX controls and plug-ins

e script ActiveX controls marked safe for scripting

support for JavaScript®

support for TLS or SSL

the SSL client authentication certificate installed to allow trusted
connections with the BlackBerry® Administration Service

If you use Microsoft® Active Directory®, consider creating a Microsoft Windows
GPO to make sure that the browser settings are correct for your organization's
environment. Alternatively, you must check these settings on users' computers
and, if necessary, change them.
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Configuring BlackBerry Administration Service logging 6
settings

Changing logging levels

Change the logging level of the debug log files for the BlackBerry Administration Service
application server
Specify the message types that the BlackBerry® Administration Service records in the application server debug log files

located in <drive:>\Program Files\Research In Motion\BlackBerry Administration Service\Logs. By default, the BlackBerry
Administration Service records information messages in the debug log files for the application server.

1. Inthe Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry
Administration Service\Administration Service - Application Server\Logging Info.
2. Change DebugLogLevel to one of the following values:
« To record errors in the log files, type 1.
e To record warnings in the log files, type 2.
» To record information messages in the log files, type 3.
 To record debug messages in the log files, type 4.
» To record trace messages in the log files, type 5.

3. Click OK.

Change the logging level of the event log files for the BlackBerry Administration Service
application server
Specify the message types that the BlackBerry® Administration Service application server records in the Event Viewer log
files. By default, the BlackBerry Administration Service records warnings in the event log files for the application server.
1. Inthe Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry

Administration Service\Administration Service - Application Server\Logging Info.
2. Change EventLogLevel to one of the following values:

» Torecord errors in the log files, type 1.

» To record warnings in the log files, type 2.

« To record information messages in the log files, type 3.

» To record debug messages in the log files, type 4.

» To record trace messages in the log files, type 5.

3. Click OK.
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Change the logging level of the debug log files for the BlackBerry Administration Service native
code container
Specify the message types that the BlackBerry® Administration Service records in the native code container debug log files

located in <drive>\Program Files\Research In Motion\BlackBerry Administration Service\Logs. By default, the BlackBerry
Administration Service records information messages in the native code container debug log files.

1. Inthe Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry
Administration Service\Administration Service - Native Code Container\Logging Info.
2. Change DebugLogLevel to one of the following values:
 To record errors in the log files, type 1.
» To record warnings in the log files, type 2.
» To record information messages in the log files, type 3.
» To record debug messages in the log files, type 4.
» To record trace messages in the log files, type 5.

3. Click OK.

Change the logging level of the event log files for the BlackBerry Administration Service native
code container
Specify the message types that the BlackBerry® Administration Service native code container records in the Event Viewer
logfiles. By default, the BlackBerry Administration Service records warnings in the event log files for the native code container.
1. Inthe Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry

Administration Service\Administration Service - Native Code Container\Logging Info.
2. Change EventLoglevel to one of the following values:

 Torecord errors in the log files, type 1.

 To record warnings in the log files, type 2.

 To record information messages in the log files, type 3.

» To record debug messages in the log files, type 4.

» To record trace messages in the log files, type 5.

3. Click OK.
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Managing log file size

Change the maximum size of the debug log files for the BlackBerry Administration Service
application server

To help save hard disk space, you can change the maximum size of the debug log files for the BlackBerry® Administration
Service application server. By default, the maximum size is 100 MB.

1. Inthe Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry
Administration Service\Administration Service - Application Server\Logging Info.

. Change the DebuglogSize value to the maximum size that you want to use for the log files in megabytes.
3. Click OK.

Specify whether the BlackBerry Administration Service overwrites existing log files when they
reach the maximum size

You can specify whether the BlackBerry® Administration Service overwrites an existing log file with new log file entries when
a BlackBerry Administration Service log file reaches its maximum size. By default, the BlackBerry Administration Service
creates a new log file when the existing log file reaches the maximum size.

1. Inthe Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry
Administration Service\Administration Service - Application Server\Logging Info.

2. Change DebugLogAutoRoll to one of the following values:
» To overwrite the existing log file when it reaches the maximum size, type 0.
» To create a new log file when the existing log file reaches the maximum size, type 1.

3. Click OK.

Managing log folders

Change the root folder in which the BlackBerry Administration Service creates log files

By default, the BlackBerry® Administration Service creates log files in <drive>\Program Files\Research In Motion\BlackBerry
Administration Service\Logs.

1. Inthe Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry
Administration Service\Logging Info.

2. Change the LogRoot value to the path and name of the root folder where you want the BlackBerry Administration
Service to create the log files.

3. Click OK.
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Add a prefix to BlackBerry Administration Service log files
You can specify the text that you want to add before the log file names for the BlackBerry® Administration Service. By default,
the log file names do not contain a prefix.

1. Inthe Registry Editor, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry
Administration Service\Logging Info.
2. Change the LogFilePrefix value to the new prefix.

3. Click OK.
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Changing BlackBerry Administration Service security 7
settings after installation

Import a nondefault SSL certificate after the BlackBerry Administration Service
installation

When you install the BlackBerry® Administration Service, the setup application generates a default SSL certificate to secure
the HTTPS connection. If you prefer, you can import a self-signed SSL certificate or a signed root certificate that is signed
by a different certificate authority after the installation process completes.

1. On the computer that hosts the BlackBerry Administration Service, in <drive>\Program Files\Research In Motion
\BlackBerry Administration Service\bin, back up the web.keystore file.

2. For security, update the key store password by performing the following actions:
a. Onthe Start menu, click Run.
b. Type regedit.

c. Navigate to HKEY_CURRENT_USER\SOFTWARE\Research In Motion\BlackBerry Administration Service\Key
Store.

d. Update the WebKeyStorePass string with a key store password that meets the security requirements of your
organization.

3. Using the keytool in <drive>\Program Files\Java\<JRE_version>\bin and the password that you updated in step 2,
generate a new web.keystore file and private key.
keytool -genkey -alias <alias_name> -keypass <password> -keystore "<drive>:\Program Files\Research In Motion
\BlackBerry Administration Service\bin"

4.  Using the keytool, generate a certificate signing request.
keytool -certreq -alias <alias_name> -file <certreq_filename>.csr -keystore "<drive>:\Program Files\Research In
Motion\BlackBerry Administration Service\bin\web.keystore"

5. Send the certificate signing request to a certificate authority so that the certificate authority can create the certificate.
When the certificate is returned, copy it into a text file and save it with a .cer extension.

7. Using the keytool, import the certificate to the web.keystore file.
keytool -import -alias <alias_name>-keystore "<drive>:\Program Files\Research In Motion\BlackBerry Administration
Service\bin\web.keystore" -file "<certificate_filename>.cer"

8. Inthe Windows® Services, restart the BlackBerry Administration Service services.

After you finish: For more information about using the keytool, visit java.sun.com/j2se/1.5.0/docs/tooldocs/windows/
keytool.html.
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Change the key store password after the BlackBerry Administration Service
installation

The key store password must contain alphanumeric characters only.

1. Inthe Registry Editor, navigate to HKEY_CURRENT_USER\SOFTWARE\Research In Motion\BlackBerry Administration
Service\Key Store.

. Change the WebKeyStorePass value to the new password for the key store.
3. Click OK.
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Troubleshooting: Users cannot log in to the BlackBerry 8
Web Desktop Manager

Possible cause Possible solution

You might have specified an incorrect URL for the Change the BlackBerry Configuration Database URL
BlackBerry® Configuration Database during the

BlackBerry® Administration Service installation process.

You might have specified incorrect settings for the LDAP ~ Change the LDAP server settings

server during the BlackBerry Administration Service

installation process.

Change the BlackBerry Configuration Database URL

1. Onthe computer that hosts the BlackBerry® Administration Service, at the command prompt, navigate to <drive>;
\Program Files\Research In Motion\BlackBerry Administration Service\bin.

2. Type basConfig.bat and all of the following parameters:

e -cmd database
»  -file "<drive>\Program Files\Research In Motion\BlackBerry Administration Service\jboss\ejb\server
\default\deploy\bas-ds.xml"
e -driver <database_driver_class>
. -url <database_URL>
e -ntlm <true_or_false>
3. Tochange the native code container configuration file, run basConfig.bat again using <drive>\Program Files
\Research In Motion\BlackBerry Administration Service\jboss\ejb\server\ncc\deploy\bas-ds.xml as the value
for the -file parameter, and using the other parameters that you specified when you ran the script for the first time.

Example: Changing the BlackBerry Configuration Database URL

Running the basConfig.bat file to update the application server configuration file:

basConfig.bat -cmd database -file "C:\Program Files\Research In Motion\BlackBerry Administration Service\jboss\ejb
\server\default\deploy\bas-ds.xml" -driver com.microsoft.sqlserver.jdbc.SQLServerDriver -url jdbc:sqlserver://localhost:
1433;DatabaseName=BESMgmt;integratedSecurity=true -ntlm true

Running the basConfig.bat file a second time to update the native code container configuration file:
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basConfig.bat -cmd database -file "C:\Program Files\Research In Motion\BlackBerry Administration Service\jboss\ejb
\server\ncc\deploy\bas-ds.xml" -driver com.microsoft.sqlserver.jdbc.SQLServerDriver -url jdbc:sqlserver://localhost:
1433;DatabaseName=BESMgmt;integratedSecurity=true -ntlm true

basConfig.bat parameters for changing the BlackBerry Configuration Database URL

Parameter
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-cmd

-file

-driver

-url

-ntlm

Description

This parameter specifies the task that the basConfig.bat file performs. The database value
changes the BlackBerry® Configuration Database information.

This parameter specifies the paths of the JBoss® Web Server configuration files. You must insert
quotation marks around the value specified for this parameter. By default, the path of the
application server configuration file is <drive>\Program Files\Research In Motion\BlackBerry
Administration Service\JBoss\ejb\server\default\deploy\bas-ds.xml, and the path of the
native code container configuration file is <drive>\Program Files\Research In Motion
\BlackBerry Administration Service\Jboss\ejb\server\ncc\deploy\bas-ds.xml.

This parameter specifies the JDBC driver class that your BlackBerry Configuration Database
uses. For more information about locating the JDBC driver class, see the documentation for your
database management system.

This parameter specifies the BlackBerry Configuration Database URL: <protocol>//
<database_server_name>.<port_number>DatabaseName= <database_name>.

If your BlackBerry Configuration Database uses Microsoft® Windows® authentication, you must
type ;integratedSecurity=true after the BlackBerry Configuration Database name. For
example, DatabaseName=BESMgmt;integratedSecurity=true.

This parameter specifies the BlackBerry Configuration Database authentication type, using the
following permitted values:

e true: specifies that the BlackBerry Configuration Database uses Microsoft Windows
authentication

» false: specifies that the BlackBerry Configuration Database uses Microsoft SQL
authentication
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Change the LDAP server settings

You can update the LDAP server credentials, URL, and search base that you specified during the BlackBerry® Administration
Service installation process.

1. On the computer that hosts the BlackBerry Administration Service, at the command prompt, navigate to <drive>;
\Program Files\Research In Motion\BlackBerry Administration Service\bin.

2. Type basConfig.bat and all of the following parameters:

e -cmd exchange

»  -file "<bas-config.properties_file_path>"

e -driver <database_driver_class>

e -url <database_URL>

e -ntlm <true_or_false>

e -login <database_login>(use for Microsoft® SQL authentication)

e -password <database_password> (use for Microsoft SQL authentication)
e -ldaplogin "<LDAP_server_login>"

» -ldappassword <LDAP_server_password>
e -ldapurl <LDAP_server_URL>
e -ldapsearchbase <distinguished_name_of_search_base>

Example: Changing the LDAP search base

basConfig.bat -cmd exchange -file "C:\Program Files\Research In Motion\BlackBerry Administration Service\server
\default\conf\bas-config.properties" -driver com.microsoft.sqlserver.jdbc.SQLServerDriver -url jdbcsqlserver://localhost:
1433;DatabaseName=BESMgmt;integratedSecurity=true -ntlm false -login BESAdmin -password password -Idaplogin
"CN=John Smith,CN=Users,0U=Waterloo,DC=mycompany,DC=com" -Idappassword password -ldapurl Idap://
mycompany.net:389/ -Idapsearchbase OU=Users,DC=mycompany,DC=com

basConfig.bat parameters for changing LDAP server settings

Parameter Description

-cmd This parameter specifies the task that the basConfig.bat file performs. The exchange value changes
the LDAP server information.

-file This parameter specifies the path and name of the JBoss® Web Server configuration file. You must

insert quotation marks around the value for this parameter. By default, the path and file name is
<drive>\Program Files\Research In Motion\BlackBerry Administration Service\JBoss\ejb\server
\default\deploy\bas-ds.xml.
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Parameter
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-driver

-url

-ntlm

-login

-password

-ldaplogin

-ldappassword

-Idapurl

-ldapsearchbase

Description

This parameter specifies the JDBC driver class that your BlackBerry® Configuration Database uses.
For more information about locating the JDBC driver class, see the documentation for your database
management system.

This parameter specifies the URL of the BlackBerry Configuration Database: <protocol>//
<host><port_number>DatabaseName=<database_name>.

If your BlackBerry Configuration Database uses Microsoft® Windows® authentication, you must

type ;integratedSecurity=true after the BlackBerry Configuration Database name. For example,

DatabaseName=BESMgmt;integratedSecurity=true.

This parameter specifies the BlackBerry Configuration Database authentication type, using the

following permitted values:

e true: specifies that the BlackBerry Configuration Database uses Microsoft Windows
authentication

o false:specifies thatthe BlackBerry Configuration Database uses Microsoft SQLauthentication

This parameter specifies the database account name for the BlackBerry Configuration Database if

you use Microsoft SQL authentication.

This parameter specifies the database account password if you use Microsoft SQL authentication.

This parameter specifies the distinguished name of the user account that the BlackBerry®

Administration Service uses to log in to the LDAP server. You must insert quotation marks around

the value for this parameter.

This parameter specifies the password that the BlackBerry Administration Service uses to log in to

the LDAP server.

This parameter specifies the URL of the LDAP server. The URL takes the form Idap://

<server_name><port_number>, where <server_name>is the DNS name of the LDAP server, and

<port_number>is the port number on which the LDAP server listens for connections. By default,

the LDAP server listens on port 389.

This parameter specifies the distinguished name of the Microsoft®Active Directory® directory

where the BlackBerry® Web Desktop Manager user accounts are located.
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Glossary 9

DNS

A Domain Name System (DNS) is an Internet database that translates domain names that are meaningful and
recognizable by people into the numeric IP addresses that the Internet uses.

GPO

A Group Policy Object (GPO) is a collection of policy settings that you can apply to users and computers in a Microsoft®
Active Directory® environment.

HTTP
HyperText Transfer Protocol

HTTPS
Hypertext Transfer Protocol over Secure Sockets Layer

JDBC
Java Database Connectivity

LDAP
Lightweight Directory Access Protocol

sQL
Structured Query Language

SSL
Secure Sockets Layer

TLS
Transport Layer Security

UNC

Universal Naming Convention (UNC) is used to identify the location of a shared folder or file on a network. A UNC path
takes the form \\<computer_name>\<file_path_and_name>.

USB
Universal Serial Bus
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Legal notice 10

©2008 Research In Motion Limited. All rights reserved. BlackBerry®, RIM®, Research In Motion®, SureType® and related
trademarks, names, and logos are the property of Research In Motion Limited and are registered and/or used as trademarks
in the U.S., Canada, and countries around the world.

Javaand JavaScript are trademarks of Sun Microsystems, Inc. JBoss is a trademark of Red Hat, Inc. Microsoft, Active Directory,
ActiveX, Internet Explorer, Windows, and Windows Server are trademarks of Microsoft Corporation. All other brands, product
names, company names, trademarks and service marks are the properties of their respective owners.

The BlackBerry smartphone and other devices and/or associated software are protected by copyright, international treaties,
and various patents, including one or more of the following U.S. patents: 6,278,442; 6,271,605; 6,219,694; 6,075,470;
6,073,318; D445,428; D433,460; D416,256. Other patents are registered or pending in the U.S. and in various countries
around the world. Visit www.rim.com/patents for a list of RIM (as hereinafter defined) patents.

This documentation including all documentation incorporated by reference herein such as documentation provided or made
available atwww.blackberry.com/go/docs s provided or made accessible "AS IS" and "AS AVAILABLE" and without condition,
endorsement, guarantee, representation, or warranty of any kind by Research In Motion Limited and its affiliated companies
("RIM") and RIM assumes no responsibility for any typographical, technical, or other inaccuracies, errors, or omissions in this
documentation. In order to protect RIM proprietary and confidential information and/or trade secrets, this documentation
may describe some aspects of RIM technology in generalized terms. RIM reserves the right to periodically change information
that is contained in this documentation; however, RIM makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all.

Thisdocumentation might contain referencestothird-party sources of information, hardware or software, products or services
including components and content such as content protected by copyright and/or third-party web sites (collectively the
"Third Party Products and Services"). RIM does not control, and is not responsible for, any Third Party Products and Services
including, without limitation the content, accuracy, copyright compliance, compatibility, performance, trustworthiness,
legality, decency, links, or any other aspect of Third Party Products and Services. The inclusion of a reference to Third Party
Products and Services in this documentation does not imply endorsement by RIM of the Third Party Products and Services
or the third party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS,
ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR
WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE, MERCHANTABILITY, MERCHANTABLE
QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR ARISING FROM A STATUTE OR CUSTOM OR A
COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR PERFORMANCE
OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN, ARE HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR
PROVINCE. SOME JURISDICTIONS MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND
CONDITIONS. TO THE EXTENT PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE
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DOCUMENTATIONTO THE EXTENTTHEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY
LIMITED TO NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS
THE SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOURJURISDICTION, IN NO EVENT SHALL RIM BE LIABLE
FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-
PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE FOLLOWING DAMAGES: DIRECT,
CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES
FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS
OF BUSINESS INFORMATION, LOSS OF BUSINESS OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO
TRANSMIT OR RECEIVE ANY DATA, PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH
RIMPRODUCTS ORSERVICES,DOWNTIME COSTS, LOSS OF THE USE OF RIM PRODUCTS ORSERVICES ORANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR SERVICES,
COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES WERE FORESEEN OR
UNFORESEEN, AND EVEN IF RIM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, RIM SHALL HAVE NO OTHER
OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY
LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE OF THE
CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT,
NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGALTHEORY AND SHALL SURVIVE A FUNDAMENTAL BREACH
OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT OR OF ANY REMEDY CONTAINED
HEREIN; AND (B) TO RIM AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS
(INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED RIM DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE
PROVIDERS) AND THEIR RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

INADDITIONTO THE LIMITATIONS AND EXCLUSIONS SET OUTABOVE, IN NO EVENT SHALLANY DIRECTOR, EMPLOYEE,
AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF RIM ORANY AFFILIATES OF RIM HAVE ANY LIABILITY
ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to ensure that your
airtime service provider has agreed to support all of their features. Installation or use of Third Party Products and Services
with RIM's products and services may require one or more patent, trademark, copyright, or other licenses in order to avoid
infringement or violation of third party rights. You are solely responsible for determining whether to use Third Party Products
and Services and if any third party licenses are required to do so. If required you are responsible for acquiring them. You
should not install or use Third Party Products and Services until all necessary licenses have been acquired. Any Third Party
Products and Services that are provided with RIM's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties of any
kind by RIM and RIM assumes no liability whatsoever, in relation thereto. Your use of Third Party Products and Services shall
be governed by and subject to you agreeing to the terms of separate licenses and other agreements applicable thereto with
third parties, except to the extent expressly covered by a license or other agreement with RIM.
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The terms of use of any RIM product or service are set out in a separate license or other agreement with RIM applicable
thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR

WARRANTIES PROVIDED BY RIM FOR PORTIONS OF ANY RIM PRODUCT OR SERVICE OTHER THAN THIS
DOCUMENTATION.

Research In Motion Limited
295 Phillip Street
Waterloo, ON N2L 3W8
Canada

Research In Motion UK Limited
200 Bath Road

Slough, Berkshire SL1 3XE
United Kingdom

Published in Canada
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Third party attribution notices n

Castorv.1.0.5, Tapestryv. 4.0.2, Tacosv. 4.0.1and Log4J v.1.2.14 - Each used under license in accordance with the Apache

Software License 2.0. The following notice was included with each of Castor v.1.0.5, Tapestry v. 4.0.2, Tacos v. 4.0.1and Log4)
v.1.2.14:

'This software includes software developed by The Apache Software Foundation (http://www.apache.org/).'

As required under the Apache Software License 2.0, the following is a reproduction of the license agreement:

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1.

Definitions.

'License' shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1through
9 of this document.

'Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.

'Legal Entity' shall mean the union of the acting entity and all other entities that control, are controlled by, or are under
common control with that entity. For the purposes of this definition, 'control' means: (i) the power, direct or indirect, to
cause the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent
(50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.

"You' (or 'Your') shall mean an individual or Legal Entity exercising permissions granted by this License.

'Source' form shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.

'Object' form shall mean any form resulting from mechanical transformation or translation of a Source form, including
but not limited to compiled object code, generated documentation, and conversions to other media types.

'Work' shall mean the work of authorship, whether in Source or Object form, made available under the License, as
indicated by a copyright notice that is included in or attached to the work (an example is provided in the Appendix
below).

'Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or derived from) the Work
and for which the editorial revisions, annotations, elaborations, or other modifications represent, as a whole, an original
work of authorship. For the purposes of this License, Derivative Works shall not include works that remain separable
from, or merely link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.
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'Contribution' shall mean any work of authorship, including the original version of the Work and any modifications or
additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor for inclusion in the Work
by the copyright owner or by an individual or Legal Entity authorized to submit on behalf of the copyright owner. For
the purposes of this definition, 'submitted' means any form of electronic, verbal, or written communication sent to the
Licensor or its representatives, including but not limited to communication on electronic mailing lists, source code
control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor for the purpose of
discussing and improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as 'Not a Contribution.'

'Contributor' shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been received
by Licensor and subsequently incorporated within the Work.

Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby grants to You
a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to reproduce, prepare
Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work and such Derivative Works
in Source or Object form.

Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section) patent license
to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such license applies only to
those patent claims licensable by such Contributor that are necessarily infringed by their Contribution(s) alone or by
combination of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute patent
litigation againstany entity (includingacross-claimor counterclaiminalawsuit) alleging thatthe Work ora Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any patent licenses granted
to You under this License for that Work shall terminate as of the date such litigation is filed.

Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any medium, with
or without modifications, and in Source or Object form, provided that You meet the following conditions:

a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
b) You must cause any modified files to carry prominent notices stating that You changed the files; and

¢) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work, excluding those notices that do not pertain to any part of the
Derivative Works; and

d) If the Work includes a 'NOTICE' text file as part of its distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained within such NOTICE file, excluding those notices that do
not pertain toany partof the Derivative Works, in at least one of the following places: withina NOTICE text file distributed
as part of the Derivative Works; within the Source form or documentation, if provided along with the Derivative Works;
or, within a display generated by the Derivative Works, if and wherever such third-party notices normally appear. The
contents of the NOTICE file are for informational purposes only and do not modify the License. You may add Your own
attribution notices within Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from
the Work, provided that such additional attribution notices cannot be construed as modifying the License.
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You may add Your own copyright statement to Your modifications and may provide additional or different license terms
and conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a whole,
provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions stated in this
License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted for
inclusion inthe Work by You to the Licensor shall be under the terms and conditions of this License, without any additional
terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the terms of any separate
license agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or product
names of the Licensor, except as required for reasonable and customary use in describing the origin of the Work and
reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an 'AS IS' BASIS WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied, including, without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR APARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise of permissions
under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or
otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing,
shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or consequential
damages of any character arising as a result of this License or out of the use or inability to use the Work (including but
not limited to damages for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other
commercial damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, You may choose
to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights
consistent with this License. However, in accepting such obligations, You may act only on Your own behalf and on Your
sole responsibility, not on behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each
Contributor harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your
accepting any such warranty or additional liability.

OGNLV.2.6.7 - Used under license by Drew Davidson and Luke Blanshard. As required under the license, a copy of the
license is reproduced below:

Copyright ©1997 - 2003, Drew Davidson and Luke Blanshard. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met: Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution. Neither the name of
the Drew Davidson nor the names of its contributors may be used to endorse or promote products derived from this software
without specific prior written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS 'AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

JBOSS Application Server v. 4.0.5

- Copyright © 2006, JBoss. Used under the terms of the GNU Lesser General Public License v.2.1. For a copy of the JBoss
Application Server v.4.0.5 source code, please go to http://labs.jboss.com/portal/jbossas/download. As required under the
license, a copy of the GNU Lesser General Public License v.2.1is reproduced below:

GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999

Copyright © 1991,1999 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public License, version
2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General
Public Licenses are intended to guarantee your freedom to share and change free software--to make sure the software is
free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages--typically libraries--
of the Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think
carefully about whether this license or the ordinary General Public License is the better strategy to use in any particular
case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish); that you
receive source code or can get it if you want it; that you can change the software and use pieces of it in new free programs;
and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to surrender
these rights. These restrictions translate to certain responsibilities for you if you distribute copies of the library or if you
modify it.
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For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the rights that
we gave you. You must make sure that they, too, receive or can get the source code. If you link other code with the library,

you must provide complete object files to the recipients, so that they can relink them with the library after making changes
to the library and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which gives
you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know that what they have is not the original version, so that
the original author's reputation will not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a company
cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder. Therefore, we
insist that any patent license obtained for a version of the library must be consistent with the full freedom of use specified
in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This license, the GNU
Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary General Public
License. We use this license for certain libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally
speaking a combined work, a derivative of the original library. The ordinary General Public License therefore permits such
linking only if the entire combination fits its criteria of freedom. The Lesser General Public License permits more lax criteria
for linking other code with the library.

We call this license the 'Lesser' General Public License because it does Less to protect the user's freedom than the ordinary
General Public License. It also provides other free software developers Less of an advantage over competing non-free
programs. These disadvantages are the reason we use the ordinary General Public License for many libraries. However, the
Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library, so that
it becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A more frequent case
is that a free library does the same job as widely used non-free libraries. In this case, there is little to gain by limiting the
free library to free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large
body of free software. For example, permission to use the GNU C Library in non-free programs enables many more people
to use the whole GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a program
that is linked with the Library has the freedom and the wherewithal to run that program using a modified version of the
Library.
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The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference
between a 'work based on the library' and a 'work that uses the library'. The former contains code derived from the library,
whereas the latter must be combined with the library in order to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the copyright
holder or other authorized party saying it may be distributed under the terms of this Lesser General Public License (also
called 'this License'). Each licensee is addressed as 'you'.

A 'library' means a collection of software functions and/or data prepared so as to be conveniently linked with application
programs (which use some of those functions and data) to form executables.

The 'Library', below, refers to any such software library or work which has been distributed under these terms. A 'work based
on the Library' means either the Library or any derivative work under copyright law: that is to say, a work containing the
Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into another language.
(Hereinafter, translation is included without limitation in the term 'modification'.)

'Source code' for a work means the preferred form of the work for making modifications to it. For a library, complete source
code means all the source code for all modules it contains, plus any associated interface definition files, plus the scripts used
to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running a program using the Library is not restricted, and output from such a program is covered only if its contents
constitute a work based on the Library (independent of the use of the Library in a tool for writing it). Whether that is true
depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer
of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and distribute a
copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection
in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library, and
copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of
these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of any
change.

c) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this License.
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d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program
that uses the facility, other than as an argument passed when the facility is invoked, then you must make a good faith
effort to ensure that, in the event an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent
ofthe application. Therefore, Subsection 2d requires thatany application-supplied function or table used by this function
must be optional: if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Library, and can be reasonably considered independent and separate works in themselves, then this License, and its
terms, do not apply to those sections when you distribute them as separate works. But when you distribute the same
sections as part of a whole which is a work based on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the
Library) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given copy of
the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU
General Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU
General Public License has appeared, then you can specify that version instead if you wish.) Do not make any other
change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public License
applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable
form under the terms of Sections 1and 2 above provided that you accompany it with the complete corresponding
machine-readable source code, which must be distributed under the terms of Sections 1and 2 above on a medium
customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent access
to copy the source code from the same place satisfies the requirement to distribute the source code, even though third
parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by being
compiled or linked with it, is called a 'work that uses the Library'. Such a work, in isolation, is not a derivative work of
the Library, and therefore falls outside the scope of this License.
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However, linking a 'work that uses the Library' with the Library creates an executable that is a derivative of the Library
(because it contains portions of the Library), rather than a 'work that uses the library'. The executable is therefore
covered by this License. Section 6 states terms for distribution of such executables.

When a 'work that uses the Library' uses material from a header file that is part of the Library, the object code for the
work may be a derivative work of the Library even though the source code is not. Whether this is true is especially
significant if the work can be linked without the Library, or if the work is itself a library. The threshold for this to be true
is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and small
inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it is
legally a derivative work. (Executables containing this object code plus portions of the Library will still fall under Section
6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of
Section 6. Any executables containing that work also fall under Section 6, whether or not they are linked directly with
the Library itself.

As an exception to the Sections above, you may also combine or link a 'work that uses the Library' with the Library to
produce a work containing portions of the Library, and distribute that work under terms of your choice, provided that
the terms permit modification of the work for the customer's own use and reverse engineering for debugging such
modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use
are covered by this License. You must supply a copy of this License. If the work during execution displays copyright
notices, you must include the copyright notice for the Library among them, as well as a reference directing the user to
the copy of this License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including
whatever changes were used in the work (which must be distributed under Sections 1and 2 above); and, if the work is
an executable linked with the Library, with the complete machine-readable 'work that uses the Library', as object code
and/or source code, so that the user can modify the Library and then relink to produce a modified executable containing
the modified Library. (It is understood that the user who changes the contents of definitions files in the Library will not
necessarily be able to recompile the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run
time a copy of the library already present on the user's computer system, rather than copying library functions into the
executable, and (2) will operate properly with a modified version of the library, if the user installs one, as long as the
modified version is interface-compatible with the version that the work was made with.

c) Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified
in Subsection 6a, above, for a charge no more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to copy
the above specified materials from the same place.
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10.

1.

e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the 'work that uses the Library' must include any data and utility programs
needed for reproducing the executable from it. However, as a special exception, the materials to be distributed need
notinclude anything that is normally distributed (in either source or binary form) with the major components (compiler,
kernel, and so on) of the operating system on which the executable runs, unless that component itself accompanies the
executable.

It may happen thatthis requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot use both them and the Library together in
an executable that you distribute.

You may place library facilities that are a work based on the Library side-by-side in a single library together with other
library facilities not covered by this License, and distribute such a combined library, provided that the separate
distribution of the work based on the Library and of the other library facilities is otherwise permitted, and provided that
you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other
library facilities. This must be distributed under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this
License. Therefore, by modifying or distributing the Library (or any work based on the Library), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Library
or works based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license
from the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions. You
may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties with this License.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence
you may not distribute the Library at all. For example, if a patent license would not permit royalty-free redistribution
of the Library by all those who receive copies directly or indirectly through you, then the only way you could satisfy both
it and this License would be to refrain entirely from distribution of the Library.
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15.

16.
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If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution
system which is implemented by public license practices. Many people have made generous contributions to the wide
range of software distributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Library under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems
or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License which
applies to it and 'any later version', you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Library does not specify a license version number,
you may choose any version ever published by the Free Software Foundation.

If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible
with these, write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation,
write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two
goals of preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally.

NO WARRANTY

BECAUSETHE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPTWHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/
OR OTHER PARTIES PROVIDE THE LIBRARY 'AS IS' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH
YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR
OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW ORAGREED TO IN WRITING WILLANY COPYRIGHT HOLDER,
ORANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES

ARISING OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA
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OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

Dojo Toolkit v.0.3.1 - Portions used under license by The Dojo Foundation. As required under the license, a copy of the
license is reproduced below:

Copyright © 2005, The Dojo Foundation All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

e Neither the name of The Dojo Foundation nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS 'AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

JavaService v.1.2.3 - Used under license from Alexandria Software Consulting and MultiPlan Consultants Ltd. As required
under the license, a copy of the license is reproduced below:

Copyright © 2000, Alexandria Software Consulting

All rights reserved. Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions, and the following disclaimer.

Neither name of Alexandria Software Consulting nor the names of the contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS 'AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
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DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Some enhancements, © 2003, Multiplan Consultants Ltd
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