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©2009 Research In Motion Limited. All rights reserved. BlackBerry®, RIM®, Research In Motion®, SureType® and related trademarks, names, and
logos are the property of Research In Motion Limited and are registered and/or used in the U.S. and countries around the world.

AOL is a trademark of AOL LLC. IBM, Lotus, and Sametime are trademarks of International Business Machines Corporation. Microsoft, Excel,
Windows, and Windows Server are trademarks of Microsoft Corporation. Wi-Fi is a trademark of the Wi-Fi Alliance. All other trademarks are the
property of their respective owners.

The BlackBerry smartphone and other devices and/or associated software are protected by copyright, international treaties, and various patents,
including one or more of the following U.S. patents: 6,278,442; 6,271,605; 6,219,694; 6,075470; 6,073318; D445428; D433,460; D416,256. Other
patents are registered or pending in the U.S. and in various countries around the world. Visit www.rim.com/patents for a list of RIM (as hereinafter
defined) patents.

This documentation including all documentation incorporated by reference herein such as documentation provided or made available at
www.blackberry.com/go/docs is provided or made accessible "AS I1S" and "AS AVAILABLE" and without condition, endorsement, guarantee,
representation, or warranty of any kind by Research In Motion Limited and its affiliated companies ("RIM") and RIM assumes no responsibility for any
typographical, technical, or other inaccuracies, errors, or omissions in this documentation. In order to protect RIM proprietary and confidential
information and/or trade secrets, this documentation may describe some aspects of RIM technology in generalized terms. RIM reserves the right to
periodically change information that is contained in this documentation; however, RIM makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software, products or services including components
and content such as content protected by copyright and/or third-party web sites (collectively the "Third Party Products and Services"). RIM does not
control, and is not responsible for, any Third Party Products and Services including, without limitation the content, accuracy, copyright compliance,
compatibility, performance, trustworthiness, legality, decency, links, or any other aspect of Third Party Products and Services. The inclusion of a
reference to Third Party Products and Services in this documentation does not imply endorsement by RIM of the Third Party Products and Services or
the third party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS, ENDORSEMENTS,
GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY
CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE
OR USE, MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR ARISING FROM A
STATUTE OR CUSTOM OR A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR
PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES
REFERENCED HEREIN, ARE HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME
JURISDICTIONS MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT PERMITTED
BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO THE EXTENT THEY CANNOT BE EXCLUDED AS
SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE
DOCUMENTATION OR THE ITEM THAT IS THE SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL RIM BE LIABLE FOR ANY TYPE OF
DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE,
SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE FOLLOWING
DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES FOR
LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS
INFORMATION, LOSS OF BUSINESS OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA,
PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH RIM PRODUCTS OR SERVICES, DOWNTIME COSTS, LOSS OF
THE USE OF RIM PRODUCTS OR SERVICES OR ANY PORTION THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS
OF COVER, FACILITIES OR SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES WERE
FORESEEN OR UNFORESEEN, AND EVEN IF RIM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, RIM SHALL HAVE NO OTHER OBLIGATION, DUTY, OR
LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE OF THE CAUSE OF ACTION,
DEMAND, ORACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT, NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER
LEGALTHEORY AND SHALL SURVIVE A FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS
AGREEMENT OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO RIM AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS,
AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED RIM DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE
PROVIDERS) AND THEIR RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR, EMPLOYEE, AGENT,
DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF RIM OR ANY AFFILIATES OF RIM HAVE ANY LIABILITY ARISING FROM OR RELATED
TO THE DOCUMENTATION.
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Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to ensure that your airtime service provider
has agreed to support all of their features. Some airtime service providers might not offer Internet browsing functionality with a subscription to the
BlackBerry® Internet Service. Check with your service provider for availability, roaming arrangements, service plans and features. Installation or use
of Third Party Products and Services with RIM's products and services may require one or more patent, trademark, copyright, or other licenses in
order to avoid infringement or violation of third party rights. You are solely responsible for determining whether to use Third Party Products and
Services and if any third party licenses are required to do so. If required you are responsible for acquiring them. You should not install or use Third
Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and Services that are provided with RIM's
products and services are provided as a convenience to you and are provided "AS IS" with no express or implied conditions, endorsements,
guarantees, representations, or warranties of any kind by RIM and RIM assumes no liability whatsoever, in relation thereto. Your use of Third Party
Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses and other agreements applicable thereto
with third parties, except to the extent expressly covered by a license or other agreement with RIM.

Certain features outlined in this documentation require a minimum version of BlackBerry® Enterprise Server, BlackBerry® Desktop Software, and/or
BlackBerry® Device Software.

The terms of use of any RIM product or service are set out in a separate license or other agreement with RIM applicable thereto. NOTHING IN THIS
DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY RIM FOR PORTIONS
OF ANY RIM PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

Last modified: 30 November 2009

Document ID: 28181305 Version 2
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Related resources

Guide Information

BlackBerry Enterprise Server Installation and Configuration Guide « system requirements
« installation instructions

BlackBerry Enterprise Server Upgrade Guide « system requirements
* upgrade instructions

BlackBerry Enterprise Server Feature and Technical Overview « BlackBerry® Enterprise Server features
« system architecture
« data workflows

BlackBerry Enterprise Server Administration Guide e system setup and management
« BlackBerry device implementation instructions

Verify the system requirements

Requirement Description

software version This maintenance release works with BlackBerry® Enterprise Server version 5.0 for Microsoft® Exchange.
1. On the taskbar, click Start > Settings > Control Panel or Start > Control Panel.
2. Double-click Add or Remove Programs.
3. Inthe list of currently installed programs, click BlackBerry Enterprise Server for Microsoft Exchange.
4. Click Click here for support information.
5. Verify that the version number is 5.0.0 (Bundle 223, 236, 244, 255).

remote components Install this maintenance release on a remote computer that hosts a BlackBerry Attachment Service,
BlackBerry Administration Service, BlackBerry Router, BlackBerry Collaboration Service, or BlackBerry
MDS Connection Service.

original installation media The maintenance release installation program requires access to the installation media that was used to
install the BlackBerry Enterprise Server. Depending on how the software was installed, this might be a
product CD or a network location.

Install the maintenance release

If you configured BlackBerry Enterprise Server high availability to limit downtime to BlackBerry services, you can install
the maintenance release on the standby BlackBerry Enterprise Server instance, fail over to the standby BlackBerry
Enterprise Server, and then install the maintenance release on the primary BlackBerry Enterprise Server.

1. While logged in to the computer that hosts the BlackBerry Enterprise Server, in Windows® Services, stop all
BlackBerry Enterprise Server services.

Close the BlackBerry Configuration Panel.
Double-click besx500mr4.zip.

Extract the installation files to a local drive on your computer.

ooa woN

Browse to the location of the setup program files.

Note: If you are installing the maintenance release on Windows Servere 2008, follow the steps outlined in Known
Issues, SDR 319193.

6. Double-click besx500mr4.msi to run the executable.
7. Click Update.

8. Complete the configuration screens.

9. Click Finish.

10. In Windows Services, restart all BlackBerry Enterprise Server services.
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Verify the maintenance release installation
1. Onthe taskbar, click Start > Settings > Control Panel or Start > Control Panel.

ooa woN

Click Add or Remove Programs.

In the list of programs, click BlackBerry Enterprise Server for Microsoft Exchange.
Click Click here for support information.

Verify that the version number is 5.0.0 MR4 (Bundle 267).

Fixed issues

Issues that are marked with an asterisk (*) are fixed in this release. All other issues were fixed in previous maintenance

releases.

BlackBerry Administration Service

SDR 300554

SDR 305451

SDR 306687

SDR 308970

SDR 309559

SDR 316602

SDR 315058

SDR 339783

SDR 355835

SDR 355837

In BlackBerry Enterprise Server version 5.0, if an application push was made to approximately 30,000 users or more, the
BlackBerry Configuration Database might have experienced performance issues.

In BlackBerry Enterprise Server version 5.0 MR1, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, a search for all user accounts might have returned the
error message “The request could not be completed.”

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, the BlackBerry Enterprise Transporter might not have been able to update the
devicexml and vendorxml rows in the GlobalSettings table of the BlackBerry Configuration Database.

In BlackBerry Enterprise Server version 5.0 MR1, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, after searching for a user account and receiving empty
search results, the “Add user from company directory” link might not have appeared.

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, when the BlackBerry Administration Service was configured to retrieve XML files
from an external web site and could not connect to the web site, the GlobalSettings table of the BlackBerry Configuration
Database was updated with invalid data and the BlackBerry Administration Service was unable to reconcile applications to
BlackBerry devices until the BlackBerry Administration Service connected to the external web site and updated the
GlobalSettings table with valid data.

In BlackBerry Enterprise Server version 5.0 MR1, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, when assigning a BlackBerry device to a user and then
searching for the user, the error message “The request could not be completed” might have appeared.

In BlackBerry Enterprise Server version 5.0 MRY, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, the BlackBerry Administration Service did not store
generated passwords properly during installation and the BlackBerry Administration Service needed to be reinstalled.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, when the home carrier name for a user was greater than 128 characters in length,
the PIN of the user's BlackBerry device was blank in the BlackBerry Administration Service, and administrators were unable to
send a delete all device data and disable device command to the BlackBerry device.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, an update to the vendor.xml file contained data that could not be validated by the
BlackBerry Administration Service. This data might have caused the BlackBerry Administration Service to write error messages
to its log files and prevented the BlackBerry Administration Service from delivering applications to BlackBerry devices.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, if a user’s BlackBerry device did not acknowledge receipt of an IT policy within four
hours after an administrator assigned the IT policy to the user, the BlackBerry device was unable to accept any subsequent IT
policies until the administrator cancelled the initial IT policy assignment.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.
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BlackBerry Attachment Service

*394617

SDR 295875

SDR 298516

SDR 306541

SDR 314287

SDR 324730

SDR 350745

SDR 350777

In earlier versions of the BlackBerry Enterprise Server, security vulnerabilities existed in the PDF distiller of the BlackBerry
Attachment Service. These vulnerabilities could have allowed a malicious individual to send an email message containing a
specially crafted PDF file, which when opened for viewing on a BlackBerry smartphone that is associated with a user account
on a BlackBerry Enterprise Server could have caused memory corruption and possibly led to a Denial of Service (DoS) condition
or arbitrary code execution on the computer that hosted the BlackBerry Attachment Service.

In BlackBerry Enterprise Server version 5.0 MR4, this issue is resolved. For more information, visit www.blackberry.com/btsc to
read KB19860.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, when using a previous version of the BlackBerry
Attachment Service with the most recent version of the attachment viewer, pictures that should have been rendered as fills
might have be rendered as multiple tiles.

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, when viewing a Microsoft® Excel® attachment on a
BlackBerry device, times might have displayed incorrectly (for example, 09:60 rather than 10:00).

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, if the ability for BlackBerry devices to view .doc or .ppt files
was turned off and then turned on, the BlackBerry devices might not have been able to receive messages.

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

In BlackBerry Enterprise Server 5.0, security vulnerabilities existed in the PDF distiller of the BlackBerry Attachment Service.
These vulnerabilities could have allowed a malicious individual to send an email message containing a specially crafted PDF file,
which when opened for viewing on a BlackBerry smartphone, could have caused memory corruption and could have possibly led
to arbitrary code execution on the computer that the BlackBerry Attachment Service runs on.

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

In BlackBerry Enterprise Server version 4.1 SP3 or later, security vulnerabilities existed in the font rasterization engine of the
BlackBerry Attachment Service. These vulnerabilities could have allowed a malicious individual to send a specially crafted file
through an application, which when opened for viewing on a BlackBerry smartphone, could have caused memory corruption and
could have possibly led to arbitrary code execution on the computer that the BlackBerry Attachment Service runs on.

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, when the BlackBerry Internet Service sent an ArchiveList
to the BlackBerry Attachment Service, the BlackBerry Attachment Service stopped responding.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

In BlackBerry Enterprise Server version 5.0, in certain circumstances, when viewing a Microsoft Excel attachment on a
BlackBerry device, numbers representing units of time might have displayed incorrectly.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

BlackBerry Collaboration Service

SDR 300871

SDR 301185

In BlackBerry Enterprise Server version 4.1 SP6 or later, in certain circumstances, if a user had AOL® contacts on their contact
list, the user could not log in to the BlackBerry® Client for use with Microsoft® Office Communications Server 2007.

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

In BlackBerry Enterprise Server version 4.1 SP6 or later, the BlackBerry® Client for IBM® Lotus® Sametime® could not log in to
the IBM Lotus Sametime server if the server only allowed certain types of clients to log in.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

BlackBerry Configuration Panel

SDR 299265

In BlackBerry Enterprise Server version 5.0, if you specified the LDAP password using the BlackBerry Configuration Panel, the
password was entered into the BlackBerry Configuration Database in plain text. As a result, the BlackBerry Administration
Server could not read the password, and you could not log into the BlackBerry Administration Service using Windows
authentication.

In BlackBerry Enterprise Server version 5.0 MRY, this issue is resolved.

BlackBerry Desktop Manager

SDR 335845

In BlackBerry Enterprise Server version 5.0, when users tried to install an application on their BlackBerry devices using
BlackBerry® Desktop Manager, and the BlackBerry Enterprise Server and the user's computer were in different domains,
applications might not have installed successfully on the BlackBerry devices.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.
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BlackBerry Messaging Agent

SDR 334733 In BlackBerry Enterprise Server version 5.0, in certain circumstances, the BlackBerry Messaging Agent stopped responding until
the BlackBerry Controller was manually restarted.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

214350 In certain circumstances, when your organization's environment includes many user accounts, the BlackBerry Messaging Agent
would update the contents of the UserConfig table very frequently and the BlackBerry Configuration Database grew very large.

In BlackBerry Enterprise Server version 5.0 MR3, this issue is resolved.

SDR 369361 The BlackBerry Messaging Agent might have stopped responding when the BlackBerry Messaging tried to start a user if the user
entry in the BlackBerry Configuration Database was not valid.

In BlackBerry Enterprise Server version 5.0 MR3, this issue is resolved.

SDR 135593 When a user sent a rich-text email message with an attachment from a BlackBerry device to an external email address, and you
configured the BlackBerry Messaging Agent to search the user directory using LDAP, the BlackBerry Messaging Agent sent a
winmail.dat attachment when the recipient opened the message in the external email application.

In BlackBerry Enterprise Server version 5.0 MR3, this issue is resolved.

BlackBerry MDS Connection Service

SDR 305905 In BlackBerry Enterprise Server version 5.0, a security vulnerability existed in the File application on BlackBerry devices. This
vulnerability could have allowed users to browse the local file structure of the BlackBerry MDS Connection Service, view files,
and copy files to their BlackBerry devices.

In BlackBerry Enterprise Server version 5.0 MR, this issue is resolved.

107490 When a user downloaded a large number of files multiple times using the BlackBerry Browser, the BlackBerry MDS Connection
Service might have timed out and stopped responding.

In BlackBerry Enterprise Server version 5.0 MR3, this issue is resolved.

BlackBerry Monitoring Service

SDR 302972 In BlackBerry Enterprise Server version 5.0, if you added more than 10 notification addresses, only the first 10 notification
addresses displayed in the BlackBerry Monitoring Service.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

BlackBerry Router

12526 In certain circumstances, if you configured a proxy server or firewall, the BlackBerry Router could not connect to the BlackBerry®
Infrastructure after it stopped responding.

In BlackBerry Enterprise Server version 5.0 MR3, this issue is resolved.

BlackBerry Web Desktop Manager

SDR 335848 In BlackBerry Enterprise Server version 5.0, in certain circumstances, when users tried to install an application on their
BlackBerry devices using the BlackBerry Web Desktop Manager, the BlackBerry Web Desktop Manager removed the device
software from the BlackBerry device.

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

Security

SDR 298237 In BlackBerry Enterprise Server version 5.0, during certificate enrollment over the wireless network, if the certificate authority
returned more than one certificate in the certificate chain, the BlackBerry device might not have received the certificates. The
BlackBerry Synchronization Service wrote the following error message to the BlackBerry Synchronization Service log file: “Error
Logging: DevMgmt.Configuration Channel::A-260-ERROR_VERIFICATION_FAILURE.”

In BlackBerry Enterprise Server version 5.0 MR2, this issue is resolved.

Known Issues

Issues that are marked with an asterisk (*) are new in this release. All other issues appeared first in previous
maintenance releases.

Activation

SDR 371023 If you configured the BlackBerry Enterprise Server so that BlackBerry devices can connect over the Wi-Fi® network only, you
cannot activate BlackBerry devices.
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BlackBerry Administration Service

SDR 295428 After running the setup application for the maintenance release, the version number of the BlackBerry Administration Service
does not change.

Setup Application

SDR 319193 When you run the setup application for the maintenance release on Windows Server 2008, a permissions conflict might cause
the setup application to close unexpectedly.

Workaround

1. Create a shortcut for besx500mr4.msi.

2. Right-click the shortcut, and then click Properties.

3. Inthe Target field, type the following text:
msiexec.exe /package besx500mr4.msp_file_location
Click OK.
Right-click the shortcut, and then click Run as.

Select the The following user option, and specify the login information for the Windows account that you used to install
the BlackBerry Enterprise Server.

7. Click OK.
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