
BlackBerry Enterprise Solution
Version 4.1 Interim Security Software Update 5

Release Notes



BlackBerry Enterprise Solution
©2009 Research In Motion Limited. All rights reserved. BlackBerry®, RIM®, Research In Motion®, SureType® and related trademarks, names, and 
logos are the property of Research In Motion Limited and are registered and/or used in the U.S. and countries around the world.

Adobe is a trademark of Adobe Systems Incorporated. IBM, Domino, and Lotus are trademarks of International Business Machines Corporation. 
Microsoft, Windows and Windows Server are trademarks of Microsoft Corporation. Novell and GroupWise are trademarks of Novell, Inc. All other 
trademarks are the property of their respective owners.

The BlackBerry smartphone and other devices and/or associated software are protected by copyright, international treaties, and various patents, 
including one or more of the following U.S. patents: 6,278,442; 6,271,605; 6,219,694; 6,075,470; 6,073,318; D445,428; D433,460; D416,256. Other 
patents are registered or pending in the U.S. and in various countries around the world. Visit www.rim.com/patents for a list of RIM (as hereinafter 
defined) patents.

This documentation including all documentation incorporated by reference herein such as documentation provided or made available at 
www.blackberry.com/go/docs is provided or made accessible "AS IS" and "AS AVAILABLE" and without condition, endorsement, guarantee, 
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the third party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL CONDITIONS, ENDORSEMENTS, 
GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY 
CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE 
OR USE, MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR ARISING FROM A 
STATUTE OR CUSTOM OR A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR 
PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES 
REFERENCED HEREIN, ARE HEREBY EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME 
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THE USE OF RIM PRODUCTS OR SERVICES OR ANY PORTION THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS 
OF COVER, FACILITIES OR SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES WERE 
FORESEEN OR UNFORESEEN, AND EVEN IF RIM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, RIM SHALL HAVE NO OTHER OBLIGATION, DUTY, OR 
LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.
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DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT, NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER 
LEGAL THEORY AND SHALL SURVIVE A FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS 
AGREEMENT OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO RIM AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS, 
AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED RIM DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE 
PROVIDERS) AND THEIR RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR, EMPLOYEE, AGENT, 
DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF RIM OR ANY AFFILIATES OF RIM HAVE ANY LIABILITY ARISING FROM OR RELATED 
TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to ensure that your airtime service provider 
has agreed to support all of their features. Some airtime service providers might not offer Internet browsing functionality with a subscription to the 
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BlackBerry® Internet Service. Check with your service provider for availability, roaming arrangements, service plans and features. Installation or use 
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Certain features outlined in this documentation require a minimum version of BlackBerry® Enterprise Server, BlackBerry® Desktop Software, and/or 
BlackBerry® Device Software.

The terms of use of any RIM product or service are set out in a separate license or other agreement with RIM applicable thereto. NOTHING IN THIS 
DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY RIM FOR PORTIONS 
OF ANY RIM PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.
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Prerequisites
1. Before you install the interim security software update, read these release notes.

2. Before you install the interim security software update, make sure that you are running one of the following 
versions of the BlackBerry® Enterprise Server or BlackBerry® Professional Software:

• BlackBerry Enterprise Server 4.1 SP4

• BlackBerry Professional Software 4.1 SP4

Releases that include this fixed issue
The fix that is included in this interim security software update is also available in the following maintenance releases:

• BlackBerry® Enterprise Server 4.1 SP6 MR8 for IBM® Lotus® Domino®

• BlackBerry® Enterprise Server 4.1 SP6 MR8 for Microsoft® Exchange

• BlackBerry® Enterprise Server 4.1 SP6 MR6 for Novell® GroupWise®

• BlackBerry Enterprise Server 5.0 SP1 for IBM Lotus Domino

• BlackBerry Enterprise Server 5.0 SP1 for Microsoft Exchange

Install the interim security software update
Warning: If you incorrectly change the installation directory and the files contained in the directory, serious problems 
might occur. Use the command prompt to change the installation directory and the files contained in the directory at 
your own risk and only if you are confident in your ability to successfully make the changes.

1. Log in to the computer that hosts the BlackBerry Attachment Server as an administrator with permission to 
register and unregister libraries. By default, if you are using Windows Server® 2008, the account that runs the 
BlackBerry Attachment Server service might not have the permission to register and unregister libraries.

2. On the computer that hosts the BlackBerry Attachment Service, download the .zip file.

3. In the Windows® services, stop the BlackBerry Attachment Service.

4. At the command prompt, navigate to <drive>:\Program Files\Research In Motion\BlackBerry Enterprise 
Server\AttachServer\BBDistiller.

5. Type regsvr32 /u BBDM_PDF.dll.

6. Navigate to <drive>:\Program Files\Research In Motion\BlackBerry Enterprise Server\AttachServer\BBDecorator.

7. Type regsvr32 /u BBRenderingDecorator.dll.

8. Type regsvr32 /u BBXRenderingDecorator.dll.

9. In the .zip file that you downloaded, in the BBDistiller folder, extract all the files and then copy and paste them in 
the <drive>:\Program Files\Research In Motion\BlackBerry Enterprise Server\AttachServer\BBDistiller folder on 
the computer that hosts the BlackBerry Attachment Service.

10. In the .zip file that you downloaded, in the BBDecorator folder, extract all the files and then copy and paste them 
in the<drive>:\Program Files\Research In Motion\BlackBerry Enterprise Server\AttachServer\BBDecorator folder 
on the computer that hosts the BlackBerry Attachment Service.

11. At the command prompt, navigate to <drive>:\Program Files\Research In Motion\BlackBerry Enterprise 
Server\AttachServer\BBDistiller.

12. Type regsvr32 BBDM_PDF.dll.

Document Information

Security Advisory: Vulnerabilities in the PDF distiller of the BlackBerry 
Attachment Service for the BlackBerry Enterprise Server (KB19860)

• Overview

• Workaround
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13. Navigate to <drive>:\Program Files\Research In Motion\BlackBerry Enterprise Server\AttachServer\BBDecorator.

14. Type regsvr32 BBRenderingDecorator.dll.

15. Type regsvr32 BBXRenderingDecorator.dll.

16. In the Windows services, start the BlackBerry Attachment Service.

17. If you previously completed the workaround steps in KB18327 to remove the PDF file extension from the list of 
supported file format extensions and to prevent the PDF attachment distiller from running, add the extension back 
to the list of supported file format extensions and re-enable the Adobe® PDF distiller.

Note: After installing the interim security patch, if you upgrade the BlackBerry Enterprise Server, you must reapply the 
interim security patch unless the BlackBerry Enterprise Server version that you are upgrading to includes the fix. 

Fixed issues
BlackBerry Attachment Service

394617 In earlier versions of the BlackBerry Enterprise Server, security vulnerabilities existed in the PDF distiller of the BlackBerry 
Attachment Service. These vulnerabilities could have allowed a malicious individual to send an email message containing a 
specially crafted PDF file, which when opened for viewing on a BlackBerry smartphone that is associated with a user account on 
a BlackBerry Enterprise Server could have caused memory corruption and possibly led to a Denial of Service (DoS) condition or 
arbitrary code execution on the computer that hosted the BlackBerry Attachment Service.

This issue is resolved in this release. For more information, visit www.blackberry.com/btsc to read KB19860.

SDR 324730 In earlier versions of the BlackBerry Enterprise Server, security vulnerabilities existed in the PDF distiller of the BlackBerry 
Attachment Service. These vulnerabilities could have allowed a malicious individual to send an email message containing a 
specially crafted PDF file, which when opened for viewing on a BlackBerry smartphone, could have caused memory corruption 
and could have possibly led to arbitrary code execution on the computer that the BlackBerry Attachment Service runs on.

This issue has been resolved by a prevoius interim security update and by this interim security software update. For more 
information, visit www.blackberry.com/btsc to read KB18327.

SDR 314287 In earlier versions of the BlackBerry Enterprise Server, security vulnerabilities existed in the PDF distiller of some released 
versions of the BlackBerry Attachment Service. These vulnerabilities could have allowed a malicious individual to send an email 
message containing a specially crafted PDF file, which when opened for viewing on a BlackBerry smartphone, could have caused 
memory corruption and could have possibly led to arbitrary code execution on the computer that the BlackBerry Attachment 
Service runs on.

This issue has been resolved by a prevoius interim security update and by this interim security software update. For more 
information, visit www.blackberry.com/btsc to read KB17953.

SDR 189456 In earlier versions of the BlackBerry Enterprise Server, security vulnerabilities existed in the PDF distiller of some released 
versions of the BlackBerry Attachment Service. These vulnerabilities could have allowed a malicious individual to send an email 
message containing a specially crafted PDF file, which when opened for viewing on a BlackBerry smartphone, could have caused 
memory corruption and could have possibly led to arbitrary code execution on the computer that the BlackBerry Attachment 
Service runs on.

This issue has been resolved by a previous interim security software update and by this interim security software update. For 
more information, visit www.blackberry.com/btsc to read KB15766.

SDR 278003, 
SDR 278012, SDR 
278031, SDR 
278437

In earlier versions of the BlackBerry Enterprise Server, security vulnerabilities existed in the PDF distiller of some released 
versions of the BlackBerry Attachment Service. These vulnerabilities could have allowed a malicious individual to send an email 
message containing a specially crafted PDF file, which when opened for viewing on a BlackBerry smartphone, could have caused 
memory corruption and could have possibly led to arbitrary code execution on the computer that the BlackBerry Attachment 
Service runs on.

This issue has been resolved by a previous interim security software update and by this interim security software update. For 
more information, visit www.blackberry.com/btsc to read KB17118.
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