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Using Cylance Endpoint Security as an end user

This guide helps you, the end user, understand how the CylancePROTECT Mobile app and Cylance Endpoint
Security agents protect your network-connected devices and sensitive data from malicious threats and cyber
attacks.

The CylancePROTECT Mobile app provides an overall security assessment of your mobile device, alerts you about
security threats, and empowers you to resolve those threats. To learn more about the CylancePROTECT Mobile
app, see What is the CylancePROTECT Mobile app? For information about installing and using the app, see Using
the CylancePROTECT Mobile app.

This guide also explains how Cylance Endpoint Security agents protect your desktop devices. These agents are
configured by your administrator, run in the background, and generally do not require additional actions from you.
To learn more about the agents and their roles in protecting your devices, see What are the Cylance Endpoint
Security agents?

The CylanceGATEWAY agent allows you to manage some of its features. For more information, see Using the
CylanceGATEWAY agent.
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What is the CylancePROTECT Mobile app?

The CylancePROTECT Mobile app provides you with increased awareness of the security of your mobile device
and empowers you to take action to resolve threats without administrator intervention.

The CylancePROTECT Mobile app provides you with:

An overall security assessment of the device

A list of malicious or sideloaded apps that have been detected

Alerts about network issues or device settings that pose a security risk
The ability to detect malicious URLs in text messages

User-friendly options to guide you to take corrective action, such as uninstall malicious or sideloaded apps and
to correct device settings or conditions

The CylancePROTECT Mobile app scans the device in regular intervals to identify threats. When the app detects
a threat, you can view details in the app. Whenever possible, the app guides you to resolve a threat and guides
you to the device settings where you can address the issue. For more information, see Key features of the
CylancePROTECT Mobile app.

Your Cylance Endpoint Security administrator can configure the CylancePROTECT Mobile app to send you a
device notification, an email notification, or no notification when a threat is detected. You can always view any
active alerts in the CylancePROTECT Mobile app.

The CylancePROTECT Mobile app for Android version 2.3.0.1640 and later notifies you when a new version of
the app is available in Google Play. After 30 days, the CylancePROTECT Mobile app will download the update
automatically and prompt you to complete the update and restart the app. After 60 days, you cannot use the app
until you respond to the upgrade prompt.

The CylancePROTECT Mobile app for iOS supports automatic updates from the App Store.

Key features of the CylancePROTECT Mobile app

The CylancePROTECT Mobile app features warnings that are described in the following tables.

App security feature Description

Malicious apps Apps are analyzed to determine whether they are potentially malicious.
If you installed an app that is considered to be malicious, the
CylancePROTECT Mobile app sends a device notification.

Sideloaded apps Sideloaded apps are apps that are installed from unofficial or unknown
sources are considered to be unsafe because they don’t follow the
same restrictions or protections as apps distributed through official app
stores. The CylancePROTECT Mobile app sends a device notification
when a sideloaded app is detected.

Device security feature Description

Developer options When developer options are enabled on your device, some sensitive
settings and options become available. The CylancePROTECT Mobile
app sends a device notification when developer options are enabled.
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Device security feature Description

Root detection If your device is rooted or jailbroken, it means that you or someone
else ran software or performed an action on the device that allows root
access to the operating system of the device. You or your administrator
might have to remove the rooting software from the device or perform
some actions on the device to restore the device to the default state. The
CylancePROTECT Mobile app sends a device notification when it detects
the device is rooted or jailbroken.

Full disk encryption Unencrypted data on your device can be easily read by an unauthorized
user. The CylancePROTECT Mobile app sends a device notification when
encryption is not enabled.

Screen lock Setting a screen lock prevents unauthorized access on your device, for
example, if your device is lost or stolen. The CylancePROTECT Mobile
app sends a device notification if a screen lock password or fingerprint
has not been set.

Attestation The CylancePROTECT Mobile app on your device is periodically checked
for integrity and authenticity. The CylancePROTECT Mobile app sends a
device notification if your device does not pass any of these checks.

On Samsung devices, the CylancePROTECT cloud services can also use
Samsung Knox Enhanced Attestation in regular intervals to validate the
integrity of devices. Knox Enhanced Attestation is hardware-based and
can detect device tampering, rooting, OEM unlock, and IMEI or serial
number falsification, in addition to performing app health checks.

Device 0OS Your administrator might restrict some device OS versions that do not
meet your organization's security requirements. The CylancePROTECT
Mobile app sends a device notification when it detects the device is
running a restricted device OS version.

Device model Your administrator might restrict some device models that do not meet
your organization's security requirements. The CylancePROTECT Mobile
app sends a device notification when it detects the device is running a
restricted device OS model.

Network protection feature Description

Wi-Fi security If your device is connected to a Wi-Fi access point whose network
encryption protocol is considered to be insecure, the CylancePROTECT
Mobile app sends a device notification.

Network connection The CylancePROTECT Mobile app evaluates its network connection to
the CylancePROTECT Mobile cloud services to determine whether the
connection is safe. If the connection is considered to be unsafe, the
CylancePROTECT Mobile app sends a device notification.
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SMS message scanning When you receive SMS messages that contain URLs, the URLs are
scanned to determine whether they are potentially malicious. The
CylancePROTECT Mobile app sends a device notification when a
malicious URL is detected.

Work mode Enable work mode in the CylancePROTECT Mobile app to access
network resources safely and protect your device from suspicious and
potentially malicious network activity.
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Using the CylancePROTECT Mobile app

Use this section to set up the CylancePROTECT Mobile app, understand the features that it offers, and the actions
that you can take to resolve mobile device alerts.

Install and activate the CylancePROTECT Mobile app

Before you begin:

PN

You are ready to activate the CylancePROTECT Mobile app when you receive an activation email from your
administrator that contains information to activate the app.

Your administrator might have advised whether you are a directory or a BlackBerry Online Account user. If you
are a BlackBerry Online Account user and you don't know your credentials, go to the BlackBerry Online Account
password reset page to enter your email address and follow the instructions in the password reset email to set
a password that you will use to activate the CylancePROTECT Mobile app.

JavaScript must be enabled in your default mobile browser. The CylancePROTECT Mobile app supports
Google Chrome, Samsung Internet, and Safari.

Download and install the CylancePROTECT Mobile app from the App Store or Google Play.
Open the CylancePROTECT Mobile app.
Review and agree to the BlackBerry privacy notice and terms and conditions.

Do one of the following:

Task

Steps

Activate the app using a QR Code

Directory user: Activate the app
with your work email address and
password

BlackBerry Online Account user:
Activate the CylancePROTECT
Mobile app with your BlackBerry
Online Account email address
and password

a. Tap Scan QR Code.

b. Scan the QR Code from the CylancePROTECT Mobile app activation
email that you received.

a. Tap Sign in with your account credentials as instructed by your
administrator.

b. When prompted for your custom domain, type the domain from the
CylancePROTECT Mobile app activation email that you received
(option C). Tap Next.

c. Inthe Username field, type your work email address. Tap Next.

d. Inthe Password field, type your work email password. Tap Next.

a. Tap Sign in with your account credentials as instructed by your
administrator.

b. When prompted for your custom domain, type the domain from the
CylancePROTECT Mobile app activation email that you received
(option C). Tap Next.

c. Inthe Username field, type the email address for your BlackBerry
Online Account. Tap Next.

d. Inthe Password field, type the password for your BlackBerry Online
Account. Tap Next.
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Task Steps

Activate the CylancePROTECT a. Tap Enter credentials from your activation email.

Mobile app using an activation b. In the Custom domain field, type the domain from the

password CylancePROTECT Mobile app activation email that you received
(option B).

c. Inthe Username field, type your username.
d. In the Activation password field, type the activation password.
e. Tap Continue.

5. Depending on the configuration by your administrator, you may receive multiple prompts to enable and
allow access for different features. Complete the prompts and allow access permissions as necessary, and
complete any additional instructions that are displayed.

To detect network changes for the Wi-Fi protection feature, you must allow background location permissions
all the time.
After you finish:

You must allow background activity for the CylancePROTECT Mobile app.

You can repeat these steps to install and activate the CylancePROTECT Mobile app on additional devices.

The CylancePROTECT Mobile app for Android notifies you when a new version of the app is available in Google
Play. After 30 days, the app will download the update automatically and prompt you to complete the update
and restart the app. After 60 days, you cannot use the app until you respond to the upgrade prompt.

The CylancePROTECT Mobile app for iOS supports automatic updates from the App Store.

See Enable work mode in the CylancePROTECT Mobile app and Enable the message scanning feature.

Enable work mode in the CylancePROTECT Mobile app

If your administrator configured the CylanceGATEWAY feature for you, you can enable work mode in the
CylancePROTECT Mobile app to access network resources safely and protect your device from suspicious and
potentially malicious network activity. When you enable the feature, it sets up secure access to analyze network
activity and applies network access policies managed by your administrator.

Before you begin: You must allow background location permissions at all times for the CylancePROTECT Mobile
app.
1. Inthe CylancePROTECT Mobile app, do one of the following:

Enable the Work Mode setting.
Tap Switch on to work safely > Enable work mode.
2. Tap OK.
3. On the Connection request dialog, tap OK to confirm.
When the connection is established, the "Enabled" status appears.

After you finish:

If your administrator asks you to enable TCP connections for the CylanceGATEWAY feature, tap 3F or ¥ on
the CylanceGATEWAY screen and select the Use TCP option.

To view warnings about suspicious network activity, tap View Warnings. From the Warnings screen, you can
also choose to mute warning notifications.
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Enable the message scanning feature

You enable the message scanning feature in the CylancePROTECT Mobile app to allow it to scan incoming SMS
messages for potentially malicious URLs. Only URLs in the messages are assessed.

For iOS devices, only messages from unknown senders (contacts that are not on the device's contact list) are
scanned. Messages that contain potentially malicious URLs are filtered to the junk folder.

For Android devices, all messages from known contacts and unknown senders are scanned. Messages that
contain potentially malicious URLs are listed in the CylancePROTECT Mobile app but you must delete them
manually in the default messaging app.

On your mobile device, do one of the following:

Device Steps

i0S a. Open the Settings app.
b. Navigate to Messages > Message Filtering > Unknown & Spam.
c. Inthe Message Filtering section, enable the Filter Unknown Senders
setting.
d. Inthe SMS Filtering section, tap Protect.
e. Tap Enable.

These instructions can also be found in the CylancePROTECT Mobile
app from Device Health > Message scanning.

If you are using the iMessage app, enable the Send as SMS option in the
app.

Android In the CylancePROTECT Mobile app, tap Device Health.
Tap Message scanning to expand it.

Enable the message scanning feature.

On the Allow message scanning screen, tap Allow.

Tap OK.

o0 oo

In the CylancePROTECT Mobile app, the "Scanning enabled" status message displays.

Resolve mobile threats

When the CylancePROTECT Mobile app detects mobile threats on your device, you receive a device notification.
You can open the CylancePROTECT Mobile app to quickly identify the threats and resolve them.
1. Open the CylancePROTECT Mobile app.
2. Tap Device Health.
3. Expand one of the following sections:
App security

Device security
Network protection

4. Use the following table to help resolve any threats that were detected on the device.
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Feature

Platform

Description

Resolution

App security

Malicious apps

Sideloaded apps

Device security

Developer options

Root detection

Full disk encryption

Screen lock

Android

Android
i0S

Android

Android
i0S

Android

Android
i0S

Expand the section to display a
list of any malicious apps that
the app has detected.

Sideloaded apps are apps that
were installed from unknown
or untrusted sources.

On Android devices, expand
the section to display a list
of any sideloaded apps that
the app has detected.

On iOS devices, expand the
section to display a list of third-
party application developer
profiles that are trusted and
installed on your device.

Developer options
indicates whether developer
mode is enabled on the device.

Root detection displays a
notification if the app detects
that the device is rooted or
jailbroken.

Full disk encryption indicates
whether disk encryption is
enabled on the device.

Screen lock indicates whether
a screen lock option (for
example, a password or
fingerprint) is currently enabled
on the device.

Tap Fix to uninstall a malicious
app from the device OS.

Tap Fix to view instructions for
removing the sideloaded app.

On Android devices, you are
directed to the device settings
to uninstall the app.

On iOS devices, you are
directed to the Settings app to
remove the trusted app profile
from your device.

Tap Fix to view instructions
for turning off developer
mode. You are directed to
the device settings to turn off
developer mode.

No action in the app. You must
contact your administrator for
a resolution.

Tap Fix to view instructions
for turning on disk encryption.
You are directed to the device
settings to turn on disk
encryption.

Tap Fix to view instructions for
turning on a screen lock.

On Android devices, you are
directed to go to the device
settings to turn on a screen
lock.
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Feature

Platform

Description

Resolution

Device attestation

Device OS

Device model

Network protection

Android
i0S

Android
i0S

Android
i0S

On Android devices, a
notification is displayed if the
CylancePROTECT Mobile app
fails any of the following:

+ SafetyNet or Play Integrity
attestation

+ Hardware certificate
attestation

+ Hardware attestation
security level lower
than what is configured
in the CylancePROTECT
Mobile policy
Hardware attestation
security patch level is lower
than what is configured
in the CylancePROTECT
Mobile policy

+ Hardware attestation boot
state is unverified

On iOS devices, a notification
is displayed if the
CylancePROTECT Mobile
app fails an integrity check
using the Apple DeviceCheck
framework.

Device OS indicates whether
the device OS meets

the requirements in the
CylancePROTECT policy that is
assigned to you.

Device model

indicates whether the

device model meets

the requirements in the
CylancePROTECT policy that is
assigned to you.

For Android devices, if the
security patch level does not
meet the configured minimum
patch, tap Fix to check for
software updates.

For other attestation alerts and
integrity checks, there is no
action in the app. You must
contact your administrator for
a resolution.

Tap Fix to view instructions for
upgrading the OS.

On Android devices, you are
directed to the device settings
to upgrade the OS.

There is no action to perform
in the app. You must

contact your administrator for
a resolution.
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Description

Resolution

Feature Platform

Network connection Android
i0S

Wi-Fi security Android

Message scanning features

Android
i0S

Malware messages
detected

Network connection indicates
whether the current network is
unsafe.

Wi-Fi security indicates
whether the current Wi-Fi
network is insecure.

Identify SMS text messages
with potentially malicious
URLs.

Tap Fix to view instructions for
disconnecting from the unsafe
network.

On Android devices, there is

an option to go to the device
settings to disconnect from

the network.

Tap Fix to view instructions for
disconnecting from the Wi-Fi
network.

On Android devices, there is

an option to go to the device
settings to disconnect from

the Wi-Fi network.

On Android devices, tap

Fix to go to the default
messaging app to delete the
text messages.

On iOS devices, the text
messages are automatically
filtered to the junk folder.

Mobile threats detected by the CylancePROTECT Mobile app
The following threats can be displayed in the CylancePROTECT Mobile app:

Mobile security threat Risk level Color
Malicious apps High Red
Sideloaded apps High Red
Device security: Developer options Medium Yellow
Device security: Screen lock Medium Yellow
Device security: Rooted or compromised device High Red
Device security: Full disk encryption Medium Yellow
Device security: Attestation High Red
Device security: Security patch level Medium Yellow
Device Security: Device OS Medium Yellow

| Using the CylancePROTECT Mobile app | 13




Mobile security threat Risk level Color
Device Security: Device model Medium Yellow
Network Protection: Network connection High Red
Network Protection: Wi-Fi security Medium Yellow
SMS message scanning (displayed for Android only) Medium Yellow

Report a problem to BlackBerry

For troubleshooting assistance, contact your IT administrator before you report a problem to BlackBerry.

1.
2. Tap Report a problem.

3. Type a comment about the problem.

4. Tap Send.

Deactivate the CylancePROTECT Mobile app

In the CylancePROTECT Mobile app home screen, tap E

When you deactivate the app, your device no longer receives notifications to warn you about security risks. The
CylanceGATEWAY feature will also be unavailable to access work resources and applications.

Before you begin: Make sure that your device is connected to the wireless network.

On the CylancePROTECT Mobile app home screen, do one of the following:

208 oD

Device Steps
|OS a. Tap L?'L

b. Tap Deactivate.

c. Tap Deactivate again.
Android

Tap E

Tap Deactivate.

Tap Deactivate again.
Tap OK.

After you finish: Delete the CylancePROTECT Mobile app from your device.
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What are the Cylance Endpoint Security agents?

The Cylance Endpoint Security agents run on desktop computers and are typically deployed by an administrator to
be automatically installed on your device. The following table lists and describes the desktop agents and how you

use them.

Agent

What it does

How to use it

CylancePROTECT Desktop

CylanceOPTICS

CylanceGATEWAY (desktop agent)

CylancePROTECT Desktop detects
and blocks malware before it can
affect a device.

CylanceOPTICS is an endpoint
detection and response solution
that collects and analyzes forensic
data from devices to identify and
resolve threats before they impact
your organization’s users and data.

CylanceGATEWAY provides secure
access to your organization's
on-premises and cloud-based
resources, services, and
applications without requiring

a traditional VPN. It also

protects devices by allowing your
organization to block connections
to unsafe and potentially malicious
internet destinations.
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Your administrator deploys it to
be automatically installed on your
device or provides instructions to
manually install it.

CylancePROTECT Desktop runs
in the background on your device
after you log in.

Your administrator deploys it to
be automatically installed on your
device or provides instructions to
manually install it.

CylanceOPTICS runs in the
background on your device after
you log in.

Your administrator deploys it to
be automatically installed on your
device or provides instructions to
manually install it.

You must activate
CylanceGATEWAY using your
directory credentials or BlackBerry
Online Account credentials. After
you activate the CylanceGATEWAY
agent, one of the following can
apply:

You can enable Work Mode
from the agent.

« If your administrator has
configured the agent to
automatically start and enable
Work Mode when the agent
starts, no additional action is
required.




Agent

What it does

How to use it

CylanceAVERT

CylanceAVERT identifies

and categorizes sensitive
files that were found in your
organization's environment. If

Your administrator deploys it to
be automatically installed on your
device or provides instructions to
manually install it.

these sensitive files are involved
in an attempt to exfiltrate the data
through various sources (USB or
network drive, email messages, or
browser uploads), CylanceAVERT
can take a remediation action

that was specified by your
administrator to protect your data.

CylanceAVERT runs in the
background on your device after
you log in.

Status icons of the CylancePROTECT Desktop agent

When CylancePROTECT Desktop is installed on a device, the icon in the system tray indicates the agent status.

Status icon Status description

Safe: There are currently no active threats detected on the device. All threats were
. successfully blocked or terminated by the agent.

This status displays when all reported threats are blocked, terminated, or added to
the exclusion list.

Unsafe: There are active threats on the device, but they are not blocked from
G executing.

This status displays when a threat is detected and reported to Cylance Cloud
services, but it is not blocked from running on the device. It also has not been
added to the exclusion list in the device policy.

To resolve this status, try the following:

+ Open the CylancePROTECT agent Ul to view a list of threats. Stop using the
suspicious applications or terminate them to eliminate the threat.

+ If the threat is from a legitimate source, such as a work-related app or script,
contact your administrator to add an exclusion in the device policy.
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Status icon Status description

' Offline: The device could not connect to Cylance Cloud services.
This status might display for one of the following reasons:

+ The device is not connected to the Internet.
+ The device connection is blocked by a firewall or port.
+ The device is prevented from connecting to Cylance Cloud services.

To resolve this status, try the following:

+  Check the wired or wireless network connection.

Check your network settings. For example, if you are using a proxy or VPN
connection, verify the configuration with your administrator.

+ Contact your administrator to verify your connection.
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Using the CylanceGATEWAY agent

If your administrator has set up the CylanceGATEWAY agent for you, use this section to understand the features
that you can manage in the agent.

Enable Work Mode in the CylanceGATEWAY agent

If your administrator has set up CylanceGATEWAY service for you, you can enable Work Mode in the
CylanceGATEWAY agent on Windows and macOS devices to access network resources safely and protect your
device from suspicious and potentially malicious network activity. Your administrator can also force the agent to
start and enable Work Mode automatically.

When Work Mode is enabled, CylanceGATEWAY establishes secure connections between your device and your
organization's network and the public Internet, analyzes your network activity, and applies network access policies
managed by your administrator. To see a walkthrough on how to install and activate the CylanceGATEWAY agent,
see the How Do | install and activate the CylanceGATEWAY agent.

If your administrator has configured the agent to enable Safe Mode, see Activate Safe Mode in the
CylanceGATEWAY agent.

Before you begin:

Install the CylanceGATEWAY agent. To download the agent, go to the BlackBerry Website and scroll down to
the Download CylanceGATEWAY section.
Activate the agent using your directory or BlackBerry Online Account credentials. For more information about
activating the agent, see the CylanceGATEWAY activation email that you received from your administrator.
On macOS devices, when you are prompted, make sure that you select the "Allow Gateway to filter network
content."

1. On your computer, open the CylanceGATEWAY agent.

2. Complete one of the following tasks:

Enable Work Mode: Click Enable Work Mode.

If your administrator has forced both the agent to start when you log in and enable Work Mode
automatically, no action is required.

When the connection is established, the "Work Mode Enabled" status appears.

After you finish:
To view warnings about suspicious network activity, click (. From the Warnings screen, you can also choose
to clear and mute warning notifications.

To view the policies that are assigned to the agent by your administrator, click @
You can configure settings for the CylanceGATEWAY agent.
CylanceGATEWAY agent settings

You can configure settings for the CylanceGATEWAY agent. Setting names may appear differently depending on
the device OS.

Setting Description

Deactivate Click this button to deactivate the CylanceGATEWAY agent. When the agent is
deactivated, it can't receive policy updates from CylanceGATEWAY.
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Setting Description

Report a Problem Click this button to send a problem report and the agent log files to
BlackBerry.

For troubleshooting assistance, contact your IT administrator before you
report a problem to BlackBerry.

Use TCP Select this option to use TCP for connections to CylanceGATEWAY if your
organization's firewall doesn't allow UDP connections.

Launch CylanceGATEWAY Select this option to start the CylanceGATEWAY agent whenever you log in to
automatically when | sign in your Windows or macOS device.

B GO If your administrator has applied the policy "Start CylanceGATEWAY when

| signin”, it overrides your agent setting, but you can still manually stop the

agent.
Enable Work Mode Select this option to enable work mode whenever the CylanceGATEWAY
automatically when agent starts.

CylanceGATEWAY lanches If your administrator has applied the policy "Enable Work Mode Automatically”

after the agent starts, it overrides your agent setting, but you can manually
enable or disable Work Mode.

Important: If you want the CylanceGATEWAY agent to both start and enable work mode automatically each
time that you sign in to your Windows or macOS device, you must select both the Launch CylanceGATEWAY
automatically when I sign in to this computer and Enable Work Mode automatically when CylanceGATEWAY
launches.

If your administrator has applied a policy to both "Start CylanceGATEWAY when | sign in" and "Enable Work Mode
Automatically”, the policy overrides your agent settings, but you can still manually enable or disable Work Mode
after the agent starts or stop the agent.

Activate Safe Mode in the CylanceGATEWAY agent

If your administrator has set up CylanceGATEWAY for you and has configured the CylanceGATEWAY agent to
use Safe Mode on your macOS or Windows device, the agent automatically enables Safe Mode protection for
network traffic that does not use the Work Mode tunnel. If you use an unmanaged macOS device, you will be
prompted once to allow the CylanceGATEWAY system extension before you can use Safe Mode. After Safe Mode
is configured, you cannot disable it. If you try to manually stop the agent, the agent will automatically start in the
background on your device.

Before you begin:

Install the CylanceGATEWAY agent. To download the agent, go to the BlackBerry Website and scroll down to
the Download CylanceGATEWAY section.

+ Activate the agent using your directory or BlackBerry Online Account credentials. For more information about
activating the agent, see the CylanceGATEWAY activation email that you received from your administrator. On
macOS devices, when you are prompted, make sure that you select the "Allow Gateway to filter network
content."

1. On your macOS or Windows device, open the CylanceGATEWAY agent.
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2. If you are using an unmanaged macOS device and are prompted to allow the system extensions for
CylanceGATEWAY. Perform the following actions:

Note: If you do not allow the system extensions on your macOS device, the CylanceGATEWAY agent displays
Work Mode Disabled - Safe Mode Inactive.

a. On the SafeMode Activation prompt, click Open Security Preferences.

b. Click Security & Privacy.

c. Click Click the lock to make changes.
d. In the System Preferences dialog box, enter the administrator password for your device. Click Unlock.

When the connection is established, the "Work Mode Disabled - Safe Mode Active" status appears. If you enable
Work Mode, the status displays "Work Mode Enabled - Safe Mode Inactive."

After you finish:

If the connection is not established, click '/: to view more information about an error.

' To view warnings about suspicious network activity, click .. From the Warnings screen, you can also choose
to clear and mute warning notifications.

To view the policies that are assigned to the agent by your administrator, click €.
+ You can configure settings for the CylanceGATEWAY agent.
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