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What's new in BlackBerry UEM and BlackBerry Dynamics
apps

This guide details the new features that have been introduced in all supported releases of BlackBerry UEM and
BlackBerry Dynamics apps.

Select the product that you want to see the new feature information for:

BlackBerry UEM
BlackBerry Work
BlackBerry Notes
BlackBerry Tasks
BlackBerry Access
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What's new in BlackBerry UEM

What's new in UEM version 12.19 and UEM Cloud

policy rules and
compliance rules

New iOS IT policy
rules

Console URLs

Feature Cloud release Description
date and on-prem
version
Changes to iOSIT April 2024 This release includes the following changes:

12.19 Quick Fix 3 +  The "Allow marketplace apps" IT policy rule has been
added to allow you to control whether users can install
marketplace apps. This rule is supported for i0OS 17.4 and
later. (EMM-155942)
The functionality of the following iOS IT policy rules now
extend to marketplace apps: Allow installing apps (supervised
only), Allow removing apps (supervised only).
The functionality of the following iOS compliance rules now
extend to marketplace apps: Show only allowed apps on the
device, Restricted app is installed.

For more information, see the UEM 12.19 IT policy rules
reference.

January 2024 The following IT policy rules have been added for devices with
12.19 Quick Fix 1 i0S 17.2 and later:

Preserve eSIM data plan on device wipe (supervised only)
Allow Live Voicemail (supervised only)

For more information, see the UEM 12.19 IT policy rules
reference.

October 2023 The UEM console URLs have changed in this release to include
12.19 additional information at the end of the path:

Management console: https://<server_name>:<port>/admin/
index.jsp?tenant=<tenant_ID>&redirect=no

UEM Self-Service console: https://<server_name>:<port>/
mydevice/index.jsp?tenant=<tenant_| D> &redirect=no

If you integrate UEM with Entra ID, the UEM console URLs change
to the following ("&redirect=no" is removed from the end of the
URL):
Management console: https://<server_name>:<port>/admin/
index.jsp?tenant=<tenant_ID>

Self-service console: https://<server_name>:<port>/mydevice/
index.jsp?tenant=<tenant_ID>
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https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_19/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_19/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_19/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_19/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-configuration/get1523376832670

Feature Cloud release Description
date and on-prem
version
New OS support October 2023 The following operating systems are now supported:
12.19 i0S 17: Includes support for RSA-PSS and DH group 32 in VPN
profiles and TLS 1.3 in Wi-Fi profiles
Android 14
JRE 17 required October 2023 You must install JRE 17 on the servers where you will install
12.19 UEM, and you must set an environment variable that points to the

Connect UEM on-
premises to Entra
ID

New Android
Management
activation types

Knox Service Plugin
policies

iOS app update
dispositions

iOS RSR versions

October 2023
12.19

October 2023
12.19

October 2023
12.19

October 2023
12.19

October 2023
12.19

BB_JAVA_HOME home location.

For more information, see Set an environment variable for the
Java location.

You can now connect BlackBerry UEM on-premises to Entra ID to
create and synchronize users and directory-linked groups.

For more information, see Connect BlackBerry UEM to Entra ID.

Three new activation types that support the Android
Management APl have been added:

Work and personal - full control (Android Management fully
managed device with work profile)

Work and personal - user privacy (Android Management with
work profile)

Work space only (Android Management fully managed device)
For more information, see the following:

Considerations for Android Management activation types
Configuring BlackBerry UEM to support Android Management
devices

Activation types: Android devices

Activating Android devices

You can now configure KSP policies from the Policies and
profiles menu in the UEM management console instead of an app
configuration.

For more information, see Managing Android devices with OEM
app configurations profile.

You can now specify new "Required without updates” or "Optional
without updates" dispositions for iOS VPP apps and assign them
to users, user groups, device groups, shared device groups,

and public device groups. For shared iPad groups you can

assign "Required without updates”.

You can now select an RSR version as the minimum allowed OS
version in activation profiles for iOS devices.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/installation-and-upgrade/ksa1400184024142/Set-an-environment-variable-for-the-Java-location
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/installation-and-upgrade/ksa1400184024142/Set-an-environment-variable-for-the-Java-location
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-configuration/get1523376832670/aga1523305686024
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-release-notes/considerations-am-activation-types
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-configuration/configuring-uem-to-support-android-management-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/uem-configuration/configuring-uem-to-support-android-management-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/device-activation/activating_devices/amo1453214685353
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/device-activation/plg1472216537235
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/managing-apps/Android-app-configuration-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/managing-apps/Android-app-configuration-settings

the BlackBerry UEM
Client

Feature Cloud release Description
date and on-prem
version
New BlackBerry October 2023 You can use the new "Allow WatchOS apps" setting to control
Dynamics profile 12.19 whether end users can pair their Apple WatchOS apps with
setting ’ BlackBerry Dynamics apps. This setting is off by default.
For more information, see BlackBerry Dynamics profile settings.
Updated October 2023 You can now use the %ComplianceApplicationList% variable
compliance to display the names of restricted apps that are installed on a
. 12.19 L . o
variable device in compliance notifications that are sent to users.
For more information, see Using variables in profiles, emails, and
notifications.
LDAP directory October 2023 Paged search results are now supported for LDAP directories.
enhancements (UEM
) 12.19
on-premises only)
SIM management October 2023 You can now view the information for multiple SIMs for a device
enhancement 12.19 on the Device details screen, including eSIM information.
Enhancements October 2023 You can now add the Bluetooth MAC address as an optional field
to the Managed 12.19 in the Advanced view of the Managed device users screen. You
device users screen ' can also export this data from this view.
Export personal October 2023 You can now export a list of the personal apps that are installed
apps list 12.19 on a user's device. The list includes the user and device name,
’ the app name and version, the OS type and version, and the
installation date.
Feature October 2023 See the UEM Client Release Notes to learn about the latest
enhancements for 12.19 features:

+  UEM Client for Android
« UEM Client for iOS

New in UEM version 12.18 and UEM Cloud

The table below details the new features in this release. For information about the fixed and known issues in this
release, see the UEM 12.18 Release Notes or the UEM Cloud Release Notes.

Feature Cloud release Description

date and on-prem

version
Export personal July 2023 You can now export a list of the personal apps that are installed
apps list 12.18 QF1 on a user's device. The list includes the user and device name,

the app name and version, the OS type and version, and the
installation date.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/managing-apps/managing-blackberry-dynamics-apps/aio1515009850720/blackberry-dynamics-profile-settings
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/device-configuration/variables
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_19/device-configuration/variables
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-android-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-ios-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_18/release-notes-on-prem/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/release-notes-cloud/

Feature

Cloud release
date and on-prem
version

Description

Preserve the data
plan on Android
eSIM devices

Show last
password change
in the management
console

Display information
for multiple

device SIMs in

the management
console

Feature
enhancements for
the BlackBerry UEM
Client

May 2023
12.18

May 2023
12.18

May 2023
12.18

May 2023
12.18

UEM now provides an option to preserve the data plan on an
Android eSIM device when you select the delete all device data
command. By default, the data plan information is preserved
when you select the delete all device data command.

For more information, see Sending commands to users and
devices.

The date and time of the last time that a user changed the
password for the BlackBerry UEM Client or a BlackBerry
Dynamics app is now displayed in the devices table and on the
device details page. This feature requires a version of the UEM
Client or BlackBerry Dynamics apps released in June 2023 or
later.

If a device has more than one SIM (for example, a physical and
eSIM), information for all SIMs is now displayed in the device
report. The device details page shows SIM information only

for the phone number that has been selected by the user as the
default for voice calls.

See the UEM Client Release Notes to learn about the latest
features:

+  UEM Client for Android
« UEM Client for iOS

New in UEM version 12.17 and UEM Cloud

The table below details the new features in this release. For information about the fixed and known issues in this
release, see the UEM 12.17 Release Notes or the UEM Cloud Release Notes.

Feature

Cloud release
date and on-prem
version

Description

Export personal
apps list

July 2023
12.17 MR1 QF2

You can now export a list of the personal apps that are installed
on a user's device. The list includes the user and device name,
the app name and version, the OS type and version, and the
installation date.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_18/administration/device-features-it-policies/kla1374503643678
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_18/administration/device-features-it-policies/kla1374503643678
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-android-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem-client/latest/blackberry-uem-client-for-ios-release-notes/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/release-notes-on-prem/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/release-notes-cloud/

Feature

Cloud release
date and on-prem
version

Description

Preserve the data
plan on iOS eSIM
devices

Rapid Security
Response support
forioS

Activate Android
Enterprise devices
while on a mobile
network

Support for
multilingual
compliance
variables in email
templates

New Android
IT policy

rule (Samsung
Knox)

February 2023
12.17 MR1

February 2023
12.17 MR1

February 2023
12.17 MR1

February 2023
12.17 MR1

February 2023
12.17 MR1

UEM now provides an option to preserve the data plan on an
iOS eSIM device when you select the delete all device data
command. If eSIM information is detected on the device, a pop-
up will display asking if you want to preserve the data plan. The
default action is to delete the data plan and you have to choose
to preserve it.

For more information, see Sending commands to users and
devices.

After a Rapid Security Response (RSR) build has been installed
on an iOS 16 or later device, the RSR version is displayed in the
users table, the device details page, device reports, and exports.
You can also select the RSR version as a restricted OS version in
compliance profiles.

Android Enterprise devices can now be activated when they are
using a mobile network. This feature applies only to Work space
only (Android Enterprise) and Work and personal - full control
(Android Enterprise) activation types.

You can now use multiple languages (German, Spanish, French,
and Japanese) with the following compliance variables in email
templates:

+  %ComplianceDynamicsEnforcementAction%

+  %ComplianceDynamicsEnforcementActionWithDescription%

+  %ComplianceEnforcementAction%
%ComplianceEnforcementActionWithDescription%

+  %ComplianceRuleViolated%

+  %ComplianceViolationExpiration%

For more information, see Variables.
Allow screenshots in the work profile to be stored in the personal

profile: Specify whether screenshots taken in the work profile can
be saved in the personal profile.

For more information, see the Policy reference spreadsheet.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/device-features-it-policies/kla1374503643678
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/device-features-it-policies/kla1374503643678
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/profiles-variables-email-templates/variables
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_17/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip

Feature

Cloud release
date and on-prem
version

Description

New end user
capabilities

for BlackBerry
Dynamics apps
using third-party
identity provider
credentials

New OS support

DEP activation
enhancements for
i0S

Export a list of iOS

devices not using a

hardened channel

BlackBerry
Dynamics
passcode fallback
for iOS biometric
authentication

App removal
enhancements for
Android

September 2022
12.17

September 2022
12.17

September 2022
1217

September 2022
12.17

September 2022
1217

September 2022
12.17

Users can now unlock a BlackBerry Dynamics app using their
third-party identity provider credentials. For more information,
see Unlock a BlackBerry Dynamics app using a third-party
identity provider.

+ Users can now activate BlackBerry Dynamics apps after they
restore their device using their third-party identity provider
credentials. For more information, see Activate a BlackBerry
Dynamics app after a device restore using a third-party
identity provider.

+ Users can now retrieve their BlackBerry Dynamics

app password using their third-party identity provider

credentials. For more information, see Reset your BlackBerry

Dynamics app password using a third-party identity provider.

This release adds support for devices running:

+ Android 13
« i0S16

After the UEM Client has been activated on an iOS device that
is enrolled in DEP, during any subsequent activation, if there is
no device activation password set for the user, the UEM Client
displays a message that tells the user how to activate their
device.

You can export a list of devices that are not already using a
hardened channel and migrate them so that they use a hardened
channel.

For more information, see Migrate iOS devices to use a hardened
channel.

A new option, "Permit fallback to device passcode if biometric
authentication fails", has been added to the BlackBerry Dynamics
profile. This option allows iOS biometric (TouchID/FacelD)
authentication to fall back to the device passcode if biometric
authentication fails.

For more information, see Controlling BlackBerry Dynamics on
users devices.

For devices that were activated using the Work space only
(Android Enterprise) activation type, when an app is removed
from Google Play or unassigned from a user, the app is removed
from the device automatically.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/Using-a-third-party-identity-provider-to-activate-a-BlackBerry-Dynamics-app-on-a-device/Use-a-third-party-identity-provider-to-unlock--activate--and-reset-your-password-for-BlackBerry-Dynamics-apps/Unlock-a-BlackBerry-Dynamics-app-using-a-third-party-identity-provider
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/Using-a-third-party-identity-provider-to-activate-a-BlackBerry-Dynamics-app-on-a-device/Use-a-third-party-identity-provider-to-unlock--activate--and-reset-your-password-for-BlackBerry-Dynamics-apps/Unlock-a-BlackBerry-Dynamics-app-using-a-third-party-identity-provider
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/Using-a-third-party-identity-provider-to-activate-a-BlackBerry-Dynamics-app-on-a-device/Use-a-third-party-identity-provider-to-unlock--activate--and-reset-your-password-for-BlackBerry-Dynamics-apps/Activate-a-BlackBerry-Dynamics-app-after-a-device-restore-using-a-third-party-identity-provider
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/Using-a-third-party-identity-provider-to-activate-a-BlackBerry-Dynamics-app-on-a-device/Use-a-third-party-identity-provider-to-unlock--activate--and-reset-your-password-for-BlackBerry-Dynamics-apps/Activate-a-BlackBerry-Dynamics-app-after-a-device-restore-using-a-third-party-identity-provider
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/Using-a-third-party-identity-provider-to-activate-a-BlackBerry-Dynamics-app-on-a-device/Use-a-third-party-identity-provider-to-unlock--activate--and-reset-your-password-for-BlackBerry-Dynamics-apps/Activate-a-BlackBerry-Dynamics-app-after-a-device-restore-using-a-third-party-identity-provider
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/Using-a-third-party-identity-provider-to-activate-a-BlackBerry-Dynamics-app-on-a-device/Use-a-third-party-identity-provider-to-unlock--activate--and-reset-your-password-for-BlackBerry-Dynamics-apps/Resetting-your-BlackBerry-Dynamics-app-password-using-a-third-party-identity-provider
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/Using-a-third-party-identity-provider-to-activate-a-BlackBerry-Dynamics-app-on-a-device/Use-a-third-party-identity-provider-to-unlock--activate--and-reset-your-password-for-BlackBerry-Dynamics-apps/Resetting-your-BlackBerry-Dynamics-app-password-using-a-third-party-identity-provider
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/device-features-it-policies/Migrate-iOS-devices-to-use-a-hardened-channel-
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/device-features-it-policies/Migrate-iOS-devices-to-use-a-hardened-channel-
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/aio1515009850720
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/administration/blackberry-dynamics/aio1515009850720

Feature Cloud release Description
date and on-prem
version
Enhancements for September 2022 * You can now add a connection to your organization’s
Chrome OS support 1217 Google domain even when you already have a connection
’ set up. This enables you to set up a connection to manage
your organization’s Chrome devices without removing any
connections that you have already set.
+ In an org unit, you can now use the 24-hour time format in the
start time fields.
For more information, see Extending the management of Chrome
OS devices to BlackBerry UEM.
New iOS IT policy September 2022 + Allow Mail Privacy Protection: Specify whether mail protection
rules 12.17 is enabled.
' + Allow Rapid Security Response Installation: Specify whether
rapid security response is enabled.
+ Allow Rapid Security Response Removal: Specify whether
users can disable rapid security response.
For more information, see the Policy reference spreadsheet.

New in UEM version 12.16 and UEM Cloud

The table below details the new features in this release. For information about the fixed and known issues in this
release, see the UEM 12.16 Release Notes or the UEM Cloud Release Notes.

Feature Cloud release Description
date and on-prem
version
Support for Chrome  August 2022 UEM now supports devices that are running Chrome OS. The
(O 12.16 MR1 Chrome OS integration with BlackBerry UEM extends some of the

Chrome OS management functionality to UEM. You can perform
some commands on Chrome OS devices, such as view device
report, view device actions, and delete only work data.

For more information, see KB 98789 and Extending the
management of Chrome OS devices to BlackBerry UEM.

Multiple August 2022 You can now configure multiple Entra ID connections for
connections for 12.16 MR1 conditional access in a UEM tenant. You can also configure
Entra ID conditional ’ multiple UEM domains to connect to the same Entra ID tenant.
access

For more information, see Connecting BlackBerry UEM to
Microsoft Azure.
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https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/installation-configuration/configuration/Managing-Chrome-OS-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_17/installation-configuration/configuration/Managing-Chrome-OS-devices
https://docs.blackberry.com/content/dam/docs-blackberry-com/release-pdfs/en/blackberry-uem/12_17/administration/Policy-Reference-Spreadsheet-BlackBerry-UEM.zip
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/release-notes-on-prem/
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/current/release-notes-cloud/
https://support.blackberry.com/community/s/article/98789
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/installation-configuration/configuration/Managing-Chrome-OS-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/installation-configuration/configuration/Managing-Chrome-OS-devices
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/installation-configuration/configuration/get1523376832670
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/installation-configuration/configuration/get1523376832670

Feature Cloud release Description
date and on-prem
version

Changes totheon-  August 2022 The BlackBerry Affinity Manager, BlackBerry Dispatcher, and
premises installer BlackBerry MDS Connection Service components have been
12.16 MR1 - .
removed from the installation and upgrade process. These
components were used only for managing BlackBerry 10 devices,
which are no longer supported.

For more information about a BlackBerry Affinity Manager
disconnected status, see KB 90941.

Support for shared  March 2022 iPad devices can now be shared between multiple users. When
iPad devices users sign in with a Managed Apple ID, their data loads and the
12.16 . . o
user has access to their own email accounts, files, iCloud Photo
Library, app data, and more.

For more information, see Creating and managing shared iPad
groups.

Support for March 2022 UEM now supports the CryptoTokenKit framework for iOS

the CryptoTokenKit 1216 devices so that BlackBerry Dynamics apps can access

framework for iOS ’ cryptographic tokens from PKI apps such as Purebred. Support
for cryptographic tokens is enabled when you select the “Native
keystore” connection option and the iOS platform in the user
credential profile. This feature requires apps that use BlackBerry
Dynamics SDK 10.2 or later.

For more information, see Sending client certificates to devices
and apps using user credential profiles.

UTI requirement for  March 2022 When you use the Purebred app version 2.1 (8) or later, which
Purebred 2.1 (8) 1216 must be submitted through the Custom App Distribution

: mechanism, you must update the uniform type identifiers (UTI)
that contain underscores (‘_’) to dashes (-') for the BlackBerry
UEM Client app policy.

For example, use pur ebr ed. sel ect . al | - user;

pur ebred. sel ect.no-filter; purebred.zip.all-
user; purebred.zip.no-filter.Users mayneedto
reactivate the new Purebred app on their device.
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https://support.blackberry.com/community/s/article/90941
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/administration/users-groups/Creating-and-managing-shared-iPad-groups
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/administration/users-groups/Creating-and-managing-shared-iPad-groups
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/administration/pki-certificates/amo1418143666469/user-credential-profile
https://docs.blackberry.com/en/endpoint-management/blackberry-uem/12_16/administration/pki-certificates/amo1418143666469/user-credential-profile

Feature

Cloud release
date and on-prem
version

Description

Profile
enhancements

Changes to the
management
console

New Android IT
policy rule

New iOS IT policy
rule

March 2022
12.16

March 2022
12.16

March 2022
12.16

March 2022
12.16

+ Device SR requirements profile: You can now apply Android
0S updates to Samsung devices. For more information, see
Controlling the software updates that are installed on devices.

+ BlackBerry Dynamics profile: A new option allows you to
specify whether Android device users can use custom
keyboards with BlackBerry Dynamics apps. For more
information, see Controlling BlackBerry Dynamics on users
devices.

+ VPN profile: You can specify an associated proxy profile when
you select “IKEv2 Always On”. For more information, see
Setting up work VPNs for devices.

User credential profiles: In profiles that use native keystore
connections, you can now specify the device 0S platforms
that you want the profile to apply to. For more information,
see Sending client certificates to devices and apps using user
credential profiles.

+ The Android app license page has been removed from
the management console.

+  You must use the Organize Apps functionality in Google Play
iFrame to manage your Google Play Store layout. You can no
longer use the Category drop-down list in the app details to
manage your Google Play Store layout.

Work apps exempt from VPN: Specify the work apps that are not
required to send data over the work connection when "Force work
apps to only use VPN" is selected.

For more information, see the Policy reference spreadsheet.

Recommended software update cadence (supervised

only): Specify how software updates are presented to the user.
When there is only one update available, the system shows the
update to the user. Otherwise, the updates are displayed in the
specified order. This rule applies only to devices running iOS
14.5.0 and later.

For more information, see the Policy reference spreadsheet.
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What's new in BlackBerry Work

New in BlackBerry Work version 3.15

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Work version 3.15 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version

Email enhancements  January 2024 Users can now create an S/MIME PIN with more than
i0S: 3.15.0.445 six characters for sending and receiving email, and

Calendar
enhancements

Apple Watch
enhancements

Ul enhancements

Changes to OS
support

Android: 3.15.0.1848

January 2024
i0S: 3.15.0.445
Android: 3.15.0.1848

January 2024
i0S: 3.15.0.445

January 2024
i0S: 3.15.0.445

January 2024
i0S: 3.15.0.445
Android: 3.15.0.1848

administrators can now enforce a minimum number of
characters for an S/MIME PIN.

In the email list view:

iOS: The icons, the top bar and the bottom bar have
been redesigned, users can now set a one-line
preview for messages, and new Yesterday and Last
Week sections improve the presentation of data.
Android: The icons have been redesigned, and users
can now set a one-line preview for messages.

Android only: Users can now set all email

notifications as high priority, and notifications will

include an audible signal.

iOS: An administrator can now set a shared calendar to
synchronize every 10 minutes when the calendar is in
the foreground.

Android: An administrator can now set a shared
calendar to synchronize every 10 minutes when the
calendar is in the foreground, and the icons have been
redesigned.

Users can now open Complication options on an Apple
Watch by tapping a complication on the watch face, and a
recurrence icon for events now displays on the watch face.

New icons have been implemented in the hamburger
menu.

iOS: BlackBerry Work is no longer compatible with iOS
15.

Android: BlackBerry Work is no longer compatible with
Android 10.

| What's new in BlackBerry Work | 14


https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_15/blackberry-work-release-notes
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1417208635967
https://docs.blackberry.com/en/endpoint-management/compatibility-matrix/mobile-os-matrix/ksa1417208635967

Feature Release date and app Description

version
BlackBerry January 2024 BlackBerry Work is no longer compatible with BlackBerry
Persona mobile (BIS) i0S: 3.15.0.445 Persona mobile.

Android: 3.15.0.1848

New in BlackBerry Work version 3.14

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Work version 3.14 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Feature Release date and app Description
version
New app October 2023 (UEM This UEM release adds a new app configuration option

configuration option

Support for
application language

Usability
improvements

Changes to OS
support

Support for Apple
Watch (Beta)

Ul enhancements

12.19)

October 2023
Android: 3.14.0.1821

October 2023
Android: 3.14.0.1821

October 2023
Android: 3.14.0.1821
September 2023
i0S: 3.14.0.10345

September 2023
i0S: 3.14.0.10345

September 2023
i0S: 3.14.0.10345

for BlackBerry Work that you can use to prevent iOS users
from taking screenshots in BlackBerry Work.

For more information, see BlackBerry Work app
configuration settings.

Users can now change the language displayed in
BlackBerry Work.

For more information, see Change your application
language.

BlackBerry Work now supports HTML formatting when
exporting events to .ics files.

Users can now search for the destination folder when
moving emails in BlackBerry Work.

Users can now duplicate multiple files at once.

iOS: BlackBerry Work is now compatible with i0S 17.

Android: BlackBerry Work is now compatible with
Android 14.

Users can now use BlackBerry Work on an Apple Watch to
manage email messages and calendar events.

For more information, see Using BlackBerry Work on an
Apple Watch.

The menu in BlackBerry Work Docs has undergone Ul
enhancements.
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https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_14/blackberry-work-user-guide-ios/using-blackberry-work-on-an-apple-watch

Feature Release date and app Description
version
Email previews September 2023 BlackBerry Work now displays a preview of an email

message in its notification. This feature requires BEMS 3.7

i0S: 3.14.0.10345
or later.

For more information, see the Notifications table in
BlackBerry Work app configuration settings.

New in BlackBerry Work version 3.13

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see

the BlackBerry Work for iOS Release Notes or the BlackBerry Work for Android Release Notes. For device OS
compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature

Release date and app
version

Description

Support for Microsoft
Teams

Subfolder
notifications

Block images from
external sources

Screenshot
prevention

Ul enhancements

Changes to Android
OS support

June 2023
i0S: 3.13.0.10040
Android: 3.13.0.1797

June 2023
i0S: 3.13.0.10040
Android: 3.13.0.1797

June 2023
i0S: 3.13.0.10040
Android: 3.13.0.1797

June 2023
i0S: 3.13.0.10040

June 2023
i0S: 3.13.0.10040
Android: 3.13.0.1797

June 2023
Android: 3.13.0.1797

Users can now create and join Microsoft Teams meetings
on BlackBerry Work. Microsoft Teams calls and chats can
also be launched from BlackBerry Work Contacts.

BlackBerry Work now supports email notifications for
subscribed subfolders.

For more information, see BlackBerry Work app
configuration settings.

BlackBerry Work can now block downloading images from
external sources.

For more information, see BlackBerry Work app
configuration settings.

You can prevent users from taking screenshots of
BlackBerry Work using the new "Prevent Screenshots on
iOS" IT policy rule.

For more information, see BlackBerry Work app
configuration settings.

iOS: Improvements have been made to the colors and
search animations for BlackBerry Work Docs.

Android: New icons have been introduced in the
BlackBerry Dynamics Launcher.

BlackBerry Work is no longer compatible with Android 9.
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https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_13/blackberry-work-administration-guide/xqp1494958005090/vju1484855511640/fec1485187549183

What's new in BlackBerry Tasks

New in BlackBerry Tasks version 3.15

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Tasks version 3.15 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Feature

Release date and app
version

Description

Changes to OS
support

January 2024
i0S: 3.15.0.971
Android: 3.15.0.3783

iOS: BlackBerry Tasks is no longer compatible with iOS
15.

Android: BlackBerry Tasks is no longer compatible with
Android 10.

New in BlackBerry Tasks version 3.14

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Tasks version 3.14 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

application language

Changes to OS
support

Feature Release date and app Description
version

Screenshot September 2023 You can prevent users from taking screenshots of

prevention i0S: 3.14.0.951 Bla?kBerry Tasks using the new "Prevent Screenshots on
i0S" IT policy rule.
For more information, see BlackBerry Tasks and Notes app
configuration settings.

Support for October 2023 Users can now change the language displayed in

Android: 3.14.0.3772

October 2023
Android: 3.14.0.3772
September 2023
i0S: 3.14.0.951

BlackBerry Tasks.

For more information, see Change your application
language.

iOS: BlackBerry Tasks is now compatible with i0OS 17.

Android: BlackBerry Tasks is now compatible with
Android 14.

New in BlackBerry Tasks version 3.13

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
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https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-work/3_14/blackberry-work-administration-guide/nqu1497446703197/BlackBerry-Tasks-app-configuration-settings
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BlackBerry Tasks for iOS Release Notes or the BlackBerry Tasks for Android Release Notes. For device 0S
compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature

Release date and app
version

Description

Support for Microsoft
Entra ID conditional
access

User experience
improvements

Change to Android
OS support

June 2023
i0S: 3.13.0.922
Android: 3.13.0.3754

June 2023
i0S: 3.13.0.922
Android: 3.13.0.3754

June 2023
Android: 3.13.0.3754

BlackBerry Tasks can now be provisioned with Entra
conditional access.

For more information, see BlackBerry Tasks and Notes app
configuration settings.

For iOS, users can now dismiss modally presented screens
by swiping down.

For Android, new icons have been introduced in the
BlackBerry Dynamics Launcher.

BlackBerry Tasks is no longer compatible with Android 9.
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https://docs.blackberry.com/en/blackberry-dynamics-apps/blackberry-tasks/3_13/blackberry-tasks-ios-release-notes/
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What's new in BlackBerry Notes

New in BlackBerry Notes version 3.15

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Notes version 3.15 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

Feature

Release date and app
version

Description

Changes to OS
support

January 2024
i0S: 3.15.0.971
Android: 3.15.0.3783

iOS: BlackBerry Notes is no longer compatible with iOS
15.

Android: BlackBerry Notes is no longer compatible with
Android 10.

New in BlackBerry Notes version 3.14

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Notes version 3.14 Release Notes. For device OS compatibility, see the Mobile/Desktop OS and
Enterprise Applications Compatibility Matrix.

application language

Changes to OS
support

Feature Release date and app Description
version

Screenshot September 2023 You can prevent users from taking screenshots of

prevention i0S: 3.14.0.951 Bla?kBerry Notes using the new "Prevent Screenshots on
i0S" IT policy rule.
For more information, see BlackBerry Tasks and Notes app
configuration settings.

Support for October 2023 Users can now change the language displayed in

Android: 3.14.0.3772

October 2023
Android: 3.14.0.3772
September 2023
i0S: 3.14.0.951

BlackBerry Notes.

For more information, see Change your application
language.

iOS: BlackBerry Notes is now compatible with i0OS 17.

Android: BlackBerry Notes is now compatible with
Android 14.

New in BlackBerry Notes version 3.13

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
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BlackBerry Notes for iOS Release Notes or the BlackBerry Notes for Android Release Notes. For device OS
compatibility, see the Mobile/Desktop OS and Enterprise Applications Compatibility Matrix.

Feature

Release date and app
version

Description

Support for Microsoft
Entra ID conditional
access

User experience
improvements

Change to Android
OS support

June 2023
i0S: 3.13.0.922
Android: 3.13.0.3754

June 2023
i0S: 3.13.0.922
Android: 3.13.0.3754

June 2023
Android: 3.13.0.3754

BlackBerry Notes can now be provisioned with Entra
conditional access.

For more information, see BlackBerry Tasks and Notes app
configuration settings.

For iOS, users can now dismiss modally presented screens
by swiping down.

For Android, new icons have been introduced in the
BlackBerry Dynamics Launcher.

BlackBerry Notes is no longer compatible with Android 9.
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What's new in BlackBerry Access

New in BlackBerry Access version 3.6

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Access Release Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise
Applications Compatibility Matrix.

Feature Release date and app Description
version
Changes to OS October 2023 BlackBerry Access is now compatible with:
support Android: 3.6.1.102 . i0S17
September 2023 Android 14
i0S:3.6.1.1435
Screenshot September 2023 You can prevent users from taking screenshots of
prevention i0S: 3.6.1.1435 BIacﬂ:kBerry Access using the new "Prevent Screenshots on
i0S" IT policy rule.
For more information, see BlackBerry Access app
configuration settings.
Browser history June 2023 Users can now clear their browsing history based on the
improvements i0S:3.6.0.1416 following time periods:
All time
Today and yesterday
Today
The last hour
For more information, see View, search, and delete
browsing history in the BlackBerry Access for iOS user
guide.
Change to Android June 2023 BlackBerry Access is no longer compatible with Android 9.
O Android: 3.6.0.51

New in BlackBerry Access version 3.5

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Access Release Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise
Applications Compatibility Matrix.
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Feature Release date and app Description

version
Specify differentapp ~ March 2023 Administrators can now specify different BlackBerry
configuration settings i0S- 3.5.3.1397 Access app configuration settings for the same user on

for separate device
types

Browser history
improvements

Changes to i0OS
compatibility

Software quality
improvements

Support for third-
party phone call
services

Export download files

to native apps

Changes to OS
support

Android: 3.5.1.105

March 2023
i0S: 3.5.3.1397

March 2023
i0S: 3.5.3.1397

March 2023
i0S: 3.5.3.1397

March 2023
Android: 3.5.1.105

March 2023
Android: 3.5.1.105

November 2022
Android: 3.5.0.142
September 2022
i0S: 3.5.0.1383

separate device types (mobile and desktop) in the "Policy
Overrides For Mobile" settings.

For more information, see BlackBerry Access app
configuration settings in the Administration Guide.

Users can now tap the "Edit" button and then swipe to the
left to delete individual history items and downloads.

For more information, see View, search, and delete
browsing history in the BlackBerry Access for iOS User
Guide.

BlackBerry Access is no longer compatible with iOS 14.

BlackBerry Access for iOS is now compiled using Xcode
14.

IndexedDB is now supported, with the limitation that
BLOB data storage is not supported.

Users can now use a third-party phone call service such as
CellTrust when they click on a phone number in BlackBerry
Access. To use this feature, administrators will need to
enable "Allow phone number to dial using entitled and
installed Dynamics VOIP apps" in the app configuration
settings.

For more information, see BlackBerry Access app
configuration settings in the Administration Guide.

Users can share files to third-party apps from the download
folder. If you want your users to use this feature, you must
select "Enable exporting to 3rd-party native apps" in the
app configuration policy and specify the allowed apps.
This policy is not applied when the DLP policy "Do not
allow copying data from BlackBerry Dynamics apps into
non BlackBerry Dynamics apps" option is selected in the
BlackBerry Dynamics profile.

For more information, see BlackBerry Access app
configuration settings in the Administration Guide.
BlackBerry Access is now compatible with:

i0S 16
Android 13
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New in BlackBerry Access version 3.4

The table below details the new features in this release. For information about fixed and known issues, supported
upgrade paths, and the versions of the BlackBerry Dynamics SDK and BlackBerry Dynamics Launcher, see the
BlackBerry Access Release Notes. For device OS compatibility, see the Mobile/Desktop OS and Enterprise
Applications Compatibility Matrix.

Feature

Release date and app
version

Description

Set BlackBerry
Access for Windows
as the default
browser

Usability
improvement

Support for Entra ID
sign-in frequency
conditional access
policy

Export download files
to native apps

July 2023

BlackBerry Access for
Windows: 3.4.3.13

BlackBerry Work for
Windows: 3.4.1.417
July 2023

BlackBerry Access for
Windows: 3.4.3.13

BlackBerry Work for
Windows: 3.4.1.417
December 2022

BlackBerry Access for
Windows: 3.4.1.19

BlackBerry Work for
Windows: 3.4.1.417

BlackBerry Access for
macO0S: 3.4.1.23

BlackBerry Work for
macO0S: 3.4.1.417
May 2022

i0S: 3.4.0.1373

An administrator can now set BlackBerry Access for
Windows as the default browser.

If an administrator has set BlackBerry Access for Windows
as the default browser, clicking on a URL shortcut on the
desktop will open in a new tab in BlackBerry Access.

The Microsoft Entra ID Active Directory "Sign-in
frequency" conditional access policy is supported in this
release. Administrators can enable this policy to configure
the time period before a user will need to sign in and
reauthorize the session.

For more information on Entra ID conditional access, see
the Microsoft documentation.

Users can share files to third-party apps from the download
folder. If you want your users to use this feature, you must
select "Enable exporting to 3rd-party native apps" in the
app configuration policy and specify the allowed apps.
This policy is not applied when the DLP policy "Do not
allow copying data from BlackBerry Dynamics apps into
non BlackBerry Dynamics apps" option is selected in the
BlackBerry Dynamics profile.

For more information, see BlackBerry Access app
configuration settings in the Administration Guide.
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Feature Release date and app Description
version
Support for custom May 2022 Users can open custom URL schemes supported by third-
URL schemes o party apps. If you want your users to use this feature, in
i0S: 3.4.0.1373 ) : X "

the app configuration settings, you must select the "Enable

3rd Party Applications" option and specify the custom URL

schemes that BlackBerry Access can open.

For more information, see BlackBerry Access app

configuration settings in the Administration Guide.

Usability May 2022 + Users can zoom in and out on a webpage. The last used
improvements i0S-3.4.0 1373 zoom value of the p'c?ge is saved. .

« Users can create, edit, and move folders in the
bookmark menu.

+ Users can now enter reader mode when they view a web
page. Reader mode emphasizes text content on a page
and obscures Ul elements such as advertisements.

+  Chromium version 92 is now supported.

Support for third- May 2022 Users can now use a third-party phone call service such as
party phone call o CellTrust when they click on a phone number in BlackBerry
d i0S:3.4.0.1373 - L .
services Access. To use this feature, administrators will need to
enable "Allow phone number to dial using entitled and
installed Dynamics VOIP apps" in the app configuration
settings.
For more information, see BlackBerry Access app
configuration settings in the Administration Guide.
Changes to i0OS May 2022 BlackBerry Access is no longer compatible with iOS 13 or
compatibility i0S:3.4.0 1373 iPadOS 13.
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Legal notice

©2024 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY, BBM, BES, EMBLEM Design,
ATHOC, CYLANCE and SECUSMART are the trademarks or registered trademarks of BlackBerry Limited, its
subsidiaries and/or affiliates, used under license, and the exclusive rights to such trademarks are expressly
reserved. All other trademarks are the property of their respective owners.

Patents, as applicable, identified at: www.blackberry.com/patents.

This documentation including all documentation incorporated by reference herein such as documentation
provided or made available on the BlackBerry website provided or made accessible "AS IS" and "AS AVAILABLE"
and without condition, endorsement, guarantee, representation, or warranty of any kind by BlackBerry Limited and
its affiliated companies ("BlackBerry") and BlackBerry assumes no responsibility for any typographical, technical,
or other inaccuracies, errors, or omissions in this documentation. In order to protect BlackBerry proprietary and
confidential information and/or trade secrets, this documentation may describe some aspects of BlackBerry
technology in generalized terms. BlackBerry reserves the right to periodically change information that is contained
in this documentation; however, BlackBerry makes no commitment to provide any such changes, updates,
enhancements, or other additions to this documentation to you in a timely manner or at all.

This documentation might contain references to third-party sources of information, hardware or software,
products or services including components and content such as content protected by copyright and/or third-
party websites (collectively the "Third Party Products and Services"). BlackBerry does not control, and is not
responsible for, any Third Party Products and Services including, without limitation the content, accuracy,
copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect
of Third Party Products and Services. The inclusion of a reference to Third Party Products and Services in this
documentation does not imply endorsement by BlackBerry of the Third Party Products and Services or the third
party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR JURISDICTION, ALL
CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS, OR WARRANTIES OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES,
REPRESENTATIONS OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE,
MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY QUALITY, OR TITLE, OR
ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF DEALING OR USAGE OF TRADE, OR RELATED TO THE
DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE,
SERVICE, OR ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE HEREBY EXCLUDED.
YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE. SOME JURISDICTIONS MAY

NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES AND CONDITIONS. TO THE EXTENT
PERMITTED BY LAW, ANY IMPLIED WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO
THE EXTENT THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY LIMITED TO
NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE DOCUMENTATION OR THE ITEM THAT IS THE
SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN NO EVENT SHALL
BLACKBERRY BE LIABLE FOR ANY TYPE OF DAMAGES RELATED TO THIS DOCUMENTATION OR ITS USE,

OR PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD

PARTY PRODUCTS AND SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE
FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, INDIRECT, SPECIAL, PUNITIVE,
OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF PROFITS OR REVENUES, FAILURE TO REALIZE ANY
EXPECTED SAVINGS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF BUSINESS
OPPORTUNITY, OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA,
PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH BLACKBERRY PRODUCTS OR
SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF BLACKBERRY PRODUCTS OR SERVICES OR ANY PORTION
THEREOF OR OF ANY AIRTIME SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR
SERVICES, COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH DAMAGES
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WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, BLACKBERRY SHALL
HAVE NO OTHER OBLIGATION, DUTY, OR LIABILITY WHATSOEVER IN CONTRACT, TORT, OR OTHERWISE TO
YOU INCLUDING ANY LIABILITY FOR NEGLIGENCE OR STRICT LIABILITY.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A) IRRESPECTIVE OF THE NATURE
OF THE CAUSE OF ACTION, DEMAND, OR ACTION BY YOU INCLUDING BUT NOT LIMITED TO BREACH OF
CONTRACT, NEGLIGENCE, TORT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A
FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE OF THIS AGREEMENT
OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO BLACKBERRY AND ITS AFFILIATED COMPANIES, THEIR
SUCCESSORS, ASSIGNS, AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED
BLACKBERRY DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND THEIR RESPECTIVE
DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT SHALL ANY DIRECTOR,
EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT CONTRACTOR OF BLACKBERRY OR ANY
AFFILIATES OF BLACKBERRY HAVE ANY LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your responsibility to
ensure that your airtime service provider has agreed to support all of their features. Some airtime service
providers might not offer Internet browsing functionality with a subscription to the BlackBerry® Internet Service.
Check with your service provider for availability, roaming arrangements, service plans and features. Installation
or use of Third Party Products and Services with BlackBerry's products and services may require one or more
patent, trademark, copyright, or other licenses in order to avoid infringement or violation of third party rights. You
are solely responsible for determining whether to use Third Party Products and Services and if any third party
licenses are required to do so. If required you are responsible for acquiring them. You should not install or use
Third Party Products and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a convenience to you and are
provided "AS IS" with no express or implied conditions, endorsements, guarantees, representations, or warranties
of any kind by BlackBerry and BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third
Party Products and Services shall be governed by and subject to you agreeing to the terms of separate licenses
and other agreements applicable thereto with third parties, except to the extent expressly covered by a license or
other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or other agreement with
BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION IS INTENDED TO SUPERSEDE ANY EXPRESS
WRITTEN AGREEMENTS OR WARRANTIES PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY
PRODUCT OR SERVICE OTHER THAN THIS DOCUMENTATION.

BlackBerry Enterprise Software incorporates certain third-party software. The license and copyright information
associated with this software is available at http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.

BlackBerry Limited

2200 University Avenue East
Waterloo, Ontario

Canada N2K 0A7

BlackBerry UK Limited

Ground Floor, The Pearce Building, West Street,
Maidenhead, Berkshire SL6 1RL

United Kingdom

Published in Canada
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